ACADEMIC WORKSHOP
ON PUBLIC CONFIDENCE

PROCEEDINGS

Report of the
President’s Commission
on Critical Infrastructure Protection

1997




PRESI DENT' S COW SSI ON ON
CRI TI CAL | NFRASTRUCTURE PROTECTI ON
+ + +
ACADEM C WORKSHOP ON
PUBLI C CONFI DENCE
+ + +
Friday, May 30, 1997

+ + +

The workshop net in the R ggs Library,

Healy Hall, Georgetown University, Washington, D.C
at 9:30 a.m, Mary Culnan, Chair, presiding.
PRESENT:

MARY CULNAN, Chair, Conmi ssioner

Bl LL GARBER, Mbderator, Fleishman-Hillard

ELI ZABETH BANKER, PCCI P St af f

ROBERT BI ES, Ceorgetown University

M CHAEL DARBY, University of California, L.A

DAVI D GEDDES, Fl eishman-Hillard

DORIS GRABER, Uni versity  of [Ilinois at
Chi cago

BETSY HARRI SON, PCCI P St af f

RAY HI EBERT, University of Maryl and



PRESENT ( Conti nued):
BRI AN HOEY, PCCIP Staff
PAUL KLEI NDORFER, University of Pennsyl vani a
RCD KRAMVER, Stanford University
ROY LEWCKI, Chio State University
LI Z LI PTAK, Georgetown University Staff
DAN McALLI STER, Georgetown University
STEVE M TCHELL, Conm ssi oner
JCE MOCRCONES, Conmi ssi oner
TOM TRI PP, Washington State University
TOM TYLER, University of California, Berkeley
NANCY WONG Conmi ssi oner

LYNNE ZUCKER, University of California, L.A



CONTENTS

Vel com ng Remarks by All en Andreasen

I ntroduction by Mary Cul nan

Di scussi on of What is Trust

Di scussion of Elasticity of Public Confidence
Di scussion of the Role of the Mdia

D scussi on of Role of the Governnent

PAGE

32

165

173

194



10

11

12

13

14

15

16

17

18

19

20

21

22

23

PROCEEDI NGS

(9:16 a.m)

CHAI R CULNAN. CGood norning. M name is
Mary Culnan, and | want to wel come you on behal f of
t he President's Conmi ssi on on Critical
I nfrastructure Protection, which is a real nouthful

W' re the PCCP, and we haven't quite figured out
how to say that either.

But as we do say here inside of the
Beltway, we are from Washington, and today we're
fromthe governnent, and you're here to hel p us.

(Laughter.)

CHAI R CULNAN: So I want to thank you
all for comng. W invited each one of you because
of your particular expertise we thought could cone
to bear on our research, and so we're really glad
you could find the tine and cone to join us. | know
everybody is very busy.

I'm from the Business School here at
Georgetown, ny honme when |I'm not on the Conmm ssion,
and Allen Andreasen, who's our Associate Dean, is
going to say a couple of words of welcone on behal f

of Georgetown, which is officially hosting the
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occasi on here.

MR. ANDREASEN. Thank you, Mary.

| do want to welcone you all here on
behal f of the Georgetown School of Business, and
we're pleased that we're able to host such an event.

This kind of activity fits, | think,
very well with where the Georgetown School of
Business is trying to carve itself a major niche in
the academc world, and | think in the public policy
wor | d. | think there are several things that we do
here that inmpinge on the kind of work that this
particular group is involved in, and you have
several of ny colleagues anong you. W are very
interested in all sorts of issues of trust.

W're also interested in the broad area
of business and governnent relations. V' ve been
hiring a nunber of folks and growing rather rapidly
in all of these areas, and the chance for our
faculty to work with such bright and interesting
peopl e as you' ve assenbled here today is great for
us, and we hope that by hosting this we can nake
your work at |east pleasant, and |I'm sure ny

colleagues will help a lot to the intellectual side
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of your enterprise.

So thank you again. Wl cone. Have a
great day.

CHAI R CULNAN:  Thanks, Al.

Before we get started, I'Il just tell
you a little bit about the Comm ssion and our work.
This is going to be informal. W want the workshop
to be informal. So there are no overheads. |'m not
going to stand up and turn slides, but there are
some overheads in your packet if you want to | ook at
that because |I'm just going to go through these
qui ckly, that have sone nore details.

The first question is: what are
critical infrastructures, which was interesting to
me in reading the different papers that were
subm tted? And this is another thing for which
there is no real good sound bite, but really they're
the nation's |ife support systens, the kind of
things we take for granted.

And probably the best exanple of the
fact that people really do take these things for
granted was illustrated by President Cinton at the

begi nning of the nonth when he was asked how he felt
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about his daughter going away to college 3,000 from
Washi ngton at Stanford, and he said, "WlIl, the
pl anes run out there and the phones work and the E-
mail works out there, so we'll be all right,” and
that pretty nmuch sums up, | think, how the public
feels about infrastructure.

So why have a commi ssion to study this?

President dinton signed the executive order that
established the Commission last July, notivated in
| arge part because of sone recent terrorism events,
such as Cklahoma Cty, the Wrld Trade Center, and
some things that had taken place in sone other
countries as well.

And so our mission during the year and a
half that we are in business is to develop policy
recommendations for the President that wll assure
that the nation's critical infrastructures wll be
safe from both physical and cyber threats.

W have 20 Conm ssioners under the
executive order, and ten of these are from the
federal government, and then there are supposed to
be ten from the private sector, which is broadly

def i ned. | think business people wouldn't consider
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ne to be a private sector person, but |I'm not from
t he governnent. So we have five private sector
people on the Conm ssion now, i ncluding our

Chairman, who is a retired general and then served
in the private sector after he left the Ar Force,
and we have sonme nore private sector Conm ssioners
to cone, which we hope will help us as we finish up.

Qur work is organized around five
different sectors which represent the «critical
infrastructures from the executive order, which
naned eight. There's banking and finance. W have
an information and conmunications sector. W used
to call this electronic distribution, but decided it
was broader. Physical distribution, energy, and
vital human services, and the slide on the sector
teans shows what Kkinds of specific activities are
i ncluded in each one of these teans.

One of the things that nakes our work
particularly interesting is that the private sector
owns t he infrastructures, not t he f eder al
governnent, and so one of the major challenges in
our work is to build a partnership with the private

sector or, in fact, to get the nessage out so that
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the private sector on its own wll take steps that
may turn out to be necessary to plug any hol es that
currently exist.

W're also looking at a nunber of
crosscutting issues, and I'll talk about them at the
end. These are really the research questions for
our Commi ssi on.

Terrorism was t he driver for
establishing the Conm ssion, but one of the things
we've found as we proceeded in our research is that
the real issues that are perhaps threatening the
infrastructures are what we call the new risk
environment, and people in business schools know
this already because the business environment has
changed so much, and this drives a |lot of the things
that we're teaching our students.

Deregul ation has neant there are nore

pl ayers, and there's nore conplexity. It's now a
gl obal environnent. W have the nerger between M
and British Telecom So now you have foreign

conpanies operating part of what used to be a
formerly Anerican infrastructure.

G eater dependence on i nformation
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t echnol ogy, in gener al , and specifically on
t el ecommuni cati ons, and that this goes across
i nfrastructures. So you have a ot nor e
i nt er dependenci es acr oss t hese di fferent
i nfrastructures. Internet is one big exanple, but

there are others.

Also there's really a new paradigm for
nati onal security that's enmerging. Wiere it used to
be if you wanted to attack the U S. you took out a
mssile silo, now you wll take out a financial
institution, and so this, again, creates sone new
realities that the private sector and the governnent
have to address and how to do this.

So the research questions that we're
addressing in our work, we're looking at what is the
national risk. Are there new threats that represent
probl ens or pot enti al probl ens for t he
infrastructures, and are t he infrastructures
vul nerable to these threats or, in fact, are we
protecting against them already? Wat is the
business case for why the Commission is in
exi stence?

Nati onal structures issue. How shoul d
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t he governnent be organi zed to address these issues,
and is it currently organized in that way or not?

Public confidence, which is what we're
here to tal k about today.

Economi ¢ i ssues. Who pays for any
changes that nay be necessary?

Research and devel opnent. What ki nds of
new tools or new technol ogies may be needed? And,
agai n, who should pay for these?

Legal and regulatory |andscape. Wat is
it with regard to infrastructure, and are there
hol es that need to be plugged or are there | aws that
serve as inpedinents to assuring infrastructures?

And finally education, training, and
awar eness both for the business conmunity today and
the future business |eaders of tonmorrow, which are
our clients or whatever we'd like to call them our
students.

And so these are the kind of issues that
we're addressing. The last slide in the handout has
our address. W'd be happy to hear from you or if
you' d like to follow our work, we have a Wb site

and we put up transcripts of public neetings. Ve
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will put up a transcript of this neeting eventually
when it's done so people can see what we hear, have
said about this today, and so, again, you can see
t he executive order or anything el se you' d I|ike.

Before we start and | turn this over to
Bill Garber, | know I'm going to trip up and call
you "Graber" because Doris Gaber is here, and 1've
already nmade this mstake once, but 1'll start out
the day right.

| want to thank ny colleague on the
Commi ssion, Steve Mtchell, who before | came to the
Commission had the idea that we should focus on
public confidence, and he started Team Confi dence,
as | understand it, and really serves as a chanpion
for this idea. | think | heard sone of the other
people that were skeptical that naybe this wasn't
such an issue, and now any tinme we have a neeting
and discuss an issue, public confidence inevitably
rises to the surface.

And on a personal note, because 1|'ve
started looking at trust and justice in ny own
research, when he called up and said, "Wll, you

know, you're going to be on the Conm ssion, and
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we've started this project on public trust. Maybe
you'd be interested in being involved in that," |
t hought, "Boy, would | ever."

One final thing. In the paper this
norning, if you get a chance to look at the Post on
the Federal Pages, which is on the back of the
editorial page, there's an article that sone of the
top appointees in the dinton admnistration are
having a retreat this weekend, and they' re talking
about public trust also, not in infrastructures, but
in governnent, which was a topic that sone of you
addressed in the papers you sent in. So we're
timely without even realizing it.

So, again, thank you all for com ng.
W're going to have an interesting day, and 1'l]
turn this over to Bill, who's going to co-noderate
this with ne.

MR GARBER |'mthe guy that's supposed
to keep us on scheduled, and obviously | have
mserably failed at this point because we are
probably about 30 minutes into our allotted tinmne.

A couple of ground rules of no

particul ar order. First of all, for those of you
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that haven't found the restroons in this facility,
they're very, very close. They are out the door to
your right, and then an inmmediate left, and then
just beyond the elevator, which is on your left just
as you go in that next little ante roomthere, there
is alittle hallway back to your left, and both the
men's and | adi es' roons are there.

And as Mary said, this is inform
despite the lovely setting and everything else and
some kind of sense of formality, and so we have
schedul ed breaks, and we'll go over the agenda in
just a nonent, but don't feel as though you have to
wait for those either to get sonething from the
table, sone fruit or juice or coffee, whatever the
case nmay be. I nean do as you please in terns of
com ng and going as you need to.

In your folder there are sone discussion
guestions, which perhaps you' ve had a chance to | ook
at previously. Most of them were part of the
correspondence that was initially sent to you when
we started formng this workshop, and they' |l be the
basis for which we will go through the day.

It's sort of ny task to keep us on
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subj ect, on task, and to get through these
particul ar points.

Along the admnistrative lines, I'd like
to say that Kristin Cuscella is a nmenber --

CHAI R CULNAN:  Who just left.

MR, GARBER  -- who just wal ked out the
door, but the woman by the door there. She and |

both work for an international conmmunications firm

called Fleishman-Hill ard. W are working with the
Conmi ssion on a variety of fronts. My col | eague,
David GCeddes, is a senior nenber of our research

staff from our corporate headquarters in St. Louis,
and he is specifically working with Mary and the
Conmi ssion on the survey research that we're going
to do on this particular subject, and of course, of
which this is a part.

If there's anything that Kristin or |
can do regarding arrangenents, flights, whatever the
case may be, anything at al, please just ask and
we' d be delighted to hel p you out.

As we go around, as we start these
things, 1'Il essentially just sort of read the

guestions and whatnot or a question, and then what



10

11

12

13

14

15

16

17

18

19

20

21

22

23

16

I"d like to do is if the area that's being talked
about here is in your particular field of expertise

or you have done research or whatnot in that, signa

sone way.
CHAI R CULNAN:  Turn your card up.
MR GARBER Well, initially kind of let
me know in sone fashion that you're willing to take

the lead on the discussion because what we want to
do is, | nean, this is not one person carrying the
bal | and one person speaks on a question and then we
go on to the next one. I nmean we're in the
di scussi on node here, and Mary told ne |I didn't have
to tell academicians that they had to talk, but for
subsequent things, if not for the first one, rather
than raising your hand or sonething like that, just
put your nane tag up on the corner, and that wil
signal ne that you have sone additional coments,
chal | enges, debate, or whatever the case my be
regarding the topic that we're tal king on

And if we go on a little bit long, ['II
sort of, you know, say it's -- I'"Il look at Mary and
"1l say, "Mary, have we gotten what we need?" and

then we'll nove on.
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The other thing | would like to tell
you, each of you, is that we have a court reporter
here with us in the corner, who is naking a verbatim
transcript of these proceedings, and if we follow
suit the way the Comm ssion has worked previously,
in a couple of weeks that probably will be posted on
their Internet site and, of course, is accessible by
any of you who might Iike to downl oad part or all of
that transcript, but | certainly want you to be
aware of that.

Are there any questions at all or
what ever before we start? Anything |'ve forgotten
to tell everyone?

The agenda is also in your packet, and I
m ght just nention that we have a break schedul ed at
10: 30. We have |unch schedul ed here at 12:30. Ve
don't intend to -- | nmean, while we want to have
some tine for social talk and whatnot during |unch
we don't have a long tinme scheduled for that.
Qovi ously, you know, this is the lunch table where
we sit, and so we'll intend to resume, you know,
when it's confortable for everyone after |unch.

The 3:00 p.m adjournnent tine is pretty
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firm because | think there's another function in
this roomat four. So we will end at three o' clock
today for those of you that nmay have other plans or
reservations and whatnot to | eave.

Bef ore we get started with t he
questions, | would like to kind of -- 1 would
appreciate it if we could kind of go around the
room In your folders, for those of you who stayed
in the hotel, there were sone bios of the Conm ssion
menbers, but, of course, the Conm ssion nenbers do
not have bios of you. So I'd just |ike each person
to go around the table, starting with you, Joe, and

introduce yourself and not just names and where

you're from but maybe a little bit about your
i nt erest in this particular subject, what ever
research you may have done, and whatnnot. |  nmean

this won't last too |long, but nonetheless, we'd just
like to get everybody to know each other and know
who we've got around the table here so that we can
t hen conti nue.

So, Joe.

MR MOORCONES: "' m Joe Mborcones. [ m

a Comm ssi oner. | cone from the National Security
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Agency out of Fort Meade. I"ve spent 25 years in
information systens security, worked on everything
from nucl ear command and control codes to make sure
they can't launch our mssiles, where we have a big
deal of trust and confidence, and it goes to
everything from personal security all the way
t hrough physical security, all the way down today to
trying to figure out how we're going to get better
security enabled features in conmmercial products
because that's what everybody in governnent s
using, including the mlitary.

So that's sort of ny background. " ve
been involved in this area for a long period of
time, but never looked at trust as just a pure
academic kind of a view, but | would say m strust
was probably the way we designed our systens,
assum ng we could trust no one.

MR.  BIES: Yeah, ny nane is Bob Bies.
I"'m in the School of Business here at Georgetown
Uni versity. My area of research has | ongstanding
been in issues of justice, perceptions of justice or
injustice nore accurately in the workplace, but nore

recently gotten nore involved in looking at how
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peopl e act out t he dynam cs of di strust,
particularly in the form of revenge and paranoia and
things like that. So I'mreally interested in the
di strust piece, much nore so than trust. So that's
it.

MR. H EBERT: My name is Ray Hiebert.
I"'m a professor at the University of Maryland,
former Dean of the College of Journalism there.
I"ve witten a few books on journalism and public
relations and the mass nedia, and for the last 23

years |'ve been the editor of the Public Relations

Review, which is a quarterly journal of critical
commentary on public relations.

And |I'm interested in the public
rel ati ons aspect of this question of public trust.

M5. ZUCKER: I"m Lynne Zucker. I"m a
professor of sociology at UCLA, and | guess ny
interest is focused nost on the social construction
of trust, and I've looked at it in a nunber of
different contexts, and that's ny nmajor approach.
So it's kind of a blending of sociology and
econom cs.

MR, DARBY: I"'m Mchael Darby, Lynn's
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husband. I"m a professor at the Business School,
t he Anderson School of Managenent, and the Econom cs
Departnment at UCLA.

| guess | cone at trust from two ways:
one, from sort of an industrial organi zati on
orientation towards, with Eddie Carney, | introduced
the idea of credence goods, when you buy sonething
|i ke an operation and you really don't know if you
need it or new transmssion, and how do market

structures enable those kinds of transactions to be

made?

And the other is from the financia
mar ket s, safety and soundness questions, and
guestions of what we call systemc risk. What can

set off a run on the systen?

MR. GARBER CGee, | wish you' d publish.
I really want to know about that. It sounds Iike
we small investors that that mght be sonme good
know edge to have.

MR MTCHELL: [|I'm Steven Mtchell. [I'm
the Department of Justice representative to the
Conmission, and | <conme at this question from a

crimnal |aw perspective, having formerly been wth
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the department's Conputer Cinme and Intellectual
Property Section, and in the course of the |ast nine
nonths with the Commi ssion, | can say that one of ny
proudest achievenents is successfully recruiting

Mary Culnan to be a part of our Commission as well.

So | look forward to discussing this.
M5. CGRABER |'m Doris G aber. | teach
political science at the University of Illinois. M

main area of research has been the nmass nedia,
particularly television news, and of course, there
the issue of what it does in terns of people's trust
is a very inportant issue.

I've also done work in information
managenent in the public sector, and part of that
i nvol ves public comunication canpaigns, and there
again, the issue of trust conmes in, and |'ve done a
good bit of work in what people call politica
psychol ogy, which again deals with perceptions and
peopl e's attitude towards information and such.

MR TYLER |I'm Tom Tyler. I'mfromthe
Departnment of Psychology at the University of
California at Berkeley. | have been concerned wth

public confidence in government and governnent
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institutions.

| think there are really tw aspects of
that problem that |'ve particularly explored. One
is the consequences of trust. That is, |'ve been
concerned with why people comply with legal rules
why they obey the law, and how trust in governnent
shapes whether or not people, in fact, wll obey
|l aws, w Il accept decisions by political and |ega
aut horities.

The second issue is the mechanisns that
governnent can use to create and nmmintain trust, and
in particular, 1've been concerned with procedures
t hrough which governnent functions and how those
affect trust in governnent and trust in governnent
aut horities.

M5. WONG  Thank you.

M/ nanme is Nancy Wng, and I|I'm a
Conmi ssioner on this Conmssion from the private
sector. I'"'m serving as a private citizen. So |
don't represent the conpany | cane from but before
| came on this Comm ssion, | worked for Pacific Gas
and El ectric Conpany. I"ve been in the information

technology field, serving that conpany for the | ast



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25 years.

My particular interest in this is I've
taken on the assignnent of putting together a
profile of the national risk as we nove forward into
the Information Age and how that has changed, and
risk is an area which | am responsible for in ny
conpany, particularly related to information assets
and how risk has changed in ny conpany as a result
of our dependence on information technology and the
use of information in our business processes.

For national risk, risk is very nuch
related to perception and expectations of the
public, and it plays a very inportant conponent in
determining risk as it is perceived and as it is in
reality, and so | really look forward to today's

di scussi on.

Thank you.

M5. BANKER: ' m Eli zabet h Banker. ['m
an attorney at the Conmssion, and | work wth
Steven Mtchell on the |legal issues that the

Conmi ssion is facing.
MR, HOEY: My nane is Brian Hoey. " m

the first public affairs officer detailed to the
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Conmission as a Special Assistant to the Chairman.
M/ nost recent experience in building trust was in
Sar ej evo-Bosnia with warring factions.

(Laughter.)

MR. GARBER Did you succeed?

(Laughter.)

MR. HOEY: Not entirely successful.

MR. GARBER Not yet anyway, right?

MR HOEY: Correct.

VB. HARRI SON: M/ name is Betsy
Harrison, and | handle legislative affairs at the
Conmi ssion, our outreach to nenbers of Congress and
the commttees on the HIl, mny of which have

jurisdiction over the areas that we're studying.

And | wanted to join Team Confidence
because | think that public confidence and trust
will be of major interest to Congress when the

Conmi ssion finally sends its report to the President
and eventually it becones public.

MR, TRl PP: Hi . ["m Tom Tripp. ' m
with Washington State University. I've always been
interested in issues of transactions at work between

wor kers and subordi nates and bosses and how power



10

11

12

13

14

15

16

17

18

19

20

21

22

23

26

differences affect that and how perceptions of
justice conme into that.

Mre recently 1'm interested in when
trust fails, how it affects those relationships, and
in particular, revenge in the workplace and how
workers tend to get even with each other when trust
fails.

MR LEWCKI : I"'m Roy Lewi cki. | am
prof essor of managenent and human resources at Chio
State University. Most of my career has been in
areas of negotiation and conflict managenent ,
justice work, and in the last few years on questions
of trust and trust devel opnent.

' ve been nost interested in
i nterpersonal trust, how trust devel ops, how people
view different kinds of trust and the way it
devel ops, how to repair trust, how you fix broken
trust, and how to neasure trust and trust dynam cs
how to understand sort of what trust |evel people
are and how that process grows or changes over tine.

MR, KRAMER l|"m Rod Kraner. | guess |
woul d describe nyself as a trans-social. I"'m a

soci al psychol ogi st trapped inside a business schoo
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prof essor's body.

(Laughter.)

MR KRAMER I was trained as an
experinental social psychologist, but |'ve been at
the Stanford Business School since 1985, and | study
sort of the social psychology of collective action
and inaction, and in particular, l"ve been
interested in why people cooperate with other people
when they're sharing scarce or critical resources.
So I'm very interested in many of the thenmes that
this Comm ssion is studying.

I"m also interested in why cooperation
fails or unravels, and recently have been working a
lot on the relationship between trust and people's
willingness to cooperate, and Tom Tyler and actually
quite a few people who participate in this
conference or in this Conm ssion also got together a
few years ago and thought about sonme of these issues
in the context of organizational areas, and we
published a book, Tom and | and a nunber of the
peopl e, reflecting our views.

And one of the things that came out of

that for me has been an interest in paranoia, why
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peopl e don't trust other people, and the antecedents

of collective suspicion. So | think probably

national security issues and other issues are

involved with that, but it's been a fascinating

topic. It's nmade ne a little paranoid nyself.
(Laughter.)

MR. KRAVMER But |'m happy to be here.

MR.  GARBER And they are recording
this.

(Laughter.)

MR MALLISTER Dan MA lister, and I'm
from here at CGeorgetown University. |It's a pleasure

just to be able to walk down the hall from your
office and step into such a wonderful intellectual
envi ronnent .

My work is in organizational behavior,
trusted per sonal rel ati onshi ps wi thin an
organi zation or work setting. If there's sonething
that's distinctive about ny thinking, it's getting
beyond the reasonabl e useful information towards the
affect and enotion that's in the personal baggage
that can build and can influence the sort of

confidence that people have in their relationships
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wi th one anot her. Call it the affective conponent,
as well as the cognitive.

I"m very rmuch concerned with not only
the function, the positive side of the question, but
al so the dysfunctions of trust. The bottomline is
in order to pull off the scam you ve got to be

trusted, and the larger the scam teans of trust are

needed.

(Laughter.)

MR MALLI STER And so within this
context, I'm very nmuch interested in a balanced

perspective on trust and understandi ng and exploring
not only the reasons why we should be pursuing it,

but also the controls that we need to have in place.

MR. GEDDES: | ' m David Geddes. I'"'m from
Fl ei shman-Hi | | ar d. I'm Vice President of Research
My direct involvenent has been through Bill Garber

and Mary Culnan in designing and soon to inplenent
some research, a public opinion survey and then
surveys of both owners of infrastructures. As Mary
pointed out, nost of these infrastructures are
privately owned, yet the public has near conplete

dependence upon them and the wusers of «critical
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infrastructures, which can include virtually any
business in this country, but we will focus on those
that are trenendously dependent.

Qutside here, ny primary work over the
past ten years has been for teleconmunications
conpanies. | previously worked for one of the major
| ong di stance conpanies, and now nost of ny tine is
spent with working for at l|east what is today the
| argest | ocal phone conpany in the country, although
that may change in the next few days, and also
working on, | guess, strategic marketing and brand
i mage developnent for both tel ephone conpany,
t el ecommuni cat i ons conpani es, and t echnol ogy
conpani es.

As | reflected on a few things, it
becane clear that we actually spend a lot of tine on
a day-to-day basis on the issue of what is
essentially a commodity business, trying to get
people to devel op trust in our conpany.

CHAI R CULNAN: Before we get started, |
wanted to bring this to people's attention because a
nunber of you here may be interested in this, and

you can get a copy free, and if you call before you
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| eave town, it's a local phone call, but the Pew
Center, which used to be the people in the press

that was part of the L.A Tines, just released in I

think it was this past nmonth a survey they did
called "Trust and Ctizen Engagenent in Metropolitan
Phi | adel phia, a Case Study,"” which touches on a | ot
of the issues that nmany of you are interested in,
and so this will be here if you want to look at it
during lunch, and inside the front cover is their
phone nunber. If you call themup, they' Il send you
a copy for free.

There's al so an executive summary on the
Internet, but this has all of the itens and all of
the statistics, and they do actually sone analysis
at the end that they report.

MR. GARBER Ckay. It's perhaps unique

that two days ago the Washington Post had an article

init that tal ked about the confidence index, and of
course, this is consuner confidence here, but the
confidence index hitting a 28-year high, and that
the country is basically feeling pretty good, which
is one of the challenges, of course, that the

Conmi ssion has in terns of |ooking at the other side
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of things and planning for the potential eventuality
that sone failure, intentional or otherw se, mght
cause some nmjor and abrupt change to feeling good
about sone particular infrastructure.

But in any event, as | nentioned,
| ooking at the first question, what is trust? And
how does trust in individuals differ from trust in
institutions, such as infrastructures?

Who's going to be the first? Lynne, do
you want to give us a shot at this?

CHAI R CULNAN: W pick on you because
you' re sort of our institutional person here.

MB. ZUCKER: Ckay. | have to admt |
didn't really prepare a speech based on what
wr ot e.

MR GARBER  No, no.

MB. ZUCKER So | hope you can take a
| ook at what M chael and | put together because |I'm
not going to cover all the points.

But | guess the major thing 1'd like to
start out with is just, you know, there are kind of
two ways of looking at trust, and | really |ook at

trust as not generally a manipulative strategy by
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people to try to get people to, you know -- a
confidence ganme kind of thing -- or to try to get
people to do sonething against their own self-
interest, and | think, in fact, that if trust is
extensively used that way, you finally don't have
any, and that's when systens collapse and you don't
have any of this critical infrastructure you're
tal ki ng about .

And so | think that just as we talk
about signals in nmany areas, especially in the |abor
market with Spence's ideas on using signals that
contain i nformation about t he under | yi ng
characteristics of the worker, and for wus it's
signals of trust that tell us sonething about the
underlying characteristics that we can expect in
ongoi ng transacti ons.

And if there's nmuch divergence between
the signals and the underlying real "this really is
really there and i's really supporting the
transaction,” then eventually, and not very |ong,
the transaction really breaks down.

So, you know, kind of if we went around

the table and asked how many of us have been taken
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in by these scans we read about, we probably find
that not many of us actually have been because we
understand signaling and we understand reputation
pretty well, and so because we know about these

things, we're much less likely to get taken in by a

confidence gane. W ask the right questions and,
you know, we don't proceed. W don't act
i medi at el y. VW reflect on it and we think. You

know, we may collect other information certainly
before we nmake a big investnent, even of tinme and
energy, let alone noney, right, which people often
tal k about as one of the kind of classic confidence
ar eas.

So building confidence, building public
confidence and public trust | see as really
sonething that requires real investnent and a |ot of
underlying structure that actually supports the
transactions that are going on rather than sonething
that can be done superficially on the surface and
t hen radically change public confidence.

M chael, we going to probably get ahead,
and | don't know if I'Il be actually able to use

this, but one of the really good surveys that's been
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done -- | promsed to bring survey itens -- one of
the long-term surveys that has asked questions over
a nunber of years is the general social survey, and
if you look at the questions on the banking
institutions, which is what we focused on in our
statenment, what you see is that, in fact, public
confidence really responds to what happens.

There was a | ot higher public confidence
in banking when you didn't have the savings and
| oans' failures, and you know, again, there's a nice
di stinction between banks and savings and | oans, but
a lot of the public mx those up, and as M chael
pointed out, actually after we put together the
statenment, he pointed out that, in fact, there was
actually a depreciation of kind of +the bank's
reputation capital by allowing --

MR DARBY: The use of the word "bank"
by federal savings  banks, the former thrift
institutions.

M5. ZUCKER  You know, so there are rea
effects. So if you, you know, assunme soneone else's
| osses or you take on the responsibility of another

institution that hasn't done well and which nakes
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peopl e nervous and, you know, doesn't really support
their trust, then you |lose sone of the trust in your
institution. That is, there is real depreciation of
the reputation, and it can occur very quickly.

You know, you can think about the actua
runs on banks, and there are actually very few, and

they were nostly limted to state banks where the

state --

MR. DARBY: Savings and | oans.

M5. ZUCKER  Yeah, the state savings and
| oans. Sorry. The state savings and |oans where

there could actually be insufficient support for the
insurance fund, so that the states mght default on
prom ses to insure sonme of the accounts.

And that's kind of one of the nost
extrenme exanples of what happens with |ack of trust,
that you really do get these runs on institutions
that basically make the situation much nore serious
than it was before the run started. It causes a
further coll apse of the system

So trust is sonething that's built up,
and the question is: can you understand wel| enough

the mechani sns of supporting trust to be able to
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actually develop a strategy of increasing trust in
the institution? And the answer is, of course, yes.

And we can see that because practically,
that's what you do. You advertise, and you point
out the characteristics of your product or service
that really is conpetitively better, and you try to
enphasi ze your strengths, right? That's what
advertising really does.

But, again, there has to be sonething
under there. It's not just putting out a nice ad
and saying this is the way we are. If there's not
somet hing wunderneath that, eventually the system
collapses, and again, | think the gap between the
time the signal is sent and it's really false, a
false signal, and the tinme the system collapses is
not very | ong. You know, it's time you start to
decrease the anount of reputation or trust in the
organi zati on.

|"ve talked a lot in ny previous work
about the replacenent of trust between people,
between individuals, wth trust that's based on
institutions, and | do think that is a general

process. That is, as we know | ess about individuals
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and we don't know whether or not -- you know, we
haven't had a lot of repeat interactions with them
and the investnment of tine and energy in these
repeat interactions nmay be nore than woul d be offset
by the gains in the relationship, we tend to rely on
other kinds of institutions to replace that kind of
trust.

And it's partially because of the
complexity of our exchanges. So if you think of
exchanges you do, if you just think of your average
day and you think of the kinds of exchanges you
engage in and think of the situation if you had to
build enough personal trust with each person you
interact with during the day, what that would nean
in terns of your tinme. You know, as the Kkinds of
exchanges you're involved in and the nunber of
exchanges really increases a lot, which is part of
what's happened in nodern society, you can't
possi bly devel op those relationships quickly enough
and extensively enough to support the Kkinds of
exchanges you're involved in.

So that's led to the developnent of

institutional based trust or at |east growmh of that



10

11

12

13

14

15

16

17

18

19

20

21

22

23

39

component of trust, | think, a lot in nodern
soci eti es.

You know, wll this be reversed? I
nmean, one question you could ask is one consequence
of the Information Age could be that we really gain
so nmuch nore information, are able to gain so nuch
nore information about individuals that actually we
could engage in nore direct transactions and bypass

the institutional structures nore.

| don't know if that will happen, and I
don't know which sectors it would be nost likely to
happen in either. W tend still to rely on a lot of
intermedi aries, |ike escrow accounts. W don't try

to qualify the person who's trying to buy our house
ourselves to determ ne whether or not they actually
can pay the noney. W don't generally extend |oans
to them although this is actually becomng nore
frequent because when the housing market gets very
bad, people will loan on their own.

You know, we tend to rely on these third
parties to guarantee transactions, but there is a
cost to that, and there's kind of two costs. One is

the direct cost, that is, sonmeone's tinme and energy
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is going into actually certifying all of these
peopl e that engage in transactions or at |east Kkind
of limting your risk or limting various people's
risk in the situation

This is expensive. So it increases the
transaction's costs. So we're paying a lot for
these structures that then protect us. So it's not
as though, well, gee, we don't need interpersonal
trust anynore. Look at all of these substitutes we
have, but rather it's kind of a tradeoff in terns of
di fferent kinds of costs.

There are certain kinds of costs in
terns of tinme and focus, | guess, to actually engage
in interpersonal trust and sort things out, and
there are typically financial costs to kind of
| aying off this trust relationship onto an
institutional structure.

And then you get into questions of,
wel I, now that you' ve noved all these trust building
relationships into an institutional setting, then
what about trusting the institution and how do you
build that?

And, | guess, again there are a nunber
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of different ways of looking at this. One way we've
| ooked at it on scientific teans is that on your --
on the team itself -- so if you're a principle
i nvestigator and you have your group of students and
all of us are famliar with this, so | think it's a
good concrete exanple -- if you're actually a nmenber
of a working teamin the university, typically it's
all interpersonal because, you know, you're talking
al nrost everyday or, you know, very, very frequently,
and you are working back and forth and you are
wor ki ng out t he di mensi ons of t he trust
rel ati onshi p.

But in the very large scientific
col l aborations which typically happen nore in high
energy physics or in space science or sone
geophysi cs collaborations or |ike that, where these
individual teans that are built up at universities
end up becomng interdependent in a very large
col l aboration, then the question of how you actually
construct trusts becones extrenely critical

Why? Because each group has kind of its
own nechanisns, but when they get together, they

don't whether to trust the other teans. And her e
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they are putting their cutting edge research ideas
on the table to try to really nove this project
forward because they'll get the maxi num out of it,
you know, if they put their best ideas in.

But there's a real risk. The risk is
that soneone wll try to publish from this
col l aboration before they're able to publish really
their own ideas and their own work, their own data.

This especially becones critical when the data is

all shared. So there is no way to really protect
your property rights by saying, "Wll 1'm going to
publish first and then I'lIl release the data to the

rest of the collaboration.”

| nean, high energy physics is a pure
exanple of that, since all the data basically is
released at the sane tinme to all the teans on the
proj ect .

In geophysics sonetinmes you' re able,
especially oceanography, you're able to kind of
segnent . You have your instrunents down there off
the ship, and you're are able to kind of segnent
your own data a bit better, although because the

multi-disciplinary an area is, the nore conflict you
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tend to get into.

So oceanography actually is fairly high
in conflict over both allocation of tinme on the --
how much tine can you have putting your instrunents
over the side? Not all of the instrunents can be
down at the same tine. So, therefore, there is a
lot conflicts over who gets to collect the nost
dat a.

In high energy physics that's typically
not a real constraint. So you get into different
ki nd of disputes in different projects.

So the question of how nuch you have
initially, socially constructive, that is the sane.
That is the idea of, you know, the cross-discipline
versus within discipline. |If you re inside the sane
discipline, you tend to share a lot of the sane
rul es and ideas about how you share data and what is
appropriate and what our property rights really are.

And as you nobve across disciplines you
| ose those rules. They don't apply. You' re not
sure what the other, you know, the other team from
the different discipline really wll think. So as

you nove across these boundaries, you tend to be
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nore uncertain and you tend need to construct trust.

Now, if trust construction were free,
that is, if it didn't really cost anything, well,
you know, so what? So you just construct sone rules
or you construct sonme way of working together.

But the argunment really is that you
actually have to construct trust, and that it takes
time. Instead of collecting data or analyzing data
or witing your paper, you're busy trying to create
rules that will protect your property rights, and so
it takes tinme away from things that you value and,
you know, your real, you know, your real task.

So trust is seldom -- you know,
occasionally it can be the main thing you are trying
to do, but very seldomis it really your main job.
| nean, banks' main job is not constructing trust.
It's, you know, engaging in these financial
transacti ons.

So it's only -- you know, it's very
inmportant to what they do, but it's not kind of --
their only job is kind of a side part of there work,

and the nore they have to work on it -- and of
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course, that's what exactly what they think you
confronted with is they've had to work on it nore --
takes tinme away from their normal kind of business
activities.

MR GARBER  Thanks.

Doris.

V5. GRABER I"'m going to look at this
nore generically and probably much nore briefly. I

defined a trust as confidence that expect ed

performance will take place, and that's really two
elements that | find very inportant in the creation
of trust.

The first thing 1is that one has
confidence in their several |evel schenata. One
woul d be individual confidence where, based on own
experiences that expected behavior has taken place,
we decide that sonme institution or individual is
trustwort hy.

| think there is a collective aspect of
this where the question of confidence becones an
i ssue of group confidence. There's also a what |
like to call a historical aspect to it, where one

has certain notions that certain -- which has nore
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or less historically reinforced that certain groups
are trustworthy or not trustworthy.

For i nst ance, in this country,
unfortunately there's sort of a general belief that
politicians cannot be trusted as a group, and you
have to work against this sort of political nyth.

And there are consequences which | won't
spell out in ternms of the initial, you know, how you
create confidence on their  personal | evel ,
collective level, and on the collective nyth |evel
and how do you dispel distrust. Those vari ations

are very inmportant, | think, in the practical sense.

The other thing, and | think that was
alluded to here, is the question of what is expected
behavi or. And | think that's a very inportant

aspect, on one hand, in building trust when people

are not famliar with a certain situation. You do
have to lay down rules so that people will know what
to expect.

| think under many circunstances when it
comes to mpjor institutions, and that includes

governnent as well as many major projects at the
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institutions, the individual really does not know
what trust ought to be based on and has
m sconcept i ons. So, for instance, you know,
in my particular field being government, there are a
| ot of expectations about what a political candidate
can do or what a Congressman can do that are really
quite false, and people don't wunderstand it, and

then they becone disappointed with the perfornmance.

And so | think in any investigation of
the level of trust, one needs to ascertain what
people really expect, and if those perceptions are
fal se, do sonething about these perceptions.
Advertisenment was nentioned as one thing. The nedia
very often are involved in this, and there | think
we talk about a chain of trust in the sense that
those institutions are fine to pass on the word, but
they have to be trusted as well, and if they' re not
trusted, if you don't trust the advertisenent, it's
not going to do any good.

If you don't trust journalism the
nedia, et cetera, and they publicize sonething, it's

no good. So one needs to look at the chain of trust
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and who the agents are that are likely to be
believed by the particular community that one tries
to address.

| think there's also such a thing as the
overall «climate of trust. There are so many
different institutions and there's sort of a spil
over fromone institution to another. |If you have a
nunber of experiences that indicate distrust, you
started out with the notion of distrust because in
terns of many international aspects, | think,

there's very good reason for distrust, and then you

di strust everything. The basic principle becones
di strust.

On the other hand, that's, | think, the
one thing that's really favorable. People like to

trust because trusting is very reassuring and
confidence buil ding. So once you can create a
climate of trust, you can ride on that a good ways.
So | think that's a generic approach
that mght be useful across many different types of
infrastructures.
MR GARBER  Rod?

MR. KRAMER:  Thanks.



10

11

12

13

14

15

16

17

18

19

20

21

22

23

49

| actually 1 appreciated your coment
about the fact that people seem to like to trust
because I t hi nk there's sone good soci a
psychol ogi cal evidence of that, but 1I'm also
remnded of an essay that David Kipnes recently
wote where he talks about the antipathy towards
trust. People have also kind of an aversive
reaction, having the trust or rely on institutions
and stuff, and | |like his notion, especially, I
think, in terms of this Comm ssion, because he draws
it out in the context of people s reluctance to
trust technological systens and social technica
systens; that there's an anbival ence towards trust,
which is just a side coment.

In terns of what is trust with respect
to critical infrastructures, one of the notions I
thought was interesting was sort of the sense of
fiduciary trust, the trust we have in institutions
to carry out their perceived obligations or duties
or responsibilities, and within the trust literature
one distinction that | think is useful there is the
di stinction that sonme people have nade in terns of

the perception of trustworthiness of institutions
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and authorities, a difference between the intention
to be trustworthy, which is kind of a notivationa
dynamc or inference, but also the ability to be
trustwort hy. Can they actually do what they say
t hey can do?

And | think in sonme ways with respect to
many of these kinds of infrastructures, that's where
the public needs to be reassured, that in fact,
regardless of the intentions of people, which are
al ways good, can they actually do what they say they
want to acconpli sh.

And ny favorite exanple of that, |
guess, is | renmenber when | was doing ny
dissertation on the arnms race, I used to
occasionally hear these references to studies about
the survivability, for exanple, of the postal system
in a post-nuclear environment and that mail would be
del i vered. It would be slower, but it would be
delivered, and it just was very hard for ne to
i magi ne scenarios --

PARTI Cl PANT: It mght be gl ow ng.

MR.  KRAMER: Yeah. | mean when you

really try to visualize it, it was very hard to do,
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despite the rosy, optimstic reports of how through
snow, sleet, and nuclear snow this would happen. So
| just wanted to nmake that one point about the sense
of ability to be trustworthy as an inportant
di mensi on, which nmaybe has not been |ooked at
enough.

CHAI R CULNAN: It's all because David's
science fiction, you know, about carrying the mail.

MR. GARBER Roy, | think you' re next.

MR LEWCKI: Yeah, Dan, Bob, and | did
a paper this fall where we tried to grapple with the
gquestion of what trust is and sone of the research
that's been done, and we defined trust picking up
very much on sone of the terns that you used, Doris,
as an actor's confidence in and wllingness to act
on the basis of the words, actions, and decisions of
anot her.

And | think for wus there were two
t hi ngs, agai n, t hat were critical in that
definition. One was confidence and a sense both in
a cognitive sense of predictability and an enotiona
sense that you could sort of believe it was going to

happen, that it was going to occur, and a
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willingness to base one's decisions on that
confi dence.

So it's not only that | have sone both
t houghts and feelings about predictability, but I'm
willing to act on that.

W saw, | think, sonmething that we've
begun to grapple with and tried to struggle with in
the paper, which was that we see distrust as
somewhat different from and not necessarily just the
opposite of trust, and this is sonething that we're
struggling with and trying to understand.

W defined distrust as skepticismin and
unwi | lingness to act on the basis of the words or
actions or decisions of another, but | think in
spite of the fact that that may sound like it's just
on the negative end of the trust dynam c, that trust
and distrust, we think, are phenonenologically a bit
different, and it's one of the issues that I'd |ike
to pursue because of what | tried to grapple with in
ny owmn little contribution here, which | think that
there are things that you can do to build trust, and
| think that there are things that you can do to

decrease distrust, and | think those are quite
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different fromeach other

And the inpact, therefore, of where you
put your resources and what you worry about nay be
to make sonme very Kkey, strategic decisions and
choi ces.

CHAIR CULNAN. There's, in fact, a great
infrastructure exanple for that, that nost people
expect the lights to come on when they flick the
switch, but how nmany people here have an alarm
clock, an electric alarm clock wth a back-up
battery in it? Whi ch doesn't say you don't have
confidence in the electricity, but, hey, it goes
of f, and you want to get up on tine.

So | think that sort of shows the --

MR, LEW CKI : The duality, yeah, and I
mean, we reviewed a lot of research, and | know
there's a lot nore out there, that tries to grapple
with the question of what is trust and are trust and
di strust different fromeach other.

VW think they are a bit different, and I
think it nmay be inportant to talk about them
differently as we begin to explore sone of the

i ssues about how people feel about infrastructure
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guest i ons.

MR GARBER  Dan.

MR,  MALLI STER Two quick coments.
One, |I'd like to building off Doris' coments,

confidence and the expected performance, which
brings nme back to Mrton Deutsch's coment that
trust is the expectation that we will find what one
had hoped for rather than what one had feared.

If there's one thing we know about hunman
nature, what is to be human is to err, and in that
sense, which would you rather be trusted, in the
expectation that you would always deliver or in the
expectation that there would be grace when you
failed?

And trust builds into it the expectation
of inperfection, an expectation that sonebody wll
not deliver, and in that nonment there is a benefit
of the doubt conponent, and that trust is |inked not
so nmuch in the expectation of performance, but the
judgnent and the decision that wll be made when
sonmebody doesn't deliver.

A scholar by the nane of Rheabietzne

(phonetic), is his first nane, but in 1962 he had a



10

11

12

13

14

15

16

17

18

19

20

21

22

23

55

ni ce neasure of trust that included ny boss, when he
makes decisions that don't appear to be in ny best
interest, | know that they're driven by other
factors, as a nice element of a neasure of trust
that noves us a little in a different direction

The other comment that |1'd |ike to nake,

| am not a parent. |I'msure that there are quite a
few here who are, and | have been |earning about
par ent hood by studying trust. [It's interesting.

(Laughter.)

MR.  MALLI STER It's interesting to
think --

PARTI Cl PANT: Wi ch direction?

(Laughter.)

MR,  MALLI STER It's interesting to
think about what a secure attachnent between the
child and the parent is. That is the child who sits
in the roomand isn't nervous when the parent |eaves
the room It's the child who when the parent
returns to the room doesn't cling. This is the
child who can explore, be creative, and play and can
build attachnments with others.

That is a trusting individual, and as
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parents we want to nurture that sort of capacity in
our children, but one thing we don't want to do --
at least |I'm extrapolating here -- is to create a
child who would trust all of the tine. Al so as
parents we would not want to trust the child in
everyt hi ng. There are certain paraneters and
domai ns, of course; there are things in which we
woul dn't want to trust.

| think of N ck Luhmann's comment that
trust is the positive expectation of the desired and
di strust is the positive expectation of the
undesired, and where there are certain areas where
you know your child isn't trustworthy, that's a
positive expectation of undesi red. You put
boundaries on that. You create a domain in which
you can trust the child.

W bound the rationale, using Herb
Sinon's term and we create a domain in which we
expect and we understand that people w Il behave
rational ly.

The challenge is to understand how as a
parent we can create a child who trusts as nuch as

possi bl e, but knows when to catch the signs and to
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di strust. Di strusting becones so inportant because
trust is so inportant, and because we want to create
a society, a context within which people can trust
and trust well, we have to prepare them to know the
signs so that they can know when the positive
expectation of the undesired is, not to always be
vigilant, but to put in control so that vigilance
can be set aside and they can nobve ahead on the
trust side.

MR GARBER And | lost track between
Davi d and Bob, but whichever.

MR CGEDDES: Let ne add a few coments.

Lynne stinmul ated sone thoughts based on the banking
i ndustry, sone thoughts from the private sector
per spective.

Local t el ephone conpani es have a
trenendous anmount of trust. W have sonme questions
we' ve been using over the past couple of years that
mmc the GSS questions and really the Ilevel of
trust is at the highest levels you had at the very
begi nni ng of the GSS.

And when we | ook at why this nmay happen,

| think Rod nentioned this kind of fiduciary, you
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deliver what you're going to deliver. Dan nentioned
that as well.

Basically it works. You pick up the
phone; it works. You flip on the light switch; it
wor Kks. There's a trenendous anmount of trust
engendered by that, as well as local presence. You
see repair trucks. Wien there's a storm service is
restored very quickly.

It's interesting, however, at the sane
time over the past decade, as you all know, there's
been a trenendous anmount of what | think we could
probably honestly call a con gane, which is the |ong
di stance advertising or, depending on where you
live, you have seen or will in the very short future
see a lot of the same thing appearing in |ocal
t el ephone adverti si ng.

W know from research, and we follow
this very closely for obvious reasons that people
di scount this and they recognize it for the con gane
that it is, and they 1look to the underlying
fundanental s and discard the nmud slinging, which is
seen as like political canpaigning, and why coul dn't

we get rid of this?
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There's an interesting trust phenonenon

One of the big fears of the established, the
i ncunbent |ocal telephone conpanies is that new
entrants to the business cone in as resellers. They
buy your services and package it and sell it wunder
anot her nanme, and that this wll bring down public
confidence in the whole system even though it's the
exi sting provi ders t hat are del i vering t he
f undanment al s.

| can assure you we do spend a |lot of
time within nore strategic marketing issues wthin
t he phone conpanies, and they operate, and |'ve seen
this in a nunber of conpanies, they operate on the
belief that there is long-term trust to be built,
and they spend tine advertising and narketing.

Now, the question that Lynne raised is,
you know, bankers are supposed to be the silent
partner who delivers the services. You know, should
they be spending noney remnding you that your
t el ephone does work? Wthin the industries, they
tend to believe that it is valuable because they
will argue, "Let's look at the long-term value to us

of the custoner. So we spend advertising and
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mar ket i ng. "

Yet from another perspective we could
say, "Let's get rid of the advertising departnent
and spend the noney on building reliability in our
phone networks."

MR. GARBER Is your comment a direct
followup to this one? | don't want to break the
chain of thought if it is.

IVB. ZUCKER: It is because he's

addressing exactly the issue that |I think was raised

with the alarm clock exanple, which is: how rnuch
does it cost and how much are you willing to pay for
it?

Because a lot of what we're talking
about, you know, again, you have to be very careful
because building this trust does cost sonething, and
at least in ternms of activities that you re not
engaging in that you would have been doing had you
not been building trust, even at that |evel.

But, you know, what you also have to
realize is that banks, even if you cut out the
advertising budget totally, what they do is they

hire economsts to talk to clients, right, since we
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do sone of this, to talk to clients to basically
reassure them that the bank is naking very good
deci si ons.

MR, GEDDES: They do the equival ent of
over engineering their network.

M5. ZUCKER  Exactly, exactly.

MR.  CGEDDES: And is that a good
i nvest nent of the noney.

M5. ZUCKER Right, and then the other
guestion that you raise, which is very inportant and
| want to make it explicit, is who should pay. You
know, if advertising cost, everyone bears it, what
about governnment? What role should it be?

You know, Mchael and | were talking
this nmorning kind of about the elasticity idea that
we didn't really talk about in the paper, but, you
know, who should be in that business and how nuch
shoul d be invested in constructing trust or, in the
case of one of the fornms of it that's especially
governnental, 1is insurance. You know, how nuch
should the governnment be in the insurance business?

And is it really -- it's kind of the deep pocket

i nsurance probl em
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So anyway, I|'Il leave it at that, but

those are the two issues | wanted to raise.

MR,  BIES: Frank Crane had a great
guot at i on. He said you'll be deceived if you trust
too much, but you'll be in constant tornent if you

don't trust enough. So there's that sort of curious
bal anci ng act.

One thing that Rod said that's going to
take me back to sonmething Doris said, talking about
intention of capability. One of the things that
makes the issue interesting to nme is when there are
these performance failures, whether system failures
or sonmething breaks down. Then it becones
interesting politically, social ly, and there's
al wvays two questions that cross people' s mnds when
a failure occurs. Wiwy? And how does it affect ne,
or does it affect ne?

And if it doesn't affect nme, |I'm
probably not going to worry about it, outside of
general synpathy for the people that are affected,
but the why question is inportant.

And one of the things we're going to

|l ook at to go into the intention capability: was it
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an act of God? Was it an act of terrorism which
seens to have notivated nmuch of this Comm ssion? O
was it a set of human errors, sort of normal
accidents that get created?

So they're going to ask that question in
terns of who did it. | nmean all of the |awers say,
"Who did it?"

But another question they're going to
ask about the capability issue is: should they have
known? Should they have anticipated? Gkay. W're
goi ng to ask that question.

My feeling is that people have the
expectation that government is all know ng; business

is all know ng. Business should have anti ci pat ed.

My colleague, Roy Lewicki, says he's
working on the conputer on a paper. Ckay? The
electricity goes out in Colunbus, Chio. Ckay?
Vell, geez, you know, they should have |let ne know

about five mnutes in advance they were going to cut
of f the power.

| mean | think we have high expectations
when there's failures t hat you shoul d be

i nst ant aneous. When ny phone system goes down, ny
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electricity goes down, | want themthere right then
and they should have anticipated it.

| think that's the thing we're going to
have to think about, is the role of the expectations
t hat you shoul d have known.

The other thing, just to add on to
something Dan said and Roy said, was | think
actually you should be both trustful and distrustful
in engaging in everybody. You see, part of the
issue with ny daughter, to go back to parental
upbringing, is | want her to be trusting, but | also
want her to survive in the world, and she's going to
have to be distrusting.

It's hard to teach distrust until
there's trust violations, but you have to have both,
and you have to be a little nore skeptical. Ckay?
So it's the trust and distrust. Both can coexi st
and make sense to ne.

If I'"'m going to do electronic conmerce
or do business, | want to be trusting and
di strusting.

MR GARBER  Joe?

MR,  MOORCONES: I had a question, and I
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think when the discussion went around the room we
tal ked about institutions and we talked about
i ndi viduals, talked about prine investing resources
to build trust to be able to do things, and then
institutions as part of their job building trust,
i ndi vi dual s having transacti ons.

M/ question is: does trust have a tine
frane? And if it does, does it vary for individuals
and institutions? And what can break it or change
that time frame if that's what you have, if it is
dependent on tine?

And | don't know who to ask the question
to.

CHAI R CULNAN:  Just lob it out there.

MR GARBER It's on the floor.

CHAI R CULNAN: O we could keep going
and t hen sonebody can cone back and respond.

MR GARBER  Dori s.

M5. GRABER It seens to nme, yes, it
does have a tine frame both in ternms of building
trust and in ternms of violations. So, for instance,
what's that poem about fool ne once, you know, it's

okay, and fool ne twi ce, you know, |'m stupid.
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W have certain rules. At what point?
| mean we forgive certain kinds of transgressions as
what ever the error, but beyond that we don't go.

Then in ternms of building trust, you
aren't going to build trust on the basis of just one
singl e experience. You have to have a nunber of
experiences. I think there are individual
vari ati ons.

So, for instance, we've talked about
kids, and kids tend to build trust very quickly and
also tend to be very disappointed. So you have a
kid that will go with sone guy who says, "Help ne
find vyour | ost puppy, " because that seens
trustworthy if anybody has a puppy. Yet the kid,
you know, breaks down in tears if the toy doesn't
performthe way he thinks when he's trusted that the
toy will behave the same way.

| think for grownups it tends to be a

| onger period of tine. | think there's also a
soci al psychol ogical factor there. In terns of
institutions, | think it's the same thing. Bef ore

you trust a brand name, for instance, it takes a

while to soak in.
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Now, | would think that those Ilimts
vary with individuals, with the type of institution,
with the ease of getting experience whether or not
expected performance wll take place, and | also
think there's, again, a certain cultural kind of
thing. | know, for instance, | travel a lot, and in
many countri es. Li ke, for instance, you go to
India, and people don't want to buy bottled mlKk
because they're afraid that it's going to be sonehow
polluted. So the vendors bring the cow to the front
door and mlk it right then and there so that you
can see it's not been diluted. So there's extreme
di strust of people's honesty.

And | think we can trace it in different
countries and how long it takes to establish trust
there | don't know, but I"'msure it's time bound.

MR GARBER M chael .

MR DARBY: | wanted to talk a little
bit about banking and trust there. W had the power
exanple, and people are upset when their power
conpany fails, but it's even nore upsetting, as sone
of us in the Wst have been living through recently,

when there's a systemc failure, when the failure of
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one conpany |leads to the failure of a bunch of other
conpanies, and we have a |large geographic area
wi t hout power.

And we see this same sort of thing in
banking. Sonetinmes one fails. 1In the Depression we
had many failing. The Panic of 1907 led to the
creation of the Fed. so that that wouldn't happen,
and then the Fed. didn't do its job.

In the '80s, we had the thrift
institutions failing not because they invested in
each other, but from a common cause of the rise in
interest rates, so that their liabilities fell in
val ue faster than their -- excuse ne -- the value of
their assets fell faster than their liabilities. So
t hey were general ly goi ng bankrupt.

That crisis led to a drop in confidence.

In terns of the question about banks and financia
institutions and GSS, the '72 to '82 average, 34.9
percent had a great deal of confidence. By '83 to
*87, and only 12.5 had hardly any. By '83-'87, that
was down to 25.9 and up to 15.2. By '88 to '91, it
was down to 19.4 and up to 22.7.

So it's comng back now By '96, we
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were a little over 25 percent and back down to 16.8
on the hardly any side. So there is rebuilding.

But the fears anbng central bankers of
systemic collapse of +the system are real. I
happened to be in a position in 1987. I was
Assistant Secretary of the Treasury for Economc
Policy, and during the Cctober '87 crisis, | was in
charge of the derivative markets for the Treasury
because | was the only one who had ever invested in
t hem or understood them

(Laughter.)

MR DARBY: There are a few of us |eft
who weren't going shooting in Sweden.

And it was sort of interesting because
here you had all of these financial groups setting
up, Yyou know, anticipating, if you wll, failure.

So they set up lines of credit, five billion, $12

billion Iine of credit so that they have offsetting
positions. They're making $6 billion over here, and
they're losing $6 billion over there. So their net

worth really isn't affected as long as all of the
transactions actually conme through, and eventually

they all did cone through
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But first there was a msnmatch of
tim ng. So they needed to cone up with $6 billion
margin two hours before they were going to be paid
$6 billion margin on another exchange. So that was
one i ssue.

And then there was the issue for the
banks of whether or not they should actually fulfill
their commtnents under the line of credit. Should
they advance the $6 billion wthout which the
Chi cago Mercantil e Exchange mght fail?

And so they had, you know -- they were

talking to officials like nme, and | was saying,
"Yes, Brokerage X, all fanmous, is good for it."
Now, | wasn't authorized to give the full faith and
credit. If they went against ny house, it wasn't

going to help nuch, but they bought it, and they
delivered, and you know, we were going through about
12, 14 anxious hours as to whether or not we were
actually going to conplete these transactions. As
|l ong as they were conpleted, everybody was okay, but
if somebody got cold feet and said, "Wll, 1 just
want to nake sure that you're still neeting the

covenants and restrictions before | advance these
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funds,” then we went down the tubes.

So anyway, that's the reason that we
still have these system c concerns today, | think,
anong central bankers. Having lived through that
period, as Alan Geenspan did, we're all [left

feeling that it's not as perfect as it |ooks, and we

want the public to think it is.

MR. GARBER: I think before we break
we'll hear from Roy, and then we'll take a short
break, and we'll continue on with the discussion

because | think we're getting into other issues than
just the first question. So I'm very confortable
with where we are on the agenda.

So, roy.

MR LEWCKI: | just want to pick up on
sonething that Bob said, and | hear it in sone of
the comments M chael made before. | think there's a
di fference. Bob said the quest is for sort of
what's the cause or who did it, and as | tried to
say in the little introductory piece that I wote, |
think there's a fundanental attribution question
that gets rai sed when we ask that question.

And the way | see it is whether the
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failure was controllable or not controllabl e because
| think the enotional response is very different.

To go back to Bob's exanple, which was
the other night | was sitting at the conputer, and

the power went out, and the whole street went out,

and | lost what | had been working on for about
t hree hours. Now, if 1'd been sitting in Eastern
Europe, | would have been backing that up every 15

m nutes, okay, because ny experience in Eastern
Europe is that that's a regular event, and in
Col unbus, Chio, it's not a regular event for the
power to go out.

So in the first place, it shapes ny
expect ati ons. The second is that when | expect it
to performand it doesn't performand ny attribution
is this is managenent inconpetence or they don't
know how to run a sinple power conpany and keep the
power going through the grid, ny response is anger,
and when ny response is anger, okay, it affects ny
trust |evel

On the other hand, if this is an act of
God, i f this is sort of an uncontroll able

circunstance, ny response is fear, and | think that
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affects ny distrust |evel.

And so | think how we decide or how we
account for what's going on in terns of whether it's
controllable or uncontrollable and ny own enotional
response, anger, fear or perhaps a mxture of the
two, has a lot to do then with what drives the trust
and the distrust dynam cs.

And as we get into this, | hope we could
begin to maybe think about those two alternative
scenarios and maybe |ook at the consequences of
expl oring each.

MR, GARBER Ckay. Well, it's tine for
our break, but before we do, | would like to
recogni ze Paul Kleindorfer, who joined us from the
Uni versity of Pennsyl vani a.

Paul, if you want to give a brief 20
second introduction to your --

MR KLEI NDORFER: Critical
infrastructure failed ne this norning. Qur train
was - -

(Laughter.)

MR KLElI NDORFER -- was held for an

hour in 30th Street station, and | guess the only
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other thing I'll say is that when | told ny wfe
what | was going to, she said, "You know, the |ast
thing I need on this planet is for the tel ephone or
the electric power to start criticizing ne when |
turn it on."

(Laughter.)

PARTI Cl PANT: That sounds like it's
grounded in fear.

CHAI R CULNAN: But also you' ve got
di fferent backgrounds here. You mght point out

your background is in risk nmanagenent.

MR KLElI NDORFER: I've spent nost of ny
adul t life studying utilities and nanageri al
econom cs and regulatory issues. |'ve nost recently

been dealing wth catastrophic risk and their
consequences for risk beari ng capabilities.
Cal i forni ans are quite i nterested in this,
Floridians, and so forth, but there's obviously an
intersection between those that is of interest to
this group.

MR. GARBER Ckay. Wth that, let's
take 15 m nutes. About ten to 11 if we could

reassenbl e.
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(Whereupon, the foregoing matter went

off the record at 10:35 a.m and went

back on the record at 10:57 a.m)

MR. GARBER If we could resunme please,
as we drive along toward our lunch break and
what not .

| think we had a great discussion before
the break, and | don't want to |ose that nonmentum
that we had. Bob, | think you probably were the --

MR BIES: No, | think actually Nancy.

MR, GARBER Vel l, Nancy took her sign
down. So | didn't know whether that neant she
wanted to eat or wait or whatever it was.

MR BIES: Well, I'll nmake it brief. In
response to Joe's question, he said does trust have
a tinme frame. Again, 1'd like to frame it
differently. Does distrust have a time frane,
again, getting back into this sort of failure frane?

And | think for sonme it probably does.
| nean, if | have a really bad event, | won't touch
the system anynore, but there's a couple of things
that remnd nme that naybe we overreact, that

distrust is really short-Ilived.
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W recently had Janmes Varney, t he
founder of ACL, cone here, commencenent speaker, and
he tal ked about their 18 and a half hour outage, and
that now they have nore subscribers to ACL than they
had bef ore. He didn't recommend it as a marketing
strat egy.

(Laughter.)

MR BIES: But he had nore subscribers.

A plane crashes. There is a drop in
confi dence. kay? | nsurance sales go up, but
peopl e go back and fly.

So | think that there's ways you can buy
peopl e back. You can create incentives to get
peopl e back to play the system but also one of the

things that struck me in Roy's exanple is he had no

other choice, | mean, dealing with the electrica
conpany in Colunbus. It's a dependency-power thing.
If 1 have choices, | nmay act out ny

distrust, but if there's only one gane in town, what
aml going to do? | may be distrustful and build in
ways to protect nyself, but | have no choice. I

have no choice at all
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So | think that's part of the gane. | f
we have sonme alternative carriers, then maybe | can
pl ay the gane out.

CHAI R CULNAN: Ri ght. | nean how nany
peopl e are flying Value Jet still?

(Laughter.)

MR.  BIES: How nmany people flew Val ue
Jet before?

CHAI R CULNAN: Ri ght.

MR BIES: There's no baseline data
her e.

MR, MOORCONES: | have sone data. \%Y
daughter just flew Value Jet to <conme wup to
Washi ngton, and her analysis was, "My God, if they
got them back up again, it nust be the safest
airline in the world."

MR GARBER Vell, | had the sane
opinion with US. Ar, alittle bit nore established
airline that had some disasters and whatnot, and ny
opinion was -- ny travel agent said, when | said,
"Hey, I'd like a US. Ar flight," they said, "Wll
you know, you're the only one that's asked for that

recently.”
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And | said, "Well, you know, they

probably are being far nore careful at this stage in
checking their maintenance and their operations than
probably sonme of these other folks who may not have
stepped their business up to the level that they
have to because one nore tinme, we get to the
elasticity issue and there are choices there."

And one nore disaster, you know, could
doom the airline, as it did, you know, sone
pr edecessors. Al l egheny Airline, which sone of you
may recall around here, had a series of disasters,
and essentially, you know, that becane U S. Air, but
they had to change their nanme and change the brand
and buy Piednont and everything else to do that, but
it was quite a deal

V5. GRABER Wul d you go back to your
broker after he lost all of your noney for you? |
think it depends.

MR. GARBER: I think it depends. I
guess a different thing is do you sell your mnutual
fund after it goes down for a year, and it's a
question of, well, you know, it's done. Now where

do | think it's going to go now, which is the sane
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ai rpl ane thing. | nean, the crash is done, and
what's mnmy expectation of what's going to happen on
the next flight? And if | think the next flight is
going to be safer or the next year, because of the
niche that the fund or stock invests in or the
broker is expert in is going to be the hot issue, if
that's ny expectation, which goes back to sone of
the other discussion here in the room | think I
woul d stick with it.

| nmean | have done that, and sonetines
it works and sonetine sit doesn't.

M5. GRABER Vell, isn't it a question
of achi evable conpetence? If you figure that there
was a slip-up and sonebody was inconpetent |ike on
an air craft, but now, you know, the governnent is
going to check and nmke sure that all of the
standards are net, so it's going to be okay, on the
one hand. Yet, you know, ny broker exanple, if the
guy's just dunb, he can't do it, and | can't trust
the guy or he's dishonest or whatever, and so |
think, | nmean, there is a difference in whether or
not there's a recovery in sonething where there's a

choi ce.
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When you have no choice, if it's just
one carrier, there's nothing you can do, and then |
think you tend to think it's probably trustworthy
because it's very unconfortable to think I'm flying
on this airline, and you know, it's very likely to
crash. It gives you stonmach cranps.

MR GARBER  Ray.

MR H EBERT: | want to come back to a
different point that Doris nade earlier about
culture because | think culture is a very strong
conmponent to both trust and distrust.

Havi ng spent the last six years going to
Eastern Europe very often, | found a whole culture
there that has no trust whatsoever in anything,
especially governnment, even the former or even the
current government, and no trust in the new business
enterprises, as well, no trust in the tel ephone, as
Davi d nenti oned.

Earlier | spent a lot of tine over a 15-
year period in Africa, and another place where the
| evel of trust is nearly zero on the part of people
in any institution whatsoever, and in both places

even on a personal level, not very nmuch trust.
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So that leads nme to wonder what it is
about the larger society that creates these kinds of
envi ronment s. | think in the case of both African
and comunist countries the domnance of one
particular party or the dom nance of the governnent
over all public dialogue and public exchange certain
didn't build confidence and trust in those
societies. It destroyed it.

That leads nme to think that another
thing that's come out a little bit here is the fact
that options and choices and conpetition actually
hel p trust, help develop trust in society because we

can make choices between what we think is good and

what isn't.

Another thing 1is shared perceptions
about the world. Looking around this table, | would
say that all of wus pretty mch share the sane

perceptions about where we are and who we are, what
our society is all about, but increasingly those
kinds of perceptions are not shared by a lot of
peopl e in our own society.

W're becomng increasingly a nmulti-

cultural society, and large parts of what we call
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Anerica have conpletely different perceptions from
t hose of us who are sitting around this table.
Maybe sonme of you saw this norning' s

Washi ngton Post article on the front page of the

Style section about a | awer, professor of law, G W
here in \Washington, a black |awer, a very
acconpl i shed bl ack | awer, graduate of Yale, Harvard
Law School, former federal prosecutor in Washington,
now a professor of |law, who is opening espousing the
fact that black juries should free black people on
trial, that because the systemis wong, because the
perception of blacks about the justice system in
this country 1is «conpletely different from the
perception of justice by the rest of wus sitting
around this table and those cultures that we
represent.

It's a real cross-cultural problem that
| think is going to only becone greater in our
society, and | think that what we need are people
who understand the problens of comunicating across
cultures, bringing cultures together, but also
interpreting one culture to another, and this is

where | think public relations can cone to play, but
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that's another aspect of what | want to talk about,
and I'Il save that for later.

MR GARBER  Paul .

MR,  KLEI NDORFER: Just to follow up
briefly on sone thoughts raised in addition to the
perspectives of anthropology, cultural anthropol ogy
and soci ol ogy, those of econom cs, and perhaps point
to ny own favorite biases in this direction relative
to trust, but certainly building on, | think, the
shared conments about these are beliefs or confident
beliefs, that is, trust is, that you can expect sone
behavi or of an institution or another individual. |
think that forms the core of what we've heard here
thi s norning.

What , in fact, makes trust so
fascinating from an econom c perspective is, indeed,
that it does clearly intersect very strongly wth
social and cultural foundations of society. e
take, for exanple, the works of Max Wber on the
Protestant ethic and what really gave rise to the
success of Protestantism In other societies that
he | ooked at he had simlar conclusions that these

shared val ues and shared experiences were extrenely
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inmportant in allowing people to have expectations
mutual |y about what their colleagues were going to
do in certain situations.

And that view assisted them in not
having to wite what we woul d perhaps consider to be
Jesuit order blanks or what econom sts call
neocl assi cal contracts that account for all possible
conti ngenci es. If you had to do that, all society
woul d st op.

So it's very interesting. Georg Sinmel,
for exanple, tal king about one of the nbst inportant
institutions of nobdern society, "goeut" (phonetic),
noney, brought clearly the issue of trust to the
fore and indicated that wthout this, wthout the
trust that, in fact, you know, these little pieces
of paper that we carry around and so forth are going
to be -- in Mchael's interesting story about
banking and derivatives, of course, there was a
little bit of a counterparty risk -- but noney has
got counterparty risk, too, and soneone we nanage as
a society to trust that this institution, and
extrenely inportant institutions, that the nonetary

systemw || work.
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W can go through a nunber of others,
but | think that core suggests that this is a very
interesting and nulti-disciplinary undertaking to
understand this.

Now, if we focus on infrastructure,

which is an area |'ve thought a |ot about over the

years, per haps t he nost i mport ant econom c
characteristic associated with trust -- and as Doris
was explaining -- confident expectation that you're

going to see one or another outcone, is that certain
investnents are nade in lifestyles, habits are
formed, and so forth, and they're fornmed on the
basis of those, and even if you take a narrow
econom c perspective, these have very distinct
econom c costs.

So if | do not expect ny electric power

system to work very reliably, and it's inportant to

me that it does work reliably, that | have reliable
power, voltage, frequency, whatever, | wll, in
fact, install at <cost, at sone cost to nyself,
certain additional <capital investnents that are
required.

Simlarly, the sane is true with respect
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to all other infrastructures. W not only have
expectations about what they wll do, but we
actually, as was indicated in several earlier
comments, we actually undertake behavior as real
econom ¢ consequences based on this.

And so | think the nost inportant thing
about trust from an economc perspective and
critical infrastructure and, let's say, disruptions
that mght arise from various acts of God or other
acts, other disruptions in the system is to take
this two-phase or perhaps three-phase nodel into
account and say that these expectations cause
econom c actions to be undertaken both individually
and in groups.

But then, secondly, we see that people
on the event, when certain events occur, wll, in
fact, undertake other actions inmediately upon those
events occurring, and they wll do this based on
t heir understanding and their expectations about the
principled behavior, the prudent behavior, what's
likely going on out there in the infrastructure.
They will do that, and they may be wong. They may

have confi dent m sperceptions about these matters.
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And then after the fact, there wll be
blame or there wll be responsibility attributed,
and people will adjust their beliefs.

And so, for exanple, you take certain
airline accidents. Peopl e quickly get over them
They say, "Ah, vyes, it was, you know, Ilike the
Denver acci dent. A triple failure in all of the
syst ens. It's been explained. | can understand
this. | can see how it could have happened. Act of
God. No reason not to fly, you know, United again,"
right?

But the Value Jet <case there were
certain things wuncovered as part of that that
suggested a nore sinister underpinning to that
particular accident, and therefore the ex post, the
third stage of this gave rise to other issues.

| think what we see -- just generally
I"m looking forward to exploring this over the
course of the day and perhaps following up on the
issues that were just raised -- is that trust and
critical infrastructure have different inplications
dependi ng on where one is.

"1l just provide a two-dinensional grid
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based on listening to what 1've heard here. On one
dinension, one can think of decisions that are
primarily private decisions all the way to results
that are primarily public. Think of this as the
character of the good that's being provided.

Now, in electric power, for exanple, the
normal thing is a private good, but reliability and
the reliability of the system and the integrity of
the system becones nore of a public good. It's not
quite a public good, but it is nore of a public
good.

You get into issues associated wth
defense as a part of the infrastructure, and it's
al rost a pure public good. You cannot provide it to
anyone without providing it to all. So that's one
axi s.

And on the other axis, the issue that
Ray was just indicating: how easy is it to
establish and nonitor trust, and what are the
drivers of that ease? Let's call it the social
clarity of the trust relationship.

And if there's conpetition, if it's a

very sinple issue that you're dealing with, you
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know, postal services, we think we understand what
it neans to put a stanp on, collect the mail, get
sent sonewhere. That's a different matter than,
|l et's say, nuclear power or sonething of this sort,
but what is the ease with which?

Now, where we really have problens in
critical infrastructure in terns of the econonmic
decisions are in those areas in which you nove to
the far right in that two-dinensional picture | hope
|'ve evoked for your eye. It's those areas where
it's difficult to nonitor, to establish and nonitor
trust because even the phenonenon is conplicated or
for other reasons that social psychologists or
others may put on the table before us and where it's
primarily a public good.

If it's private and it's clear, then we
say, "Hey, that's your responsibility. |If you don't
li ke what you're getting, go out and get sonething
el se. I nmean it's your personal responsibility to
assure that you're getting what it is that you
want . " It's a private good. You're getting the
value that you're paying for it. You understand it.

It's sinple enough to establish and nmaintain trust.
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A lot of conpetitive alternatives out there; pick
one. Don't cone conplaining to nme, right, the
President's Commission on this matter. VW want to
worry about things which are nore difficult.

So | think if you think about the
econom ¢ consequences in this way, you'll see that
they really are primarily in that right-hand
coordinate where things are nore difficult to
establish and maintain and where they have nore of a
public character to them

And what that is, we could perhaps take
up in the course of the discussion.

MR GARBER  Thanks.

Tom

MR TRIPP. Wen | think about the time
franme of trust and especially distrust, and | was
t hi nking about sonme of the cultural inplications,
the word "expect” or "expectations" confuses ne, and
when | think of | trust soneone, | expect themto do
somet hi ng. That can nean one of at least two
different things. Either | predict that you will or
| dermand that you do, which can be very different.

One tends to be nornmative in terns of
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maki ng sure that people follow social norns, and the
ot her tends to be sheer prediction.

Wth that distinction I can think of it
woul d be possible to say that if I'm tal king about
prediction, | can fully trust a Machiavellian. This
person is sinply out for his or her own interest,
but, you know, they're pretty sinple in character.
They're reliable. | can predict what they' re going
to do. Does that nmean that | trust then®

Ckay. Most people would say, "No,
that's not what | nean by trust.”" So there's sort
of this normative conponent to trust, and what that
raises for me then when we're tal king about buil ding
trust, we're talking about building predictability,
simply building reliability so people can plan their
lives, or are we talking about naking sure that
peopl e foll ow norns?

Now, on the infrastructures, how do
these norns devel op? W' ve talked a little bit
about predictability, but how do the norns devel op?

And | think about the Internet and
computers, and part of this is a power issue because

we still have choice, but why are the nornms so much
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different for that industry, which 1is horribly
unreliable. I nmean, we wouldn't tolerate these
nunber of failures from wvirtually any other
i ndustry, but we do in the conputing industry.

W expect, yeah, ny conputer is going to
crash once a day, you know, and deal wth that.
Now, part of that, supposedly | have choice.
Typical industry is kind of the sane, so | may not,
but you know, as the Internet develops and it
becones |ess archaic and the regulation starts
getting involved, then how do we nanage those types
of norns, and exactly what are we tal ki ng about?

| don't know if | have a clear question
or a clear answer, but that distinction or the |ack
of that distinction confuses ne.

MR MTCHELL: | think Tom anticipated a
comment | was going to nmke, but |'m having an
awfully good tinme taking some of the observations
that are being made around the table and thinking
about them in ternms of the two charges that were
gi ven t he Comn ssi on.

One is to assess threats to and

vul nerabilities of the critical infrastructures to
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physi cal problens or physical attack, and the other
on the cyber side, cyber vulnerabilities and cyber
threats, and when you talk about things I|ike our
shared perception of the world and the expectations
that we have of, say, infrastructure services, |
can't help but think that there are sone very real
di fferences between the expectations we have wth
respect to physi cal resiliency of our
i nfrastructures and cyber resiliency of our
infrastructures, perhaps directly related to the
much w der variety of expectation we have wth
respect to their cyber resiliency.

There are information haves and have
not s. There are wdely differing expectations of
the reliability of certain security neasures, for
exanple, and so while our expectations differ, the
degree to which those expectations are being net
also differs, which makes in a sense the whole issue
of trust and confidence on the cyber side sonmewhat
nore fickle and sonewhat nore prone to wld
fluctuation than the common expectations we share on
t he physical side.

After all, we can look at a piece of
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pl anking or a deck and nake sonme commobn observations
about the relative strength of that, and we can nake
sone observations about the chances of soneone
wheeling up a truck bonb to our place of business on
any particular norning, but those aren't necessarily
the sorts of shared views that we would have wth
respect to the security of our conmputer networks or
the strength of our firewalls that protect our data.

And so, well, I'm having a good tine
pl ayi ng through t hose issues.

MR KLEI NDORFER: Just one little
footnote to that coment is certain parts of the
cyber resiliency |I'm not concerned about, even
though they are, in fact, as pointed out here quite
unreliabl e because there are all sorts of incentives
for the econom c agents involved to get things right
eventually and for consuners to, in fact, nake the
ri ght choi ces.

If they don't, you know, that's not a
problem that | think we're concerned with, but on
the other hand, take the banking industry. W heard
Alice Rivlin recently discuss sonme of the issues on

credit paynents, credit card paynents and so on. |If
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there is a threat to that, to the security of that,
there's no "there" on there anynore in respect to,
you know, where you're signing things and so forth.

There we would have a public good,
really the quality and cyber resilience of that
network  whi ch, in fact, could have inmense
consequences.

You know, just to take that as an
exanpl e of sone aspects of cyber resiliency and so
on, you know, are going to get fixed by the market,
but some others are extrenely inportant focal
points, | think, for the Conm ssion.

MR GARBER  Brian.

MR HCEY: Just to follow up on
sonet hing Steve said, one of the central concerns of
the Commission is to determine what the role of
governnent should be related to the issue of
infrastructure protection, and | would take that
another step by saying what's the inpact of third
parties, i.e., a government body or an industry
associ ati on, let's say, and forging trust,
maintaining it or building it anong or between these

i nfrastructures.
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And clearly in this country we have a
sufficient body of regulation where that helps
preserve trust. My own experience in Bosnia showed
me that w thout such a framework, you run the risk
of bringing in third parties that can fail or
succeed. Specifically the U N cane in, had nothing
but a nmandate to keep warring factions apart, and
wound up bei ng despi sed by nost of the people.

NATO canme in under the auspices of a
Dayton agreenment with an articulated strategy, set
of objectives, and was very well respected both in
terms of the framework it had to work from and its
institutional franmework.

| don't know if anyone else has ideas
about the role of third parties, but | think it
woul d be usef ul

CHAI R CULNAN: VW want to hit that
especially after lunch because that's one of the
take-aways that a nunber of us on the Comm ssion
think we need to elicit fromthis group. So thanks
for rem nding us of that.

MR GARBER M chael .

MR. DARBY: That rem nds ne that npst of
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what econom sts have worked on in ternms of trust has
to do not wth you were saying basically an
expectation that nornms wll be fulfilled, but
comments would be nore likely to say an expectation
that contracts would be fulfilled even if they
really were norns. That's just part of the inplicit
contract.

But | think a lot of the or the bul k of
the work has been instead on the issue of trusting
sonmeone's judgnent where you're really trusting an
agent to make a decision for you that you won't have
the information to make, you're trusting Ford to
desi gn t he Pi nt o, maki ng t he cost-benefit
cal culations you would rmake if you had that expert
know edge and position. You're trusting the banker
to be a prudent investor, not inprudent in the sense
of avoiding all risk and not inprudent in terns of
taking i nappropriate |evels of risk.

So that it seens to me that besides the
sort of fulfilling expectations, there's another
aspect of trust there. Do you trust sonebody to
take your proxy and do with it properly? And that

seens to nme to be an inportant aspect of the
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commerci al transactions, too.

MR GARBER Tom

MR TYLER Wll, | think that a |ot of
our di scussi on has f ocused on trust and
infrastructure in a nore technological way, but 1'd

also like to make a plug for what | would call trust
in the sense of confidence in public authorities or
trust in the notives of authorities as a very
inmportant formof trust and inportant form of what's
often call ed social capital

And the reason that | wuld want to
enphasi ze that is that the research that's been done
suggests that the nost crucial issue when citizens
are responding to government authorities and
deciding whether to essentially voluntarily defer to
those authorities, obey |aws, accept decisions is
those citizens' judgnents of whether they trust the
notives of the authorities or institutions that
they're dealing with, so that there's a trenendous
gain in discretionary capability on the part of
governnent authorities if they are trusted by
citizens.

It's very costly and ineffective for
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governnent to try to gain conpliance through, for
exanpl e, threatening people, rewarding people. It's
much easier for government to function if it can
basically expect citizens to defer to its decisions.

And in all of the studies that have been
done, we find that the nost inportant factor that
people are considering when they're nmaking that
deci si on about deference is trust, and that |eads ne
to what | think it is a second inportant point,
which | think should be highlighted, and that is
that there's a lot of public opinion research that
suggests that trust in government is quite |ow and
has been declining for decades.

So that we started out with an actually
kind of optimstic view of trust, but | think that's
because we're conceptualizing trust as trust in the
phone conpany, but what if it's trust in the
gover nment ?

Trust in the governnment and the notives
of government officials and institutions is actually
quite low and has been steadily declining for
decades. So | think we should highlight that as an

i nportant problemto be concerned about.
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The final thing I would want to suggest
is that we also have a broader conception of why
that trust mght be declining. One argunent that's
inplied by sone of what we've been hearing is that
it's related to feelings that problens aren't being
solved. Expectations aren't being net, yet a |lot of
the research that's been done suggests that that's
not the only or even the crucial factor.

For exanple, if you ask the question,
are politicians conpetent to solve problens, and you
conpare it to whether you think politicians have
integrity, it's integrity that predicts trust, not
conmpetence, or if you ask the question, how are
feelings of obligation to accept and obey governnent
decisions affected by the actions of Congress or
ot her government bodies, it's not that people think
that the solutions, the policies are good policies
or bad policies. It's judgnments about how those
policies are being nade, which are then linked to
trust in the integrity and notives of Congressnen,
of Congress.

So that | think as Tom was nentioning

when he tal ked about norns, people have a very nora
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orientation towards gover nnent and gover nnent
officials, and | think that a lot of the distrust
and suspicion is linked to a feeling of a lack of
norality or noral integrity, nore than to a sense
that individuals won't perform in a certain way or
won't neet expectations for perfornmance.

So I think we need to also have that
social or interpersonal conponent, the feeling of a
| ack of trust in the notives or character of |eaders
and institutions as an additional issue to consider.

MR, GARBER An appropriately current
i ssue.
TYLER  Absol utely, yes.

GARBER: Around this town.

2 3 3

TYLER  Yes.

MR. GARBER Just to nanage expectations
here, |'ve got Rod, Nancy, Dan, David, Doris, and
Ray, in that order, as we continue on just so you'll

ki nd of know what the pecking order is here.

Rod.
MR KRAMER.  Well, | was actually going
to defer, but 1'd say real quickly in response to

Steve's points and questions about resiliency, |'ve
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also been interested in the issue of sort of the
resilience or fragility of trust in social systens,
and | just wanted to very quickly conment on a piece
that mght be relevant to this Comm ssion, if you're
not already famliar with it, and that is, you know,
there's often an appeal in terns of approaching
these problens to seek l|arge-scale interventions or
sol utions because they're | arge-scal e probl ens.

But Karl Wick a nunber of years ago
wote a very wonderful paper called "Small Wns,"
and argued that for a lot of social problens |ike
the prevention of nuclear war and viol ence and ot her
things and civil wunrest, that we should seek snall
win solutions and interventions.

And the exanple he gave in a paper which
| always really Iliked because | worked in the
library as an undergraduate was that when people
were first trying to deal wth the problem in
Anerican culture of honophobia and fear of
honosexual ity and these kinds of things, that one of
the things that gay activists did in terns of
breaking that down into a deconposable problem is

have honosexuality reclassified fromthe HQ section



10

11

12

13

14

15

16

17

18

19

20

21

22

23

103

if I renmenber right, which was sexual deviations and
abnormalities and aberrations, all of these horrible
| abel s, to alternative life style.

So that neans that any tinme a young
person would go into the library to find out about
honosexual ity, they would not have to go to the
sexual deviation, aberration section of the library,
whi ch was usually, by the way, a |ocked case section
of the library and you have to go to and ask for it,
but you could go -- and | worked in the |ocked case
section, and that's how I know.

(Laughter.)

MR. KRAMER  That's where all the juicy
stuff was.

But i nst ead privately go to the
alternative life style section, and he argued that
was a wonderful, small win in terns of social
change.

And a lot of these problens of creating
trust in infrastructures mght be solvable partly by
seeking constantly over the long haul snmall wns,
redesi gni ng confidence building acts and systens and

denmonstrations that people can slowy build trust,
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and that cunulatively mght |lead to resilience, nuch
nore than sonme |arge-scale experinment that m ght
fail dramatically and, therefore, underm ne trust.

MR GARBER  Nancy?

MB. VWONG Well, actually | have a
question, and so I'mgoing to throw it out and then
as people think of perhaps a good response to it,
they can just bring it up.

\%Y qguestion was rel at ed to t he
difference and the distinction between confidence
and trust, and what are the characterizations that
di stingui sh between those tw? And then what woul d
be the differences in the consequences, if any, in
terms of loss of trust or |oss of confidence?

MR, GARBER Does anybody want to nake

an i medi ate response? You can junp to the head of

the |ine.
M5. GRABER (Ckay. Well, thanks.
Actually | was going to address this
i ssue because | think we've been talking a lot in

sort of a cognitive kind of way, that you have trust
because certain things are happening. Yet as we

talk we keep on saying feelings of trust, and I
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think we have ignored the enotional part, and I
think that is, as | see it, the difference between,
you know, just having confidence in sonething, that
sonmething is going to happen, and trust as such,
whi ch invol ves the enotional conponent.

And when Tom Tyl er was tal king about the
trust in governnent is going down, it sort of
remnded nme that while, on the one hand, we do not
trust our public officials, in sone ways we trust
the United States, the country, you know. There are
still feelings of patriotism and again, feelings of
patriotism You see the flag. You can appeal to
people. This is your duty as a citizen, which again
becones at least to a large extent an enotional
conponent .

And | think when we tal k about trust and
the restoring of trust, somehow tapping into that
enoti onal conponent is inportant.

There's another thing that denonstrates
this. W talk about peopl e  not trusting
politicians. On the other hands, surveys show when
you tal k of governnent services in general, when you

tal k about their i nterrel ati onshi ps with a
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particul ar governnment official or their reaction to
a particular service |Ilike, you know, welfare
service, et cetera, there's nuch nore trust there,
and | think it is because of the closer
interpersonal level which allows that enotiona
conmponent to becone involved, and it's not just the
cold confidence, the calculating aspects, but the
enot i onal conponent.

MR GARBER  Thanks.

Dan.

MR MALLI STER |'ve heard a lot of
di scussion about trust in kind of inplicit targets,
and | just wanted to explore or not explore, but
kind of craft out a bit of the terrain of trust for
what and trust in what.

Wen you look at trust in systens,
sonmething tells nme that systens and infrastructures
don't exist to be trusted in and of thenselves
because they are virtuous, because we're better off
with a virtuous system but rather, systens exist as
a skeleton, a franmework within which people relate
and which there is social activity going on.

Two observations that were interesting
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that I noted, between 30 years ago and now we are soO
much closer to being able to bridge tine and space
by communi cati on technol ogi es.

The ot her, a statistic that's
interesting from Robert Putnam is that t he
percentage of people participating in comunity
organi zations, voluntary organizations, any of a
nunber of ways of participating in society is at an
all time low, and I don't think we want to create a
causal connection there.

But we want to say how can our
infrastructures nurture society, and when you think
of confidence and trust, and we don't necessarily
want to think about trust in the system although
that's inportant, how do |I frane it? \Wat are the
ways that people relate to each other?

They relate to each other in commerce,
doing transactions, <call it market transactions.
They relate to each other in terns of authority
rel ati ons. They relate to each other in terns of
communal sharing and rapport.

And | think those are three dinensions

that you could think of as types of relationships



10

11

12

13

14

15

16

17

18

19

20

21

22

23

108

t hat peopl e have. At an interpersonal |evel they
can be conpartnentalized. Wien you think of the
relation to the system it's less clear that they
can be conpartnentalized.

The inportance is trust persists as |ong
as the nunber of disappointnents is kept low, and if
we create an infrastructure that allows people to
relate to each other one on one, this is kind of an
architecture within which transactions take pl ace.

Over t he I nt er net, for i nst ance,
transactions take place. Peopl e neet, and communa
sharing relationships take place, and authority is
expanded, and the arnms of authority can be nobilized
t owar ds ends.

If in any of +these three different
domains of relationships disappointnments energe,
rel ati onships at a personal |evel, who know the sort
of people that you can neet on the Net? If the
technology is used as an instrunent of dom nation
and control and power, you can see that the trust
within or trust anong people utilizing the system
has to be maintained if the integrity of the trust

of the systemis to be maintained itself.
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| like to think of it as a little three-
by-two matrix of trust in the system and trust anong
people within the system and then |ook at that
communal sharing, that market transactions, and that
authority rel ationshi ps di nmensi on.

And alnost in order to have trust in the
system the architecture, the infrastructure that
we're concerned about, we're alnost responsible for
bei ng good parents and nurturing people so that they
can devel op rapport, all of those things that people
do within the systemand nurture society.

Just wanting to pronote that as a way of
t hi nking about the broader scope of the donmains
where trust has to energe and the sort of things
that it functions for

MR GARBER  Davi d.

MR, GEDDES: | just want to see if |
could lead Tom Tyler to take the next |eap, which is
nost of the critical infrastructures we're talking
about are privately owned, and confidence in
gover nnent is going down, but to have our
electricity system work, we rely on the electric

conmpany  whose managenent and executives are
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invisible to us and, if anything, see thenselves as
behol den to their sharehol ders.

How does that play into what's known
about that? Can we go a step beyond your conments
on government to confidence in the |eaders of
private organi zations?

MR TYLER Wll, there is research on
busi ness | eaders and confidence in business |eaders,
and ny inpression is that it suggests that, in
general, confidence in business |eaders is declining
as well, and in fact, confidence in nost |eaders of

organi zations, religious |eaders, the nass nedia, is

decl i ni ng, and it's actually an i nteresting
phenomenon in our soci ety t hat essentially
confidence in |leaders of all maj or  kinds of

institutions is declining.

So | don't think that we would
necessarily think that public/private is going to be
a crucial distinction.

MR GARBER  Ray.

MR H EBERT: Since surveys on trust
have been raised, | thought I'd just share with you

the survey that the Washington Post published
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earlier this nmonth just so we can put it on the
table. There are a lot of these surveys, and a |ot
of them get into the media, but this one asked
Anericans in whomthey have a ot of trust, and only
24 percent said local television. Twent y-t wo
percent said their local daily newspapers. Fourteen
percent said their |ocal governnent. Only nine
percent said their state governnent, and only six
percent the federal governnent, which sort of
rei nforces what's been said.

But at the same tine, as Doris has
i ndicated, the level of confidence in the President
of this country, in spite of all the problens he's
been having, is at a remarkably high |evel.

One of the things that all of this nakes
me think is that by the mass nedia continuing to
publish surveys on how little we trust the
governnent, | wonder if they don't actually inspire
a lot of distrust.

One of the areas that 1've been very
concerned with has been the effect of television,
and a lot of studies show that the nore television

you watch, the nore you think you're going to be a



10

11

12

13

14

15

16

17

18

19

20

21

22

23

112

victim of violent crinme. The nore television you
watch, the less you trust the institutions in your
own conmunity.

So there is sone kind of relationship,
and | think we ought to be concerned with that as
wel | .

MR. GARBER And we want to get into
that even in nore detail here wth this group
probably after lunch, but thanks for bringing up the
point, and | think it's something we need to
investigate as we go around and continue this
di scussi on.

M chael .

MR. DARBY: | wanted to follow up on Tom
Tyler's coment and al so sonething provoked by Ray's
conment before |ast, which is the trust in
governnent, trust in the private/public.

You were remarking on the trust in the
conmuni st countries, trust in Africa. There is an
article on, you know, can Africa flourish like Asia
in the last Sunday Tines, and the last three
paragraphs were as a little joke. The African

official was visiting his Asian friend and admring
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the lavish lifestyle and said, "How do you do it?"

And the Asian referred to the cut. "See
t he hi ghway out there? Fifteen percent.”

And so then the Asian visited the
African official in his home, again the |[|avish
lifestyle. "How do you do it?"

"See the highway outside the door?"

The Asian official |ooked in vain, and
the African said, "A hundred percent."”

And t he | evel of corruption i's
inmportant, and you know, wunfortunately you take
surveys of business officials, as people do, and the
U.S. and Japan are about on a par in the mddle in
terns of as we like to say transparency as a
euphem sm for the inverse of corruption, which is
sort of the idea of, well, why should |I voluntarily
accept a decision if | think the decision was nade
in return for 20,000 or 50,000 or whatever the
current price is.

And in private businesses, you know, you
can say Machi avellian, and you expect themto profit
maxi m ze, but you know, sort of Adam Smth's genius

was showing that in general, where you have private



10

11

12

13

14

15

16

17

18

19

20

21

22

23

114

goods and a few other conditions, self-interest
| eads to the public good.

So there is a sense in which it's a |ot
easier to trust the decisions of private individuals
that they're maximzing in their business and,
therefore, they're treating you fairly than it is to
trust that this governnent official is nmaximzing
his personal take and, therefore, he's making a w se
deci si on.

There is a difference in ownership. So
maybe that is a basis for a difference in private
and public trust in private and public institutions,
regardl ess of even if you think the notivations of
the officials are simlar.

MR. GARBER Let's see. |'ve got Bob,
t hen Paul, then Lynne.

MR BI ES: | want to respond to Nancy's
guestion and say a coupl e of things.

|  think part of your question is
answered by what Tom said about the predictability
expectation and, you know, to be reliable, but also
nore inportant, the enormty of peace which

di stingui shes trust from confi dence.
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Confidence you can get it done versus
trust that you will get it done. Take care of ny
interests. Look out for ne. There's this sort of
noral expectations, and | think that's part of any
transaction that conmes in, that you'll do no harmto
me. You'll have ny best interest at heart.

| think that's part of the thing that
makes it very fascinating when that gets violated.
Sone of the work that Tom and | have done on the
revenge stuff says that people really sensitive to
exchanges, and when the trust is violated, it sort
of comes in two categories.

One is there's this sense of a damaged
civic order in the sense that there's rules and
procedures about how a system ought to operate.
When those are violated, we get angry, but also in
that sort of civic order, there's a sort of honor, a
code of honor, how you shoul d behave vis-a-vis other
people, and if you lie, you cheat, you know, betray
confidences, we get really upset with that because
that's that sort of normati ve  stuff that's
i ndependent of just you've got a performance

failure.



10

11

12

13

14

15

16

17

18

19

20

21

22

23

116

But the other part that we find that
peopl e get upset about is that when they feel that
their reputation or who they are is msrepresented,
and that's going to be an inportant issue for the
i nfrastructure. Whatever is encoded or shared
across things is not an accurate representation of
who | am Were do | go back? What econom ¢
calculus can | get that will restore nmy reputation,
particularly in a world that says we're going to
start putting clanps on punitive danmages for those
sorts of things? | mean, where do | go? How do |
get it back?

So those sort of issues about the civil
order and social identity are inportant, but one of
the things that was striking to ne and, | think, is
inmportant for the infrastructure was if you believe
that the violators are not punished, you cease to
have any confidence either norally or performnce-
Wi se that the system can operate. You becone that
Third World corrupt or a lot |ike Washington, D.C
You have that sort of -- | nmean, Wshington, D.C.,
is a Third Wrld country in terns of its operation.

You no |onger trust them
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VR. DARBY: You nean the city

gover nment .

MR. BI ES: The city governnent, right.
Vell, actually --

(Laughter.)

MR. BIES. W can generali ze.

But the notion of punishnent, and |
think the punishnent issue is inportant because we
too often think of puni shnment in ternms of
deterrence, punishment to correct these bad people,
but what we mss is the inportance that when you
puni sh, you are also signaling that the norns and
val ues governing the systemare inportant.

There is an expressive we are uphol ding
the values. Yeah, we mght deter sonebody, put them
in jail, and they' Il correct and rehabilitate, but
there's this other piece that we too often -- so if
you only characterize the debate in terns of
deterrence and rehabilitation, you're mssing a very
i mportant point of how people experience it.

So you have to punish some people to
rem nd people that the systemstill is -- because if

you don't, the community, the norality, it breaks
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down.

M5. WONG So you're saying that just to
make the distinction as confidence is not -- doesn't
elicit as -- loss of public confidence doesn't

elicit as strong a reaction fromthe public --

MR. BIES. Right.

M5. WONG -- as loss of trust.

MR. BI ES: Right. That's what our data
says, that when -- it's perfornmance. You may be
frustrated and angry in the short term but it's
t hose | i ngering, deeper resent nents, is the
violation of trust.

| mean those can be nore intense, and
richer, and can lead you to sort of paranoid and set
in how | got screwed and that sort of thing. It's
that trust piece that really generates the strong
negati ve.

M5. WONG And then the consequences to
the public good in ternms of if you don't trust, then
certain things don't happen versus if you don't have
public confidence, there's still recovery tine. I
mean, there is -- it's easier to recover from

MR Bl ES; Yeah. You can recover on the
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confidence piece, yeah. That would be -- yeah.

MB. VWONG And so really trust is the
foundati on bl ock here.

MR BIES: Yeah.

MR GARBER  Roy.

MR LEWCKI: A quick point on that.
For me it's not do | worry about whether TWA-800
bl ew up because of an issue in the -- or Value Jet,

when it blew up, why it blew up, but their failure

or unwillingness to put in snoke detectors for ne is
as critical, is much nore critical to my l|long-term
trust of that. It built off the resentnent. It's
not why it blewit. It's also will they do anything

to try to fix or renedy that and do sonething to
change ny perception, and their unwllingness to do
that really undercuts ny long-term trust of that
envi ronnment, that context.

MR,  BIES: Can | just -- | just have
this one, and | apologize, but to what M chael was
sayi ng.

The public/private authorities, private
deci sion nakers because they're notivated by self-

interest, maximzing the value, all that sort of
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stuff that we wite about; we allow them to be
greedy, but when we really get upset is exploitation
and piggi ng out.

If we believe they're taking advantage
of their situation, then we get really angry, but we
don't mnd people naking lots of nmoney. So there is
a normative dinmension, and we allow you to be nore
self-interested than maybe public officials are, but
it's when we perceive you're pigging out, there's a
di mension out there that we say, "Oh, that's just
too much, you know. "

So I think if we just think about those

terns also, even in the private sector. | think the
pr ocedur es, the norns, the values still are
i mportant.

M5, VWONG Yeah, |'m curious about how
that translates into consequence, say, for the

private sector or for the governnent.

MR,  BIES: Wll, it has consequences
that a consumer has choices. If 1 don't have
choice, if |I can't exit, then probably I'Il just do
-- maybe |'Il put pressure on governnent to invoke a

third party. That beconmes a pressure. That becones
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a pressure, and nmaybe if the media runs a couple of
good news stories that are half true, you know, then
maybe that'll increase the pressure. Maybe soneone
wi Il put something on the Internet.

So you have those sort of social
collective novenents to make something happen, but
if there's market choices, then | can exit.

MB. VWONG Vell, then that really just
rang a bell because what happens is if you re anger
is so high, you start looking for those choices
where choi ces were not there before.

MR. BIES. Right.

MB. VWONG In fact, you wll drive
sonmebody to create choices or the marketplace wll
create choices because now there's a denmand where
there was not a demand before.

MR BIES: Yeah.

M5. WONG That's a very inportant point
for private industry. Right now utility conpanies
in the electric industries are understanding that
fact.

MR GARBER  Paul ?

MR KLEI NDORFER: Vell, | wanted to
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build on something that Dan raised, and the issue is
what is -- he provided, | think, a very helpful
comment about keeping the nunber of disappointnents
low or trust in sone ways is reflected over tine as
a |l ow incidence of disappointnents.

I f someone gets into that a little bit
and starts thinking about what gives rise to those
di sappoi ntnents, then the particular point that |
would like to raise both on the choice issue, but
the public/private debate that we've raised, is the
i ssue of responsibility and self-reliance.

|"m very heavy on this particular matter
as an econom st when there are choices. I[t's an
extrenely inportant matter, but frequently it's
m sj udged. So if you go through and you see that
peopl e have a particul ar expectati on about what they
expect their infrastructure or somne ot her
institution to do, what gives rise to their
mstrust, growing mstrust, is a disappointnent
triggered by an expectation that's not net.

And you start exam ning why that
expectation was not net, and you see two or three

different things that have been a part of the
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di scussi on here. One is that they have the wong
idea, as it turns out, about how rmuch responsibility
they should have thenselves as consumers or
citizens. So they expected the governnent
to do it all. The governnent didn't do it all.
They' re di sappoi nted, right?

Another is that they believe that the
decision was arbitrary or capricious or violated
fundanmental rules of fairness, the issues that Bob
was just raising, and there you can have two
different kinds of fairness that a nunber of people
here nmuch nore expert than | am at this, but
procedur al . Sonmehow or other this thing was just
drawn out of the hat and it disadvantaged ne or |
just didn't like the way the process worked, our
out cone fairness. | nean, | see sonebody making,
you know, $100 mllion in bonuses for a particular
year. I don't give a damm where they come from
Nobody, no human bei ng ought to get that nuch noney,
as it were, in one year, you know, for whatever
reason.

Now, I'Ill just nention two exanples of

this just to hone in on this very briefly. e is
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the U K deregul ation experience, both telecom and
el ectric power, water, and other areas. |'ve worked
very extensively with them and | can tell you that
this has worked very well from an econom st point of
view. If you look at total benefits generated, they
have been very significant.

It just turns out that nost of the early
benefits went to the industrial firms that were
associated with this, and very foolishly, in spite
of nmy good advice to hide the noney, these people
actually lavishly spent it on their directors’
sal ari es and so on.

This gave rise to very significant
repercussions in the last round, the last two years
of adjustnents in the regulatory side of price caps
and other issues. Just think of those as very
strong repercussi ons.

It also arguably gave rise to M.
Blair's recent stunning success. It wasn't that he
was successful, was not so stunning, but how
successful and where. That was interesting.

So that's an exanple of where people

have a nunber of disappointnents in this particular
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case based on what they viewed as distributional
unfairness of sonething that they had reason to
believe. It worked very well, | can tell you, as an
econom st . This worked wonderfully well. It just
did not stay within the bounds that people were
expecting with respect to distributional equity and
fairness.

And as a second issue on the risk
managenent side on responsibility, we have seen and
tracked through the National Hurricane Center
various earthquake areas and so forth. W' ve seen
both counties drinking from the inexhaustible soup
bowl s of FEMA and private individuals drinking from
subsidized, if you will, insurance rates.

VW' ve seen them locate tinme and again in
harm s way. In fact, it's along the lines you can
take pictures of, you know, portions of South
Carolina or the Florida coast, and you see, you
know, $150,000 on average hones, and five years
later it's $500,000 on average hones, and then five
years later, you know, after Andrew, it's $1 mllion
on average hones.

Vell, where are they getting the noney?
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Wll, it's just leveraging on up out of subsidized
i nsurance paynents obviously.

This is manifestly unfair from the point
of view of consuners, let's say, in north Florida or
el sewhere who are actually paying these areas. From

the businesses involved it's manifestly unfair, and

when it comes to light, this will also -- when it
comes to light, if it comes to light, | perhaps
should say -- it will also be viewed as manifestly

unfair because here we are seeing people who are
acting in an unprincipled way, violating fundanmenta
principles of fairness and integrity.

Now, those two stories though indicate
that between all of these drinks from the cup, you
know, there are lots of different ways in which
people get information about whether they're going
to be disappointed or not and whether their
anticipatory set, psychologically speaking, is going

to be satisfied or not.

But | really Ilike this nunber of
di sappoi nt nents. Where do they cone fron? If you
start to explore that, you get into, | think, sone

of the issues there.
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MR. DARBY: A two-handed followup to

that point. | used to have until it was stolen from
the office at the Treasury a statue of Calvin
Cool i dge --

(Laughter.)

MR DARBY: -- because as an econom st |
greatly admred himas the last President to veto a
flood relief bill on the grounds that it would
encour age people to nove into the flood plain

So while | tend to agree wth you
professionally, | also have to note that he was the
| ast President to do that.

MR KLEI NDORFER: He had certain other
characteristics.

VR. DARBY: But, you know, we're from
California. W' ve just passed a |aw sort of so that
FEMA will have to bear it all, nearly all of our
| osses cone the next earthquake. You know, where
are the rest of you outraged taxpayers?

MR, KLEI NDORFER: Wait till it happens,
right?

M5. ZUCKER  Then it would be too |ate,

unfortunately.
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MR. GARBER Lynne, you may conti nue.

M5. ZUCKER: Ckay. | have three points
to make based on a bunch of the discussion that's
gone on.

First of all is that it's not really
just a contrast between either having a conpetitive
system where you have choices, so therefore you
don't have to worry really about repairing trust;
you just switch to another provider, and there's

kind of a conpetitive system and on the other hand,

gover nment .

Another way of repairing trust that |
t hi nk we shoul d not e S provi di ng better
information, usually buying better information. So

one consequence of the banking crisis was the
devel opment of a nunber of businesses that provided
detailed information on the financial soundness of
particul ar banks.

So before, where we took it for granted
that, you know, nost of these banks would do fairly
well, people who really need to depend on a bank
com ng through now buy information fromthese rating

servi ces.
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MR. KLElI NDORFER: The sane is true with

i nsur ance.

M5. ZUCKER. Right. So, | mean, you can
look at this in two ways. One, it's a failure of
the system and so therefore, you have to shore it
up, and the other is it's nore jobs, and you know,
since we seemto always glorify that, hey, you know,
you're enploying a Ilot of people that weren't
enpl oyed.

So the second point is that | want to be
very careful about these global assessnents of
public confidence and trust, either one, and as an
exanple, | want to look at schools and, you know,
public eval uation of schools.

And what's really interesting, although
the general overal | public evaluation is not
necessarily that strong and in sone cases has been
declining, parents universally rate the school their
child they're going to very, very high and the
teachers very high and, you know, very supportive
So there's a large literature in sociology of
education which |ooks at these rates, and at |east

John Meyer, who is a sociologist, nmarvels at how
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they can possibly be that high given how poor we say
schools are. (Ckay?

So is it really performance? And if so,
in what dinension? | think we need to be
extraordinarily careful because maybe it's Kkeeping
the kids happy, having them in a good, supportive
envi ronment, you know.

|"mnot quite sure, and | haven't | ooked
into this at all, but in not the actual specifics of
t he training.

Another way we mght [look at our
assessnment of failure of schools is it's kind of a
muck-raki ng opportunity. So, in fact, it's been
greatly overwitten, and |I'm inclined to think
that's true, but 1Q plays such a big role, and we
don't really want to admt that for a nunber of
reasons. So instead we'd rather blanme the schools.

And the reason | feel so strongly that
way is the discontinuity in the US. system If you
conpare Japan and the US. in terns of their
educational system we always say, well, Japan has
this absolutely superb educational system and the

US is a failure, but what is actually factually
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correct is that their education through high school
is extrenely rigorous.

Now, | don't know how parents rate it.
| would love to know because it's not particularly
supportive, and they need the cram schools and all
of that. So it may not get rated very high

In the U S., our high school and bel ow
is judged a failure, and yet our university systens
out -conpete every tine. There's no university
system in Japan that conpetes wth our best
university systens in the U S.

Vel |, how can we have t hat
di scontinuity? What happened? Where are all of
t hose uneducated kids suddenly getting the ability
to out-conpete these Japanese kids that have been
trained so well?

Vell, it just doesn't fit. So sonething
el se i s going on.

That brings ne to ny third point, which
is that I'm a little uneasy with the distinction
bet ween public confidence and trust. | don't quite
know what that distinction is, and |I'm not sure the

way we neasure them in these surveys is really
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something that nmakes ne trust the results or have
confidence in the results.

And | think that we need to think about

what the anchor is to the judgnent. You know, for
nost of these judgnents, | nean, | can go ahead and
r ank. I can go ahead and rank this wuniversity.

W're sitting right here in the library, you know.

What is ny level of confidence in this university?

And | would come up with sone -- you
know, | could check off on a scale, but it would
have al nbst no meaning because | don't know very
much about this university. You know, | was

commenting this is the first tine |I've ever been on
the canmpus. You know, it's kind of a neat place to
be, but you know, | really don't know very nuch.

And so | think a lot of the ratings are
really made with alnost no information about what
you're rating. You have sone kind of global effect.

| don't trust the ratings particularly
of people for that same reason because, you know,
how nmuch are people really reading? Wat do they
know? What evi dence are they using?

And | think that one aspect is, for
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exanpl e, how nmuch do you depend on that institution
or that person, and once you ask that question and
then you get those people that are heavily dependent
on it to actually rate it, they have a big stake in
gai ni ng enough i nformation.

M chael and | have witten quite a bit
on costly information and the fact that you really
have to have a reason to want to get it be able to
want to spend the resources acquiring it. So, you
know, if you want to ask the questions, we really
have to think about who they shoul d be asked to.

The general social survey, which we were
gquoting on the banking issues, you know, it's good
in ternms of kind of general, how do you build
confidence back up in the general public, but that's
a very different question from well, what about
ot her banks, banks that are dealing wth other
banks, for exanple. They're not going to be swayed
by these public polls.

So | think that that's extrenely
i mportant. The normative conponent which a nunber
of people have also brought out really relates to

this because, to the extent the survey you're
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proposing is going to be done just in this country,
you're mssing an awful lot of what would be
different across countries because there's a big
conmponent to fairness, decisions about what's fair
in different normative systens.

Just to give a quick exanple, in a
recent conparison of how much people in different
societies thought it was equitable to pay very high
occupations conpare to very low, |ike one tines
equal to, one tinmes as nuch, tw times as nmnuch,
three times as nuch. What was found was there were
huge differences in what different -- societies
al rost always agreed about what was right for the
low level, but not the degree to which the two
| evel s shoul d be separ at ed.

Pol and and Hungary -- Pol and was the
lowest in ternms of thinking that salaries should be
al nrost equal. Hungary was next to that, and | can't
renenber what the top ones were. US. was not the
top, and Australia and so on were in there.

So there was an enornous range of
response to that question. So I wanted to raise

that issue, too, because since this is just within
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the country, a lot of the basic issues of |egitinacy
are really going to be mssed since the legitinacy
will vary much nore between countries.

CHAI R CULNAN: I want to sort of toss
somet hing out and hopefully people can, given we've
got a lot of expertise on this, weave this into sone
of the conmments that conme |ater, but about the role
of procedural fairness, especially transparency and
voi ce in i nfl uenci ng peopl e's Vi ews about
infrastructures and how this affects the elasticity
of either their confidence or their trust, whichever
you want to call it.

For example, you know, a lot of the
research says if procedures are fair, people are
nore tolerant of negative outcones because, Yyou
know, this happened, but basically | understand the
system and how do you apply this to
i nfrastructures? Is it press releases? Is it
newsletters? 1Is it the nedia? Do they play a role
in this? Ctizen boards? | rmean, how do you
incorporate this in a non-sort of  workpl ace
situation?

And there's one paper that's in the blue
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folder. It's not in the spiral bound, that suggests
that, in fact this will apply. 1It's a paper by Paul
Slovic, and he did a study in the nuclear power
industry and the one thing that was the npbst trust
increasing when you fed people a lot of different
scenarios was that there was a |ocal board that had
the finger on the button, you know, that could
basically shut the plant down if it wasn't safe.

And you see what percolates up out of

his research is, you know it's fairness; it's
trust; it's, you know, transparency, voice, all of
that kind of stuff. So | would be interested in

hearing what people have to say about that, and
especially, you know, can you have too nuch
t ransparency.

You know, there are stories about

hackers attenpting to break into something. Does
that, in fact, then reduce trust when it was an
unsuccessf ul att enpt ver sus you tell peopl e

sonet hi ng happens and you | ose your custonmers? You
have choi ces, et cetera.
Yeah, Paul .

MR. KLEI NDORFER: Just a brief comment
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on this issue in the public utility area. W' ve
seen for years that procedural fairness is extrenely
inmportant. It's been instituted in a nunber of ways
with public advocates and so forth both with respect
toreliability conplaints and the other issues.

In a conpetitive market, the entire nove
to guarantee, service guarantees and so forth that
we've seen over the past five years. Ways of
adjudi cating paying and so forth for any perceived
di sappoi ntnent that you mght have has becone an
extrenely inportant part of business, of custoner
call service. Perhaps the largest growh area in
the service sector in recent tines has been in
custoner call centers, custoner service issues, and
so forth.

So procedural fairness is an extrenely
i mportant el ement of that. Now, the critical issue
in public utility sides though, whet her in
t el ephone, gas, water, whatever, is this business of
getting the expectations correct in the first place,
and so there is where, especially with respect to,
let's say, very rare events, |ow probability, high

consequence events, whether it's anticipated nucl ear
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power difficulties or whether it's power outages or
what; it's to get <clear what would a prudent,
reasonably principled person of integrity guiding
such-and-such an institution, what should they do?
And can we have that discussion before the fact?

Now, t here S wher e citizen
participation, if you can get them to do it, is
very, very useful in legitimating that this has gone
through that process, but the history of public
utilities and el sewhere has been extrenely
difficult, especially in low probability and high
consequence events to get a reasonable cross-section
of the conmmunity actually involved in that kind of
di scussi on.

After the fact, you <can get them
i nvol ved, but that's no long any good if you wanted
to legitimate that you have been reasonable,
prudent, fair, principled, and so forth, before the
fact, you see.

So I'll just say that the history in the
public wutilities area and all the things you cone
across if you ve ever got any testinony in any of

the comm ssions up here, you know, the Postal Rate
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Conmi ssion or others, procedural fairness is the
foundation of what goes on, but it's really
bal anci ng the ex post and the ex ante that turns out
to be very difficult, and especially in those areas
t hat we're tal ki ng about her e, critica

infrastructure vulnerabilities in which the very
vul nerability you see is sonething that people don't
necessarily want to get involved in spending, let's
say, two years of their life going down and sayi ng,
"Yes, we as a community believe that you will do X"

It's very difficult to get theminvol ved
before the fact.

MR GARBER  Doris?

M5. GRABER | want to talk about what
| consider one of the nore spectacular drops in the
confidence as an exanple, and that is in the nedica
field. You used to trust your doctor, and now very
wi dely people have lost trust in the doctor and the
health system w th or w thout justification.

And as | see it, one | think is the
thing that was brought out before, which is sort of
the sense that the profits are too high, that people

are just in it for the noney. | think that's sort
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of a big thing in a lot of these things, where you
expected them to be interested in rendering you a
service, and now they're just interested in the
noney.

The second thing | see in this, and |
think it's been pervasive in nmany fields, and that
is there in between this basic decision maker and
the client, vyou ve introduced a whole bunch of
intervening institutions, in this case the HMX» and
the insurance conpanies, et cetera, and to address
Mary's concerns, | nean, first of all, the rules and
regul ati ons, the understanding of the procedures is
very difficult for the average person. |If you don't
understand the procedures, you cannot judge the
justification of the procedures.

On the other hand, | think even where
the justifications for the procedures are clear
when people are terribly much involved in it as they
are in sonmething like the nmedical field, where it's
your life or death, procedural fairness is not going
to cut it. It's got to be what seens |ike outcone
fairness.

So while I think that in many things in
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which you're less involved, procedural fairness is
very inportant as a criterion that your things are
done in the right way by which one judges whether or
not one should trust.

When it really cuts to the core of your
very personal experiences, even that wll not do
even when the procedural fairness is there.

MR TYLER If | could just make a quick
comment, actually what's interesting is that there
have been studies in this area that suggest that
procedural fairness works really well. For exanple,
if you' re asking the question when a patient sue
their doctor, it turns out that the extent of their
infjury or even the degree of bad practice or
mal practice or whatever is not the issue. It's
their judgment of how they're treated by their
doct or.

| their doct or treats them wth
respect, listens to them seens to be or is actually
concerned about trying to deal wth this issue,
peopl e don't sue.

Simlarly, research on when do enpl oyees

sue conpanies that fire them it's really whether
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the conpany seens to be following a procedure that
they see is fair. If they think the procedure is
fair and they're fired, they don't sue.

So | think that there is a lot of
suggestion that procedural justice has legs. | nean
it can be robust in situations where there's a |ot

at stake and where there are real issues that are

i mportant.

The trick is -- and | think vyour
comment, Mary, brought this out -- the issue of
| egi timacy. Wien you take something like the oil
conpani es, whi ch S a constant problem in
California, well, people don't believe in the oi
compani es anyway. They're not legitimate; they're

not respected; they're not believed.
So when they enact procedures, right

away there's a problem and it's the sanme interplay

that we see in governnent. If people think the
institution is legitimte, they're nore willing to
defer to its procedure. They're nore willing to
believe the procedure is fair, which, agai n,

reinforces legitimacy, but if legitimcy is |ow,

procedures are suspect. Fair procedure doesn't have
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as much of an effect.

So what institutions need to do is they
need to build their basic legitimcy, and as that
builds, then the power of procedural mechanisns will
go up.

MR GARBER  Joe.

MR, MOORCONES: | wanted to go back to
infrastructures for just a nonent because |'ve been
listening, and it seens the thing that destroys
trust and confidence is failures. Ckay? And
wi thout failures, trust and confidence may -- given
that it sonehow got established, and ny question
would be do we have to wait to have an
infrastructure failure before we're going to do
sonmething about it or if sonething needs to get
done, or are there exanples that you' ve seen where,
by looking at, observing the institution or the
infrastructures, the behaviors, the procedures, the
investnents, the practices have resulted in public
confidence waning in that without a failure?

An exanple | mght give, | think the
nunber of failures were tal ked about. Yet everyone

said conputer failures are acceptable. Hard di sk
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crashes, whatever, all the time, vyet all of our
infrastructures are becom ng nore and nore dependent
on these conputers.

Anot her comment was, well, you have
choi ces. So maybe choices conme in to give you
resiliency, but in many cases in conputers and
comuni cation, your choices are between different
marketing agents, not fundanmental infrastructure
di ff erences.

So ny question is: are there exanples
or have you seen exanples where the procedures, the
way an industry, institution has gone has led the
public to say, "I'mlosing my trust for certain in
this," as opposed to waiting until there were actua
failures where they were inpacted directly?

If I did okay with that question.

MR KLEI NDORFER: One can nention a
nunber of reasons for the erosion of trust in
busi ness |eaders, and that has to do I think |ess
with failures and nore with what is believed to be
di stributional or scandalously out of line profits
or sal aries or whatever.

So you could say that iif you were
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| ooking at that driver of mstrust, but let's say we
were |ooking at something that had to do with the
vul nerability of a systemthat would actually affect
you, you know, other than, let's say, the character
or the profit taking ability of the CEQ There
there are what people look at when they |ook at,
l et's say, any business enterprise, but certainly in
the utility industry. They would | ook at a nunber
of characteristics that indicate whether this
industry seens to be concerned about prudent
engi neering principles, about systens integrity, and
so forth.
And you see this begin to perneate both
t hrough the press, public advocate, and other areas.
It begins to take on a notion of its own, so that
even a failure that isn't in this particular system
you're | ooking at -- suppose |I'm | ooking at the East

or Northeast or sonething, and there's a failure in

| ndonesia or sonething like this or, you know a
tanker runs aground that is licensed under the
Liberian flag or sonething. Even those renote

failures that appear to have nothing to do with this

system when coupled with other driving factors that



10

11

12

13

14

15

16

17

18

19

20

21

22

23

146

underm ne confidence, if you will, in the |eadership
of a conpany have had very del eterious effects.

You can see it imediately in the
hearings that follow in these areas, and so there
are areas, but wusually what you would see is sone
correlates, sonmething that suggests that the people
involved in the enterprise or institution you're
| ooking at are not being prudent, are not acting in
a way that sonmehow it reflects what people in your
vi ew ostensibly act.

Then another triggering event, socially
anplified, comes to roost, and that's what
eventually ends up being the trigger. | think you
need a trigger, but it doesn't have to be in the
area itself.

MR, GARBER Is there any other direct
foll owup here?

MR LEWCKI: Pl ease. Yeah, | did a
nunber of informal interviews before comng here to
talk to people about what affected them and their
ability to trust infrastructure, and | think it
buil ds on what points we were just raising.

They sai d t hree t hi ngs to ne:
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reliability, accessibility, and Voi ce, and
reliability was that it perfornms as | expect it to
perform which is back to the expectations issue. |
have expectations, and it does as | expected, and a
| ot of that was a nanagenent related problem Do |
see these people as conpetent in running this
operation and providing it to nme?

Accessibility goes back to t he
procedural question, and it's interesting. I was
surprised how many people said | trust that not only
they provide it to me, but that they provide it to

everyone; that it wasn't just me who could benefit

fromit because | could pay the bills, but | trust
it because it's provi ded broadl y. It's
enconpassi ng. Anyone who is qualified can get

access to it, and they saw it very nuch as a justice
i ssue, as a fairness question.

And the third was sort of Iike voice
appeal. If it doesn't work, | can get it fixed. |
have an opportunity to talk to sonmeone who is going
to be responsive to ny concerns, and that they wl|
fulfill their comm tnent.

And | think those are three things that
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managenent very heavily can control and influence.
To the extent that | see the nanagenent of an
infrastructure worried about those issues, |'m nuch
nore likely to increase ny trust of that operation
and what it provides than if it doesn't.

So that nmanagenent controls a lot of the
procedural dynamcs that we can provide themin this
servi ce.

I also want to just briefly tag
sonmething you said, Lynne, and | can't renenber
exactly how you were phrasing it or talking about
it, but | said to Rod that there are conditions

under which you trust because you have no choice,

and trust is al nost a dissonance reduction
mechani sm

I'm in a situation where | have no
choice. | have no options. | don't know whether |
should trust or not, but | trust because | al nost

have to trust and to not trust is to create nore
problens for nyself than | can handle, and this is a
slant on trust 1've never heard anybody sort of
argue before. |It's like we talk about trust as very

rational, calculative, weighing cost and benefit,
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shapi ng expectations, and so forth.

But we assune that there's choice
available to wus. In no choice situations around
infrastructure, | alnost have to choose because |
don't know where ny options would be or how | would
make different choices or whatever, and that strikes
nme as a different dynamic. 1'd |ike to unpack that.

V5. ZUCKER: If I can just add to that,
| think that you're right, that it can lead to
trusting. O herwi se you really wouldn't because of
the dissonance, but | think it also can lead to
conpl ete di saffection and kind of dropping out.

Certainly we see that in sonme of the
African countries, for exanple. So, you know, you
can't do anything about it. You only have one pl ace
to go. So you just don't do anything.

MR LEWCKI: Right, and 1'd love to
cone back to that when we talk about nedia issues
because | see nedia as specializing in distrust, in
other words, that the story is not in the trust
The story is in the distrust, and I'm left wth
i ncreasing informati on about how the systemisn't as

good as | want it to be, and | have no idea what |
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do with that in terns of ny responses. Now how am |
supposed to feel ?

| thought | trusted Fidelity, and now
they have a cover story in Fortune this week about
is Fidelity com ng back or going down the tubes, and
that's where ny funds are, right. So | nean, what
do | do about that, you know, and how do | respond
to that?

MR.  KLEI NDORFER: Religion is inportant
her e.

MR LEWCKI: You're right. I'mnmarried
to a theologian which helps ne a lot. That's when I
go to her for advice.

M5. GRABER The big historical issue,
why did we, in the period before Wrld War 11, keep
on trusting Htler when he said, "This is the |ast
country that I'mgoing to invade"?

W just had no choice. What are you
going to do?

MR KRAMER. Wiat's a failure is highly
subjective, and of course, it can be framed real
easily, and one of the things that worries nme is the

difference between private and public agencies in
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terns of what's a failure.

W have a |ot higher expectations for
public agencies and agents than we do for private
agencies, and so while it mght take a ship running
aground or sone sort of really disastrous event for
us to nmke us question our trust in a private
agency, it can be nuch snmaller that nakes us
gquestion our trust in a public agency, and | think
part of that is they're just sort of held to higher
standards. They're held to nore val ues.

M chael was talking earlier about sort
of private versus public in ternms of, well, we
expect private firms to be self-interested, but we
expect public agents to act as agents and not |just
be self-interested. So they're held to higher
standards, and we've set up a lot of procedures in
governnent to try and help insure that.

And one of the things | think about when
| think about procedural justice is that the nore
procedures that are in place, also the nore
procedures there are for sonmebody to trip over and
for the nedia to catch it.

And so what happens then is when the
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nmedia starts reporting this, you know, the average
TV wat cher or newspaper reader sort of sanples the
events that are going on. |It's a lot higher in the
public than it is in the private, and so it seens
that whatever solutions you ve got through a public
agency, it's going to be a |ot harder because people
are going to be mnmuch nore likely to perceive
failures, and the press is going to assist that.

MR GARBER  Bob.

MR. BIES: Actually let nme defer to Rod.
Then [1'Il follow Rod. So I'lIl defer to ny
col | eague.

MR. KRAMER  Bob, you have the floor.

MR GARBER  You all work this out.

(Laughter.)

CHAIR CULNAN:  This is holding up |unch

MR, BIES: | think another way of
thinking about the failure piece is really we're
tal king about the nanagenent of bad news. You're
anticipating bad news to occur, and one of the
things I find from nmy research on bad news is that
there's really three phases to the delivery of bad

news.
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There is a phase of preparation where
you sort of get people ready for the possibility,
and that goes to sone of the stuff you' re talking
about, Paul, you know, inoculating people, giving
t hem knowl edge, or in the procedural justice sense
gi ving advanced warning notification, which we find
the layoff literature to be very inportant in how
peopl e react to | ayoffs.

And then there's the actual delivery
phase, how you actually comunicate it, and we often
focus in on that. In a procedural justice sense, do
| give a justification? Do | treat them wth
respect and dignity?

In the layoff research that [|'ve done
with other colleagues, people are really sensitive
to how it was delivered, when it was delivered.
It's the whole salt on the wound. Yeah, they're
upset they're losing their trust. Trust ne, but
what they renmenber is how they were handled or
treat ed.

So there are those sort of issues, and
then there's sort of a followup stage. What

happens after that? How do you nmanage it after the
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fact?

Al so, anot her pr ocedur al justice
principle I tal k about , t he privacy and
confidentiality. People are really sensitive to

that, particularly in these high information |aden

infrastructure issues. Wl t hat information
sonmehow expose nme? Either if I"'ma crimnal | don't
want it exposed or if I'm just a human being, sone

personal information about ne is inportant.

The other one | want to add is maybe we
shouldn't talk so nuch about failures in terns of
zero defects because repeaters have problens, but
what we really ought to talk about iif you're
managing it from a bad new perspective, it's
conti nuous i nprovenent, rapid response.

W know that it's not perfect, but it's
better than what we were. So it's not good to talk
about conputers as being perfect because they're
not . So the focus that we talk about, we're going
to be rapid response. It will occasionally be
technol ogi cal failures we have no control over, but
judge us by not the technology, which we're always

searching for better technology, but how we respond
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and whether we're inproving, and that's what |
j udge.

CHAIR CULNAN:  Smal I w ns.

MR BIES: And that becones a small wn.

One last thing, Rod, to say wth you.
It's not just enough to have the small wns, but
comuni cating the small wns. | nean that's one of
the things that politicians in this town discover.
It's not enough to do a lot of neat things behind
cl osed doors, but you' ve got to |let people know.

PARTI Cl PANT: And the nedia does nuch
nore with that.

MR BIES: Yeah, and to tie that to the
nmedi a. Bad new sells. You don't see very nmany
stories about mail was delivered. The mail was
delivered on tine today. There's no story to that.

CHAI R CULNAN: Oh, that is a story
t hough.

(Laughter.)

MR BIES: In this town, anyway, but the
bad news sells. So we're |ooking for those sort of
exceptions.

MR,  KRAMER Actually | don't want to
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hol d peopl e up for |unch.

MR. GARBER No, no, you have tine.

MR.  KRAMVER But actually this conment
actually is in response to Joe's original question
about failure, but it actually, 1 think, responds
also to Tom and Bob's point about failure and the
perception of failure.

Lyndon Johnson had a very interesting
observati on when he | ooked at public response to the
perceived failure of the Geat Society, and he
t hought, you know, it was so interesting that people
were so tolerant of slow learning and a l|ot of
failure in the race to the noon, a technol ogical
failure; that that's what hard science is all about,
trial and error, but when it canme to an experinent
in society, people had very little tolerance wth
failure; that educational experinents were supposed
to work.

And | think that's very interesting to
think about in terms of trust and the erosion of
trust in infrastructures. Wiy is it that we're so
tolerant of failure and hit and mss and trial and

error in the hard sciences, but we're so hard on
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ourselves when things fail in the social sciences,
as if it's a dramatic failure?

That's just a coment that struck ne
about Lyndon Johnson that posed this dilenmm, but
the nore interesting thing, | think, in terns of
organi zational theory, what it has to say about
response to failure, and that is that | think the
evidence from organizational research is that
institutional and organizational responses to events
that are perceived as setbacks or failures are
enornously consequential in terns of subsequent
trust in the organization, and a good exanple of
that, I think, is the success of Tylenol at managi ng
the public confidence in it as an institution. It
was actually relatively untarnished by its crisis
in contrast to Exxon in response to its disnma
response to the oil spill in Al aska.

And there's a large literature that we
should turn to in ternms of understanding why
organi zati ons handle these things well or poorly in
terns of the | oss of trust subsequently in them

And then also in response to Joe's

poi nt, I wanted to nention that there's an
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i nteresting strat egy t hat sone cor por ati ons,
recognizing this evidence, have adopted an extra
strategy of building what they think of as trust
banks or reservoirs of trust, and MDonald's is a
good exanpl e.

McDonal d's has taken a very proactive
strategy of building conmunity trust by doing things
like these little child care place centers and all
of these things and advertising so that then when
they have even an uncontrollable or unexpected
cat astrophe happen, such as the person who went in
and killed some people on a MDonald s site,
community will is not really lost or eroded because
they don't blame the institution because they' ve
built trust, and MDonald' s has called that a trust
bank. | think it's a nice notion

And then a third concept for the
organi zational science is related to this, is the
need to sort of proactively experinent with snall
|l osses and failures and set-backs, and that
organi zations thenselves can do this as a way of
finding out what happens when setbacks occur and

| earning from those small, relatively |ow cost
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| osses.

And Jerry Sal ancik had a nice expression
for this. He called them field stinulations. Ve
ought to stinulate our organizations and see what
happens for small | osses.

PARTI Cl PANT: Turn off the electric
power in the town.

MR,  KRAMER Right, for a few mnutes
and see, and you learn a |ot.

(Laughter.)

VR. KRAVER: Hopef ul | vy, hopef ul | y.
Anyway, sorry for the length of those, but three

di fferent observations.

MR,  KLEI NDORFER: Just a very snal
conment . | found the list of what we believe are
appropriate trust, confi dence and answers,

reliability, accessibility, voice very interesting.

Just to add what is floating around here as the

fourth, which is legitimacy of pur pose, or
| egi ti macy of coherence.

To conme back to your point, Joe, that's

what really -- when you nick away at that, when you

see sonebody that's supposed to be running a bank
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and doing sonme prudent things there and they're off
pl aying derivatives markets in a very irresponsible
fashion or when you see sonebody that's supposed to
be doing, let's say, wutilities and they're off
running i nformation systens and software and doing a
nunber of things that also turn out to |ose them
noney, you know, and | could go through a nunber of
other conpanies, it's because their legitinmcy and

their coherence of purpose is just not being viewed

as being in Iline. Their behavior is not in line
with that.

So | think absent that, one also sees
just to add to this | think very helpful Iist of
what - -

MR LEW CKI : Is that in typewiting or
is that --

MR, KLEI NDORFER  -- be di sappoi nt ed.

MR LEWCKI: Is that integrity? I's

that different fromintegrity?

MR KLEI NDORFER: I t hi nk it's
different. You see, | think integrity perhaps
contributes to legitinacy, but I put under

| egitimacy of purpose that people l|ooking at an
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organi zation or institution say, "You know, those
guys, those folks over there, they're an electric
power comnpany. They seem to be doing electric
power," but, you know, when they do what, you know,
NGC and National Gid Conpany and others have done
which is they generate lots of cash and then they
start investing in all sorts of things that have got
nothing to do with their underlying conpetence, then
peopl e say, "Wy don't | have a little bit of that
ina bill reduction? Wat are those guys doi ng?"

And then you see no failures, but you
see an erosion of trust and confidence and all sorts
of repercussions that stem from this not being a
| egitimate enterprise.

MR GARBER  Ray.

MR HEBERT: | just want to get on the
agenda for after |unch.

MR. GARBER  You've got it.

CHAI R CULNAN:  Put himfirst up.

(Laughter.)

MR GARBER Al right. Wll, in terns
of confidence, then | have sone confidence that

there's food out in the hallway, and so we'll just
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go and see if that's fulfilled or not.
So we're adjourned for at least 30
m nutes, and we'll reassenble at one o' cl ock.
(Whereupon, at 12:32 p.m, the workshop
was recessed for lunch, to reconvene at 1:00 p.m,

t he sane day.)
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AFTERNOON SESSI ON

(1:21 p.m)
MR. GARBER There are three things |
would like to try to get to here in the tine that's
remai ni ng. The discussion this norning was great,
and it went in a lot of different directions, which
is good, and | think the first four points, the
first four questions, | think we addressed to sone

degree or another to the point where unless sonmeone

has a particular point they'd like to nake about
those, | would suggest the three things we ought to
| ook at is:

he is the elasticity of public
confidence and infrastructures. |In other words, how
bad does bad have to be before people begin to |ose
confi dence?

The second thing that we want to get to
is the role of the nedia because there's been
several comments about that from around the table
and we want to discuss that a little bit and kind of
tal k about the kind of --

CHAI R CULNAN: And also the role the

nmedi a plays in helping people nmake risk assessnents
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al so because | think that plays into that, or if it
doesn't, we would like to know that, too.

Excuse ne.

MR GARBER  Yeah, sure.

And the last point and probably a key
question for the nenbers of the Comm ssion here, and
that is what should the role of governnment be in
maintaining public confidence in the critical
infrastructures.

And | will artificially nove to that
question about, oh, 20 to 30 mnutes before we are
going to wind up here because that's the critica
one as far as | think the Comm ssion is concerned
that we would not want to | eave unaddressed.

So perhaps we can nove to the question
of how elastic or resilient is public confidence in
various infrastructures. |s there soneone who m ght
do ne the favor and whatnot of leading off on a
di scussion of this?

CHAI R CULNAN: O even what's the
endpoi nt? Does anybody even want to hazard a guess
of at what point do, you know, people defect if they

have choices or, you know, demand governnent action
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if they don't have choi ces or whatever?

MR.  GARBER Wen do people holler
"uncle"?

CHAI R CULNAN:  Yeah.

MS. ZUCKER | was going to say |'m not
quite sure the question is phrased right. Maybe

that's the problem because |I think it's |ike how big
a loss would it be -- say that you don't have
confidence in it. How nmuch is it going to cost you?

Because that's going to have a lot to do with both
when you feel you |ose confidence and how salient
that is to you.

So it's that sanme issue we were
addressing before about, well, how much is trust
worth. What are you willing to pay? You know, how
much is it worth to you, either tine, noney,
what ever, sone resource?

MR. KLEINDORFER: If | were running, you
know, as a nmulti-dinmensional | ogi t study or
somet hi ng, you know, based on the survey instrunent,
then what I would try to do is to have sone outcone
variables that wuld be levels of trust or

confidence, some predictor variables that woul d have
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to do both wth denographics as well as recent
experience, and perhaps sone confounder variables
that m ght experience correlations across them

Then I'd try to carefully determne on
the basis of appropriately placed risk questions
what were the determinants for those parts of the
popul ation that did express a strong |level of trust
or confi dence in t he gover nnent, in t he
infrastructure that would be different, you know,
| evel s there. Wiat was, in fact, driving that? For
t hose who didn't, what would drive that?

But | don't have any data. Does anybody
have any data already that they would say about
this? | agree with your comment, Lynne, that you'd
have to be a lot nore specific about what you nean
by "elasticity."

| think of it in terns of what factors
actually drive people to have increased confidence
or |lower confidence or whatever, but that nmay just
be ny data driven aimto life.

M5. ZUCKER: I think no one has got it
down very closely, but what Mchael was presenting

before about the banks, at |east you ve got sone
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evi dence that, gee, the |evel changes over tine, you
know. This is just very general. It's a public
random survey.

MR GARBER  Dori s.

M5. GRABER | think fromthe standpoint
of the Comm ssion and the country, in general, it's
important not so nuch when the individual |oses

confidence, but when it beconmes a nass phenonenon,
and | think in that it beconmes a level of activity
or level of analysis problem in the sense if you
have, let's say, a local conpany or a local bank or
whatever, it's very word of nouth that spreads the
story that this conmpany isn't trustworthy.

On the other hand, | think in ternms of

the l|arge-scale defections, if it's at the larger

|l evel, like you take sonething like the Tyleno
situation, | think that is generally nedia driven.
Wen the driven come out and then you'll hold a

nunber of people and then that becomes reinforced by
i nterpersonal conversations, you know, that there's
something wong with this particular product, and |
think this is where the nedia can do at tines a

great deal of harm when they exaggerate what is
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really wrong.

On the other hand, if they handle it
right, they can also do a good job in pointing out
that this is an isolated incident and it's not
i kely to occur.

But sort of in terns of elasticity, if
it's just your own, you know, individual thing that
you have lost trust and you don't comunicate that
to others, a lot of individual things can happen, an
when nobody finds out about it, it doesn't matter

They tell a story about an attorney in
Chi cago who got involved in nmalpractice and was all
over the major Chicago papers about, you know, what
he had done, and sonebody asked him and said, you
know, "There nust be two million readers here who've
read this. Wat are you going to do now in terns of
your practice?"

And he said, "Wwell, 1'Il practice for
the five mllion who didn't read the story."

(Laughter.)

V5. GRABER So this is what | nean by
medi a driven. If the nmedia get it all over and it

then noves on, and that takes a while for that to
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happen, then | think you | ose your resilience.

On the other hand, sonebody else hears
the Tylenol exanple, and there it's been amazing to
me really how quickly Tylenol in the end did cone
back, and the thing that | felt restored the
confidence so nuch, they sonmehow into their
advertising worked sonething that this is the pain
killer that hospitals use nobst, and so you got a
transference fromthe concept of hospital as a place
we trust to Tylenol after a while.

So | think the elasticity is both ways.

I mean, for a while sales really dropped like a
rock, but then they canme up very fast, again. So it
can be quite buoyant.

MR. BIES: Just a quick followup to
t hat . As you think about elasticity, the socially
constructed reality is socially constructed in the
sense that it's just not the nedia giving one slant.

I nean | do a lot of work under the type of
expl anations and accounts and excuses, just the
cases people give as part of the rapid response.

If your identity is attacked and you've

got bad news performance, |'m going to be out front
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maybe hiring one of those high, fancy, information
public relations |egal type firns.

(Laughter.)

PARTI Cl PANT: Who's he tal ki ng about ?

MR,  BIES: Yeah, yeah. Because t hat
sort of spin in ternms of giving another -- and |
don't wuse "spin" in a negative sense -- | nean
giving an inpression because there was often
uncertai nty about what actually happened.

So the whole notion of rapid response to
attacks on identity is going to shape this debate,
too, and it's going to be back and forth.

So if the nmedia conmes out with a bad
story, | imediately respond wth sonething. Ckay?
So | think you have to | ook at how the managers of
the infrastructures are going to defend their own
identity, and that wll affect the elasticity as
wel | .

MR. GARBER I"m sorry. Was there
somet hing? Yes, sir.

MR.  DARBY: One thing that Tylenol did
right, first |I'm sure they helped get across the

perception that, "Look, you know. Nobody before had
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ever thought of capsules as having this danger. It
was an act of God, and | ook. Now our product will
be sold only in tablets and these sealed caplets.
W' ve come up with a technol ogical innovation to do
it."

But they also handled the nedia
certainly very well, and | notice that the schools
for executives, you know -- how are you going to
deal with the nedia, right? The first thing they
show you to convince you that you really should pay
attention 1is |ike the Bhopal press conference
afterwards or the Exxon after the Val des.

And so there is sort of at least a
private sector. A lot of executives are |earning
that they've got to be prepared, that they could go
around the corner and there would be 12, 15
reporters with cameras and m crophones.

So I t hi nk that's a changi ng
responsi veness.

MR GARBER  There was also in the case
of Tylenol, having had a little insight into that,
not first hand, but about second, is, you know, the

conpany's reaction of pulling all their product off
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the shelves, and that was kind of decided in a
rather rapid fashion anong several different folks
who kind of said, you know, "Wat should we do?"

And on the one hand, the attorneys were
saying, "Wll, we may be liable for lawsuits if kind
of admt this,” and then you had the conptroller who
was concerned about how rmuch noney the conpany was
going to lose by doing that, and they really sort of
came back down in that particular case at Johnson &
Johnson to say, "Wat are we all about?"

And the one thing that they felt they
could not lose is what this semnar or what this
workshop is all about, and that's trust, and that
was sort of the defining factor that ruled the day,
and it wasn't like it just happened automatically
because in board roons, as all of you know, that
deci sion does not cone easily, despite the fact as
we sit here in the library of Georgetown University
it seens obvious, but it's not always obvious, and
so it kind of canme down to what do we as a conpany
stand for, and that kind of led to, "Wll, we have

no choice. 1It's got to go," despite tremendous risk

an expense to the conpany.
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But in this particular case, conbined
with other things that Doris talked about, the
conpany certainly is one of the nobst prestigious
firnms in the world today.

So, anyway, let's see. Ray?

MR HEBERT: Well, | think we've noved
fromelasticity to nedia.

MR GARBER Well, we al nost did.

MR H EBERT: | want to say a couple of
things about bad news because that's cone up
already. There's a real difference between bad news
and inaccurate news or bad news and exaggerated
news, and | don't think that good news is
necessarily any guarantor of public confidence.

The best exanple, again going back to ny
own experience, is the Soviet Union where everything
was al ways good about what they were doing, and yet
nobody had any confidence in that governnent
what soever, and everything was bad about what
Anerica was doing, and yet nobody had any ill will
toward Aneri ca.

As a matter of fact, when | go to

Eastern Europe, kids there when they want to say
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what's really cool, they say, "That's real America,"”
because even in spite of 40 years of hearing that
Anerica was evil, the evil enpire, nobody trusted
what they heard.

So it's easy to always blane the

nmessenger for the bad news, but renenber that the

nmedia didn't do the evil things. They're just
reporting on it, and I'm quite happy or | feel a
whole |ot better when | can get access to

information about the fact that ny nutual fund is

not performng well from Forbes or the Vall Street

Journal. If | had to trust ny nutual fund for that
information, | probably wouldn't invest in the
nmut ual fund because | wouldn't believe them

So | think that actually the nedia
providing bad news and tough news when it 1is
accurate and not exaggerated plays an inportant role
in building public confidence, in building public
trust in our institutions rather than naking the
peopl e | ose confi dence.

| think in the case of the fact of
peopl e who watch a lot of television are nost apt to

think of thenselves as victins of violent crine, the
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problem is that television really does exaggerate
violent crime in society. So the nmedia can be
excessive, and just the fact that we have free nedia
is also no guarantor that we're going to get the
truth.

But | think that the bottom line here
for both the nedia and for public institutions is
the word "credibility.” If the institution doesn't
have credibility, the nedia don't have credibility,
then we're going to | ose confidence.

| think public relations plays a big
role in «credibility and the way we think of
institutions as credible. Unfortunately, a lot of
what the public perceives when they hear the word
"public relations” is what David tal ked about when
he talked about the con ganme, and Bob has talked
about the spin doctors and the hype neisters. They
are not necessarily what public relations is al
about because if public relations does its job well,
then | think it does what it did at the Tyl enol
conpany, and it doesn't do what they did at Exxon

In Tylenol, they insisted, the public

relations people at Tylenol insisted that the
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conpany be public, be open with what was going on,
call in the press, answer all the questions as
truthfully and factually as they coul d.

Exxon did just the opposite in the
Val des epi sode.

| think what we're talking about also
when we talk about spin and hype is the role of
| anguage and how | anguage can be corrupted, and when
| anguage gets corrupted, it seens to nme that we are
going to have a problem in credibility, if not
i medi ately, over the |ong haul

A lot of people, a lot of the spin
doctors and hype neisters get away with corrupting
t he | anguage for some quick fixes or sone short-term
gains, but in the long run it does harm to public
perception when people find out that the spin had
been corrupted.

Just a couple of exanples. | think to
take the term "honosexuality" and show that we're
talking about alternative life styles instead of
sexual deviation mght not be imediately accepted
by a lot of people, but, on the other hand, it

provides a lot of insight into sonmething that can



10

11

12

13

14

15

16

17

18

19

20

21

22

23

177
open people's eyes, and in time my change
per cepti ons.

But to wuse another kind of way of
corrupting |anguage or reusing |anguage, during the
@l f WwWar when the governnent talked about snart
bonbs, it was a quick fix, and it told people
quickly that, boy, we're just hitting mlitary
targets, and we're really doing our job, and we're
not hurting civilians at all, and people believed it
in the short term W all thought that that's the
way it was wor ki ng.

In the long term we found out that the
smart bonbs weren't nearly as smart as we were told
they were, and now | understand the figures that are
wi dely accepted is that hundreds of thousands of
Iragi civilians and children were badly mainmed and
killed by the so-called snmart bonbs.

As that information begins to seep into
our understanding, we begin to lose trust, and so
what we have here is a corruption of |anguage that
ultimately destroys our confidence. That, | think
is what we ought to try to avoid and enphasize

accurate news instead of the corruption of |anguage.
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MR GARBER  Bob.

MR BIES: If 1 can sort of build on
that, Dick Mrris had a great saying. He who
defines first defines last. | just thought I'd just
throw that out. That's an inportant point to

renmenber in any of this discussion, defines first.
That's also good, naxinmm public relations, being
the first out there.

The thing that puzzles nme fromthe nedia
because I'm not an expert on it, but as one who has
| i stened to sone tal ks about how certain
controversies are handled in the nedia, take the
Dow Corni ng breast inplant issue. Ckay? Wiat do
nost people think about the Dow Corning breast
i npl ant i ssue? Dow Corni ng nade these fraudul ent
products that cause all of these bad things to
wonen.

The fact of the matter is all of the
scientific evidence is in, and it's not true. kay?

So two things cone out about that for nme -- well,
t hree things.
One is that in order to make judgnents

about what caused sonmething, it nmay take tinme to do
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that anal ysis. Look at our inpatience with TWA
flight. It takes tine, and we want instant answers.
So we want instant sort of sound bite answers.

So the nmedia needs to present that, and
that's part of their job, but also their inability
to comuni cate conplex scientific type data, and I
nean, |'ve been interviewed by reporters, and the
nmedia plays a very inportant role. The newspapers,
but their inability to think in nore conplicated --
they're not scientists. Okay?

What's a sound bite of your research on
revenge? You know, well, it's nore conplicated than
that. So their inability to conmunicate.

CHAI R CULNAN: That's why there's no
press on critical infrastructure protection.

(Laughter.)

MR BIES: But the nedia feels, and
rightly so, feels conpelled to get sonething out
there, but they may not be able to give a conplete
story. So it becones inaccurate, and we end up
believing it.

| nmean you end up believing. There's a

new book out about a woman from the journal of New
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Engl and nedi ci ne. The editor wote it and said,
"Look at the evidence,” but you know, it's hard for
us to understand that. So it takes tinme to get it.

VR. DARBY: Thi nk about bei ng
interviewed on the Federal Reserve quarter point
rate hike. Well, what does this nmean to the average
guy on the street? What does this nmean to Joe Six-
pack?

MR BIES. It's alittle nore conplex.

M5. GRABER. But the nedia, they have to
deal with the readers, and even if they understand
it, which they very often don't, they still have to
put it down to the point where sonebody with an
ei ght h grade education can understand it.

MR, KLEI NDORFER: If you really give
them an answer to that, Mke, they say, "Boring."

M5. ZUCKER  Well, wait a mnute. Don't
be too harsh on them because renenber we're witing
college textbooks now that are being wused at
Stanford and UCLA and Harvard that are ainmed at
junior college students. The target market of
textbook publishers now is junior <college |eve

under st andi ng. So | nean should we be so tough on
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t he nedi a?

MR LEWCKI: I'd like to hear some
t houghts from sone of the journalism people here and
so forth about -- | nmade a statenent before about
distrust sells or bad news sells, and | guess |
think that to the extent that we use the nedia as a
vehicle for understanding infrastructure and we
judge how nmuch we should trust or distrust the
infrastructure based on the way it gets represented
through the nmedia, on the one hand, the nedia has a
trenendous responsibility then either to give a
bal anced perspective or even give us a perspective
that maybe we should trust the infrastructure, but
that may not be newsworthy.

So for those of you who understand the
way the nedia operates, | nmean, do they tal k about
t hese issues? Do they debate back and forth sort of
what sells papers versus what responsibilities they
have to conmuni cat e?

And it's not accurately. It's nore the
role that they have for representing other
complicated parts of our society to the general

public.
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MR.  H EBERT: The public also has a

responsibility to select the nedia that wll give
them the full and accurate information, and |I'd like
to have a choice available in ny life where | can
choose those nedia that | think are doing a good job
and stay away fromthose that aren't.

But there are a lot of factors that are
mtigating against really good journalism these
days, and | think this is widely communicated within
the nmedia and academic circles where we're concerned
about the nedia.

There is a growing corporate journalism
that's placing the enphasis on profitability rather
than public service. That's a problem There is a
-- it's easy to abuse information when you have to
reduce it to a sound bite or a photo op. on
tel evision, and of course that's a problem

It's harder and harder for journalists
to get full and accurate information from those
institutions that don't want to give full and
accurate information. That's a problem too.

So | think it's something we all share.

It's not an adequate answer, | think, just to blane
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the nedia for these failures, but they certainly are
failing in a lot of ways.

MR GARBER  Dori s.

M5. CGRABER |'ve done a lot of content
anal yses nyself, and | think |I've seen literally
hundreds of analyses of nedia coverage on certain
t opi cs. Most of them are done on maj or newspapers,

like The New York Tines, Los Angeles Tines, et

cetera, and one of the things that has al ways struck
nme is that if you're trying to talk about, you know,
bad comments, good coments, and neutral comments,
the vast mjority of all commentary about things
that happened is neutral. You rarely see that
reported in scientific journals because the neutral
isn'"t terribly interesting. So they cut out the
neutral, and they just |ook at how nuch positive and
how much negative, and there very often the negative
prevails because after all, as sonebody pointed out
earlier, you know, if the trains run on tinme or
sonmething like that, that's not news. It's only
news if it's something that's errant in terns of
what one really expects. So there is a balance

t owar ds bad news.
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The thing that strikes many of us now is
our local news, and |I'm tal king now television, that
that's all full of crinme, which again is true and
there are people that do pay attention to that.
That's also an economc decision in terns of, you
know, it's cheap to go to the police station. You
always find sonmething new. You get the police
bl otters. So you put that on. You know you're
going to have an audience for that for which you're
going to get sone rating.

So those are sone of the systematic
things that assist them

The other part, I  think, that s
inmportant to understand is that negative infornmation
is processed in a different part of the brain than
positive information. It goes nore into the linbic
system which deals with enotions, et cetera, which
gets the hornones involved and then becones nore
i mprinted, and you have nuch  better menory
structure.

So conpared when you hear good news and
bad news, one tends to renenber the bad news, and

that's part of the human survival process because,
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you know, we've got to be alert to bad, threatening
news and so that beconmes nore inprinted on our
br ai ns.

So even in terns of consunption, we tend
to in our own reading of things and listening to
things single out the things that are negative and
have an inpression nore of the threatening things
that we need to be aware of than the things that we
can just sort of pass over. " Ckay. That's
happening. Fine. You know, it doesn't bother ne."

So | think everything points in the
direction of paying attention to negative news and
partially featuring negative news, but the realities
are if you really look at the nedia, that there's
not nearly as nuch as we think.

MR GARBER  Dan.

MR MALLI STER: | want to build off of
Doris' coment, but bring it back to the question of
trust and distrust and its preval ence. It seens
that institutions of accountability are critical to
the protection of trust. Bob's conment that you' ve
got to have legitimte sanctions in place to nake

general belief that trust is protected in sone
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senses.

And then | think about kind of how do
you preserve trust and how do you stop distrust from
filtering and just pervading. The answer is you
create institutions, groups, the roles that are
specifically designed with distrust in mnd. Cal |
t hem police. Call them certain types of agents.
Call them the CIA or organizations |like that, but
there's also the nedia, which sonehow fills an
institutionally informng role.

And Doris' coment is that while there's
a good elenment of neutrality, the enphasis and the
way it's read is that the negativity comes through.

So the comment is it's all the nore inportant that
we understand the role of that negative because it's
what's read, and it drives the distrust if
anything's present.

The question is: what sort of
arrangenments can we have whereby we can distrust
without it pervading and limting our ability to
trust in the process?

MR GARBER  Paul .

MR,  KLEI NDORFER: | want to perhaps
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reflect on the inportance of both mstrust and trust
with respect to the nmedia and when it's inportant in
the infrastructure area.

In those areas, if we take, let's say,

purely private goods like electric power and to a
certain extent telecomunications, | would say there
what ever the nedia wants to do, let themdo it. |If

they're selling newspapers and they're witing great
fantasy stories, let them be held accountable
eventual | y. They shouldn't print rank nonsense or
untruths, subject to the libel laws and the rest,
but I don't have a problem with whatever it is that
t hey do.

These are private choices that citizens
make as to what it is that they want to purchase,
how nuch they want to induce their wutility to
provide them wth wvarious kinds of services.
They' ve got increasingly choices available to them

Let me switch choices. That's no problem

So in those private areas where trust is
easily nonitored and reinforced through choice, no
problemw th the nedia.

When you start noving out to areas where
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trust is inportant in ternms of the choices that
peopl e nake, real economc of lifestyle choices they
make before the fact, or where it is really public
good that only is going to be provided by a private
provider, but it's primarily a public good that's in
gquestion, whether it be defense or education or the
security of the telecomunications system for
financial transactions. Those are fundanentally
af fected by public characteristics.

There m st rust can have pr of ound
inplications on the econom c choices that are nade
to provide a secure existence against what one
bel i eves m ght be realistic and potentia
vul nerabilities that one faces in one's personal
life.

So | would distinguish ends of the sale
in which, you know, | would be very concerned if |
were a governnment agency to distinguish, as this
Presidential Commssion is, what are the really
strategic vulnerabilities, but also what are the
strategic vulnerabilities which we cannot and shoul d
not count on the average citizen to be self-reliant

and with their choices to be able to be responsible
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and responsive in those choi ces.

In those areas, | believe that we should
not play a patriarchal role in any way, not this
Conmi ssion, nor anyone else. Let the market of
i deas take place, but in other areas, | think that's
where the public area and where trust can profoundly
af fect the choices that people nmake before the fact
as to what they do with their Ilives, what their
assets and what their investnments and so forth are.

There is an area where | would say we
have to be very concerned about working with the
nmedia to nmake sure that the right picture, the right
information, whatever that may be, gets out. I
would be a lot nore careful about that area of the
spectrum

MR. GARBER. Any other media comments on
the role of the nedia?

M5. GRABER I have just a question.
What are you tal king about? Censorship?

MR, KLEINDORFER:  No, |'m talking about,
for exanple, in this Presidential Conm ssion what
one would be interested in providing, | believe, are

some gquidelines, sone standardization, and so on,
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for determning what really are the vulnerabilities,
let's say, in respect to the nunber of blackouts,
the probability of blackouts in particul ar areas.

| would be mldly in favor of that in
order to provide citizens in this very inportant
area, which is alnost a public good, nanely, the
reliability of their power system I|'d be in favor
of having an i ndependent assessnent of that.

I don't necessarily t hi nk this
Conmi ssion would do it, but they should suggest that
the industry, for exanple, through Electric Power
Research Institute or through the U S. Tel ephone
Association or other industry associations, that
they would get accredited, nonitored, attested
reports that for wvarious regions of the country
would say, "Here's how vulnerable you are to
eart hquakes, to catastrophic hazards of wvarious
sorts. Here's what wll happen. Here's what
ener gency response nethods are in place.”

Now, you see, that information s
something | wouldn't |ike the media to sonehow be
given full responsibility to uncover and just report

what from the point of view of good journalism m ght
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be the part they'd like to report. [I'd like to see
governnent and the energency response agencies, in
fact, be deeply involved in crafting the nature of
that nmessage, but that would be what | was referring
to.

M5. GRABER. Well, just a quick response
on that. There was much concern about m sl eading
advertising during elections, and so in the |[ast
couple of years, the last two elections actually, we
had this thing called ad watches appearing in
newspapers, with the idea being that, you know, the
nmedi a were independent, and they were going to | ook
at this and really point out what sonme of the
m sl eadi ng thi ngs were.

And | think it has had, on the whole,
some influence on the advertisers up to a point. On
the other hand, audience studies show that the
audi ences, those who did read this sort of thing
and it was a relatively small percentage, what it
did actually for them was reinforce the m sleading
aspects of the nessage.

They were reading that part, and sone

peopl e who hadn't heard the ad, this was their way
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of hearing the ad.

So, you know, while | certainly can see
what you're saying, there's some real difficulties
in doing this sort of thing and getting the right
kKind of result.

MR. GARBER Ray, you're next, but let's
go ahead and continue, | mean, after Ray or maybe as
part of your presentation what Paul kind of began to
lead us into the last, final, man question here
and that is the role of governnent.

So, | nean, Ray, you go in any direction
you want, but let's kind of nove in that direction
either with you or after you conments.

MR. H EBERT: One quick question of ny
owmn, and that is: should the nedia have the burden
of maki ng the people feel confi dent about
institutions or should the institutions thenselves

have the burden of making sure they're doing what's

in the public interest and thus wll earn public
trust?

And I'Il just use this platform to get
i nto governnent. | think that I'ma little worried

about Big Brother, as the governnent, because of ny
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own experience, | suppose, but clearly, it seens to
me that governnent also has to be trustworthy; that
governnent, as the policeman of the trustworthiness
of the rest of the private sector, mght be going
too far, but | think governnent has to be
trustworthy, and | don't know who's going to police
that if the nedia don't.

MR, KLEI NDORFER. W, the people.

MR.  HI EBERT: Wll, if the people are
m sl ed.

MR, KLEI NDORFER: It's a problem isn't
it?

MR HEBERT: It is.

MR GARBER Pl ease.

M5. ZUCKER | guess Mchael and | in
our statenent wote a bit about this, and | don't
want to take -- | want to try to take explicitly a

nonpolitical, you know, way of dealing with this,
and so that kind of Iimts exanples | can use.

But | think it's extrenely inportant to
|l ook at the kinds of problens that governnent was
supposed to be solving and, you know, our rationale,

kind of the academc rationale anyway, for
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under st andi ng why we have governnment providing it in
the first place. It's for activities that otherw se
woul dn't be in individual self-interest, but are in
the interest of the collective.

And it seens to nme that as governnent
has grown, that that has sonmewhat been |ost sight
of, and so we need to think very carefully and
hopefully wthout ideology, | nean, you know,
wi thout thinking, "WlIl, the government nust do
this,” or, "I personally think this is inportant.
So, therefore, the governnent should be in it," but
rather, really think about added val ue.

You know, what is the added value of
havi ng government in each of these specific areas
and then say: Ckay. What would be the best
strategy? |Is it regulations so that you still have
a conpetitive private sector operating, but vyou
regulate it? And if so, what is your idea about
what regul ati ons shoul d acconplish?

Is the regulation, in fact, neeting the
standards of procedural justice? Because what we
often see, in fact, as we |ook at the details of the

regulation is that it nowhere cones close to neeting
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procedural justice. There are so nany exceptions,
and nost of them are politically advantageous to
make.

And so you get a system which actually
is very corrupt, although on the surface it | ooks
like, well, here, the regulations are in place, and
this is the system you know, kind of how it's
witten, but how it's actually enacted is sonething
very, very different fromhowit's witten.

The general feeling of wunease that
peopl e m ght have or maybe their perception of kind
of a lower confidence in governnment may not be the
really major threat to the system because in nost
cases, that doesn't directly inpinge on their
activities. It's not sonething that is critical to
t hem

| think where these institutions inpinge
nost on activities of other organizations and
individuals is where these kinds of problens really
have very dramatic effect.

So that actually by kind of |ooking at a
general overall decline in public confidence, we

really mnimze the seriousness of problens we have
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in sone areas, and we exaggerate problens we have in
other areas. In other words, we don't really have a
good calibration of what the problens are. W |just
tend to see them okay, globally. Here you go.
These are sort of in decline, and you know, what's
wong wth our public institutions?

But actually it's extrenely uneven. So
there are sone places where we have, you know,
relatively good systens, and | think, you know, FDA

is an exanple of a fairly transparent agency which

actually does a reasonably good |ob. The drug
i ndustry wll scream I mean there are problens
because sonetinmes it's very slow, and | guess the

privatization, partial privatization of it with the
idea that the -- I"'msorry. It's nore of the Patent
Ofice to deal with simlar problens, mght also be
appl i ed eventually to FDA

But I'm not saying privatization is
al ways the sol ution. I"m not trying to not take a
particular political point of view, or what can be
taken as a political point of view I["m really
trying to say that each -- each case has to be

| ooked at individually. You have to see what the
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rational is and then ask ourselves, you know, what
is the best solution for this particular problem

But to identify the problem takes really
car ef ul nmeasur enment of the stakeholders that
actually involved in it, not just the public opinion
survey.

MR.  KRAMER: Al right. I was just
going to say, that fromny stand point, in ternms of
t hi nking about what should be the role of the
governnent and public institutions in maintaining
public confidence, if this was a wsh [ist
conm ssion, in the sense, | nean, | sonetines think
we take a |ong enough and deep enough prospective on
t hese ki nds of questions.

| nmean, a lot of the concerns that have
surfaced today, | think, are about how to trust and
di strust wi sely or prudently. Under what
circunstances should we trust and under what

ci rcunst ances should we worry?

And those are skills. Those are
cognitive behavioral skills. | don't know if any of
you saw "20/20" Ilast night. Paul Eckman was on

tal king about his research on lying detection and
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the detection of deception, which a |earnable skill
and a useful skill. 1 teach it to the MBA s.

(Laughter.)

(Si mul t aneous conversation.)

MR, KRAMER: It depends on which course
it is.

(Laughter.)

MR MAl || STER But, you know, what's
apparent to a person that is involved in education,
| think in lots of ways it really a shane we don't
teach these fundamental social skills earlier in
life.

You know, we try to teach |eadership to
governnent students and MBA's and adults when it's
really to late, not to be cynical or pessimstic,
but in a sense it's to late. You should be teaching
children about issues of trust and what it nmeans to
have public confi dence and war i ness about
institutions.

I"m surprised, you know, we resist so
much bringing this into the curriculum of our
education of the young. VW always wait until it's

to late. And when | grew up there was a feeling,
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think, in society, that this should be left to
parents, that this is a parental prerogative.

But | think now there is a feeling that
parental prerogatives have kind of failed in a |ot
of domains, and | think if you |ook at the popul ar

book wite now, On Enotional Intelligence by Dan

Goldman, | think the real nmessage froma |ot of that
research that he talks about in that book is that
these social, enotional skills are very teachable
and | earnable, and we have a good understandi ng of
who's good at it and who's not good at it, and it is
a shame we don't get sonme of this into our
curricul um

So I wuld like to say if this was a
wish list, it would be nice to get sonme these issues
introduced into our educational institutions earlier
so that people really can learn to think about these
i ssues as they grow.

MR H EBERT: Just one addition to that,
Dan, is | think we should all teach children nedia
literacy --

MR MALLI STER.  Yes.

MR. H EBERT: -- so that they will know
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how to separate out the exaggerations from the
realities.

MR KRAMER Yeah, trust them to be
sophi sti cated consuners.

MR. H EBERT: The nessages they get.

MR KRAMER Yeah, | think that's
exactly right.

MR. DARBY: What you were saying is also
saying that the government should be concerned when
there is a lack of distrust in institutions that
have earned distrust, or that at Ileast we as
citizens should be because it is a valuable skill
the distrust.

MR.  KRAMVER That's right. Denocr acy
was founded on the mutual distrust of the systens,
checks and bal ances. It is a systemof distrust.

MR GARBER  Paul .

MR KLEI NDORFER: Il  want to raise
another issue wth respect to the boundary of
governnent and private -- what should the governnent
do, and perhaps what they shoul dn't do.

Wth just the anecdote that | reflect on

also in the little note that | produced based on
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some research that we've been under taking at ny
center on the environnental side, and this is a area
in which, you know, the framework that |'ve been
using to think through this private actions/public
actions required -- they're both public and private
actions. The public acts here are set of
standards and perhaps neasurenent and perhaps
publ i shing of information. The private actions of
i ndi viduals and conpanies, and so on, have a very

undeni abl e effect on the quality of the environment.

Now here is an exanple, just to evoke
something in our mnd about the role of governnent.
In the ozone area, ground |evel ozone, we've seen
some comunities successfully -- Tulsa is an exanple
of this -- inplenent episodic voluntary ozone
control, so-called EVOC
Now what these do is they have citizens
and businesses on those few days of the year in
which ground level ozone is going to be a very
significant problem a dangerous problem arguably,
undertake voluntary actions. There is a whole |ist

of such acti ons.
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And the role of governnent in this
respect is to attenpt to get a validated nodel and
noni toring systens for what ground |evel ozone is in
various parts of that region, or any other region,
any ot her ai r shed,; to nonitor that and to
denonstrate what those are so that one has reliable
readi ngs. You're not exercise -- involved in an
exerci se synpathetic magi ¢ when you go through these
voluntary ozone controls. You are really respondi ng
to a real danger

But in the process we see not |just
volunteerism but a sense of a public duty as really
a part of this.

What trust has to do this, this is a
f undanent al part, I woul d ar gue, of t he
environmental infrastructure. It sees the neshing
of individual actions and governnment action in a
certain way, not conmand and control, which would be
extrenmely or nmuch nore expensive in this particular
area, to cause everybody, everyday of the year to
put in investnents in, to reduce the ozone drivers,
NOX and vol atil e organics.

That would be not very smart if, in
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fact, you can do this in a nuch better way,
essentially relying on the self-reliance and self-
sufficiency of people who understand that it is
t heir probl em

Now, I could go on about t he
difficulties of this respect, you know, because if
not everybody invol ves thenselves, if the businesses
do this willy-nilly, if you do not have a sense of
trust generated that everybody is baring their fair
share in doing these voluntary controls, this is

going to be a real problem and sonme cities have had

t hat .

But | do want to just with this
illustration point to the fact that it's an
interesting joining or coupling of individual
action, and government in this case providing

standards and information that in sone instances can
be an inportant play delineating where the
governnent could and shoul d be properly invol ved.

MR, GARBER Is that an old single, Rod,
there? That's okay.

What el se about governnment's rol e?

Joe. I'msorry, did | mss you?
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MR MOORCONES: Yeah.

MR GARBER Look at that. He's
sitting right there. Hol y cow. He's too close to
me.

MR, MOORCONES: | was just thinking that
the exanple of the FDA was a case, | gauss, where
the governnment sets up sonething that assures
adequate testing is done before products are all owed
for people to cure thenselves or feel better or
what ever it mght be.

You m ght say t hat t he Def ense
Departnent, putting nmy former hat on, the NSA

provi des assurance that we don't have foreign troops

cone on our soil, and we're not threaten, and we
trust themto do that. It's sort of a preventative
rol e.

What role, if any, does the governnent
have or what role, if any, do infrastructure owners

have to prevent thenselves from com ng under what

we'll call cyber attacks? Should there be standards
for that? Should there be sonme degree of -- | can't
renmenber who nmenti ons di scoveri ng of

vul nerabilities. It mght have been Paul
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There mght be sonme need for people to

do the assessnent, |ook at thenselves, and he was
referring to natural disasters. And they probably
do a good job at that, | think, fromwhat we've been
able to find. But what about t hose

attacks or those penetrations that may active, done
by knowi ng and | earning human bei ngs? GCkay? Trying
to cause sone sort of damage agai nst infrastructures
that are publicly owned that we all depend on, for
both defense, for both financial transactions, for
medi cal records.

Is there a responsibility here for the
public or private sector? | nmean what mght that

di vision be for that particul ar one?

MR. DARBY: | was thinking about the
financial system and of course, it's hard to
recover i f it goes down, and the federal

governnent's the ultimate Derringer, and that's sort
of part of the problem of whenever we use governnent
guarantees to create trust.

But to what extent do things like the
service guarantees in utilities where you have to,

you know, provide or pay up, and that provides an
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incentive to protect yourself successfully against
cyber attack?

To what extent is there not a simlar
incentive in the financial markets? | think there
is a lot there as long as the capital standards are
adequate, that the financial institutions wll bear
t he cost of being unsuccessful at that system

W're talking during lunch about how
often do they actually get penetrated and what are
the | osses. | suppose the question is, you know, to
what risk or what risk are they going protect
t hensel ves? Presumably only the ones they expect.

So it's only to the extent there is a
realistic -- they see a realistic threat of a nore
concentrated, maybe coordinated, threat that they
would try to protect against it.

MR,  MOORCONES: If you' re done with the
question, if you l|looked at a bad act as being
something that mght be perpetrated wusing the
networ k, how does the public/private responsibility
roles fall out, given that their private networks,
the public needs, their private networks that the

governnent needs to even provide securance, and they
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m ght view what's being attacked?

To what role do the owners and
operators, the equipnent suppliers who provide
products that are put into these networks, how does
t hat bal ance cone out or what should it be? Should
sonmebody set standards? Shoul d sonebody do sone
studies, set some nornms so that we have sone
under st andi ng of what our weaknesses m ght be?

W certainly don't allow the Defense
Departnent to. VW would expect them to keep any
mssile from ever hitting our soil or any foreign
sol di er. They have a standard of zero tolerance
and --

MR. DARBY: That way we have no defenses
agai nst - -

MR MOORCONES: Huh?

MR DARBY: You know, we have no
def enses agai nst --

MR MOORCONES: Vel |, that's the
guestion. Look into the future. Is there a role
here? That's what |'m saying. Because if you | ook
into the future, is there a role here for this

vital part that we're all dependent on? And how
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m ght that break up between private ownership, which
is truly where it ought to be? GCkay?

You don't want public systens because
they don't work as well. They're not as robust;
they're as not technologically advanced; and they
may not provide us a conpetitive edge.

So how do balance protecting those
i mportant --

CHAIR CULNAN. And at what price, if it
nmeans you have to trade off your --

MR MOORCONES: Yeabh.

CHAI R CULNAN: -- civil liberties for
sort of zero invasion or, you know, 100 percent
protection in the electronic world?

See, because these are sone of these
things that we are trying to grapple with and --

MR Bl ES: Vell, if it's framed in the
national interest, does it then not becone at sone
point a governnental issue, whether it's an agency
or sone regulation, if it's in the national
interest?

CHAI R CULNAN: Ch, but there are

exanples of -- | nean, just to talk about when | was
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| ooking at the encryption debate where the
governnent's arguing it is in the national interest;
that basically if you are using encryption we have
to be able to get the key and de-crypt your nessages
if you are a bad guy, and basically everybody and
even a lot of the people in the governnent privately
i s backing away saying, "Forget it."

| nean, part of it is conmpounded by the
fact that we're also in a global econony. and it's
fine for the United States to say sonething, but
that once you | eave our borders or our jurisdiction
hey, you know, we're France. W don't care.

MR.  DARBY: In point of fact, we
appreciate elimnating the American conpetition.
It's not that they don't care.

(Laughter.)

MR. DARBY: They encourage it.

CHAI R CULNAN:  Right, right, yeah.

MR BIES: Can | ask the conm ssion?

CHAI R CULNAN:  Yeah.

MR, BIES: I nean, you' ve obviously
grappled with this.

CHAIR CULNAN: W are grappling. Yes.
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MR BIES: What are the issues? What

are the alternatives?

| nmean, you guys nust have sone sort of
staking out possibilities, states of the world. My
we react to those?

CHAI R CULNAN.  Yeah. W are just noving
into that phase right now. W've been primarily
doing a lot of data intake, and as you -- we've
talked to a lot of different stakeholders, not to
much to the general public, but we've been doing a
| ot of data gathering from business, in particular,
and | ocal gover nnent s who are agai n al |
infrastructure owners and operators and users to get
a sense of what their sense of the problemis, how
they framed it, what they think the governnent's
role should be or not be, and just what are the
pr obl ens.

MR,  BIES: I think what is going to
happen here is the prevailing political climte in
this country is |less governnmental involvenent, okay,
until there is a failure. It's like the definition
of a conservative is a liberal who is nugged the

ni ght before.
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| mean, you could be a civil libertarian
until you're mugged. Ckay? And | think socia
psychologically it's going to be a hard case for
much governnental interference.

| nmean, 1've nmet Dick Mrris and Frank
Rizzo in the same day. That's pretty good.

(Laughter.)

MR. BIES: But the whole point being you
can have very different effort -- huge failures can
be a very different climate.

CHAI R CULNAN:  Yeah.

MR. BI ES: If you talk to people who
live in the projects of Chicago, you know, the Henry
Horner Hones, et cetera, they have no probl em having
police there, caneras there, checking people for
guns because they're worried about their basic life
t hi ng.

Now, the ACLU goes ballistic, but if you
live in that world, it makes sense because life is
nore inportant then whether or not you re checked
on. So | think the issue about should
governnent be involved or not, it's going to depend

on failure experience to really define the debate.
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Right now the debate wll be defined: t he
governnent's bad, the private enterprise is good.

CHAI R CULNAN: And how -- and the size
of the failure also.

MR BIES: Yeah.

CHAI R CULNAN: | think.

MR, MOORCONES: But | think an exanple
here though that you used and people who are living
in as environnent that's already turned very bad in
there --

MR. BIES. Right.

MR, MOORCONES: -- the question is
should we have nmde or soneone have nmade an
investment so that that environment couldn't have

happened because the caneras may not be solving it?

And it's sort of this whole idea this,
this dinmension of information and conmunications,
this global marketized. Who should be looking to
the future? Who should be trying to identify the
boundaries or set them or guide, okay, the way these
things are evolving to mnimze, okay, cases |ike

t hat happeni ng?
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So that if things do go bad, all of a
sudden since we all depend on if it's national
security, it's finance, it's whatever, we'll al
need caneras, and there aren't enough caneras.

VR. Bl ES: Wiy  not be a joint
cooperative governnent private industry watchdog
group? Wy does it have to be private organization?

MR MOCRCONES: No, no, no.

MR. BIES: That's why | |ooked inside of
her e. It says a cooperative effort between private
i ndustry and governnent. | nmean, why not have that?

Because | can't trust corporations alone
because they' Il try to cut costs and -- but on the
ot her hand, governnent could be -- they have their
own agenda. Ckay? Everybody has their own agenda.

Way not cooperative?

MR LEWCKI: That cones back to what
Rod was saying a few mnutes ago, and | nentioned
that the notion of balance is very powerful, which
is that it's not either/or because we have reasons
to distrust one or the other, but to the extent that
there's a check and balance in the system we're

nore likely to see the systemin constant dial ogue.
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The problemwith balance is that there's
a lot of room for diffusion of responsibility and
stuff falling through the cracks, and it al so nakes
it difficult to sort of figure out who screwed up
when it doesn't work.

But | agree with you. | don't think it
has to be either/or.

CHAI R CULNAN But who watches the
wat chdogs? U timately at sonme point sonmebody is not
bei ng wat ched.

PARTI Cl PANT: The press.

CHAI R CULNAN: Right, the press.

(Laughter.)

MS.  ZUCKER Just conpare Los Angel es
and San Francisco in how quick the earthquake danage
was repaired, and look at the two systens of
procuring bids for the work that needed to be done,
and then ask yourself what you want to end up wth.

MR. H EBERT: Can you explain what the
probl em was?

VR, DARBY: In Los Angeles, it was an
energency, and they quickly got out the bids before

any sort of "well, you know, since we're going to
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have to rebuild anyway, let's redesign. Let's do a
little soci al engi neeri ng. Let's consi der
alternative." They just went out with the bids,
went out on incentive contracts where the faster you
got it done, the nore you made, and nost of the
projects were done under tine and essentially it was
rebuilt in a year

In San Francisco, they're just about to
start letting out the bids on rebuilding some of the
freeways, and that was an earthquake in what, '89
versus ' 94.

MR, H EBERT: Well, what happened in San
Franci sco that they're so sl ow?

VR. DARBY: Vel |, you know, t he
governnent had to decide what to do, and you know,
t here was probably going to be --

M5. ZUCKER: Set up standards for the
bi ds and then --

MR. DARBY: -- the usual political horse
trading or whatever trading, and so nothing got
done.

M5. ZUCKER: So, you know, a few things

got fixed right away, but inmagine Los Angel es, where
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we had maj or freeways that, you know, were cut.

MR DARBY: But so did San Franci sco.

M5. ZUCKER: Yeah, but San Francisco
still has -- they just repaired one of them now, and
they just finished like a few weeks ago with one of
the major ones that, you know, was hanpering traffic
for everybody, for the entire time the connector was
down.

MR DARBY: Years.

MR. MALLI STER I was thinking of a
little exanple, too, and | didn't know whether it
fit with infrastructure, but right now in the
Dakot as di kes around cities are seen as a good deal
and Duff Roblin (phonetic) in Wnnepeg, wth his
nice little floodway around the city, is seen as a
hero, and he die it seven years ago.

But the thing is mnimzing the nunber
of disappointnents tells nme it doesn't matter whose
responsibility or who's blaned. In the process
you've had one or two disappointnents. Sonet hi ng
gets done, and there's action, and maybe it takes
one or two major cyber space type failures, and

governnent steps in, and it's appreciated for it. |
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don't know.

Everyone should practice safe conputing,
but beyond that --

(Laughter.)

M5. ZUCKER: But that doesn't really fit
t he San Franci sco-Los Angel es conpari son.

MR MALLISTER: No, it doesn't.

M5. ZUCKER: And in that case it was
kind of the <courage to take action, to set
deadlines, and to say, you know, "If you're not done
by this date,” you know, and to create incentives
for these contractors to really throw out every
person they could on the job to finish before and to
make extra noney.

So, you know, what | think isn't being
t hought through still is the incentive system that
you set up (a) to make the decision in a tinely way.

I mean this is an exanple. You know, why should
you have to make the decision? Maybe you don't even
have to have a commttee to nmake it because there's
no pressure; there's no incentive; there's nothing
pushing you to nake the deci sion.

It doesn't have to be a problem It
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could also be a big incentive, you know. Soneone
who cones up with a solution, they can win a huge
contract. Soneone who comes up, you know, there'll
be sonme benefit to putting energy into it.

MR.  KRAMER I think in Los Angeles
t hough you have to nove very fast anyway because
there's only nonths between natural di sasters
anyway. So you can't l|let them stack up, between the
fires and the floods and the earthquakes.

M5. ZUCKER: Yeah. Vell, you can say
that about San Francisco, too. What about the
fl oodi ng that everyone had?

MR,  KRAMVER W have a problem in San
Fr anci sco.

M5. ZUCKER  Yeah. There's been a whole
series of problens, too.

MR TYLER To defend San Francisco,
bei ng from Berkel ey --

(Laughter.)

MR TYLER -- there's two sides to this
because |ook at the Qakland fire. W had the
Qakl and fire. People were saying, "Wll, wait a

m nut e. We should have comm ssions to discuss
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this,” and everyone said no. So inmmedi ately they
said, "W won't make any changes,” and now they're
pretty nmuch rebuilt the Gakland Hlls. They didn't
wi den the streets, although a major problem was the
fire trucks couldn't get up the hills. They didn't
ban roofs that are nade out of wood, even though a
major reason the fire spread is that people build
f 1 ammabl e roof s.

So what they did there is they said in
order to make this happen fast, we won't consider
any changes, and you mght say, well, rmaybe
sonmetines considering change is a good idea, and
just to redo the old imediately isn't the only
obvi ous good.

| think it's conplicated.

M5. ZUCKER You know, it's funny
because insurers in Los Angeles won't insure you in
areas close to the any of the fire vul nerable areas
if you have shake roof, for exanple. You just can't
get insurance.

CHAI R CULNAN: So maybe go ahead and
build your house, but if you build your house with a

shake roof, even though the governnent will let you,
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you can't get private insurance, and so, again
there's a lot of conpeting kind of tensions to get
peopl e to behave in a socially desirable way.

It doesn't solve the fire truck problem
t hough. That goes to sort of the public interest
versus the private good that Paul was tal king about.

M5. ZUCKER. W need to make skinny fire
t rucks.

CHAI R CULNAN:  Skinny fire trucks.

(Laughter.)

MR. DARBY: You know, | was thinking
about governnment's role, and one place where we have
a lot of this sort of experience is in the financia
ar ea. W have lots of regulations there, and
they're very simlar sorts of threats. I ndeed, a
lot of the cyber threats are just the sane old
financial scans done with a different technol ogy.

One thing we had, we used to have sort

of capital standards that were sort of set by a

schedule, and then we got the idea, well, a
soverei gn gover nnent can't def aul t, and SO
governnent officials in the '70s thought, well, you

know, a wonderful way to pronote developnment is to
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get Anmerican banks to lend to foreigners, and as
long as we spread our risk, you know, they lend to
Brazil, they lend to Mexico, they lend to Chile,
there'd be a lot of diversity there.

(Laughter.)

MR.  DARBY: Wl |, anyway, so that kind
of led to a bad test about government setting
standards for financial safety, and sort of now the
international standard, at least for the nmgjor
banks, the ones that are big enough to know what
they're doing -- and they may be a good proxy for at
| east major utilities -- is you guys have to decide,
given the risk and given what you're investing in,
what's adequate capital. You have to show us your
ri sk nodel, how you're assessing how these risks are
correlated, and then we're going to audit how when
prices change in the markets when things happen, if
you will, the shocks. Was your risk nodel adequate?

And as long as your risk nodel seens to
be adequate and vyou're under that risk nodel
mai nt ai ni ng adequate capital there, | nean, there is
a standard in ternms of how many sigmas you have to

be able to survive, but, you know, it's very audit
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based. It's market based. It doesn't give you the
incentive to, "Wll, okay, here's the governnent's
capital requirenents. So how are we going to gane

t hen?" which is what the old system did. Basi cal | y
you naximzed your risk subject to these capital
requirenents, and there is always going to be sone
area where the governnent didn't see the risk. So
that's where you put all your assets.

So now the financial institutions, at
| east the wholesale ones, are forced to adequately
assess their risk, and that's what they're being
judged on. A different role.

MR GARBER  Ray.

MR. H EBERT: There are two things that
| think haven't been nentioned yet that probably
ought to at |east be nentioned that can be done, |
think, on this whole problem of public confidence,
and one is developing crisis nmanagenent systens
within institutions that will allow you to deal with
the problenms when they becone public and when they
rise.

And the second one is to develop early

war ni ng systens so that you track public confidence,
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| evel s of public confidence, and can begin to do
sonmething when vyou see that people are |osing
confidence in your institution.

And | think both of those are roles that
public relations can play for institutions.

MR KRAMER. Can | just raise a question
about that, Ray? Again, this is sone sort of
devi ance, but do you think when you do things |ike
that with organizations, is there a tendency for
themto suffer fromthe very kinds of corruption you
were tal king about, |anguage and stuff, where what
ultimately ends up being the focus of concern is
effective crisis nanagenent from the standpoint of
spin control and identity protection and so forth
and defensive kinds of responses, as opposed to
really sol ving the probl en?

And |I'm just asking that as an enpirica
guesti on. I don't know what the answer is, but |
worry that these systens then get corrupted, and you
have a situation where the focus is on protecting
the institution.

MR GARBER | can kind of address that

a little bit because we do a fair anount of crisis
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comuni cations work, preparedness, both after the
fact and before the fact, and of course, the
recoomended way to do this thing is to get your
ducks in a row ahead of tine.

And in doing that it's much nore of a
careful analysis of what the requirenments mght be
in order for vyou, while you are addressing the
problem to keep it from being nore of a crisis than
it actually is by the injection of this el enent that
comes into play in a large situation that's
represented by the nedia.

I nmean, you know, the thing that
oftentimes nakes things the real crisis when, you
know, the world gets involved is when the nedia
conmes in. I mean the nmedia didn't do it, as Ray
said earlier. | mean you had the problem You
spilled the oil or you released the gas or whatever
it was that you did, and all of a sudden though the
thing that really kind of tweaks you a little bit
and your board of directors and everybody else is
when all of a sudden it's on the front page of the
nor ni ng paper.

And so every tine we go into a conpany
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ahead of tinme, as we try to get all of our clients
to do if they'Il listen to us is it's a matter of
setting down your procedures about how you're going
to insure that the correct, the accurate, the
correct information is given out to the public in a
tinmely fashion.

And the thing that you totally focus on
preventing is what | mght call the inadvertent
rel ease of m sinformtion. | nmean, you know, the
president of the conpany may be well versed in what
the issue may be and have the big picture and be
able to conme out and articulate it, but what about
the tel ephone operator, the receptionist who's the
first person that the reporter is going to call for?

You know, the reporter calls and said
"Can | speak to M. So-and-so?"

"Well, he's busy right now "

And he says, "Wll, what's going on
around there?"

"Well, 1 don't know what's going on, but
| can tell you there's a big fire out back here
You know, there are people running around, and | saw

t he anbul ance comi ng."
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(Laughter.)

MR GARBER And so a lot of the things
that we do, you know, when you cone in is, you know,
yeah, we want to control it. W want everybody to
know their role so that kind of thing doesn't
happen, and we invariably find that conpanies feel
after we go through a one-day crisis drill that they
are just amazed at what they haven't prepared
t hensel ves for.

In other words, | nean, you know, where
is the hazardous nmaterials team if you need them
and if it's a food thing, you know, where are the
FDA representative and t he vari ous ot her
governnental agencies that you have to notify and
keep i nformed?

Because all of these people are
potential conmunicators and wll be sought by the
nedia to explain what's going on, and the critical
thing is that what gets explained is no worse than
what's going on. | nean, it's alnost that sinple.

And | would tel you that if we could
ever get people just to kind of think through this

beforehand so that when sonething happens, that
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there is a team of know edgeabl e operators that get
together with the spokesperson in the war room so
to speak, to grasp the problem and keep the public
informed while addressing the issue and keeping
their enployees informed and all of that kind of
t hi ng.

If you'll just go through those steps in
a non-crisis situation, you're far ahead. | nean,
in nmy view, it seldom gets to spin doctoring. I
mean, it's far nore basic than that, and | nean, we
woul dn't suggest that one should conme out and talk a
half truth or an untruth because the fact is that,
you know, in a crisis Norm Augustine, the outgoing
Chai rman, what did he say? Tell the truth and tell
it fast.

MR. DARBY: Right.

MR. GARBER You know, pretty darn good
advi ce, but you've got to be sure that what goes out
to the nmedia, to the public, is, in fact, you know,
what the situation is because |I can assure you there
are probably 15 different people that can corrupt
the information that's released, and once it goes

out renmenber all the newspapers -- we've talked a
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bit about the nedia and 1've kind of not said a |ot
about it -- but | don't think reporters inherently
publish things that are untrue. But if you tell a
reporter something, the reporter has the right to
report what you said, and if what you said was w ong
or if you're the telephone operator that really
doesn't know and nobody has told you, "Ch, by the
way, listen. Get sonebody who does know, " then the
reporter is not to blame and he hasn't not done his
job, or her, and they've not been di shonest.

MR BI ES: Let me ask you go, to go on
the incentive. Take the incentive argunent. Wat's
the incentive for the firns that are part of this
critical infrastructure to engage in the civi
def ense preparedness training? | nean, how are we
going to "incent” themto do this?

What you're talking about is the
synbolic managenent , synbolic i nplications of
what ever happened, but then there's the incentive
how do you get themto try to address the technical
problens of Joe. I mean how do you create
incentives to do that unless there's failure?

MR. DARBY: Survival is the sane?
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MR, BIES: Yeah, but they don't see it

in those terns. I mean, is everybody hiring your
services or Hill & Knowton or whoever the
variation -- | nean, is very firm hiring crisis
prepare -- | nean --

MR GARBER | wouldn't say every person

is, but you know, sone do, sone don't, and there's
not a particular type of firm that does or doesn't.
It, again, oftentines cones back to the issue of

what's the cost and is a concern and we shoul d spend

the tine, not just the noney. It's the tine because
when we cone into a firm | nean, it my take two
days to do a drill, and when you take the top

managenent of a conpany and all the operators who
may have a role to play and take them off the job
for two days, that's a | ot of noney.

MR BIES: Vell, how does it becone a
priority on an agenda item for a firm in the
critical infrastructure? Don't you need it for all
the firms? You' ve got this interdependence.

" m just asking you. | don't know the
answer .

MR GARBER  \Well, the sinple answer to
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your question is every firm in the country, to
i nclude governnental agencies, ought to have the
crisis managenent and crisis conmunications plan.
Every one shoul d have that.

MR.  BIES: But a governnment could
mandate it or a governnent -- I'mtrying to get to
t he sense of how do you get --

CHAIR CULNAN. | nean, one of the things
that they will do, and Nancy ought to respond to
this also since she's in the risk rmanagenent
busi ness, but the sense we get is conpanies respond
they will nanage the risks they know about, and so
one of the issues is: what's their risk nodel ?

And if their risk nodel suggests to them
something could happen and iif it happens it's
catastrophic and, you know, this probability,
expected value, then they'll bring in Bill and his
team and then they'll say we need to nanage this,
and this is one way to do it, and it's worth the
time and the noney.

If they don't, if it doesn't fit into
their risk nodel, they're not going to do it because

it's a waste of noney and tinme in their best
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j udgnent, and they could be wong.

And so one of the issues for us is: do
the conpanies, the infrastructure owners' risk
nodel s need to be updated? And does the governnent
need to provide them information saying there are
new ri sks and you shoul d address then? And to naybe
take the chain a little further, this is one way to
address it. Maybe it's sonething.

But that's a good point.

MR BIES: It's a bully pulpit.

CHAI R CULNAN: That's a good question.
Yeah, or just it comes down to noney. You know,
what's the risk of this happening? Wat's it going
to cost us if it happens? Measure those together,
and if the risk is very low and the cost is very
hi gh, maybe it's not in our -- you know, maybe it
doesn't make good sense as a business to do this or
maybe it does, unless sonebody conmes in and says you
have to do it because the risks are so great to the
publ i c good.

MB. VWONG Utimately it cones down to
what is inportant to the business.

Nunber one, to stay in business and
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survi ve.

Nunber two, does it create a conpetitive
advant age?

And, nunber there, is there a return for
the investnment you're going to mneke either in
reduced costs because you nmay have to address the
consequences of not paying attention to a threat, or
that you're going to save noney by doing that?

M5. ZUCKER. Part of the question is how

do nonprofit or governmental organizations respond,

and I"'m wondering. | don't know the answer to this,
but I'm wondering what wuniversities did after all
the revelations about Stanford and its fund

managenent problens and what the reaction was to
that in terns of actions, kind of preventative or
cl ean-up, whatever, actions that other universities
took to not be in the same situation.

It mght be a way to wunderstand how
t hese risks are managed.

CHAI R CULNAN:  How are we doing on tinme?

MR GARBER It's 20 to three.

Any ot her comrents?

CHAI R CULNAN:  We coul d go around.
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MR. GARBER Ray, is your sign up there

or was that an ol d sign?

CHAI R CULNAN: Vell, we could also go
around, too.

MR. GARBER. Yeah, | was going to say --
yes, Nancy.

MB. VWONG I'd like to ask a question,
and that is getting back to one of the original
guestions, and that was: what do you think of
governnent's role in enhancing or supporting or
mai ntai ni ng public confidence? Wat do you think it
can do or cannot do?

CHAI R CULNAN. O shoul d not do.

M5,  VONG O should not do, as it
relates to public confidence or trust, because what
" m hearing, what |'ve heard today is that there are
things; there are actions that any organization can
take to manage trust and to manage public confidence
because your trust in sonething can survive or your
trust or confidence can survive an incident if it
has been properly devel oped and enhanced over tine.

So given that understanding and that set

of principles, what mght the government's role be
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as it relates to our critical infrastructures?

MR.  H EBERT: Upholding laws, and |
think one of the laws that | think really ought to
be upheld is the nonopoly |aws because the nore we
have nonopolies -- and | think this does inpact on
public utilities which we've been talking about a
lot today -- but rate structures and that sort of
t hi ng. | think government can play a real role in
t hat sense.

But it seenms to ne it has to be |egal
M/ experience in post-conmunist countries is that
the heavier hand the governnment had, the |ess
confidence people had in their institutions in
gener al

MR, TYLER I think governnent itself
has a problem and that's sonething we've discussed
t hr oughout this. | mean, in a sense, governnent
needs to get its own credibility in order before it
can act as an honest broker in these other
situations, and so | think that's one obvious thing
for governnent to do, is to create and enhance its
own legitinmacy, and once it's done that, then it's

in a position to act nore like a referee or an
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honest broker in these efforts to nanage busi ness.

VR. LEW CKI : Yeah, I guess |I'm
conpel l ed to say what whoever said it, this is trust
in a particular individual as opposed to trust in
t he systens. I think that was very accurate, which
neans in part, to the extent that you want to do
that, sone individuals representing governnent are
probably better than the governnent speaking as a
facel ess bureaucracy so to speak.

| mean, you know, sort of finding your
nost trustworthy spokesperson nmay be one of the nore
critical things you can do rather than trying to get
the institutions thenselves to broadly try to manage
or noderate that.

But I nean | was stuck on the question
because | don't trust governnent. So if you can
what can governnent do, then I would say, you know,
stay out of it. At sonme point the less they tried
to do wthout enhancing their own trust first, the
better the inpact they would have.

MR BIES: But even with the current
governnent structure, isn't the intelligence that

can be gathered and shared, to share wth
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corporations, to highlight potential -- | nean
there's -- you could say just government should do
its job better, what's all on the books, but there's
some intelligence things. How woul d corporations
know unl ess they have their own intelligence?

So governnent could play that role of
i nf ormati on.

MR. GARBER It's probably a two-way
street, don't you think?

MR. BIES. Yeah, probably.

M5. ZUCKER. | was going to say | wonder
i f gover nnent isn't behi nd right now  on
intelligence. My guess would be that right now

industry is ahead of governnment because of the
changing nature of the risk and who's involved in
espi onage activities. Just a guess.

MR, MOORCONES: I would just disagree
about it.

(Laughter.)

MR GARBER Vell, listen. Let ne
suggest as a close, let's just kind of go around
starting with David there, and if you have any

cl osing thoughts, w sdom comments to share with the
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group, things you ve been waiting to say all day
that you haven't gotten a chance to say, let's kind
of hit that, and then I'Il call on Mary to kind of
cl ose the session

MR CGEDDES: [|'Il put in a word or two.

Tal ki ng at t he br eak, and this
reiterates just what Nancy said a nonent ago about
what are businesses really interested in in the
private sector is they 1look at how to Kkeep
custonmers, retain custoners, nmaintain conpetitive
advantage, and have a long-term revenue stream to
keep in business.

Conpanies also -- | believe there's
probably a vast anount of information, probably at a
slightly nore mcro level than we're talking about
today -- that private businesses do know. They
don't use the word "trust,” but it is very linked to
this on what they can do to build relationships.

It shoul d be a vast anmount of
information to tap into and coordinate, if they can
be properly accessed, but the real dilemma that we
face is what about things that require a little nore

comuni cati on and coordi nation and facilitati on that
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we don't get because conpanies are focused on their
own busi ness success and not |ooking at areas where
they interact and interface.

And this is a very big dilenma because
the critical infrastructures we've all listed are
either still regulated in the mdst of deregulation
or have been relatively recently deregulated, and in
the deregulated areas we know there are problens.
In the regulated areas, we sure know there are
probl ens, and there's got to be a better solution to
it all.

MR. MALLI STER M/ mnd is spinning,
and | don't know that | can cogently put things
t oget her, but one strong sentinent or feeling that I
have comng from this is the distinction between
managi ng the inpressions of trust and managing the
substance of trustworthiness, which underscores that
fromthe difficulty of maintaining that inpression,
if the substance isn't there.

And | guess the concern is that we nove
our thinking fromthe question of how do we naintain
the presentation and the spin of trustworthiness to

how do we mnimze the disappointnents which are
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sure to stay with us nuch longer than the candy
coating that covers copying with the disappointnent
that in the short run took place.

Those are ny thoughts.

MR,  KRAMER Actually | don't think |
have any. M head is spinning probably, too, and I
don't think | have any specific observations other
than to thank Mary and Bill and Joe and everyone
else for organizing this. This really is a
terrifically, enl i ght eni ng, sort of interesting
di scussi on. | really enjoyed it, especially as an
academ c thinking about trust in one perspective.
It's really great to hear other perspectives and
also think about the real world which is out there
occasi onal |l y.

MR LEWCKI: | would just add to Rod I
have lots of different thoughts. | think one of the
things that struck nme, too, and it sort of picks up
alittle bit on what Dan said, and that is that |I'm
still trying to struggle wth trusting the
institutions, the structure itself, versus trusting
all of the nmediating institutions and vehicles that

comuni cate and mani pul ate or spin, or whatever the
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right word is, that trust, and it's so easy to
di spl ace the second one on top of the first one, and
| think it's going to be really hard to try to part,
but inportant, to untangle and try to nake sone
sense out of it.

|"mgoing to have to run. Thank you.

MR. TRl PP: In the surveys that you're
going to do, | guess one of the conponents that
would be really inportant to do is just sort of
neasure people's expectations of what it is that
they want from particular infrastructures, what they
predict, and what they think should be there, and at
the same tine nmeasure their knowl edge of the
particular infrastructure, going back to an earlier
comment, and there'll probably be sone research
comng out on this, that people nmay have strong
public opinions but know absolutely nothing about
the topic, and so studies that neasure what the
opinions are and then also test them on know edge of
various things often fail the know edge tests. So
you qualify their results sonehow.

CHAI R CULNAN. There was a rel ated study

about problens in public opinion surveys that
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neasure people's concern, and if you just ask
peopl e, people are concerned about everything, and
they actually put in a public health problem that
didn't exist, and people were just -- whatever this
made up thing was, people were incredibly concerned,
and so the idea is you not only have to ask them
have they heard anything about it, are they
concerned about; if they' re concerned, how concerned
they are. So that's an inportant point.

Thanks, Tom

MR TRI PP:  Thanks.

MR GARBER  Bet sy.

M5. HARRI SON: One of the ideas that |
remenber well, and | think may be useful for us, is
your point about small wins. | think the governnent
hopeful |y can achi eve sone of those with some of the
ideas we're considering now. Anong them are
certainly sharing information, the values in
education and training and the areas we're | ooking
into.

And then as sort of a counterpoint to
that, | remenber very early in ny tine at the

Comm ssion after this whole situation that we're
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studying and |looking into was presented to him the

staff director of a nmmjor conmittee said, "Wll,
we'll just have to wait for a couple of blackouts, a
few bad events, and then we'll react to it." He

said, "W aren't going to do anything before then."

Congr ess S basical ly a reactive
institution, as | think we all know, and that's the
usual cynical response, but | think there are
probably good, preventive things that governnent can
do, and that's what we're trying to achieve.

M5. BANKER | think just building on
that point about small wins, | think the advice
that the group's giving about the governnent kind of
cleaning up its own act and the public perception as
a first step is good advice, and | just thank the

group for comng together and talking about this

i ssue.

MB. VIONG And | want to thank all of
the people, everyone here. It's been a very
enl i ghtening and thought provoking session. | fee

it's also been extrenely productive.
As sonme of you have noticed, |'ve taken

reans of notes, and it's generated a |ot of thoughts
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on ny part in ternms of risks and how we're going to
manage it, what the possibilities are, and what we
can't do about it, which is, | think, nore
practi cal .

So | thank you all.

MR TYLER  Well, | would just join Rod
in thanking all of you. | think we also learned a

lot. This was a very interesting discussion.

MR. M TCHELL.: I think one of the very
things that we will see conme out of today, out of
our oObservations, is to energize the academc

community and perhaps even the private sector and
governnent around these issues and open up fertile
new areas of research, and for that reason | was
really 1looking forward to addressing the |ast
gquestion on our list today, which is if we were
chairs of this Conmm ssion, what research questions
would we like to see addressed, understanding that
the Comm ssion would only be able to address a
finite nunber of them

But let ne tell you about one of the
ways in which | cane upon issues of public trust and

confidence with respect to infrastructure is by
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virtue of ny own background as a conputer crine
prosecutor, conputer crine, someone who engages in
conmputer crinme investigations.

M/ own experience has been that conputer
crinme, unauthorized conputer intrusions, conputer
related crine, seens qualitatively different from
other types of crime because of an extrene
reluctance of wvictine to report and to enlist
assi stance of the governnent.

And it led nme to ask: well, why is
that? Can we inmagine a world where, say, a |arge
percentage, if not a majority, of victinms of violent
crime wouldn't cone to report those crimnal
incidents to the governnent?

And what |'m comng around to, and this
will perhaps invigorate some crimnology research
out there is that maybe public trust and confidence
serves in sort of a pivotal role in naking those
types of determ nations.

| can envision, for exanple, where the
private sector, a victim of a conputer related
of fense, would say that, on one hand, there are

expectations placed upon them expectations to
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participate as a good citizen in crimna
i nvestigation, expectations to find who the bad buys
are and who is doing damage to the business, and, on
the other hand, there are a whole set of dangers
associated wth reporting crimnal vi ol ati ons,
crimnal penetrations of conmputer systens, dangers
relating to having to air vulnerabilities, having to
al ert t he public to t he possibility of
vul nerabilities, and the resultant loss of public
trust and confidence that could result from those
di scl osures.

And so in a sense there is a calculus
there that | think is really deserving of sone
further study, and | would certainly ook forward to

seei ng sone of that work done.

VR. DARBY: That sounds very
i nteresting.

| was very pleased to be here. There
was certainly free trade in ideas. | hope that on

ny part at |least there was sone fair trade.
M5. ZUCKER This is ny favorite topic
for a Presidential Comm ssion

MR. H EBERT: | think blind trust or



10

11

12

13

14

15

16

17

18

19

20

21

22

23

246

absolute trust in our public institutions is not
good for denobcracy. | think healthy skepticismis.
The probl em occurs when skeptici sm beconmes cyni ci sm
and peopl e stop acting and stop believing.

And so | hope that out of this kind of
Conmi ssion effort we will not discourage skepticism
but find ways to prevent cynicism

MR. BIES: To build on that, two things.
The Russian proverb that Reagan translated when
CGor bachev cane here: trust, but verify. A certain
skepti cal attitude S hel d, whi ch is  what
universities should do, is encourage skepticism not
cynicism before you nmake decisions to take action.

The second thing, wth all of this
di scussion about risk and probability, I'm still
unsatisfied for this reason. | nean, who's going to
be | ooking out for me? Ckay?

Wth that aside, it's an interesting
di scussi on. The thing that governnent can do and
ought to think about is when the outcone does occur
where there's sone critical infrastructure failure,
and there wll be because the nean tine between

surprises and the expected tinme between surprises is
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going to get smaller and smaller and crazier and
crazier; governnent's role is part of the clean-up.

So there has to be sonme sort of FEMA
equi val ent or maybe it will be under FEMA to sort of
pi ck up. | mean governnment has got to do that. I
nmean, are the corporations going to pick that up? |
think governnent can play a role when the outcone
occurs.

MR, MOORCONES: | thank everybody who
came. | certainly learned a |ot, and after thinking
about ny response to Lynne saying | don't agree wth
you, maybe since this was focused on public
confidence and trust, probably what | should have
said: well, if that is the case, then it seens that
we should be having a loss of public confidence in
the governnent's ability to understand what's
happening in the world, and that is sonething it is
supposed to do to protect us, and we should nold
okay, the public through either getting its
confidence to drop or its trust, to notivate the
governnent to get back in front.

So thank you for your observations.

CHAI R CULNAN: Bill, do you have any
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parting shots?

MR, GARBER Ch, gee, no. It's just
been great fun, and obviously my focus is on |ess
the sociology and the psychology of it and nore on
the what do you do about it either before you have
the problem or afterwards from the standpoint of the
medi a.

But it's very enlightening to nme because
a nunber of the things that have been discussed in
ternms of why things happen and why the particul ar
thing that we heard about people renenbering bad
news, not that it's necessarily nore bad news in the
paper, but the fact is that there's an actual

scientific reason why we renenber bad news rather

than good news | found very interesting and
sonmething I'Il use al so.

CHAI R CULNAN: I want to thank you all
again for com ng. W really appreciated this. I

| earned a lot today, plus it was just a real treat
to spend the day not only with ny colleagues from
t he Conm ssion, who | see very day, but also with ny
academ c col | eagues whose research | read, and to

see you all face to face has been terrific.
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Now that you know nore about what we're
up to, if you have papers, other things that you
have witten, you ve got ny address and ny E-nmail.
Pl ease send themto ne. W will read them W wll
add themto our archive. W wll be really pleased
to have whatever you can send our way.

Steve talked a little | bit about
outreach, and again, that was another purpose of
havi ng this workshop. W hope this wll perhaps
spur sone research in infrastructure issues, trust,
confidence, whatever you want to do, and that maybe
you'll go back and talk to your colleagues about
what we're doing here in Washington and get sone of
t hem i nt erest ed.

And then finally just on a personal
note, | mean, this is a trenendous opportunity for
nmne. It fell out of the sky to do this, and I would
just encourage any of the academcs who have a
chance to do sonething like this, you should seize
it and do whatever it takes to make it happen for
yoursel f because there's nothing like it.

So thank you all, and I'Il let you know

when the transcript is up so you can check the Wb
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and see how we m srepresented your Views.

MR, GARBER And al though we didn't go
into themin any depth, also |I thank all of you who
sent forward the papers ahead of tine, and we hope
that you will take the grouping of them back and
per haps peruse them on your flight back or your ride
back or whatever the case nmay be, but they were a
great help and will be absolutely an official part
of this proceeding.

CHAI R CULNAN:  Yes. Thank you.

And thank you also to Fleishman-Hllard
for the arrangenents for this. | think we had a
terrific day and everybody appreciated the food and
the conviviality and your noderating skills, Bill.

MR. GARBER M pl easure.

CHAI R CULNAN:  And Kristin.

(Whereupon, at 3:00 p.m, the workshop

was concl uded.)
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