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CHAPTER ONE

CYBER SECURITY RISK MANAGEMENT FRAMEWORK AND
STRATEGY

1.1 OVERVIEW

With the Smart Grid’s transformation of the electric system to a two-way flow of electricity and
information, the information technology (IT) and telecommunications infrastructures have
become critical to the energy sector infrastructure. Therefore, the management and protection of
systems and components of these infrastructures must also be addressed by an increasingly
diverse energy sector. To achieve this requires that security be designed in at the architectural
level.

NIST has established a Smart Grid Cyber Security Coordination Task Group (CSCTG), which
now has more than 200 volunteer members from the public and private sectors, academia,
regulatory organizations, and federal agencies. Cyber security is being addressed in a
complementary and integral process that will result in a comprehensive set of cyber security
requirements. As explained more fully later in this chapter, these requirements are being
developed using a high-level risk assessment process that is defined in the cyber security strategy
for the Smart Grid. Cyber security requirements are implicitly recognized as critical in all of the
particular priority application plans discussed in the NIST Smart Grid Framework 1.0 document
that is being published concurrent with the publication of this document.

Although still a work in progress, NIST is publishing this preliminary report, NISTIR 7628
Smart Grid Cyber Security Strategy and Requirements* that describes the CSCTG’s overall
cyber security strategy for the Smart Grid. The preliminary report distills use cases collected to
date, requirements and vulnerability classes identified in other relevant cyber security
assessments and scoping documents, and other information necessary for specifying and tailoring
security requirements to provide adequate protection for the Smart Grid. Anticipated to be
published by the end of 2009 a subsequent draft will include the overall Smart Grid security
architecture and security requirements.

The first installment of this in-process document also is being submitted for public review and
comment in conjunction with NIST Smart Grid Framework 1.0 document. This roughly 240-
page document is summarized below.

1.2 CYBER SECURITY AND THE ELECTRIC SECTOR

The critical role of cyber security in ensuring the effective operation of the Smart Grid is
documented in legislation and in the Department of Energy (DOE) Energy Sector Plan as
described below:

! The document is available at: http://csrc.nist.gov/publications/PubsDrafts.htmI#NIST-IR-7628 Comments may be
submitted to: csctgdraftcomments@nist.gov.
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The Energy Independence and Security Act of 2007 (P.L. 110-140) states that, “It is the policy of
the United States to support the modernization of the Nation's electricity transmission and
distribution system to maintain a reliable and secure electricity infrastructure that can meet future
demand growth and to achieve each of the following, which together characterize a Smart Grid:

1. Increased use of digital information and controls technology to improve reliability,
security, and efficiency of the electric grid.
2. Dynamic optimization of grid operations and resources, with full cyber-security. ...."
DOE’s Energy Sector-Specific Plan® “envisions a robust, resilient energy infrastructure in which
continuity of business and services is maintained through secure and reliable information
sharing, effective risk management programs, coordinated response capabilities, and trusted
relationships between public and private security partners at all levels of industry and
government.”

1.3 ScopPE, RISKS, AND DEFINITIONS

Cyber security must address not only deliberate attacks, such as from disgruntled employees,
industrial espionage, and terrorists, but inadvertent compromises of the information
infrastructure due to user errors, equipment failures, and natural disasters. Vulnerabilities might
allow an attacker to penetrate a network, gain access to control software, and alter load
conditions to destabilize the grid in unpredictable ways. The need to address potential
vulnerabilities has been acknowledged across the Federal government, including NIST, the
Department of Homeland Security (DHS), DOE, and FERC.

Additional risks to the grid include:

e Increasing the complexity of the grid that could introduce vulnerabilities and increase
exposure to potential attackers and unintentional errors;

e Interconnected networks can introduce common vulnerabilities;

e Increasing vulnerabilities to communication disruptions and introduction of malicious
software that could result in denial of service or compromise the integrity of software and
systems;

e Increased number of entry points and paths for potential adversaries to exploit; and

e Potential for compromise of data confidentiality, include the breach of customer privacy.

With the adoption and implementation of the Smart Grid, the IT and telecommunication sectors
will be more directly involved. These sectors have existing cyber security standards to address
vulnerabilities and assessment programs to identify known vulnerabilities in these systems.
These same vulnerabilities need to be assessed in the context of the Smart Grid. In addition, the
Smart Grid has additional vulnerabilities due to its complexity, large number of stakeholders,
and highly time-sensitive operational requirements.

2 Department of Energy, Energy, Critical Infrastructure and Key Resources, Sector-Specific Plan as input to the
National Infrastructure Protection Plan, May 2007.
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The following definitions of cyber infrastructure and cyber security from the National
Infrastructure Protection Plan (NIPP) are included to ensure a common understanding.

e Cyber Infrastructure: Includes electronic information and communications systems and
services and the information contained in these systems and services. Information and
communications systems and services are composed of all hardware and software that
process, store, and communicate information, or any combination of all of these
elements. Processing includes the creation, access, modification, and destruction of
information. Storage includes paper, magnetic, electronic, and all other media types.
Communications include sharing and distribution of information. For example: computer
systems; control systems (e.g., SCADA); networks, such as the Internet; and cyber
services (e.g., managed security services) are part of cyber infrastructure.

For this document, cyber security is defined as follows:

e Cyber Security: The protection required to ensure confidentiality, integrity and
availability of the electronic information communication system.

1.4 SMART GRID CYBER SECURITY STRATEGY

The overall cyber security strategy for the Smart Grid examines both domain-specific and
common requirements when developing a mitigation strategy to ensure interoperability of
solutions across different parts of the infrastructure.

Implementation of a cyber security strategy requires the development of an overall cyber security
risk management framework for the Smart Grid. This framework is based on existing risk
management approaches developed by both the private and public sectors. This risk
management framework establishes the processes for combining impact, vulnerability, and threat
information to produce an assessment of risk to the Smart Grid and to its domains and sub-
domains, such as homes and businesses. Risk is the potential for an unwanted outcome resulting
from an incident, event, or occurrence, as determined by its likelihood and the associated
impacts. Because the Smart Grid includes systems and components from the IT,
telecommunications, and energy sectors, the risk management framework is applied on an asset,
system, and network basis, as applicable. The goal is to ensure that a comprehensive assessment
of the systems and components of the Smart Grid is completed. Following the risk assessment,
the next step is to select and tailor (as necessary) the security requirements.

The following documents were used in developing the risk management approach for the Smart
Grid:

e National Institute of Standards and Technology (NIST) Special Publication (SP), 800-39,
DRAFT Managing Risk from Information Systems: An Organizational Perspective, April
2008;

e Federal Information Processing Standard (FIPS) 200, Minimum Security Requirements
for Federal Information and Information Systems, March 2006;
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e FIPS 199, Standards for Security Categorization of Federal Information and Information
Systems, February 2004;

e North American Electric Reliability Corporation (NERC), Security Guidelines for the
Electricity Sector: Vulnerability and Risk Assessment, 2002;

e The National Infrastructure Protection Plan, 2009;

e The IT, telecommunications, and energy sectors sector specific plans (SSPs), initially
published in 2007 and updated annually;

e ANSI/ISA-99, Manufacturing and Control Systems Security, Part 1: Concepts, Models
and Terminology, 2007 and Part 2: Establishing a Manufacturing and Control Systems
Security Program, 2009; and

e The Advanced Metering Infrastructure (AMI) System Security Requirements, 2008.

In a typical risk management process, assets, systems and networks are identified; risks are
assessed (including vulnerabilities, impacts and threats); security requirements are specified; and
security controls are selected, implemented, assessed for effectiveness, authorized,® and then
monitored over the lifecycle of the system. The risk assessment process for the Smart Grid will
be completed when the security requirements are specified. These requirements will be selected
on the basis of a risk assessment and will apply to the Smart Grid as a whole. The requirements
will not be allocated to specific systems, components, or functions of the Smart Grid. In
specifying the security requirements, all gaps will be identified. The implementation, assessment
and monitoring of security controls are applicable when a system is implemented in an
operational environment. The output from the Smart Grid risk management process should be
used in these steps. In addition, the full risk management process should be applied to legacy
systems and when Smart Grid owners and operators implement new systems or augment/modify
existing systems.

The tasks within the cyber security strategy for the Smart Grid are being performed by
participants in the NIST led Cyber Security Coordination Task Group (CSCTG).
Representatives from the private and public sectors, regulatory bodies, and federal agencies
participate in the CSCTG. In addition, the CSCTG is coordinating activities with the Advanced
Security Acceleration Project — Smart Grid. The ASAP-SG is a collaborative effort between
EnerNex Corporation, multiple major North American utilities, the National Institute of
Standards and Technology, and the United States Department of Energy (DOE), including
resources from Oak Ridge National Laboratory and the Software Engineering Institute of
Carnegie Mellon University. Following are the tasks that are being performed by the CSCTG in
the implementation of the cyber security strategy. Also included are the deliverables for each
task. Because of the timeframe for developing the document, the tasks listed below will be
performed in parallel, with significant interactions among the groups addressing the tasks. .
(These tasks are not listed in priority order - the first task is near completion, and the second and
third tasks are being worked on in parallel.)

® Security authorization is the step where the designated official accepts the risk to the mission.
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1.4.1 Selection of use cases with cyber security considerations.*

The use cases were selected from several existing sources, e.g., IntelliGrid, Electric Power
Research Institute (EPRI), and Southern California Edison (SCE). The set of use cases
provides a common framework for performing the risk assessment, developing the security
architecture, and selecting and tailoring the security requirements. The Use Cases are
included in Appendix A of this document.

1.4.2 Performance of a risk assessment of the Smart Grid, including assessing
vulnerabilities, threats and impacts.

The risk assessment, including identifying vulnerabilities, impacts and threats will be done
from both a high-level overall functional perspective and a focus on the six functional
priority areas that are the focus of this framework and roadmap report. The output will be
used in the selection of security requirements and the identification of security requirements
gaps. The initial draft list of vulnerability classes® was developed using information from
several existing documents and websites, e.g., NIST SP 800-82 and the Open Web
Application Security Project (OWASP) vulnerabilities list. These vulnerability classes will

be used in ensuring that the security controls address the identified vulnerabilities. The
vulnerability classes may also be used by Smart Grid implementers, e.g., vendors and utilities
in assessing their systems.

Both top-down and bottom-up approaches are being used in implementing the risk
assessment. The top-down approach focuses on the use cases and the overall Smart Grid
functionality. The bottom-up approach focuses on well-understood problems that need to be
addressed, such as authenticating and authorizing users to substation IEDs, key management
for meters, and intrusion detection for power equipment. Also, interdependencies among
Smart Grid domains/systems will be considered when evaluating the impacts of a cyber or
physical security incident. An incident in one infrastructure can cascade to failures in other
domains/systems. The vulnerability categories are included in Appendix C of this document.
The Bottom-Up Security Analysis of the Smart Grid is included in Appendix D of this
document.

1.4.3 Development of a security architecture linked to the Smart Grid conceptual
reference model

The first phase in this task was to assess and revise the six functional priority areas with
logical interfaces. The information that is communicated across each interface was specified.
Also, implementation constraints and issues were specified for each interface and the
confidentiality, integrity, and availability impact levels were defined. After all the logical
interfaces across all the priority areas were identified, each interface was allocated to one of
the logical interface categories based on similarity of networks, constraints, and types of
information. Some examples are: control systems with high data accuracy and high

* A use case is a method of documenting applications and processes for purposes of defining requirements.

> A vulnerability is a weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat source. A vulnerability class is a grouping of
common vulnerabilities.
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availability, as well as media and compute constraints; B2B connections, interfaces between
sensor networks and controls systems; and interface to the customer site. For each logical
interface category, constraints, issues, and impacts were selected using the information
provided for each individual interface. This information will be used in the selection and
tailoring of security requirements — defined in 1.4.4 below. The diagrams and interface
categories are included in Section 3 of this document.

The Smart Grid conceptual reference model, described in chapter 3 of the NIST Smart Grid
Framework 1.0 document, provides a common view that is being used to develop the Smart
Grid security architecture. The Smart Grid security architecture will overlay this conceptual
architecture and security requirements will be allocated to specific domains, mission/business
functions and/or interfaces included in the Smart Grid conceptual reference model.
Alternatively, some security requirements, such as the policy requirements, will be allocated
to the entire Smart Grid. (Note: this task has not been initiated; therefore, how the security
requirements will be allocated has not been finalized.) The objective is to ensure that cyber
security is addressed as a critical cross-cutting requirement of the Smart Grid.

1.4.4 Specification and tailoring of security requirements to provide adequate protection.

There are many requirements documents that may be applicable to the Smart Grid.
Currently, only the North American Electric Reliability Corporation (NERC) Critical
Infrastructure Protection (CIPs) are mandatory for a specific domain of the Smart Grid. The
following documents have been identified by members of the CSCTG as having security
requirements relevant to one or more aspects of the smart grid.

The following standards are directly relevant to Smart Grid

e NERC CIP 002, 003-009

e |EEE 1686-2007, IEEE Standard for Substation Intelligent Electronic Devices
(IEDs) Cyber Security Capabilities

e AMI System Security Requirements, 2008

o UtilityAMI Home Area Network System Requirements Specification, 2008

e |EC 62351 1-8, Power System Control and Associated Communications - Data
and Communication Security

The following documents are applicable to control systems:

e ANSI/ISA-99, Manufacturing and Control Systems Security, Part 1: Concepts,
Models and Terminology and Part 2: Establishing a Manufacturing and Control
Systems Security Program

e NIST Special Publication (SP) 800-53, Revision 3, Recommended Security
Controls for Federal Information Systems, August 20009.

e NIST SP 800-82, DRAFT Guide to Industrial Control Systems (ICS) Security,
Sept. 2008

e DHS Procurement Language for Control Systems

e |ISA SP100, Wireless Standards
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Because the impact of a security compromise may vary across the domains and interfaces of
the Smart Grid, security requirements from different baselines in NIST SP 800-53 will be
considered. For example, in the federal government, FIPS 199 identifies three impact levels;
low, moderate and high. The impact is based on the potential impact of the security breach
of confidentiality, integrity, and availability. FIPS 200 establishes the minimum security
requirements for federal information and information systems. These minimum
requirements are further defined by a set of baseline security controls in SP 800-53 that are
based on the impact levels in FIPS 199.

The cyber security requirements in the documents listed above are not unique across the
documents. To assist in assessing and selecting the requirements, a cross-reference matrix
was developed and is included in Appendix B of this document. This matrix maps the
requirements from the various documents listed above to the controls included in the Catalog
of Control Systems Security: Recommendations for Standards Developers, published by the
Department of Homeland Security in 2008. The security requirements included in the
Catalog document are the base for the development of the specific cyber security controls for
the Smart Grid. The requirements in the Catalog are at a high level and will need to be
tailored for the specific needs of the Smart Grid. Included in this document are the AMI
security requirements that were developed by the ASAP-SG project.

1.5 TiIME LINE AND DELIVERABLES

This first draft of the NISTIR includes the initial risk assessment documents (vulnerability
classes and bottom-up analysis), the security-relevant use cases, the cross-reference of security
standards, the six functional priority areas diagrams and interfaces, the Advanced Metering
Infrastructure (AMI) security requirements, and the interface categories with constraints, issues,
and impacts. This document will be posted for public comment.

The second draft of the NISTIR will be revised based on the comments received from the first
draft. In addition, the second draft will include the overall Smart Grid architecture and the
security requirements. This draft will also be posted for public comment. This draft is scheduled
to be published in December 2009.

The final version of the NISTIR is scheduled to be published in March 2010, and will address all
comments received to that date. The document will have the final set of security controls and the
final security architecture.
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CHAPTER 2

PRIVACY AND THE SMART GRID

2.1 HiGH-LEVEL SMART GRID CONSUMER-TO-UTILITY PRIVACY IMPACT
ASSESSMENT (PIA) REPORT

One of the working groups of the CSCTG addresses privacy. This working group consists of
representatives from industry and information security and privacy experts and focuses on the
privacy issues of the Smart Grid. With the extremely limited timeframe, the group was unable to
perform an in-depth review of all possible information exchanges. However, the high-level
assessment revealed many significant privacy concerns and issues.

This Privacy Impact Assessment (PIA) examines privacy implications and related information
security safeguards within the planned U.S. Smart Grid, particularly issues involved with
consumer-to-utility data items collected and how they are used. This analysis was performed in
accordance with numerous U.S. federal data protection requirements and with Organization for
Economic Cooperation and Development (OECD) privacy principles as outlined within the
American Institute of Certified Public Accountants (AICPA) Generally Accepted Privacy
Principles (GAPP).

The scope of this PIA includes a review of available documentation and information obtained
from a variety of utility and industry contacts and experts.

2.2 SUMMARY OF PIA FINDINGS

The results of a high-level PIA of the consumer-to-utility metering data sharing portion of the
Smart Grid reveal that significant areas of concern must be addressed within each localized
region of the Smart Grid.

Most states have general laws in place regarding privacy protections. However, these laws are
most often not specific to the electric utility industry. Furthermore, enforcement of state privacy
related laws is often delegated to agencies other than public utility commissions, who have
regulatory responsibility for electric utilities. Research indicates that, in general, state utility
commissions currently lack formal privacy policies or standards related to the Smart Grid. Some,
individual utility implementations of the Smart Grid are currently at an early stage, while others
are more fully developed. Utilities at an early stage of implementation may have not yet
documented or implemented privacy policies, standards, or procedures for the data collected
throughout the Smart Grid. Comprehensive and consistent definitions of personally identifiable
information (PII) do not typically exist at state utility commissions, at FERC, or within the utility
industry.

The lack of consistent and comprehensive privacy policies, standards, and supporting procedures
throughout the states, government agencies, utility companies, and supporting entities that will
be involved with Smart Grid management and information collection and use creates a privacy
risk that needs to be addressed.
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2.3 PURPOSE OF A HIGH-LEVEL PIA

This document summarizes the results of a high-level PIA, performed during August 2009, of the
consumer-to-utilities component of the planned Smart Grid. The PIA objectives were to
determine if the risks to PIl and associated privacy issues are mitigated appropriately, and that
PII data is not inaccurate or out-of-date. Additional objectives were to determine if excessive PII
was collected or used in unacceptable or unexpected ways beyond the control of data subjects.

The following preliminary set of principles was developed using the GAPP, which form the basis
of most international, national, and local data protection laws. In addition, safeguards specified
in the international information security standard 1SO/IEC 27001, Information technology -
Security techniques - Information security management systems - Requirements (widely used for
data protection regulatory compliance) were considered. The consumer-to-utility smart meter
data gathering documentation included in the NIST Roadmap was reviewed against these
principles in the development of this section. These principles can be used by authorities and
organizations as a starting point for the development of appropriate protections for PII collected
and/or used within the Smart Grid.

1. Management and Accountability: An organization should formally appoint personnel to
ensure that information security and privacy policies and practices exist and are followed.
Documented requirements for regular training and ongoing awareness activities should exist
and be followed. Audit functions should be present to monitor all data accesses and
modifications.

2. Notice and Purpose: A clearly-specified notice should exist to describe the purpose for the
collection, use, retention, and sharing of PIl. Data subjects should be told this information at
or before the time of collection.

3. Choice and Consent: The organization should describe the choices available to individuals
and obtain explicit consent if possible, or implied consent when this is not feasible, with
respect to the collection, use, and disclosure of their PII.

4. Collection and Scope: Only PII that is required to fulfill the stated purpose should be
collected from individuals. Treatment of the information must conform to fair information
processing practices. Information should be collected directly from each individual person
unless there are justifiable reasons why this is not possible.

5. Use and Retention: Information should only be used or disclosed for the purpose for which
it was collected, and should only be divulged to those parties authorized to receive it. PlI
should be aggregated or anonymized wherever possible to limit the potential for computer
matching of records. PII should only be kept as long as is necessary to fulfill the purposes for
which it was collected.

6. Individual Access: Organizations should provide a process for Pl data subjects to allow
them to ask to see their corresponding P11 and to request the correction of perceived
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inaccuracies. Pl data subjects must also be informed about parties with whom P11 has been
shared.

7. Disclosure and Limiting Use: PII should be used only for the purposes for which it was
collected. PII should not be disclosed to any other parties except for those identified in the
notice, or with the explicit consent of the individual.

8. Security and Safeguards: PII, in all forms, must be protected from loss, theft, unauthorized
access, disclosure, copying, use, or modification.

9. Accuracy and Quality: Every effort should be made to ensure that the PII is accurate,
complete, and relevant for the purposes identified in the notice, and remains accurate
throughout the life of the P11 while within the control of the organization.

10. Openness, Monitoring and Challenging Compliance: Privacy policies should be made
available to Pl data subjects. PII data subjects should be given the ability and process to
challenge an organization’s compliance with their state privacy policies as well as their
actual privacy practices.

2.4 NIST SMART GRID DESCRIPTION

Some of the goals of the planned Smart Grid will require the use of digital technology to
improve reliability, security, and efficiency of the nationwide electricity system from large
generation power transmission, distribution, and management, through the delivery systems
to electricity consumers and increasing numbers of distributed-generation and storage
resources. As described in the July 2009 Smart Grid System Report from the U.S.
Department of Energyﬁ:

"Areas of the electric system that cover the scope of a smart grid include the following:

e the delivery infrastructure (e.g., transmission and distribution lines, transformers,
switches),

¢ the end-use systems and related distributed-energy resources (e.g., building and
factory loads, distributed generation, storage, electric vehicles),

e management of the generation and delivery infrastructure at the various levels of
system coordination (e.g., transmission and distribution control centers, regional
reliability coordination centers, national emergency response centers),

e the information networks themselves (e.g., remote measurement and control
communications networks, inter- and intra-enterprise communications, public
Internet), and

e the financial and regulatory environment that fuels investment and motivates decision
makers to procure, implement, and maintain all aspects of the system (e.qg., stock and

® Retrieved 08.27.09 from page iv at
http://www.oe.energy.gov/DocumentsandMedia/SGSRMain_090707_lowres.pdf
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bond markets, government incentives, regulated or non-regulated rate-of-return on
investment)."

As work progresses on the Smart Grid, privacy concerns continue to be raised as a result of
discussions and speculation about how data automatically collected from smart meters, and
potentially distributed and utilized throughout the entire Smart Grid system, will be used and,
more importantly for this review, how it may be protected.

The scope of this PIA is the consumer meter to local utility (consumer-to-utility) data flow and
associated privacy issues. However, before looking specifically at the consumer-to-utility issues,
one must first consider the wide breadth and significant depth of information flow throughout the
entire Smart Grid network. As Figure 2.1 shows, the expanse is significant.
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Figure 2.1 Information sharing components of the Smart Grid’

Data will flow between the many components within the Smart Grid. The bi-directional flow of
data between utilities and customer premises will now be more similar to the types of data flows
between commercial meters and utilities. While the data flows are similar, as the diagram in
Figure 2.1 indicates, the specific data items involved, and the associated privacy issues, are very
different. The data items collected from the Distributed Energy Resources (DERs) and smart
meters will reveal different types of information about residential consumers and activities

" Diagram from NIST Smart Grid Framework 1.0 Sept 2009.
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within the house than the information collected from commercial DERs and smart meters. The
differences in potential impacts to individuals are significant.

The ability for smart grid devices to “roam” to other utility systems — for example, driving an
electric vehicle (PEV) to visit family, and recharging it while there — creates the potential for
additional flows of PII data (such as the PEV identifiers) between the roaming devices and their
“host” utility if the “host” utility were in a position to bill the PEV’s “home” utility for the
PEV’s recharge.

2.5 PRIVACY PRINCIPLES AND RELATIONSHIP TO THE SMART GRID

2.5.1 Management, Accountability and Training

At this time, the Privacy group could find no formally documented privacy responsibilities for
Smart Grid management positions.

Documented requirements for regular privacy training and ongoing awareness activities for all
utilities, vendors, and other entities with management responsibilities throughout the Smart Grid
should be created and implemented, and compliance enforced.

2.5.2 Notice and Purpose for Pll Use

The new smart meters and accompanying potential and actual uses create the need for utilities to
be more transparent and clearly provide notice documenting the types of information items
collected, and the purposes for collecting the data.

Within the Smart Grid implementation a clearly-specified notice must describe the purpose for
the collection, use, retention, and sharing of PIl. Data subjects should be told this information at
or before the time of collection.

2.5.3 Choice & Consent to use PII

New smart meters create the need for utilities to give residents a choice about the types of data
collected. Utilities should obtain consent from residents for using the collected data for other
purposes, and as a requirement before data can be shared with other entities.

2.5.4 Collection of PII

In the current operation of the electric grid, data taken from meters consists of basic data usage
readings required to create bills. Under a smart grid implementation, meters and will collect
other types of data. Some of this additional data may be PIl. Because of the associated privacy
risks, only the minimum amount of data necessary for the utility companies to use for energy
management and billing should be collected. However, the amount of information collected may
vary, depending on whether or not power generation occurs on the premises. Home generation
services will likely increase the amount of information created and shared.

2.5.5 Use and Retention of PII

In the current operation of the electric grid, data taken from meters is used to create residents’
bills, determine energy use trends, and allow customers to control their energy usage both on-site

12
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and remotely. The new smart meters, and the Smart Grid network, will have the capability to use
the collected data in an unlimited number of ways.

Information should only be used or disclosed for the purpose for which it was collected, and
should be divulged only to those parties authorized to receive it. P1l should be aggregated or
anonymized wherever possible to limit the potential for computer matching of records. P1I

should only be kept as long as is necessary to fulfill the purposes for which it was collected.

2.5.6 Individual access

In the current operation of the electric grid, data taken from the meters is obtainable by
consumers from their own homes. The data collected in a Smart Grid implementation may be
stored in multiple locations. Currently, there is no standardized process to allow residents to
access to their own corresponding PII that may be stored throughout the Smart Grid. .

Currently, customers are able to access their account information through their monthly bill,
utility websites, and annual terms and conditions statements. The utilities that comprise the
Smart Grid should establish and provide to all customers a process to allow them to inspect their
corresponding P11, and to request the correction of inaccuracies. Customers should also be
informed about parties with whom PI1 data has been shared.

2.5.7 Disclosure and Limiting Use of PII

Significant privacy concerns and risks exist when Pl is inappropriately shared without the
knowledge and consent of the individuals to whom the PII applies. Data collected through smart
meters should be used solely for the specific purposes for which it was collected. If utilities wish
to use the data for other purposes, or share the data with other entities, they should notify
consumers, clearly communicate their plans, and obtain consent to use and share the data as
described.

2.5.8 Security and Safeguards

The data collected from smart meters may potentially be transmitted to and stored in multiple
locations throughout the Smart Grid. Establishing strong security safeguards will be necessary to
protect the P11 from loss, theft, unauthorized access, disclosure, copying, use, or modification.
(The AMI requirements are included in this draft and requirements for the entire Smart Grid will
be included in the December draft of this document.)

2.5.9 Accuracy and Quality of PII

The data collected from smart meters and related equipment will potentially be stored in multiple
locations throughout the Smart Grid. Meter data may be automatically collected in a variety of
ways. The ability to inappropriately modify data could be significant in utilities where access
controls are not appropriately set. Accordingly, establishing strong security safeguards will be
necessary to protect the information. Since meter data may be stored in many locations, and
therefore, accessed by many different individuals and entities and used for a very wide variety of
purposes, Pl data may be inappropriately modified. Automated Smart Grid decisions made for
home energy use could be detrimental for residents (e.g., restricted power, thermostats turned to
dangerous levels), while decisions about Smart Grid power use and activities could be based
upon inaccurate information.

13
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Every effort must be made to ensure that Pl collected throughout the Smart Grid, and at all
locations where it is stored, is accurate, complete and relevant for the purposes identified, and
remains accurate throughout the life of the PII.

2.5.10 Openness, Monitoring and Challenging Compliance

In the current electric grid, utilities follow a wide variety of methods and policies for
communicating to residents how P11 will be used. Some utilities provide no privacy notices to
residents. The data collected from new smart meters and related equipment will potentially be
stored in multiple locations throughout the Smart Grid, possibly within multiple states. Privacy
protections should be applied consistently and at the same level for all P11 throughout the entire
Smart Grid system to be effective.

2.6 COMPLIANCE

Privacy issues created by the Smart Grid have already begun to be addressed; for example,
NARUC has adopted the "Resolution Urging the Adoption of General Privacy Principles For
State Commission Use in Considering the Privacy implications of the Use of Utility Customer
Information." (available at http://www.naruc.org/Resolutions/privacy principles.pdf )

14
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CHAPTER 3
LOGICAL INTERFACE ANALYSIS

One of the first tasks in the cyber security strategy for the Smart Grid is to assess the interface
diagrams developed for the six functional priority areas. This analysis involved reviewing and
revising the logical interface diagrams, identifying the logical data flows within each interface
diagram, identifying the security constraints and issues for each interface, and specifying the
confidentiality, integrity, and availability (CI1A) impact levels of data compromises at each
interface. The next step was to consolidate all the interfaces into one of the categories defined
below. Finally, for each category, the security constraints, security issues, CIA impacts were
specified. This information was consolidated from the individual interface specifications
completed previously.

3.1 CATEGORIZATION OF THE LOGICAL INTERFACES

The logical interfaces in the six functional priority areas were allocated to one of the fifteen
categories defined below. These categories were selected based on the similarity of networks,
constraints, and types of information that is passed across the logical interface.

Category

1. Control systems with high data accuracy and high availability, as well as media and
compute constraints

e E.g. Between Supervisory Control and Data Acquisition (SCADA) and field equipment

2. Control systems with no bandwidth constraints wide area network (WAN) but are in
different organizations

e E.g. Between an Regional Transmission Organization/Independent System Operators
(RTO/ISO) Energy Management System (EMS) and a utility energy management system

3. Control systems within the same organization with no bandwidth constraints

e E.g. multiple Distribution Management System (DMS) systems belonging to the same
utility

4. Back office systems under common management authority
e E.g. Between a Customer Information System and a Meter Data Management System

5. Back office systems not under common management authority
e E.g. Between a third party billing system and a utility meter data management system

6. B2B connections
e E.g. Between a Retail aggregator and an Energy Clearinghouse

7. Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System (GIS) and a Load Management/Demand
Response (DR) System
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Category

8. Sensor networks for measuring environmental parameters, usually simple sensor devices
with possibly analog measurements

e E.g. between temperature sensor on a transformer and its receiver

9. Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

10. Interfaces that use the Advanced Metering Infrastructure (AMI) network

e E.g. Between meter data management system (MDMS) and meters

e Between Load Management System/Demand Response Management System
(LMS/DRMS) and Customer EMS

e Between DMS Applications and Customer distributed energy resources (DER)

e Between DMS Applications and DA Field Equipment

home area networks (HANS) and business area networks (BANS)

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and Plug-in electric vehicle (PEV)

11. Interfaces that use customer (residential, commercial, and industrial) site networks such as

12. Interface to the Customer Site

e E.g. Between Customer and Customer Information System (CIS) Web site
e Between Third Party and HAN Gateway

13. Mobile Field Crew interfaces

e E.g. Between field crews and GIS
e Between field crews and substation equipment

14. Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

3.2 IMPACT LEVELS
The IAC impact levels are low, moderate and high. The levels are defined in Federal

Information Processing Standards (FIPS) Publication 199, Standards for Security Categorization

of Federal Information and Information Systems, February 2004. Following are the definitions
for confidentiality, integrity and availability, as defined in statute and a table that defines low,

moderate, and high impact.

CONFIDENTIALITY
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“Preserving authorized restrictions on information access and disclosure, including means for
protecting personal privacy and proprietary information...” [44 U.S.C., Sec. 3542]

A loss of confidentiality is the unauthorized disclosure of information.

INTEGRITY

“Guarding against improper information modification or destruction, and includes ensuring
information non-repudiation and authenticity...” [44 U.S.C., Sec. 3542]

A loss of integrity is the unauthorized modification or destruction of information.

AVAILABILITY

“Ensuring timely and reliable access to and use of information...” [44 U.S.C., SEC. 3542]

A loss of availability is the disruption of access to or use of information or an information

system.

POTENTIAL IMPACT

Security Objective

LOW

MODERATE

HIGH

Confidentiality

Preserving authorized restrictions on
information access and disclosure,
including means for protecting
personal privacy and proprietary
information.

[44 U.S.C., SEC. 3542]

The unauthorized
disclosure of
information could
be expected to have
a limited adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
disclosure of
information could
be expected to have
a serious adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
disclosure of
information could
be expected to have
a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

Integrity

Guarding against improper
information modification

or destruction, and includes ensuring
information non-repudiation and
authenticity.

[44 U.S.C., SEC. 3542]

The unauthorized
modification or
destruction of
information could
be expected to have
a limited adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
modification or
destruction of
information could
be expected to have
a serious adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
modification or
destruction of
information could
be expected to have
a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
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POTENTIAL IMPACT

Ensuring timely and reliable access to
and use of information.

[44 U.S.C., SEC. 3542]

access to or use of
information or an
information system
could be expected to
have a limited
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

Security Objective LOW MODERATE HIGH
individuals.
Availability The disruption of The disruption of The disruption of

access to or use of
information or an
information system
could be expected to
have a serious
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

access to or use of
information or an
information system
could be expected to
have a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

3.3 LoacGIcAL INTERFACE CATEGORY DEFINITIONS

Included in this section are the category names and definitions, the constraints and issues
aggregated from the individual interface definitions, and the CIA levels. For this draft, the CIA
levels are specified for the critical data.

Category

Category Description

Examples

Category 1

constraints

Control systems with high data
accuracy and high availability, as
well as media and compute

equipment

Between SCADA and field

Constraints

e Media is usually narrowband, limiting the volume of traffic and impacting
the types of security measures that are feasible.

e Intelligent Electronic Devices (IEDs) can be limited in compute power,
but that is becoming less of an issue as newer more capable devices
become available. However, the large legacy of devices in the field will
need be addressed through mitigating technologies and methods.

e IEDs can be on pole tops and other insecure locations

e Wireless media is often less expensive than wired media, which mean that
wireless vulnerabilities exists, and will require security controls (either
physical or cryptographic) appropriate for wireless
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¢ None of the communication protocols currently used (primarily
Distributed Network Protocol (DNP3) and sometimes International
Electrotechnical Commission (IEC) 61850) are typically implemented
with security measures, although IEC 62351 (which are the security
standards for these protocols) is now available but implementation
adoption and feasibility is not yet clear.

e These functions have real-time operational requirements, with critical time
latencies, which limits the choices for stopping or mitigating on-going
attacks

e Some of the equipment is legacy (particularly the Remote Terminal Units
(RTUs) which limit the types of security controls that could be
implemented without replacing or upgrading the equipment

e Key management with thousands of devices is an issue that needs to be
solved in terms of operational feasibility and cost.

e Since confidentiality has not been perceived as important, and where the
media and compute constraints apply, payload encryption may not
necessarily be required for general messaging

e Many of the SCADA Masters may have no way to add security without
complete replacement

e Many devices have no notion of a user or a role making security
management a challenge.

e Often no security event information available from these systems
o No standard for security events or logging

Issues

There are critical and non-critical control systems. The requirements for
availability will vary depending on a system’s criticality and its impact on
the power system.

Overall impacts

L, M,
Impact

Confidentiality

L |Loss of confidentiality may lead to negative operational and/or
financial impacts that affect the organization, but not the power
system.

Integrity

H | Integrity is high because the corrupted data will result in bad
decisions at the control and/or enterprise level that could lead to
catastrophic adverse affects on the power system. (e.g. broad power
outages or permanent damage to critical power assets)

Availability

H | The control path for critical systems must be available at all times.
Large scale and distributed control systems can fail without high
availability impacting critical power grid functions (e.g. SCADA,
protection, etc.), which could result in widespread power outages if
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exploited by attackers.

Note: There are critical and non-critical control systems. The
requirements for availability will vary depending on a system’s
criticality and its impact on the power system.

Category Category Description Examples

Category 2 Control systems with no Between an RTO/ISO EMS and a
bandwidth constraints (WAN), but | utility energy management system:
are in different organizations e Transmission system real-time

operational data from the
transmission SCADA/EMS

e Operational information,
commands, requests from the
ISO/RTO SCADA/EMS

¢ Real-time transmission system,
distribution system, and customer
information data

e Power flow results, including
reliability and efficiency
information

¢ Real-time data, settings, and
application results from analyses
that are relevant to both systems

Constraints

¢ Different organizations can have different security policies, different
enforcement levels, and different security technologies, thus possibly
leading to interoperability issues, security gaps, and decreased availability
of data.

e The most commonly used protocol, IEC 60870-6 (ICCP), has
authentication and encryption security through IEC 62351, but this
security is not widely implemented.

e These interactions may be one-way deliberately to minimize security
vulnerabilities of cross-organizational data exchanges. For instance, the
ISO/RTO may collect data using their own RTUs in the substation, and
may just issue emails or other notifications to computers not directly
connected to the SCADA/EMS.

¢ Real-time data is being exchanged, with time latency requirements to
within a few seconds.

o Clear path with message priority must be provided for control commands
and requests.

¢ No major constraints on types of security measures such as encryption,

20




NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

key management, etc. except for time-based control actions, as long as
communications performance and timing requirements are met.

Issues

Overall impacts

L, M,
H |Impact
Confidentiality M | Breach of confidentiality could lead to:
e Loss of business confidence between partners
¢ Diminished functional capabilities of the systems through loss of
data exchange
e Market manipulation
¢ Possible litigation issues
Integrity H |Loss of data integrity could result in huge financial consequences, or
grid instability issues:
¢ Incorrect or missing real-time data can cause erroneous results in
the applications that could lead to reliability problems with the
power system, ranging from trivial to serious.
Initial line of defense is the State Estimator bad data detector
module, which highlights inconsistent and missing data in the
power system data set being analyzed.
State estimator cannot detect aliasing errors which come from data
sampling rates occurring at varying time intervals, leading to an
inconsistent data set.
Inefficient operations, including incorrect response to market
conditions for transmission paths and/or generation.
Lost or incorrect commands or requests could lead to similar types
of impacts.
Availability M By itself over a short period of time the loss of data availability is
of medium to low impact depending on the data lost. The State
Estimator application helps to fill-in missing data but can no
longer determine which data is actually bad; results in loss of
“observability” of some power system data.
The loss of data availability for extended periods of time could
lead to inefficient operations of the power system.
Category Category Description Examples
Category 3 Control Systems with no bandwidth | Multiple DMS systems belonging
constraints within the same the same utility
organization
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Constraints

e Because some data is real-time, security controls that introduce
latency are undesirable.

Issues

Not many security issues at this interface, unless the systems are organized
into different security domains

Overall impacts

L, M,
H |Impact

Confidentiality

L | Data constantly updating; confidentiality a low priority
e No direct connection to customer data

Integrity H |e LMS can impact pricing signals
e Power system reliability, power system efficiency, utility and
public safety, customer outages and power quality are impacted
Availability H |e System reliability and efficiency
Category Category Description Examples
Category 4 Back office systems under common |Between a customer information
management authority system and a meter data management
system

Constraints

e Privacy can be a major issue related to sensitive customer information

e Given the direct financial impacts to customers on their bills, accuracy
(integrity) is crucial including inadvertent errors or incorrectly handled
data

e On both WAN and LAN configurations, no major constraints on types of
security measures such as encryption, key management, authentication,
etc

e Privacy of the customer information may become an issue if sensitive data
is provided to the GIS

e Privacy of customer information within the CIS as well as collected
through the AMI headend will be critical

e Security for some commands such as remote connect/disconnect is of very
high priority since the potential impact of disconnecting

Issues
Overall impacts
L, M,
H |Impact
Confidentiality H |e If customer privacy is breached, legal impacts, regulatory impacts,

and loss of revenue could occur for the utility
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o If customer privacy is breached, the customer could suffer serious
impacts with unknown ramifications

Integrity H |e Loss of integrity of data can cause power outages, including

massive outages if meters are disconnected without authorization
o Loss of integrity of data could cause safety hazards for utility

personnel, customer, and property

Availability M |e Low availability could have legal and regulatory impacts if
customers contractually should have access to energy usage data,
PEV registration data, etc, in a timely manner.

Category Category Description Examples

Category 5 Back office systems not under Between a third party billing system

common management authority and a utility meter data management
system

Constraints

e Cross-organizational interactions, which limit trust and compatibility of
security policies and measures.

Issues
Overall impacts
L, M,
H |Impact

Confidentiality H | Unauthorized access to Customer usage data
Integrity H | Unauthorized access to Customer usage data
Availability L |Delays in billing and usage monitoring
Category Category Description Examples
Category 6 Business to Business (B2B) Between a Retail aggregator and an

connections Energy Clearinghouse

Constraints

¢ Load management signals, whether direct load control, indirect pricing, or
energy request signals, can have profound effects on customer reactions.
If these signals are compromised, serious power system consequences
could result, as well as serious customer reactions to the Smart Grid.

e These systems are usually organized into different security domains, so a
firewall is necessary

e Both the AMI network and the public Internet pose privacy and other
security issues. The AMI network may have limited bandwidth for some
types of exchanges.

e The information exchange requirements between the DMS and the AMI
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head-end, except for outage information, are not known. Local pricing or
energy requests may come directly from the utility-owned DMS or may
be routed through aggregators and other third parties. Most likely there
will be variations across utilities and regulatory environments as to how
these interactions become configured.

e Cross-organizational interactions
¢ Real-time operational requirements

Issues

Overall impacts

L, M,

I

Impact

Confidentiality

H |e Sensitive customer information is transmitted through some of
these interfaces

e Pricing signals can impact market decisions

Integrity H |e Loss of data integrity can lead to power outages, including
potentially wide-spread outages if data sources are reporting
erroneous information

e Loss of integrity of data could cause safety hazards for utility
personnel, customers, and property

Availability H |e Low availability can impact the quality of DMS/EMS actions,
leading to inefficient system operation

e Loss of electric network “observability *
e May impact customer’s access to data
Category Category Description Examples
Category 7 Interfaces between control Between a GIS and a LMS/DRMS, or

systems and non-control systems | EMS and process information (PI)
historian system

Constraints

¢ Load management signals whether direct load control or indirect pricing
or energy request signals, can have profound effects on customer
reactions. If these signals are compromised, serious power system
consequences could result, as well as serious customer reactions to the
Smart Grid.

e These systems are usually organized into different security domains, so
pertinent system separation measures must be taken (such as separate IP
networks, a well configured firewall, etc.)

¢ Both the AMI network and the public Internet pose privacy and other
security issues. The AMI network may have limited bandwidth for some

24




NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

types of information exchanges.

e The information exchange requirements between the DMS and the AMI
head-end, except for outage information, are not known.

e Local pricing or energy requests may come directly from the utility-owned
DMS or may be routed through aggregators and other 3rd parties. Most
likely there will be variations across utilities and regulatory environments
as to how these interactions become configured

Issues

Overall impacts

L, M,

I

Impact

Confidentiality

H |e Sensitive customer information is transmitted through some of
these interfaces

¢ Pricing signals can impact market decisions

Integrity H |e Loss of data integrity can lead to power outages, including
potentially wide-spread outages if data sources are reporting
erroneous information

o Loss of integrity of data could cause safety hazards for utility
personnel, customers, and property

Availability H |e Low availability can impact the quality of DMS/EMS actions,
leading to inefficient system operation

e Loss of electric network “observability “
e May impact customer’s access to data
Category Category Description Examples
Category 8 Sensor networks for measuring Between temperature sensorona

environmental parameters, usually |transformer and its receiver
simple sensor devices with possibly
analog measurements

Constraints

e IED’s and embedded sensors have limited computing power to
authenticate each other

e If any cryptography can exist in the nodes, usually consist on a shared key
between all devices due to key management constraints

e Rogue nodes can be added by attackers. This rogue nodes might have
much more computing power than the real nodes

e Media is usually narrowband, limiting the volume of traffic and impacting
the types of security measures and protections that are feasible.
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¢ IEDs can be on pole tops and other insecure locations

e Wireless media is often less expensive than wired media, which means
that wireless vulnerabilities exists, and will require security controls
(either physical or cryptographic) appropriate for the wireless network.

¢ None of the communication protocols currently used (primarily DNP3 and
sometimes IEC 61850) are typically implemented with security measures,
although IEC 62351 (which are the security standards for these protocols)
is now available but implementation adoption and feasibility is not yet
Clear.

e These functions have real-time operational requirements, with critical time
latencies, which limits the choices for stopping or mitigating on-going
attacks

e Some of the equipment is legacy (particularly the RTUSs) which limit the
types of security controls that could be implemented without replacing or
upgrading the equipment

o Key management with thousands of devices is an issue that needs to be
solved in terms of operational feasibility and cost.

e Since confidentiality has not been perceived as important, and where the
media and compute constraints apply, payload encryption may not
necessarily be required for general messaging

Issues

This interface is highly important when the sensor network is remotely
accessible. It is highly recommended that the sensor network be isolated
architecturally and self-contained within a physically protected boundary,
with point-to-point connections preferred.

Overall impacts

L, M,
H |Impact

Confidentiality

L |Loss of confidentiality may lead to negative operational and/or
financial impacts that affect the organization, but not the power
system.

Integrity H | If sensor access is over a remote link then impact is high. If the
connection is point-to-point within a physically controlled area then
the impact is low.

Availability M |Losing one site will not necessarily cause a severe adverse affect to
the broader power system.

Category Category Description Examples

Category 9 Interfaces between sensor networks | Between a sensor receiver and the

and Contro' Systems SUbstatlon master
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Constraints

e Communications media is usually narrowband, limiting the volume of
traffic and impacting the types of security measures that are feasible for
cyber protection and monitoring.

e |EDs can be limited in compute power, but that is becoming less of an
issue as newer more capable devices become available. However, the
large legacy of devices in the field will need be addressed through
mitigating technologies and methods.

¢ IEDs may be located on pole tops and other locations with limited
physical security

o Wireless media is often less expensive than wired media, which mean that
wireless vulnerabilities exists, and will require security controls (physical
or cryptographic) appropriate for wireless

¢ None of the communication protocols currently used (primarily DNP3 and
sometimes IEC 61850) are typically implemented with security measures,
although IEC 62351 (which are the security standards for these protocols)
is now available but implementation adoption and feasibility is not yet
Clear.

e These functions have real-time operational requirements, with critical
time latencies, which limits the choices for stopping or mitigating on-
going attacks

e Some of the equipment is legacy (particularly the RTUs) which limit the
types of security controls that could be implemented without replacing or
upgrading the equipment

¢ Key management with thousands of devices is an issue that needs to be
solved in terms of operational feasibility and cost.

¢ Since confidentiality has not been perceived as important, and where the
media and compute constraints apply, payload encryption may not
necessarily be required for general messaging

o Data is typically time stamped at the source of measurement so that data
from various devices can be correlated when analyzing system events.
Modifying the internal clock or altering the time stamp in data exchanges
may impact the utility’s ability to determine the root cause of a system
event.

Issues
Overall impacts
L, M,
H | Impact
Confidentiality L |Loss of confidentiality may lead to negative operational and/or

financial impacts that affect the organization, but not the power
system.

Integrity

H False sensor data can cause one to operate in an erroneous manner
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which can have catastrophic effect.

Availability M | Losing one site may not cause a severe adverse affect to the broader
power system.
Category Category Description Examples
Category 10 Interfaces that use the AMI e Between MDMS and meters
network « Between LMS/DRMS and
Customer EMS
e Between DMS Applications and
Customer DER
e Between DMS Applications and
DA Field Equipment
Constraints
Issues
Overall impacts
L, M,
H | Impact
Confidentiality |L-M |Deduce usage patterns, costs, etc. marginal privacy issues

Integrity M-H | Impact from erroneous data

Availability L-M | Continue current operation state if no new info

Category Category Description Examples

Category 11 Interfaces that use customer e Between Customer EMS and

(residential, commercial, and
industrial) site networks such as
HANs and BANs

Customer Appliances

e Between Customer EMS and
Customer DER

e Between Energy Service Interface
and PEV

Constraints

e Microprocessor constraints on memory and compute capabilities

¢ Real-time operational requirements
e Legacy end-devices and systems
e Legacy communication protocols

Issues

Overall impacts

H |Impact

28



NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

Confidentiality | L-M |e Eavesdropping on electrical system management info
Integrity L-H |e Individual consumer: High for overall system
¢ Unauthorized manipulation of electrical management system
Availability L-M |e Individual consumer: High for overall system
e Failure to communicate HAN device to EMS
Category Category Description Examples
Category 12 Interface to the Customer Site e Between Customer and CIS Web
site
e Between Third Party and HAN
Gateway

Constraints

e Microprocessor constraints on memory and compute capabilities
¢ Real-time operational requirements

e Legacy end-devices and systems

e Legacy communication protocols

e Legal constraints

Issues

e Many Platform and Network Vulnerabilities

e The security of the Human Machine Interface (HMI) will depend on the
overall network protection of the premises where they reside and
communication (Local Area Network (LAN) vs. Wireless LAN (WLAN)

e There is no standards for HMI, but documents exists on clearly presenting
the information

e The level of automation will increase the importance of availability
(human vs. machine errors)

o Authentication and re-authentication problematic for monitoring stations

Overall impacts

L, M,
H |Impact

Confidentiality

L-M |e Eavesdropping issues
e Legal litigation concerns for data that is not open to public

Integrity

L-H |e Individual consumer: High for overall system

e Manipulation of pricing information could adversely impact users
financially (too low) or induce inappropriate demand response
behavior (too high), both decreasing user confidence

e Erroneous data may trigger erroneous modification of field
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equipment
Availability L-H |e Individual consumer: High for overall system
e Service should continue in the absence of pricing information,
some negative impact from failure to notice increased prices
possible
e No feedback to field equipment. Impact depends of the criticality
of the feedback to field equipments
Category Category Description Examples
Category 13 Mobile Field Crew interfaces e Between field crews and GIS

e Between field crews and
substation equipment

Constraints

If narrowband wireless systems (e.g., trunked mobile radio systems) are
used, they can limit the types of security that can be implemented, and can
pose additional types of security vulnerabilities.

Issues

Use of public wireless systems (e.g., General Packet Radio Service
(GPRS) can pose confidentiality and some availability concerns,
including if the coverage is not complete.

Use of local wireless combined with WAN backhauls (e.g., WiFi in
substations connected to the substation LAN and WAN) could also
pose confidentiality concerns and availability (interference)
concerns.

Overall impacts

L, M,
H |Impact
Confidentiality M | Confidentiality is important to protect maps and “as built”
information for a potential attacker
Integrity H |Integrity is critical for safety and other reasons
Availability M | Low availability could have financial impacts on the utility
Category Category Description Examples
Category 14 Metering interface e Between sub-meter to meter

e Between PEV meter to Energy
Service Provider

Constraints

e The constraints are the meter's processor capacity, memory resources,
network channel capacities, power restriction, thermal/environmental
issues. These devices will dwell in harsh unprotected environments for
long periods of time.
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Regulatory concerns from the Federal Communications Commission and
Public Utilities Commission.

Issues

Meters are used for utility revenue, and therefore, revenue protection is a
very important issue for utilities.

Remote connect/disconnect control could be vulnerable to malicious use.
If sub-metering is used, the authenticity of the sub-meter must be proven
to the customer meter so that the data can be trusted. Meters will be
installed at customer sites in very physically unprotected areas.

Overall impacts

L, M,

H | Impact

Confidentiality

H

Customers can be very concerned that their energy usage patterns
can reveal private issues

Integrity H Revenue metering requires high integrity. Also access to
disconnect/reconnect controls must be protected

Availability L Delays in billing and energy usage monitoring are not critical, since
the metering information can be retrieved at later times.

Category Category Description Examples

Category 15 Decision support interfaces e Between WAMS and ISO/RTO

Constraints

Cross-organizational interactions exchanging sensitive power system
operational information with very many entities involved, such as all
utilities in the Eastern interconnect

Real-time data flows result in very high data volume — making some
crypto technologies problematic or costly, performance-wise.
Aggregation points for wide-area data are particularly security-sensitive.

Issues

Although ISO/RTOs currently get sensitive power system operational
information from member utilities, now the utilities would have access to
sensitive information from other utilities, possibly from all utilities in an
entire Interconnect

Many-to-many - entities have responsibility to secure — will require
contractual arrangements

Overall impacts

L, M,

H |Impact

Confidentiality

M

Market manipulation

Integrity

H

e Operational reliability and potential equipment damage
e EMS data is critical input for WAMS assessments (though
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conservative manual operation is still possible without WAMS,
and some redundant data collection directly through SCADA
systems is possible); Operational reliability and potential
equipment damage

Availability M Could move to manual or more conservative operation modes — less
optimal operations; impact might be low if operators are trained for
manual operations and system has reserve capacity. In the future,
manual operation may become more difficult as there is a loss of
expertise in manual operation, meaning impact could be high.

Included below are the six functional priority area diagrams and interface allocation to these
logical interface categories.
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3.4 ADVANCED METERING INFRASTRUCTURE CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

AMI17; AMI 40

2. Control systems with no bandwidth constraints (WAN) but are AMI1: AMI4: AMIS:
in different organizations AMI6
e E.g. Between an RTO/ISO EMS and a utility energy
management system
3. Control systems within the same organization with no AMI9: AMI41

bandwidth constraints
e E.g. multiple DMS systems belonging to the same utility

4. Back office systems under common management authority AMI10;: AMI11; AMI12;
e E.g. Between a CIS and a MDMS AMI16; AMI22
5. Back office systems not under common management authority AMI23: AMI24
e E.g. Between a third party billing system and a utility meter
data management system
6. B2B connections AMI2; AMI3

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

7. Interfaces between control systems and non-control systems AMIS: AMI13: AMI14;
e E.g. between a GIS and a LMS/DRMS AMI15
8. Sensor networks for measuring environmental parameters, None
usually simple sensor devices with possibly analog
measurements
e E.g. between temperature sensor on a transformer and its
receiver
9. Interfaces between sensor networks and control systems None

e E.g. between a sensor receiver and the substation master

10.

Interfaces that use the AMI network

E.g. Between MDMS and meters

Between LMS/DRMS and Customer EMS

Between DMS Applications and Customer DER
Between DMS Applications and DA Field Equipment

AMI26; AMI27; AMI29

11.

Interfaces that use customer (residential, commercial, and
industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER

e Between Energy Service Interface and PEV

AMI31; AMI32; AMI33;
AMI34; AMI35; AMI36;
AMI43
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Category

Logical Interfaces

12. Interface to the Customer Site

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

AMI21; AMI30; AMI142

13. Mobile Field Crew interfaces

e E.g. Between field crews and GIS
o Between field crews and substation equipment

AMI18; AMI19; AMIZ20;
AMI39

14. Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

AMI28; AMI37; AMI38

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

None
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3.5 DISTRIBUTED GRID MANAGEMENT CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

DGM9

Control systems with no bandwidth constraints (WAN) but are
in different organizations

e E.g. Between an RTO/ISO EMS and a utility energy
management system

DGM1; DGM3; DGM24

Control systems within the same organization with no
bandwidth constraints

e E.g. multiple DMS systems belonging to the same utility

DGM14; DGM16

4. Back office systems under common management authority DGMS5: DGM15; DGM19;
e E.g. Between a CIS and a MDMS DGM29
5. Back office systems not under common management authority None

e E.g. Between a third party billing system and a utility meter
data management system

B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

DGM2; DGM4, DGM6

Interfaces between control systems and non-control systems

e E.g. between a GIS and a Load Management/Demand
Response System

DGM18; DGM21;
DGM22; DGM26;
DGM25; DGM27

Sensor networks for measuring environmental parameters,
usually simple sensor devices with possibly analog
measurements

e E.g. between temperature sensor on a transformer and its
receiver

DGM28 (for sensor
networks); DGM33

Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

DGM28 (peer-to-peer IED
interactions); DGM34;
DGM35

10.

Interfaces that use the AMI network

E.g. Between MDMS and meters

Between LMS/DRMS and Customer EMS

Between DMS Applications and Customer DER
Between DMS Applications and DA Field Equipment

DGM11; DGM12;
DGM17; DGM31
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Category

Logical Interfaces

11. Interfaces that use customer (residential, commercial, and
industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

DGM10; DGM30; DGM32

12. Interface to the Customer Site

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

DGM13; DGM23

13. Mobile Field Crew interfaces

e E.g. Between field crews and GIS
e Between field crews and substation equipment

DGM7; DGM8

14. Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

DGM20

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

None
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3.6 DEMAND RESPONSE CATEGORIZATION OF INTERFACES

Operations
DR8
I Dsvibuton ey
L 2 Grid Operations
DR
Services DR9 Jr—
Provider
G@ MDMS/Billing DR4
Service Provider Metering
Markets 4_‘ v v
v
Customer @ Smart
Aggregator @ l EMS Appiance/ HAN
| Device
! | (or23)
@Rl @ Distributed
Generation
—> Retadl Market
Customer

Demand Response Use Cases: Actors and Logical

Interfaces

HAN: Home Area Network
EMS: Energy Management System

DR: Demand Response

Communications Asso ciation / Connector

: ID /
Actor
2

N\

Logica | Interfa ces

39



NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category Logical Interfaces
1. Control systems with high data accuracy and high availability, DR12
as well as media and compute constraints
e E.g. Between SCADA and field equipment
2. Control systems with no bandwidth constraints (WAN) but are None
in different organizations
e E.g. Between an RTO/ISO EMS and a utility energy
management system
3. Control systems within the same organization with no None
bandwidth constraints
e E.g. multiple DMS systems belonging to the same utility
4. Back office systems under common management authority None
e E.g. Between a Customer Information System and a Meter
Data Management System
5. Back office systems not under common management authority None
e E.g. Between a third party billing system and a utility meter
data management system
6. B2B connections DR1: DR2: DR3
e E.g. Between a Retail aggregator and an Energy
Clearinghouse
7. Interfaces between control systems and non-control systems None
e E.g. between a GIS and a Load Management/Demand
Response System
8. Sensor networks for measuring environmental parameters, None
usually simple sensor devices with possibly analog
measurements
e E.g. between temperature sensor on a transformer and its
receiver
9. Interfaces between sensor networks and control systems None
e E.g. between a sensor receiver and the substation master
10. Interfaces that use the AMI network None

e E.g. Between MDMS and meters

e Between LMS/DRMS and Customer EMS

e Between DMS Applications and Customer DER

e Between DMS Applications and DA Field Equipment

40




NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

Category

Logical Interfaces

11.

Interfaces that use customer (residential, commercial, and

industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances

e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

DR17; DR19

12. Interface to the Customer Site DRS5; DR6; DR8; DRY;
e E.g. Between Customer and CIS Web site DR10
e Between Third Party and HAN Gateway

13. Mobile Field Crew interfaces None

e E.g. Between field crews and GIS
e Between field crews and substation equipment

14. Metering interface DR4: DR11: DR16: DR20:
e E.g. Between sub-meter to meter DR22
e Between PEV meter to Energy Service Provider

15. Decision support interfaces None

e E.g. Between WAMS and ISO/RTO
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3.7 12G DEMAND RESPONSE CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

None

Control systems with no bandwidth constraints (WAN) but are
in different organizations

e E.g. Between an RTO/ISO EMS and a utility energy
management system

None

Control systems within the same organization with no
bandwidth constraints

e E.g. multiple DMS systems belonging to the same utility

None

Back office systems under common management authority

e E.g. Between a Customer Information System and a Meter
Data Management System

None

Back office systems not under common management authority

e E.g. Between a third party billing system and a utility meter
data management system

None

B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

12G1; 12G2; 12G3

Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System and a Load
Management/Demand Response System

None

Sensor networks for measuring environmental parameters,
usually simple sensor devices with possibly analog
measurements

e E.g. between temperature sensor on a transformer and its
receiver

None

Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

None

10.

Interfaces that use the AMI network

e E.g. Between MDMS and meters

e Between LMS/DRMS and Customer EMS

e Between DMS Applications and Customer DER

e Between DMS Applications and DA Field Equipment

None
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Category Logical Interfaces

11. Interfaces that use customer (residential, commercial, and 12G19: 12G20: 12G22
industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

12. Interface to the Customer Site 12G5; 12G6; 12G10

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

13. Mobile Field Crew interfaces None

e E.g. Between field crews and GIS
e Between field crews and substation equipment

14. Metering interface 12G4: 12G11; 12G16;
e E.g. Between sub-meter to meter 12G17; 12G23; 12G24
e Between PEV meter to Energy Service Provider

15. Decision support interfaces None

e E.g. Between WAMS and ISO/RTO
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3.8 ELECTRIC STORAGE CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

None

Control systems with no bandwidth constraints (WAN) but are
in different organizations

e E.g. Between an RTO/ISO EMS and a utility energy
management system

ES1

Control systems within the same organization with no
bandwidth constraints

e E.g. multiple DMS systems belonging to the same utility

ES16; ES17

Back office systems under common management authority
e E.g. Between a CIS and a MDMS

ES18

Back office systems not under common management authority

e E.g. Between a third party billing system and a utility meter
data management system

ES11; ES14

B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

ES2; ES6; ES12; ES13

Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System and a Load
Management/Demand Response System

None

Sensor networks for measuring environmental parameters,
usually simple sensor devices with possibly analog
measurements

e E.g. between temperature sensor on a transformer and its
receiver

None

Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

None

10.

Interfaces that use the AMI network

E.g. Between MDMS and meters

Between LMS/DRMS and Customer EMS

Between DMS Applications and Customer DER
Between DMS Applications and DA Field Equipment

None

11.

Interfaces that use customer (residential, commercial, and
industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

ES7; ES19
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Category Logical Interfaces
12. Interface to the Customer Site ES22
e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway
13. Mobile Field Crew interfaces None

e E.g. Between field crews and GIS
o Between field crews and substation equipment

14. Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

ES3; ES4; ES5; ES8; ES9;
ES10; ES15; ES20; ES21;
ES23; ES24

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

None
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3.9 ELECTRIC TRANSPORTATION CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

None

Control systems with no bandwidth constraints (WAN) but are
in different organizations

e E.g. Between an RTO/ISO EMS and a utility energy
management system

ET1

Control systems within the same organization with no
bandwidth constraints

e E.g. multiple DMS systems belonging to the same utility

None

Back office systems under common management authority

e E.g. Between a Customer Information System and a Meter
Data Management System

None

Back office systems not under common management authority

e E.g. Between a third party billing system and a utility meter
data management system

ET12

B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

ET2; ET6; ET11; ET13;
ET17; ET18

Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System and a Load
Management/Demand Response System

None

Sensor networks for measuring environmental parameters,
usually simple sensor devices with possibly analog
measurements

e E.g. between temperature sensor on a transformer and its
receiver

None

Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

None

10.

Interfaces that use the AMI network

e E.g. Between MDMS and meters

e Between LMS/DRMS and Customer EMS

e Between DMS Applications and Customer DER

e Between DMS Applications and DA Field Equipment

None
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Category

Logical Interfaces

11.

Interfaces that use customer (residential, commercial, and

industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances

e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

ET7

12.

Interface to the Customer Site

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

ET3; ET5

13.

Mobile Field Crew interfaces

e E.g. Between field crews and GIS
e Between field crews and substation equipment

None

14.

Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

ET4; ETS; ET9; ET10;
ET14; ET15; ET16; ET1
ET20; ET21

9;

15.

Decision support interfaces
e E.g. Between WAMS and ISO/RTO

None
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3.10 WIDE-AREA SITUATIONAL AWARENESS CATEGORIZATION OF INTERFACES
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The Logical Interfaces in the diagram were categorized according to their type, based on
similarity of networks, constraints, and types of information.

Category

Logical Interfaces

Control systems with high data accuracy and high availability,
as well as media and compute constraints

e E.g. Between SCADA and field equipment

WAS14; WAS15; WAS20;
WAS21

Control systems with no bandwidth constraints (WAN) but are
in different organizations

e E.g. Between an RTO/ISO EMS and a utility energy

WAS4: WASS5: WASG;
WASS8; WAS10; WAS11;
WAS12; WAS13; WAS22;

management system WAS26
3. Control systems within the same organization with no None
bandwidth constraints
e E.g. multiple DMS systems belonging to the same utility
4. Back office systems under common management authority None
e E.g. Between a Customer Information System and a Meter
Data Management System
5. Back office systems not under common management authority None

e E.g. Between a third party billing system and a utility meter
data management system

B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

WAS29; WAS32; WAS33

Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System and a Load
Management/Demand Response System

WAS2; WAS25; WAS27,
WAS28; WAS31

8. Sensor networks for measuring environmental parameters, None
usually simple sensor devices with possibly analog
measurements
e E.g. between temperature sensor on a transformer and its
receiver
9. Interfaces between sensor networks and control systems None
e E.g. between a sensor receiver and the substation master
10. Interfaces that use the AMI network None
e E.g. Between MDMS and meters
e Between LMS/DRMS and Customer EMS
e Between DMS Applications and Customer DER
e Between DMS Applications and DA Field Equipment
11. Interfaces that use customer (residential, commercial, and None

industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV
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Category

Logical Interfaces

12. Interface to the Customer Site

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

WAS23; WAS24

13. Mobile Field Crew interfaces

None
e E.g. Between field crews and GIS
o Between field crews and substation equipment
14. Metering interface None

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

WAS1; WAS3; WAS9

3.11 ALL INTERFACES BY CATEGORY

Following is a roll-up of the allocation of logical interfaces to the categories.

Category

Logical Interfaces

1. Control systems with high data accuracy and high availability,

as well as media and compute constraints
e E.g. Between SCADA and field equipment

AMI17; AMI 40; DR12;
DGM9; WAS14; WAS15;
WAS20; WAS21

2. Control systems with no bandwidth constraints (WAN) but are

in different organizations

E.g. Between an RTO/ISO EMS and a utility energy
management system

AMI1; AMI4; AMIS;
AMI6; DGM1; DGMS;
DGM24; ES1; ET1,
WAS4; WASS; WASG;
WASS8; WAS10; WAS11,
WAS12; WAS13; WAS22;
WAS26

3. Control systems within the same organization with no
bandwidth constraints

e E.g. multiple DMS systems belonging to the same utility

AMI9; AMI41; DGM14;
DGM16; ES16; ES17

4. Back office systems under common management authority

e E.g. Between a Customer Information System and a Meter

Data Management System

AMI10; AMI11; AMI12;
AMI16; AMI22; DGM5;
DGM15; DGM19;
DGM29; ES18

5. Back office systems not under common management authority
e E.g. Between a third party billing system and a utility meter

data management system

AMI23; AMI24; ES11,
ES14; ET12
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Category

Logical Interfaces

6. B2B connections

e E.g. Between a Retail aggregator and an Energy
Clearinghouse

AMI2; AMI3; DGMZ;
DGM4; DGM6; DRI,
DR2; DR3; 12G1; 12G2;
12G3; ES2; ES6; ES12;
ES13; ET2; ET6; ET11;
ET13; ET17; ET18;
WAS29; WAS32; WAS33

7. Interfaces between control systems and non-control systems

e E.g. between a Geographic Information System and a Load
Management/Demand Response System

AMI8; AMI13; AMI14,
AMI15; DGM18; DGM21;
DGM22; DGM26;
DGM25; DGM27; WASZ2;
WAS25; WAS27; WAS28;
WAS31

8. Sensor networks for measuring environmental parameters,
usually simple sensor devices with possibly analog
measurements

e E.g. between temperature sensor on a transformer and its
receiver

DGM28 (for sensor
networks); DGM33

9. Interfaces between sensor networks and control systems
e E.g. between a sensor receiver and the substation master

DGMZ28 (peer-to-peer IED
interactions); DGM34;
DGM35

10. Interfaces that use the AMI network

E.g. Between MDMS and meters

Between LMS/DRMS and Customer EMS

Between DMS Applications and Customer DER
Between DMS Applications and DA Field Equipment

AMI26; AMI27; AMI29;
DGM11; DGM12;
DGM17; DGM31

11. Interfaces that use customer (residential, commercial, and
industrial) site networks such as HANs and BANs

e E.g. Between Customer EMS and Customer Appliances
e Between Customer EMS and Customer DER
e Between Energy Service Interface and PEV

AMI31; AMI32; AMI33,;
AMI34; AMI35; AMI36;
AMI43; DGM10; DGM30;
DGM32; DR17;DR19;
12G19; 12G20; 12G22;
ES7; ES19; ETY

12. Interface to the Customer Site

e E.g. Between Customer and CIS Web site
e Between Third Party and HAN Gateway

AMI21; AMI30; AMI42;
DGM13; DGM23; DR5;
DR6; DR8; DR9; DR10;
12G5; 12G6; 12G10; ES22;
ET3; ET5; WAS23;
WAS24

13. Mobile Field Crew interfaces

e E.g. Between field crews and GIS
e Between field crews and substation equipment

AMI18; AMI19; AMIZ20;
AMI39; DGM7; DGM8
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Category

Logical Interfaces

14. Metering interface

e E.g. Between sub-meter to meter
e Between PEV meter to Energy Service Provider

AMI28; AMI37; AMI38;
DGM20; DR4; DR11;
DR16; DR20; DR22;
12G4; 12G11; 12G16;
12G17; 12G23; 12G24;
ES3; ES4; ES5; ES8 ES9;
ES10; ES15; ES20; ES?21;
ES23; ES24; ET4; ETS,;
ET9; ET10; ET14; ET15;
ET16; ET19; ET20; ET21

15. Decision support interfaces
e E.g. Between WAMS and ISO/RTO

WAS1; WASS3; WAS9
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CHAPTER 4

AMI SECURITY REQUIREMENTS

The following security requirements were developed by ASAP-SG. They are included in the
document Security Profile for Advanced Metering Infrastructure, Version 0.44, September 17,
2009. This document was published by the ASAP-SG for the The UtiliSec Working Group
(UCAIug) and the NIST Cyber Security Coordination Task Group. The AMI requirements have
been included here with permission of the ASAP-SG.

The requirements cited are the initial set covering only a subset of interfaces identified in
Chapter 3, Logical Interface Analysis. The CSCTG will continue its work in developing security
requirements for the remainder of the interfaces in subsequent versions of this NISTIR. DHS
numbering to identify requirements is used for traceability purposes.

4.1 AMI RECOMMENDED REQUIREMENTS

The following requirements are adapted from the DHS Catalog of Control Systems Security® and
have been modified or extended as appropriate for AMI security. The DHS requirement section
numbers are only provided for traceability, and not intended to indicate that the requirements in
this document are the DHS requirements themselves. When the ASAP-SG team created
requirements for which there was no DHS counterpart, the "ASAP-" prefix is used instead of
"DHS-". For each requirement, the NIST SP 800-53 reference is included.

DHS-2.8 System and Communication Protection

System and communication protection consists of steps taken to protect the AMI components
and the communication links between system components from cyber intrusions. Although AMI
system and communication protection might logically include both physical and cyber
protection, this section addresses only cyber protection. Physical protection is addressed in
Section 2.4 of the DHS controls.

DHS-2.8.1/NIST SP 800-53 SC-1 System and Communication Protection Policy
and Procedures

DHS-2.8.1.1 Requirement:
The organization shall develop, disseminate, and periodically review and update:
1. A formal, documented system and communication protection policy that addresses:

1. The purpose of the AMI system and communication protection policy as it relates
to protecting the organization’s personnel and assets;

2. The scope of the AMI system and communication protection policy as it applies
to all the organizational staff and third-party contractors;

& Department of Homeland Security, National Cyber Security Division. 2008, January. Catalog of Control Systems
Security: Recommendations for Standards Developers. Retrieved from http://www.us-cert.gov/control_systems/
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3. The roles, responsibilities and management accountability structure of the security
program to ensure compliance with the organization’s system and
communications protection policy and other regulatory commitments;

2. Formal, documented procedures to facilitate the implementation of the AMI system and
communication protection policy and associated systems and communication protection
controls.

DHS-2.8.1.2 Supplemental Guidance:

The organization shall ensure the AMI system and communication protection policy and
procedures are consistent with applicable federal laws, directives, policies, regulations,
standards, and guidance. The AMI system and communication protection policy needs to be
included as part of the general information security policy for the organization. System and
communication protection procedures can be developed for the security program in general, and
an AMI system in particular, when required.

These documents also need to include a documented plan that covers the policies and procedures
that cover a breach in security.

DHS-2.8.1.3 Requirement Enhancements:
None.

DHS-2.8.2 Management Port Partitioning

DHS-2.8.2.1 Requirement:

AMI components must separate telemetry/data acquisition services from management port
functionality.

DHS-2.8.2.2 Supplemental Guidance:

The AMI system management port needs to be physically or logically separated from
telemetry/data acquisition services and information storage and management services (e.g.,
database management) of the system. Separation may be accomplished by using different
computers, different central processing units, different instances of the operating systems,
different network addresses or protocol ports (e.g., TCP ports), combinations of these methods,
or other methods as appropriate. Such precautions reduce the risk of allowing access to a data
acquisition server and can help limit the damage of a compromised system.

Configuration and testing ports for AMI components should be disabled when not in use.
Depending on the criticality of the system it may be advised that a device be physically
disconnected.

DHS-2.8.2.3 Requirement Enhancements:
None.

DHS-2.8.3/ NIST SP 800-53 SC-7 Security Function Isolation

DHS-2.8.3.1 Requirement:
AMI components must isolate security functions from non-security functions.
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DHS-2.8.3.2 Supplemental Guidance:

AMI components must isolate security functions from non-security functions by means of
partitions, domains, etc., including control of access to and integrity of the hardware, software,
and firmware that perform those functions. The AMI system maintains a separate execution
domain (e.g., address space) for each executing process. Some AMI components may not
implement this capability. In situations where it is not implemented, the organization details its
risk acceptance and mitigation in the AMI system security plan

The AMI system must employ the following underlying hardware separation mechanisms to
facilitate security function isolation:

1. Each AMI component isolates critical security functions (i.e., functions enforcing access
and information flow control) from both non-security functions and from other security
functions;

2. Each AMI component minimizes the number of non — security functions included within
the isolatio boundary containing security functions;

3. AMI security functions are implemented as largely independent modules that avoid
unnecessary interactions between modules;

4. Ineach AMI component, security functions are implemented as a layered structure
minimizing interactions between layers of the design and avoiding any dependence by
lower layers on the functionality or correctness of higher layers.

5. Passwords and/or security keys should be of limited value, avoiding significant reuse of
keys or passwords between different components and users. For example, compromising
one key must not allow compromise of an entire network.

DHS-2.8.3.3 Requirement Enhancements:
None.

DHS-2.8.4/ NIST SP 800-53 SC-4 Information Remnants

DHS-2.8.4.1 Requirement:

AMI components shall prevent unauthorized or unintended information transfer via shared
system resources.

DHS-2.8.4.2 Supplemental Guidance:

Control of information system remnants, sometimes referred to as object reuse, or data remnants,
must prevent information, including cryptographically protected representations of information
previously produced by the AMI system, from being available to any current user/role/process
that obtains access to a shared system resource (e.g., registers, main memory, secondary storage)
after that resource has been released back to the information system. Such information must be
cleared before freeing the resource for other use.

DHS-2.8.4.3 Requirement Enhancements:
None.
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DHS-2.8.5/ NIST SP 800-53 SC-5 Denial-of-Service Protection

DHS-2.8.5.1 Requirement:
AMI components shall protect against or limit the effects of denial-of-service attacks.

DHS-2.8.5.2 Supplemental Guidance:

A variety of technologies exist to limit, or in some cases, eliminate the effects of denial-of-
service attacks. For example, network perimeter devices can filter certain types of packets to
protect devices on an organization’s internal network from being directly affected by denial-of-
service attacks.

1. The AMI system must restrict the ability of users to launch denial-of-service attacks
against other AMI components or networks.

2. The AMI system must manage excess capacity, bandwidth, or other redundancy to limit
the effects of information flooding types of denial-of-service attacks.

3. Wireless assets and networks are also vulnerable to radio-frequency jamming and steps
must be taken and personnel trained to address tracking and resolution of such issues.
This may include radio-frequency direction finding and other such technologies.

DHS-2.8.5.3 Requirement Enhancements:
None.

DHS-2.8.6/ NIST SP 800-53 SC-6 Resource Priority

DHS-2.8.6.1 Requirement:
AMI components must limit the use of resources by priority.

DHS-2.8.6.2 Supplemental Guidance:

Priority protection helps prevent a lower-priority process from delaying or interfering with the
AMI system servicing any higher-priority process.

DHS-2.8.6.3 Requirement Enhancements:
None.

DHS-2.8.7/ NIST SP 800-53 SC-2, SC-7, SC-32 Boundary Protection

DHS-2.8.7.1 Requirement:

The organization shall define the external boundary(ies) of the AMI system. Procedural and
policy security functions must define the operational system boundary, the strength required of
the boundary, and the respective barriers to unauthorized access and control of system assets and
components. The AMI system monitors and manages communications at the operational system
boundary and at key internal boundaries within the system. In AMI, the very concept of
boundaries is problematic. Internal systems within the organization may be more easily
protected than components which reside outside significant physical boundaries and controls.

59



NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

Meters and poll-top and other systems without significant controls and external monitoring
cannot be amply secured and should always be considered relatively untrusted.

DHS-2.8.7.2 Supplemental Guidance:

Any connection to the Internet or other external network or computer system needs to occur
through managed interfaces (e.g., proxies, gateways, routers, firewalls, guards, encrypted
tunnels). AMI system boundary protections at any designated alternate processing/control sites
must provide the same levels of protection as that of the primary site.

At this time components and systems connected to the Internet constitute a substantial increase in
risk for the core functionality of the AMI system. Connections to the Internet and other public
networks is discouraged for AMI systems.

The HAN is not controlled or owned by the utility, and should be treated as a hostile network by
the AMI meter. Because of this, we recommend that AMI components should not request or
accept information from HAN components. We recommend that AMI components should only
push traffic to the home area network.

The following guidance also applies:

1. The organization physically must locate publicly accessible AMI system components to
separate sub networks with separate, physical network interfaces. Publicly accessible
AMI system components include, for example, public web servers. Generally, no AMI
system information should be publicly accessible;

2. The organization must prevent public access into the organization’s internal AMI system
networks except as appropriately mediated and monitored:;

3. The organization shall limit the number of access points to the AMI system to allow for
better monitoring of inbound and outbound network traffic;

4. The organization shall implement a managed interface (boundary protection devices in an
effective security architecture) with any external telecommunication service,
implementing security measures appropriate to the required protection of the integrity
and confidentiality of the information being transmitted,

5. The AMI system shall deny network traffic by default and allows network traffic by
exception (i.e., deny all, permit by exception).

6. The organization shall prevent the unauthorized release of information outside of the
AMI system boundary or any unauthorized communication through the AMI system
boundary when there is an operational failure of the boundary protection mechanisms.

7. Field service tools should not interface to the meter through the HAN.

DHS-2.8.7.3 Requirement Enhancements:
None.

DHS-2.8.8/ NIST SP 800-53 SC-8 Communication Integrity

DHS-2.8.8.1 Requirement:

The AMI system design and implementation must protect the integrity of electronically
communicated information.
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DHS-2.8.8.2 Supplemental Guidance:

If the organization is relying on a commercial service provider for communication services as a
commodity item rather than a fully dedicated service, it may be more difficult to obtain the
necessary assurances regarding the implementation of needed security measures for transmission
integrity. When it is infeasible or impractical to obtain the necessary assurances of effective
security through appropriate contracting vehicles, the organization must either implement
appropriate compensating security measures or explicitly accepts the additional risk. Contracts
and other legal documents with vendors should allow for security and integrity testing of
products and services used in the AMI systems.

DHS-2.8.8.3 Requirement Enhancements:

1. The organization shall employ cryptographic mechanisms to ensure recognition of
changes to information during transmission unless otherwise protected by alternative
physical measures. The level of protection that is required is determined by the sensitivity
of the data being transmitted. (e.g., protective distribution systems).

2. The use of cryptography within an AMI system will introduce latency to AMI system
communication. The latency introduced from the use of cryptographic mechanisms must
not degrade the operational performance of the AMI system or impact personnel safety.

3. Failure of a cryptographic mechanism must not create a denial of service or fail to an
unprotected open state. Alternative systems should be in place in case of such failure.
AMI systems generally support the objectives of availability, integrity, and
confidentiality.

DHS-2.8.9/ NIST SP 800-53 SC-9 Communication Confidentiality

DHS-2.8.9.1 Requirement:

The AMI system design and implementation must protect the confidentiality of communicated
information where necessary.

DHS-2.8.9.2 Supplemental Guidance:

The use of a third-party communication service provider instead of organization owned
infrastructure may warrant the use of encryption. The use of cryptographic mechanisms within
an AMI system could introduce communications latency due to the additional time and
computing resources required to encrypt, decrypt, and authenticate each message. Any latency
induced from the use of cryptographic mechanisms must not degrade the operational
performance of the AMI system.

DHS-2.8.9.3 Requirement Enhancements:
None.
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DHS-2.8.10/ NIST SP 800-53 SC-11 Trusted Path

DHS-2.8.10.1 Requirement:

The AMI system must establish trusted communications paths between the user (or agent) and
the components making up the AMI system.

DHS-2.8.10.2 Supplemental Guidance:

A trusted path is employed for high-confidence connections between the security functions of the
AMI system and the meter. It is recommended that login to the field service tool interface be
protected by a trusted path or a compensating control. A trusted path is a mechanism by which a
meter can communicate directly with the Trusted Computing Base (TCB) that provides the
security functions of the system. This mechanism can only be activated by the authorized user or
the TCB. The TCB is the totality of protection mechanisms within an AMI system — including
hardware, firmware, and software — the combination of which is responsible for enforcing a
security policy. A TCB consists of one or more components that together enforce a unified
security policy over a product or system. The ability of a trusted computing base to correctly
enforce a security policy depends solely on the mechanisms within the TCB and on the correct
input by system administrative personnel and parameters (e.g., a user's clearance) related to the
security policy.

DHS-2.8.10.3 Requirement Enhancements:
None.

DHS-2.8.11/ NIST SP 800-53 SC-12 Cryptographic Key Establishment and
Management

DHS-2.8.11.1 Requirement:

When cryptography is required and employed within the AMI system, the organization shall
establish and manage cryptographic keys using automated mechanisms with supporting
procedures or manual procedures.

DHS-2.8.11.2 Supplemental Guidance:

Organizations need to select cryptographic protection that matches the value of the information
being protected and the AMI system operating constraints. A formal written policy needs to be
developed to document the practices and procedures relating to cryptographic key establishment
and management. These policies and procedures need to address, under key establishment, such
items as the key generation process is in accordance with a specified algorithm and key sizes are
based on an assigned standard. Key generation needs to be performed using an effective random
number generator. The policies for key management need to address such items as periodic key
changes, key destruction, and key distribution in accordance with defined standards.

DHS-2.8.11.3 Requirement Enhancements:
None.
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DHS-2.8.12/ NIST SP 800-53 SC-13 Use of Validated Cryptography

DHS-2.8.12.1 Requirement:

The organization shall develop and implement a policy governing the use of cryptographic
mechanisms for the protection of AMI system information. The organization ensures all
cryptographic mechanisms comply with applicable laws, regulatory requirements, directives,
policies, standards, and guidance.

DHS-2.8.12.2 Supplemental Guidance:

Any cryptographic modules deployed within an AMI system, at a minimum, must be able to
meet the Federal Information Processing Standard (FIPS) 140-2. Assessment of the modules
must include validation of the cryptographic modules operating in approved modes of operation.
The most effective safeguard is to use a cryptographic module validated by the Cryptographic
Module Validation Program. Additional information on the use of validated cryptography can be
found at http://csrc.nist.gov/cryptval.

DHS-2.8.12.3 Requirement Enhancements:

1. The organization protects cryptographic hardware from physical tampering and
uncontrolled electronic connections.

2. The organization selects cryptographic hardware with remote key management
capabilities.

DHS-2.8.13/ NIST SP 800-53 SC-15 Collaborative Computing N/A

DHS-2.8.13.1 Requirement:

The use of collaborative computing mechanisms on AMI components is strongly discouraged
and provides an explicit indication of use to the local users.

Alternative statement: Given the current state of this technology and/or the ability to secure it
would substantially increase the security risk at this time.

DHS-2.8.13.2 Supplemental Guidance:

Collaborative computing mechanisms include, for example, video and audio conferencing
capabilities or instant messaging technologies. Explicit indication of use includes, for example,
signals to local users when cameras and/or microphones are activated.

DHS-2.8.13.3 Requirement Enhancements:

If collaborative computing mechanisms are utilized on the AMI system, they are disconnected
and powered down when not in use.

DHS-2.8.14/ NIST SP 800-53 SC-16 Transmission of Security Parameters

DHS-2.8.14.1 Requirement:

The AMI components must reliably associate security parameters (e.g., security labels and
markings) with information exchanged between the enterprise information systems and the AMI
system.
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DHS-2.8.14.2 Supplemental Guidance:

Security parameters may be explicitly or implicitly associated with the information contained
within the AMI system.

DHS-2.8.14.3 Requirement Enhancements:
None.

DHS-2.8.15/ NIST SP 800-53 SC-17 Public Key Infrastructure Certificates

DHS-2.8.15.1 Requirement:

The organization shall issue public key certificates under an appropriate certificate policy or
obtain public key certificates under an appropriate certificate policy from an approved service
provider.

DHS-2.8.15.2 Supplemental Guidance:

Registration to receive a public key certificate needs to include authorization by a supervisor or a
responsible official and needs to be accomplished using a secure process that verifies the identity
of the certificate holder and ensures that the certificate is issued to the intended party.

DHS-2.8.15.3 Requirement Enhancements:

Any latency induced from the use of public key certificates must not degrade the operational
performance of the AMI system.

DHS-2.8.16/ NIST SP 800-53 SC-18 Mobile Code

DHS-2.8.16.1 Requirement:
The organization shall:

1. Establish usage restrictions and implementation guidance for mobile code technologies
based on the potential to cause damage to the AMI system if used maliciously;

2. Document, monitor, and manage the use of mobile code within the AMI system.

Appropriate organizational officials should authorize the use of mobile code.
Given the current state of this technology and the limited ability to secure it, use of mobile code
substantially increases the security risk at this time.

DHS-2.8.16.2 Supplemental Guidance:

Mobile code technologies include, for example, Java, JavaScript, ActiveX, PDF, Postscript,
Shockwave movies, Flash animations, and VVBScript. Usage restrictions and implementation
guidance need to apply to both the selection and use of mobile code installed on organizational
servers and mobile code downloaded and executed on individual workstations. procedures need
to prevent the development, acquisition, or introduction of unacceptable mobile code within the
AMI system. Additional information on risk-based approaches for the implementation of mobile
code technologies can be found at https://iase.disa.mil/mcp/index.html.

Mobile code should not be used in the configuration for management interfaces for components
on the AMI system. Example: HTTP Web interface for AMI network aggregator.
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DHS-2.8.16.3 Requirement Enhancements:
None.

DHS-2.8.17/ NIST SP 800-53 SC-19 Voice-Over Internet Protocol

DHS-2.8.17.1 Requirement:

The organization: (i) establishes usage restrictions and implementation guidance for VVoice over
Internet Protocol (VOIP) technologies based on the potential to cause damage to the information
system if used maliciously; and (ii) authorizes, monitors, and limits the use of VOIP within the
AMI system. Given the current state of this technology and/or the ability to secure it would
substantially increase the security risk at this time.

DHS-2.8.17.2 Supplemental Guidance:

Generally, VOIP technologies should not be employed on AMI systems. If VOIP is used in
support of field services it should not be considered secure. Customer information, passwords or
other security information should not be transmitted.

DHS-2.8.17.3 Requirement Enhancements:
None.

DHS-2.8.18/ NIST SP 800-53 CA-3 System Connections

DHS-2.8.18.1 Requirement:

All external AMI components and communication connections must be identified and adequately
protected from tampering or damage.

DHS-2.8.18.2 Supplemental Guidance:

External access point c//onnections to the AMI system must be secured to protect the system.
Access points include any externally connected communication end point (for example, dial-up
modems) terminating at any component within the electronic security perimeter. The first step in
securing these connections is to identify the connections along with the purpose and necessity of
the connection. This information must be documented, tracked, and audited periodically. After
identifying these connection points, the extent of their protection needs to be determined.
Policies and procedures must be developed and implemented to protect the connection to the
business or enterprise information system. This might include disabling the connection except
when specific access is requested for a specific need, automatic timeout for the connection, etc.

DHS-2.8.18.3 Requirement Enhancements:
None.

DHS-2.8.19/ NIST SP 800-53 SA-9 Security Roles

DHS-2.8.19.1 Requirement:

The AMI system design and implementation must specify the security roles and responsibilities
for the users of the system.
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DHS-2.8.19.2 Supplemental Guidance:

Security roles and responsibilities for AMI system users must be specified, defined, and
implemented based on the sensitivity of the information handled by the AMI system. These roles
may be defined for specific task and data handled.

DHS-2.8.19.3 Requirement Enhancements:
None.

DHS-2.8.20/ NIST SP 800-53 SC-8 Message Authenticity

DHS-2.8.20.1 Requirement:

The AMI system must provide mechanisms to protect the authenticity of device-to-device
communications.

DHS-2.8.20.2 Supplemental Guidance:

Message authentication provides protection from malformed traffic from mis-configured
components and malicious entities.

DHS-2.8.20.3 Requirement Enhancements:

Message authentication mechanisms should be implemented at the protocol level for both serial
and routable protocols.

DHS-2.8.21/ NIST SP 800-53 SC-22 Architecture and Provisioning for
Name/Address Resolution Service

DHS-2.8.21.1 Requirement:

AMI components that collectively provide name/address resolution services for an organization
must be fault tolerant and implement address space separation.

DHS-2.8.21.2 Supplemental Guidance:

In general, do not use domain name system (DNS) services on an AMI system. Host-based name
resolution solutions are the recommended practice. However, if DNS services are implemented,
it is recommended to deploy at least two authoritative DNS servers. The DNS configuration on
the host will reference one DNS server as the primary source and the other as the secondary
source. Additionally, locate the two DNS servers on different network subnets and separate
geographically. If AMI system resources are accessible from external networks, establish
authoritative DNS servers with separate address space views (internal and external) to the AMI
system resources. The DNS server with the internal view provides name/address resolution
services within the AMI system boundary. The DNS server with the external view only provides
name/address resolution information pertaining to AMI system resources accessible from
external resources. The list of clients who can access the authoritative DNS server with a
particular view must also specified.
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DHS-2.8.21.3 Requirement Enhancements:

The use of secure name/address resolution services must not adversely impact the operational
performance of the AMI system.

DHS-2.8.22/ NIST SP 800-53 SC20 Secure Name / Address Resolution Service
(Authoritative Source)

DHS-2.8.22.1 Requirement:

The AMI system resource (i.e., authoritative DNS server) that provides name/address resolution
service must provide additional artifacts (e.g., digital signatures and cryptographic keys) along
with the authoritative DNS resource records it returns in response to resolution queries.

DHS-2.8.22.2 Supplemental Guidance:

In general, do not use DNS services on an AMI system. Host-based name resolution solutions
are best practice. This requirement enables remote clients to obtain origin authentication and
integrity verification assurances for the name/address resolution information obtained through
the service. A DNS server is an example of AMI system resource that provides name/address
resolution service; digital signatures and cryptographic keys are examples of additional artifacts;
and DNS resource records are examples of authoritative data. NIST Special Publication 800-81
provides guidance on secure domain name system deployment.

DHS-2.8.22.3 Requirement Enhancements:
None.

DHS-2.8.23/ NIST SP 800-53 SC-21 Secure Name/Address Resolution Service
(Recursive or Caching Resolver)

DHS-2.8.23.1 Requirement:

The AMI system resource (i.e., resolving or caching name server) that provides name/address
resolution service for local clients shall perform data origin authentication and data integrity
verification on the resolution responses it receives from authoritative DNS servers when
requested by client systems.

DHS-2.8.23.2 Supplemental Guidance:

In general, do not use DNS services on an AMI system. Host-based name resolution solutions
are best practice. A resolving or caching DNS server is an example of an AMI system resource
that provides name/address resolution service for local clients and authoritative DNS servers are
examples of authoritative sources. NIST Special Publication 800-81 provides guidance on secure
domain name system deployment.

DHS-2.8.23.3 Requirement Enhancements:

The AMI system resource that implements DNS services performs data origin authentication and
data integrity verification on all resolution responses whether or not local DNS clients (i.e., stub
resolvers) explicitly request this function.

67



NISTIR 7628 Smart Grid Cyber Security Strategy and Requirements — Sept 2009

ASAP-2.8.24 Secure Name/Address Resolution Service (Address Resolution
Tampering)

ASAP-2.8.24.1 Requirement:

The organization shall monitor address resolution traffic to identify potentially malicious
patterns of behavior.

ASAP-2.8.24.2 Supplemental Guidance:

Appropriate components or programming must be included within the AMI networks to identify
potentially malicious address-resolution behavior (eg. ARP spoofing/cache poisoning). Such
behavior should be identified, tracked, and the appropriate incident handling team-members
alerted.

ASAP-2.8.24.3 Requirement Enhancements:

ARP spoofing and similar attacks may allow an attacker to subvert natural automated network
behavior in order to all the attacker to get "in the middle" of valid communication. Such attacks,
when successful, may allow traffic to be captured, analyzed, and possibly even modified in-
transit.

DHS-2.9 Information and Document Management

Information and document management is generally a part of the company records retention and
document management system. Digital and hardcopy information associated with the
development and execution of AMI components is important, sensitive, and needs to be
managed. AMI components design, operations data and procedures, risk analyses, business
impact studies, risk tolerance profiles, etc. contain sensitive company information and needs to
be protected. Security measures, philosophy, and implementation strategies are other examples.
Additionally, business conditions change and require updated analyses and studies. Care is given
to protect this information and verify that the appropriate versions are retained. Inherent in this is
an information classification system that allows information assets to receive the appropriate
level of protection.

The following are the controls for Information and Document Management that need to be
supported and implemented by the organization to protect the AMI components.

DHS-2.9.1 Information and Document Management Polic