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FOREWORD

One of the primary concerns of the Battlefield Information Systems Technical Area of the
{ Army Research Institute for the Behavioral and Social Sciences (ARI) is with intelligence
? systems--improved tactical intelligence information processing to aid command decisions. The
{! effective integration and utilization of fragments of intelligence data from many sources requires
|
|
{

that the intelligence analyst evaluate the quality of available data appropriately and communicate
the evaluation accurately to others. The research reported in the present Technical Paper
investigated analysts’ use of a variety of rating scales, including the standard 6-point Reliability
and Accuracy scales, and explored the basic judgmental dimensions on which analysts appeared to 1
evaluate the quality of data. Previous work has been reported in ARI Technical Paper 260,
“Subjective Interpretation of Reliability and Accuracy Scales for Evaluating Military Intelligence,”
and ARI Research Memorandum 74-14, ““An Inductive Taxonomy of Combat Intelligence Data.”

Research in this area is conducted as an in-house effort augmented by conracts with
organizations selected for their unique capabilities and facilities for research in intelligence
systems. The present research was conducted jointly by personnel of ARI and Syracuse University
Research Corporation, Syracuse, New York, under contract DAHC 19-73-C-00I8. Work was done in
response to requirements of Army Project 20062101A754, “Intelligence Information Processing,”
with the cooperation of the U. S. Army Intellfgenoe Center and School, Fort Huachuca, AZ.

s~ ki,

\
\JOSE}H ZE|
Technical Director (Designate)
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THE STRUCTURE OF COMBAT INTELLIGENCE RATINGS

BRIEF

——————————

Requirement:

To explore and establish the concepts that underlie an intelligence analyst’s judgments of
intelligence information quality, and to develop rating scales that permit accurate and uniformly
understandable ratings of information quality.

Combat intelligence is seldom derived in a simple, straightforward manner from information
available to an intelligence staff; it must be produced through careful analysis of many
fragmentary and frequently contradictory pieces of data. An indispensable aid for such analysis is
a knowledge of the quality of the data. Either the source of the data, or someone close to the
source, must evaluate the data to enable the analyst to focus on the implications of high quality
data and discount low quality data. The evaluation of the quality of intelligence data is currently
reported on two 6-point scales: a source reliability scale and an information accuracy scale, as
defined in Field Manual 30-5, “‘Combat Intelligence.” Evidence suggests that these scales are not
an effective vehicle for assignment or communication of quality ratings. As a consequence, the

ratings are frequently misused or omitted, and information of potential value to the analyst-a
realistic rating of information quality be someone close to the data source-has been lost.

Procedure:

Two groups of Army Intelligence personnel evaluated a set of intelligence reports, using 50
different ratings scales that included the current 6-point Reliability and Accuracy scales. One
group of 2| enlisted personnel had just completed the U. S. Army Intelligence School course for
intelligence analysts (96B), and the other group of 34 enlisted personnel were just starting the
same course. Most of the reports were from the files of the 28th Infantry Division for 10-15
December 1944 before the German Ardennes counteroffensive began 16 December 1944,
Participants’ responses were analyzed to determine the characteristics of the judgments made in
evaluating the reports and the relationships among the scales, and to derive a taxonomy of reports
based on the rating scale interrelations.

Findings:

Analysts did not successfully discriminate between information Accuracy and information
Reliability; both ratings are used to represent some idea of Accuracy. Furthermore, this underlying
concept of information Accuracy may be better represented by the 0-100 scale of Global Validity
than by either of the two standard scales.

e




Analysis of the participants’ ratings shows three basic factors or dimensions in the
psychological space which determined the way these intelligence messages were evaluated; that is,
the analysts (both trained and untrained) judged each message on three independent factors. The
primary factor deals with the ACCURACY or truthfulness of the message. In evaluating this aspect
of message quality, the analysts made use of the standard Accuracy and Reliability scales, the
Global validity scales, and bipolar scales such as True/False, Probable/Improbable, and
Acceptable/Unacceptable. The ratings which defined the second factor suggest that the analysts
held a concept of information RELEVANCE or importance. In evaluating this aspect of message
quality, they used bipolar scales such as Heavy/Light, Many/Few, Large-scale/Small-scale, and
Risky/Routine. The third factor in message quality was tentatively identified as DIRECTNESS;
here the analysts used bipolar scales such as Interpreted/Uninterpreted, Implied/Unimplied, and
Understandable/Confusing.

Utilization of Findings:

The findings can be used to guide the development of scales which will more explicitly
communicate analyst’s evaluation of the quality of intelligence. Several modifications in
procedures are suggested by the obtained Accuracy/Relevance/Directness structure of ratings. In
particular, unambiguous scales to evaluate these aspects of information quality may be developed
to replace the current 6-point scales of Accuracy and Relianility. The present findings and the
usefulness of any new scales should be validated with a sample of more experienced intelligence
personnel and with a different scenario.
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THE STRUCTURE OF COMBAT INTELLIGENCE RATINGS

INTRODUCTION

Improvements in the technology and techniques of intelligence data
collection have imposed additional burdens on both the intelligence
analysts and the decisionmaker. Analysts must deal with the increased
volume of information. The decisionmaker is increasingly remote from
raw unprocessed information and therefore is forced to rely on others for
evaluating the quality of data. To assist users of intelligence data in
discriminating the valuable from the worthless, a system for evaluating
the quality of intelligence data was developed during World War II.

The system, described in DA Field Manual 30-5, Combat Intelligence,
requires an examination of incoming information for pertinence and time-
liness and provides for explicit ratings of source reliability and
information accuracy.

Considerable anecdotal evidence and some experimental evidence show
these procedures as inadequate. Present research examines the underlying
conceptual structure characterizing analysts' ratings of tactical
intelligence data. The research also examines the role of the current
Reliability and Accuracy ratings. An alternative approach to rating the
quality of intelligence data is suggested.

Current Ratings of Information Quality

Upon receipt of an intelligence report, the analyst must first
determine whether the information contained in the message or report is
pertinent to his unit, and whether it is timely or has been overtaken by
events. The analyst must also evaluate the reputation of the source or
reporting agency for submitting factual reports (reliability) as well as
the factual nature (accuracy) of the data being processed.

Evaluations of pertinence and timeliness presumably are reflected
in the analyst's decision to continue an examination of the data.
Accuracy and reliability evaluations result in explicit judgments on
two standard rating scales. These ratings are attached to the data;
other users of the data determine the quality and usefulness of the
data, at least in part, on the basis of these ratings.
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Reliability is judged on the basis of a 6-letter system and Accuracy
is judged on the basis of a 6-number system, as follows:

Reliability of Source and/or Agency Accuracy of Information
A = Completely reliable 1 = Confirmed by other sources
B = Usually reliable 2 = Probably true
C = Fairly reliable 3 = Possibly true
D = Not usually reliable 4 = Doubtfully true
E = Unreliable 5 = Improbable
F = Reliability cannot be judged 6 = Truth cannot be judged

There are several problems with the present system of evaluation.
Analysts seldom agree on the precise meaning of the descriptive words
and terms. Possibly because of the confusion, ratings are frequently
omitted (Baker, McKendry, and Mace, 1968).%

In addition, although analysts are specifically instructed to rate
reliability and accuracy as separate items, individual analysts
consistently use either reliability or accuracy as the basic criterion
of message quality and correlate the other ratings with it (Meeland and
Rhyne, 1967; Samet, 1975).%*

As a result, ratings tend to be A-1, B-2, C-3, etc. Furthermore,
most analysts use the Accuracy scale as theilr basic criterion and may
tend to inflate their ratings or not report items of low accuracy/
reliability. Nearly three-fourths of all reports are rated B-2 (Baker
et al., 1968; Samet, 1975).

Research Approach

The approach taken to uncover the psychological bases for quality
judgments was to ask a number of trained and untrained intelligence
analysts to make many ratings of quality of each of 40 intelligence
messages. These ratings were examined for patterns that would

*Baker, J. D., McKendry, J. M. and Mace, D. J. Certitude Judgments in
an Operational Environment. ARI Technical Research Note 200.
November 1968. (AD 681 232)

**Meeland, T., and Rhyne, R. F. A Confidence Scale for Intelligence
Reports: An Application of Magnitude Eetimation Scaling. Menlo Park,
Calif.: Stanford Research Institute Technical Note 4923-31.

June 1967.

Samet, M. G. Subjective Interpretation of Reliability and Accuracy
Scales for Evaluating Military Intelligence. ARI Technical Paper
260. January 1975. (AD A003 260)
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indicate the underlying criteria being used by the analysts. An initial
conceptual analysis of the information evaluation task identified six
types of judgments that might be made: These judgments concerned (1)
data source, (2) message content, (3) situation, (4) action reported
considering the overall tactical situation, (5) inferences drawn from
the data, and (6) characteristics of the message itself. Forty-six
bipolar scales (e.g., Direct/Indirect; Widespread/Local; Garbled/Clear)
were generated to represent these general concepts; these 46 scales, the
standard Reliability and Accuracy scales, and two 0-100 "Global
validity" scales were used by the analysts tc evaluate the 40 messages.

The message set consisted of 33 messages from the files of the 28th
Infantry Division for the period 10-15 December 1944 (just before the
German Ardennes Counteroffensive of 16 December 1944) and an additional
7 fictitious and misleading messages generated for the experiment. The
raters were 21 '"trained" enlisted personnel who had just completed the
U.S. Army Intelligence Center and School (USAICS) course for intelli-
gence analysts (96B) and 34 "untrained" enlisted personnel who were just
entering the same course. Most of the participating personnel had had
little Army experience beyond Basic Training and, in the case of the
trained group, the USAICS course.

Objectives of the Present Research

The present experiment sought (1) to establish the underlying
conceptual structure which determines the way analysts evaluate the
quality of intelligence data, (2) to examine the relationship of current
Reliability/Accuracy ratings to the dimensions of the underlying
conceptual structure, and (3) to examine the utility of the conceptual
structure used to organize intelligence data. The question of the
amount and type of information needed to make an accurate assessment of
the quality of intelligence data was not addressed.

METHOD

The approach is based in techniques and procedures of numerical
taxonomy (Sneath and Sokal, 1973)*, which have been used widely in
biological analysis to identify natural grouping of species empirically.
Here, these techniques identify natural groupings or families of messages
and determine the characteristics considered important by observers in
evaluating the messages.

*Sneath, P. H., and Sokal, R. R. Numerical Taxonomy. San Francisco;
W. H. Freeman & Co., 1973.
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The intelligence analyst's task was subdivided into basic judgments
about the:

(1) reliability of the data source (or agency);
(2) accuracy of the information;

(3) situation (its stability, and the magnitude of the action or
size of forces involved);

(4) action reported (feasibility of the action, and risks for the
rater's unit inherent in such action);

(5) inferences to be drawn ultimately from the information (the
value or utility of the information, and the nature of the inferences
which can be attributed to it); and

(6) characteristics of the message itself (clarity, timeliness,
comprehensiveness).

Taken together, the aspects of incoming information define an a priori
conceptual framework that describes the data supplied to analysts.
These aspects also suggested specific bipolar measurement scales or
features, shown in Table 1.

The discriminatory power of the taxonomic characteristics, their
mutual independence, and their adequacy in representing the judgmental
process 1is, of course, subject to empirical test. These scale
dimensions do not exhaust the ways in which intelligence information
might be evaluated.

However, the aspects of intelligence evaluation chosen for measure-
ment were judged to be sufficiently extensive to enable participants
to make a comprehensive evaluation of a selected set of tactical
messages while keeping the rating task within reasonable and practicable
bounds.

The 46 characteristics or qualities shown in Table 1 represent
judgments that depend on an interpretation of the content of the
messages. As such, they cannot be considered strictly as characteristics
of the stimulus. Instead, they represent in abstract terms the manner
in which the analysts make their judgments of message content.

Thus, the rating scales serve as the operational definition of the
conceptual framework of the structure of intelligence messages; the
empirical analyses serve to test this framework and thereby provide a
more precise understanding of an analyst's message ratings.




Table 1.

—————
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Judgmental Aspects of Intelligence Analysis

Basis for Judgment

Elements of Judgment

Qualities Rated by
Bipolar Scales

Source/Agency

Information

Situation

Action

Inference

Report

Reliability

Accuracy

Stability

Magnitude

Feasibility

Risk

Utility

Attribution

Comprehension

Timeliness

Comprehensiveness

Reliable-Variable
Dependable-Undependable
Truthful-Deceptive
Acceptable-Unacceptable
Faultless-Faulty

Accurate-Erroneous
True-~False
Confirmed-Unconfirmed
Consistent-Inconsistent
Substantiated-Contradicted

Stable-Unstable
Constant-Changing
Precarious-Imprecarious
Inert-Volatile
Active-Inactive

Large Scale-Small Scale
Widespread-Local
Massive-Insignificant
Many-Few

Heavy-Light

Feasible-Infeasible
Possible-Impossible
Probable-Improbable
Likely-Unlikely

Expected-Unexpected

Routine-Risky
Ordinary-Extraordinary
Safe-Dangerous
Secure-Insecure
Unhazardous-Hazardous

Useful-Useless
Relevant-Irrelevant
Pertinent-Extraneous
Analyzable-Unanalyzable
Appropriate-Inappropriate

Observed-Inferred
Unimplied-Implied
Uninterpreted-Interpreted
Factual-Theoretical
Direct-Indirect

Specific-Vague
Clear-Garbled
Intelligible-Unintelligible
Understandable-Confusing

Timely-Untimely’
Fragmented-Complete
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Model for Data Collection

Ordinarily, in biology or linguistic semantics, the presence or
absence of a particular trait or characteristic is tabulated in a matrix

which takes the form of Figure 1 where the F; represents groupings of

characteristics, fj’ and each datum is described by a pattern of fj

occurrences, +, or absences, -

DATA ELEMENTS

| 2 3 4 5
‘ + - + = =
F =
| fz - + + +
f = + + &= +
F 3
-2 f + - + + +
4

Figure 1. Two-dimensional Taxonomic Data Matrix

In order to provide for greater refinement of measurement, the bipolar
qualities have been scaled in seven steps indicating degrees of intensity,
Thus, the feature matrix becomes three-dimensional (Figure 2).
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< 7
?ﬁ 6
0€64 5
2 3 DATA ELEMENTS
! I 2 3 4 5
fl
B
2
F, 5
f4

Figure 2. Three-dimensional Taxonomic Data Matrix

I1f we now add multiple observers as judges of each feature of each
datum, the matrix becomes four-dimensional. Collapsing the structure
over degrees of intensity (di) of quality scales, for the purpose of
illustration, produces the taxonomic data matrix shown in Figure 3 where
1 < dj <7 represents the scalar degree of each set of bipolar qualities
for each datum (message).

q?—?‘ by S
09‘562 3 __~DATA ELEMENTS
' | A ... 5

f, |9
5
2
Al
2 "

Figure 3. Four-dimensional Taxonomic Data Matrix
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The use of multiple observers in this model represents the repeti-
tion of the judgmental process to enhance the reliability of each
judgment. This procedure allows for averaging of observation sampling
errors and permits the use of parametric indices of message similarity.

It is possible to construct separate observer sampling divisions
within the total set of observers so as to assess the commonality of the
judgments across separate groups. Such sampling divisions were employed
in the present project.

Data Elements

The basic taxonomic units or data elements to be evaluated by the
analysts were 33 naturally occurring intelligence messages drawn from
reports of enemy activity during the period 10 December through 15
December 1944 along the Ardennes line in Europe. To these 33 messages,
seven fictitious and misleading reports were added to determine whether

analysts would detect them. Thus, each subject would evaluate 40
messages.

These messages (Appendix A) depicted the buildup of the defending
German Army which eventually culminated in an aggressive, large scale
counterof fensive and breakthrough of the Allied lines on 16 December,
known familiarly as the Battle of the Bulge. After the fact, it is
possible to deduce the significance of the intelligence messages.

At the time, however, the strength of the attack by a presumably
defeated, demoralized and hard-pressed enemy caught the Allies by
surprise. The messages vary from trivial sightings of horse-drawn
carts to reports of massive troop movements, POW interrogations, and
G2 summaries. They vary in length from short to long, differ in degree
of completeness, and originated from several agencies and sources.

Although the situation is dated and involves a style of warfare
which differs sharply from the counterinsurgencies of more recent times,
the messages, unlike fictional scenarios, are real, have a documented
outcome, and are naturalistically valid.
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Taxomonic Analysis

A clear definition of the data elements or "operational taxonomic
units" of interest and a conceptual framework specifying which charac-
teristics of the data elements should be measured provide the basic
elements for a taxonomic analysis. The present analyses focused on the
relationships among the characteristics of the messages.

Any consistent patterns in the use of the rating scales across
observers and across messages gave clues about the nature of the under-
lying judgment space. Thus, if observers consistentlv rated as
"probable" and "likely' messages which they had also said were "possible,'
then one dimension of their perceptual framework was some concept of the
likelihood of the event reported.

In a similar fashion, similarities among messages were examined.
Some messages were consistently rated as 'likely," others as "unlikely,"
some as ''routine,'" others as 'risky." By grouping together messages
which received similar ratings, natural families of messages were
identified.

The same data were used to examine both the judgment space (the
grouping of characteristics) and the report space (the grouping of
messages). If our original conceptual framework was valid, then we would
expect that the grouping of messages would be maaningful to intelligence
analysts.

However, complete validation of the framework would require a revision
of the rating scales followed by data collection and examination of
the message groupings using the revised scales.

Rating Scales

The subjects rated each of the 40 messages on the 46 quality scales
chosen to represent the elements of judgment identified in the concept
of the rater's task, as shown in Table 1.’ In addition, the traditional
Reliability and Accuracy rating scales and a Global or overall validity
scale were included in the rating task.

This latter scale, suggested by Samet (1975), was used twice, at the
beginning and end of the rating task for each message. Figure 4 shows
the scales as presented on the subjects' response form; the second
Global rating was on the reverse side of the form.
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Subjects

The sample employed in this project consisted of a school-trained
group, hereafter referred to as 'trained,'" and one designated as
"untrained." Subjects were 59 enlisted personnel assigned to the course
for intelligence analysts (96B) at the U.S. Army Intelligence Center and
School (USAICS), Fort Huachuca, Arizona.

The untrained group had just enrolled in the school and the school-
trained group had just completed the training course. Of the 59 subjects
tested, the data from four were discarded on grounds of incompleteness or
obvious pattern checking behavior (e.g., rating all messages haphazardly).
The final complement of 55 subjects consisted of 34 untrained and 21
trained analysts (Table 2). Both groups had only minimal Army experience.

Test Procedure

Subjects were provided a 1:100,000 map of the area in which the
action took place, with troop deployments as of 10 December 1944 over-
printed on the map.* An acetate overlay and grease pencil were provided
each subject for making notes and changing deployments as each intelli-
gence report was examined.

In addition, the subjects were given a book of instructions on the
task, a book of answer forms, and the set of sequentially ordered intelli-
gence reports covering the period from 10 December through 15 December.

Each group was tested in a session of approx: anately three and one-
half hours. Two monitors were present during the sessions to give
instructions, answer questions, and check on progress throughout the
data collection.

ANALYSIS

Data Reduction

The data comprised 110,000 observations collected from the 55
subjects who rated each of the 40 reports on the 50 scales. The
resulting raw data matrix was examined from a number of viewpoints
(Figure 5). All data were transferred to punch cards, and the analyses
proceeded according to the five steps indicated in the figure.

*A USAICS Practical Exercise for nonresident instruction is based on the
same area. Prepared maps were thus available and provided by the
Intelligence School.
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; Table 2. Characteristics of the Sample
i (n = 55)
| Characteristics Trained Untrained
‘ Total 21 3h
1 Men 16 o
% Women 5 S
ﬁ Grade:
E1-E5 17 33
E6-E9 L 1
Length of Service:
1-6 months 13 28
7-12 months 2 3
13-185 months 1 0
19-24 months 0 0
25 + months 5 3
Previous Intelligence training:
School 0 0
On-the-Job training 0 )
1
1
12
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The analyses compared the trained and untrained subjects using data
averaged over the separate reports to obtain mean scale ratings for each
subject, or averaged over scales to obtain mean report ratings for each
subject. Each type of analysis is interpreted in the following sections.
Only summary tables of these analyses are presented.¥*

These analyses were designed to answer the following questions, which
are keyed to the analysis steps of Figure 5:

(I) 1Is the pattern of quality ratings employed by the trained and
untrained analysts discriminably different? 1In what ways, if any, does
the school training make a difference in the conceptual framework used?

(II) What is the nature of the conceptual framework underlying the
evaluation of intelligence reports? 1Is there an aggregate structure
common to trained and untrained subjects?

(III) What is the nature of the resulting report classification?
How were reports grouped by the subjects when the scale qualities are
analyzed? Is the report structure meaningful? Does it imply measure-
ment attributes for which there is no current measurement or training?

(IV) What are the determinants of the currently employed Reliability
and Accuracy judgments? Are these judgments independent across differing
reports and subject groups? Can they be assessed by different and
perhaps purer methods?

(V) What is the predictive validity of the Accuracy and Reliability
ratings with respect to individual subjects? Is the validity of these
scale ratings influenced by subject training? Does the predictability
of the ratings differ with respect to subject or report variation.

Discriminant Function Analysis--Subject Groups

The untrained group of students were included in the experiment to
provide data which would facilitate by contrast the interpretation of
results from the trained group. Given the two groups, their use of the
rating scales could be directly compared.

For this analysis, averages of each rating by all subjects were taken
over the 40 intelligence reports and examined to determine whether the
trained and untrained subjects could be discriminated by a linear
discriminant function based on the patterns of their respective uses of
the individual rating scales.

*Full data printouts of each analysis may be examined at ARI.
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On the average, across all reports, if any given individual tended
to employ rating scales so as to produce a pattern of ratings like that
of other subjects in his designated group and different from that of
subjects in the contrasting group, discrimination would be achieved.

The test of discrimination is made on the basis of the a posteriori
assignment of the subject to one or the other group on the basis of the
calculated regressions. The two groups discriminant case is equivalent
in all regards to a multiple regression analysis using a dummy
dichotomous variable as the criterion.

Table 3 details the 15 steps required to achieve 1007 discrimination
between the two groups of subjects. Each step of the discriminant
analysis represents the addition of a new rating-scale variable to the
linear discriminant or regression equation.

The choice of scale variable at each successive step is made on the
basis of the maximum amount of discrimination which can be achieved
from the data supplied. Thus, at the first step, the average rating-scale
judgments of the two groups for the message quality PRECARIOUS-IMPRECARIOUS
provided the greatest amount of discrimination between the two groups.

At this step, 21 of the 34 untrained subjects were correctly classi-
fied as members of that group and 18 of the 21 trained subjects were
correctly classified as members of the trained group. At step 2, the
next scale quality, ANALYZABLE-UNANALYZABLE, discriminatively moved
three additional subjects from misclassification as trained subjects to
the correct classification of untrained. However, five of the previ-
ously correctly classified trained subjects were lost to misclassification
as untrained. However, by the time the regression equation contained
the 15 rating scales shown in Table 