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What Is Cyberspace?*

According to US Air Force doctrine for cyberspace operations, “cyber-
space is a man-made domain, and is therefore unlike the natural domains of
air, land, and maritime.”" This description creates an aura of cyberspace as a
solely virtual domain, separated from the real world. Such a conceptualiza-
tion has implications for the attribution problem. Cyberspace has the sole
purpose of serving human operators and creating effects in the physical
world. Focusing on technology rather than the characteristics that wholly
compose the cyber environment (fig. 1) creates the impression that this do-
main is not connected with the real world. Refining the conceptualization of
cyberspace will allow for its demystification and a closer alignment within
the physical world. Doing so requires looking at cyberspace as a complex
ecosystem composed of human operators, ranging from casual Internet users
to information warriors; the actual information that is stored, transmitted,
and transformed; the computer code and protocols; and the physical ele-
ments on which the logical elements reside.

The current concentration on the importance of technical attribution
stems in part from an emphasis on the logical rather than the physical and
human layers that compose cyberspace. Although doctrine and policy note
the physical elements of cyberspace, these remain largely secondary to the
protocols and computer language through which digital communications
occur. Data and information are not transported in a virtual ether divorced
from the laws of physics, space, and time. Rather, they travel through physical
infrastructures, such as undersea cables, and reside on devices operated by
people located within the boundaries of a nation-state’s sovereign territory.
Therefore, people and computer systems may be held responsible for cyber
attacks under laws of a nation-state (if those laws exist). Thus, refocusing on
the holistic characteristics of cyberspace allows for a conceptualization that
policy makers may use to hold nation-states responsible for actions in the
domain. Hence, an approach that does not treat cyber as a virtual domain
but recognizes the physical and social attributes brings clarity to discussions
of global norms of responsibility for a nation-state’s behavior in eyberspace.

*A monograph by Panayotis A. Yannakogeorgos, Beyond Anonymous: Resolving the Cyber Attribution Challenge with
Global Norms for State Responsibility (Maxwell AFB, AL: Air University Press, forthcoming [winter 2012]), will include
an extended discussion of the issues raised in this policy brief.
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Figure 1. Characteristics-based model of cyberspace. (Adapted from David Clark,
“Characterizing Cyberspace: Past, Present and Future,” working paper, version 1.2,
12 March 2010, http://web.mit.edu/ecir/pdf/clark-cyberspace.pdf.)

Why Is the Interconnected
Cyber Environment Unsecure?

Several factors account for the generally unsecure nature of our inter-
connected environment:

* For over 40 years, professors have taught courses on designing and
writing computer coding. When universities first established such
courses, we lived in a world in which no one ever imagined the inter-
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connectivity that would evolve and become so central to our lives today.
No stand-alone computer systems network-connected to third parties
that performed various services or support. As the interconnectivity of
the Internet developed, few people realized the inherent flaws and lack
of sound security measures in legacy systems or new systems that uti-
lized legacy-style programming methodologies.

* Legacy computer hardware, middleware, and network designers also
overlooked or outright ignored the idea of building in security mea-
sures, viewing them as adversely affecting performance, output, or
throughput and generally deeming them unnecessary.

* From the beginning, both software developers and hardware manufac-
turers established an environment in which they accepted neither lia-
bility nor responsibility for any loss, delay, disruption, or other action
that could affect the purchaser/user community, whether caused di-
rectly or indirectly by the systems, hardware, or software supplied. This
“use at your own risk” disclaimer to liability has manifested itself into a
patch-management nightmare. The periodic issuance of security
patches regularly follows every new release of software or hardware.
These patches deal with flaws that the “rush-to-market” mentality of
the manufacturers and producers created by failing to take a duty-of-
care philosophy in product design and delivery. Early on in the evolu-
tion of software, hardware, and networks, people became accustomed
to “computer bugs” and other design flaws that they simply accepted as
the norm. Rarely has a single industry benefited from such a desensi-
tized consumer population, which has allowed producers and manu-
facturers to skirt responsibility and liability for the flawed products and
systems they produce.

With International Cooperation,
Is Technical Cyber Attribution
a Daunting Challenge?

Malicious cyber actors exploit gaps in international cybersecurity coop-
eration to launch multistage, multijurisdictional attacks. Rather than con-
sider technical attribution the challenge, the more accurate argument holds
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that the attribution challenge resides in international cooperation. Although
strengthening network protocols is desirable, respected cyber experts David
Clark and Susan Landau have suggested that “better attribution techniques
will neither solve nor prevent” the complex, multistage, multijurisdictional
nature of computer exploitations that occur today.? Although this piece does
not delve into the intricacies of methods one may use to technically attribute
an attack, one should note that the multistage and cross-jurisdictional char-
acteristics of a cyber attack (fig. 2) determine the complexity of attributing
the source of the attack and highlight the fact that gaps in international
cooperation are the real problem in attribution.

By having appropriate global policies in place, one can surmount the chal-
lenge of attribution. The root of the problem lies in so-called spoofing at-
tacks—that is, the masking of one’s personal or machine identity on a net-
work. Machines identify each other on the Internet through Internet protocol
(IP) and media access control (MAC) addresses. Engineers never intended IP
to function as the backbone of the global project that became the Internet.

EA» - L rcsses
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sends code to by code, form hub for final attack. massive data
penetrate of botnet. Spread « Very weak technical exfiltration from
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Figure 2. Outline of a hypothetical multistage, cross-jurisdictional attack
launched for the purpose of data exfiltration
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Communications protocols designed and deployed for military and research
purposes in the late 1960s lacked the ability to track and trace user behavior
in a highly untrustworthy computing environment. Thus, today an individual
can manipulate various layers of the transmission-control protocol (TCP)/IP
suite to create an ambiguous identity of a user, device, or website, allowing a
malicious actor to exploit protocol vulnerabilities in such a way that networked
digital devices appear located elsewhere in the world. Dorothy Denning of
the Naval Postgraduate School aptly points out that to “trace an intruder, the
investigator must get the cooperation of every system administrator and net-
work service provider on the path.”*

Although attribution of malicious cyber incidents to individuals is a com-
plicated law enforcement task, military and diplomatic contexts overstate the
challenge. Observers can identify the source of every action in cyberspace.
Experts have noted that “the very fact that one attempts to conduct cyber-
warfare means that some bit in some data stream is changed to reflect one’s
presence and actions.” Putting in place a worldwide effort to monitor mali-
cious traffic and enforce behaviors that fall outside a spectrum of inter-
national norms of behavior renders all people and machines transmitting bits
and bytes in cyberspace visible.®

However, much of the discussion in doctrine and policy remains un-
informed by these technical realities. Instead, one finds a’preoccupation
with the mythical issue of how, with current network topologies, no physical
identifiers exist for a cyber attack as they do for a missile flash observable
from space or a radiological signature to determine the origin of a nuclear
attack. Thus, the common view is that ambiguity is the norm on the Inter-
net, and attribution remains an unsolvable technical problem because of
current network protocols. However, it is really the gaps in international
cooperation that prevent the investigator from following the path of an
intruder back to the malicious machine.

Recall that the ecosystem within which cyber attacks occur is not iso-
lated from the real world. Real people program compurers located on a
country’s sovereign soil to send signals to other computers to cause ef-
fects. These signals may transit through multiple countries to reach their
target. A cyber attack occurs because attackers, facilitators, and defenders
exist within the chain of that attack. All operate within the territory of a

nation-state (with the odd exceptional case of actors on oil platforms in
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international waters). Nation-state governments therefore have an im-
portant role to play in mitigating attacks and should be held responsible
for instigating or facilitating an attack. A nation-state may facilitate a
cyber attack either by lacking the technical capability of preventing the
attack or by not practicing due diligence in enforcing laws to prosecute
the perpetrators of an attack. Given the multijurisdictional nature of
most cyber attacks, nation-states need to cooperate in the development
of common laws and policies to prohibit the use of their territory as safe
havens for digital strikes.

Technical challenges do not hinder global cybersecurity cooperation;
rather, the latter suffers from a lack of national-level cybersecurity action
plans that implement the technology, management procedures, organiza-
tional structures, law, and human competencies into national security strate-
gies.” Criminals, privateer-hacker networks, and information warriors ex-
ploit countries without these structures to launch cyber attacks of national
and global significance. Indeed, the vitality of our social, economic, and
governmental institutions is at great risk from cyber vulnerabilities existing
in less-developed parts of the world.® Reducing vulnerabilities and threats
from cyber attack hinges on the US policy community’s support of norms of
behavior among nation-states, enforceable at the national level, to secure the
cyber commons.’

What Existing, Institutionalized Global

Norms of Behavior for Cyberspace Could
the United States Sponsor?

Currently, the behavioral baseline for cybersecurity enjoys broad inter-
national consensus, as articulated within the United Nations (UN), its spe-
cialized agencies, and regional organizations. For example, at the UN General
Assembly, member nation-states declared their awareness that “effective cyber-
security is not merely a matter of government or law enforcement practices,
but must be addressed through prevention and supported throughout society.”"
By identifying the provisioning of cyber crime as an activity separate from

government or law enforcement, they essentially created a broader cyber-
security framework that tasked governments and private actors with prevent-

ing cyber crime. The UN General Assembly stated that “technology alone

‘ ‘ 01-Text.indd 6

9/23/2011 2:02:20 PM ‘ ‘



cannot ensure cybersecurity,” specifically “in a manner appropriate to their
roles, government, business, other organizations, and individual owners and
users of information technologies must be aware of relevant cybersecurity
risks and preventive measures and must assume responsibility for and take
steps to enhance the security of these information technologies.”"! Such rec-
ognized needs formed the basis for a global culture of cybersecurity (table 1).

Table 1. Foundations of the global culture of cybersecurity

Element Intended Outcome

Awareness All information society stakeholders, including individuals, should
sustain a level of awareness regarding the importance of having
secure information systems.

Responsibility Stakeholders are responsible for securing their own information
systems and for reviewing the policies, practices, measures, and
procedures pertaining to their own cyberspace.

Response Stakeholders assure timely and cooperative response by sharing
information (possibly including cross-border sharing) about threats,
vulnerabilities, and security incidents in order to facilitate the
detection of and response to the misuse of information systems.

Ethics The ethical basis of the global culture of cybersecurity is founded on
utilitarian grounds in that each participant is expected to respect
the interests of others and to act or avoid inaction that will harm
others.

Democracy Cybersecurity regimes are guided by democratic principles,
identified as the freedom of thoughts and ideas, free flow of
information, confidentiality of information and communication,
protection of personal information, openness, and transparency.

Risk assessment One should conduct periodic broad-based risk assessments of the
security implications of technological, physical, and human factors,
policies, and services in order to determine the appropriate level of
risk and the best way of managing the risk of potential harm to
information systems according to a scale based on the importance
of information to the information system under assessment.

Security design and The planning, design, development, operation, and use of an

implementation information system should incorporate security measures.

Security management | Security management occurs on the basis of dynamic risk assess-
ment.

Reassessment Given the dynamic nature of information insecurity, only a periodic

reassessment of security protocols and procedures will assure that
all the above elements remain relevant.

Adapted from UN General Assembly, “Creation of a Global Culture of Cybersecurity,” Resolution A/RES/57/239, 31
January 2003, 2-3, http://www.itw.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_57_239.pdf.
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What Is the US Government
Position on Global Norms for Cyberspace?

Recent official statements and events indicate the need for US policy sup-
porting global norms of behavior in cyberspace. Some suggestions call for
holding nation-states accountable for the actions of agents within their bor-
ders. Formal shifts in policy began in 2011 when the US National Military
Strategy described the cyber threat as “expanded and exacerbated by lack of
international norms, difficulties of attribution, low barriers to entry, and the
relative ease of developing potent capabilities.”'* Similar views emerged in
May 2011 when the president’s International Strategy for Cyberspace formally
articulated what various senior leaders and policy makers had been stating
for the past two years: “The United States will work with like-minded states
to establish an environment of expectations, or norms of behavior, that
ground foreign and defense policies and guide international partnerships.”'?
Later in the year, the Department of Defense’s Straregy for Operating in
Cyberspace stated that “the Department will work with interagency and inter-
national partners to encourage responsible behavior and oppose those who
would seek to disrupt networks and systems, dissuade and deter malicious
actors, and reserve the right to defend these vital national assets as necessary
and appropriate.”* Both policy documents indicate the readiness of the US
government to adopt embryonic international norms of behavior.

However, the US government appears to be playing a game of forum
picking with “like-minded states” rather than shaping international initia-
tives already under way at the International Telecommunications Union
(ITU). Indeed, one finds implicit mentioning of the ITU in a broader listing
of international forums within which the United States will collaborate.”
The World Summit on the Information Society’s Tunis Agreement and
Geneva Action Plans, the work of the High-Level Experts Group of the
Global Cybersecurity Agenda, and the ITU’s International Multilateral
Partnership against Cyber Threats IMPACT) program are all global initia-
tives related to cybersecurity. By not offering strong support to such initia-
tives instead of tackling the challenges existing in global cybersecurity forums,
the United States attempts to lead a world that fails to follow. Inventing the

Internet and effectively supporting governance mechanisms are two different
things. Despite the difficulty of doing so, the United States should develop
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strategy to surmount existing challenges within the ITU. Reinventing what
the rest of the world sees as a legitimate forum may suggest hegemonic inten-
tions and result in a negative outcome for US interests.

Why Is American Sponsorship
of Embryonic Global Norms Important?

The concept of US sponsorship of global norms has emerged within the
global affairs community as one way to address complex transnational policy
issues. Global affairs expert Simon Reich articulates it as a way to merge
“hard” and “soft” power to effect change in certain transnational policy is-
sues. This concept entails a US “willingness to enforce or underwrite the
costs of enforcing a policy without necessarily taking the lead in placing it on
the agenda. . . . Sponsorship entails the selective enforcement, by the United
States, of policy initiatives promoted by nongovernmental organizations and
codified by global organizations. Where such conditions exist, global norms
take root and influence behavior.” The effectiveness of US sponsorship de-
pends upon the development and articulation of the norm by private entities
and upon its codification and institutionalization. Failure to meet these con-
ditions makes that sponsorship seem unilateral, imperialistic, ot suggestive of
conducting ineffective multilateralism. It does not affect the desired outcome
of behavioral management in accordance with the norm. This is the path
down which current cyber strategy has begun to tread.

According to Reich, creation of a global norm requires meeting three con-
ditions: broad-based support of private entities, global institutional codifica-
tion, and US sponsorship through enforcement.'” The first sequence—that
is, the articulation of norms and their institutionalization—has been met.
Now the United States must accept and sponsor these global efforts through
soft- and hard-power mechanisms.

What Are Some Options
for a Range of US Response Mechanisms?

Policy makers need to guide the US response by sponsoring global norms
of behavior already articulated in multilateral institutions of diplomacy. US
enforcement of these norms via soft and hard measures could result in an
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overall cleaner cyber ecosystem in which nation-states can no longer walk
away from the crime scene, claiming ignorance of how it occurred.

Cyber specialist Jason Healey developed a taxonomy of a range of actions
for a nation-state’s responsibility that serves as a useful starting point for de-
veloping a broader response framework to actions, or inactions, a nation-
state may take in responding to a range of cyber incidents. Table 2 depicts
the taxonomy combined with a framework for US response along a range of
development, diplomacy, and defense. The range of nation-state activity de-
scribes a level of responsibility for which a nation-state could be held ac-
countable and seeks to guide the possible framework for US policy described
in the next section.

Table 2. Range of nation-state activity

US Response Framework

Development Diplomacy Defense
State prohibited X

State prohibited but X
inadequate

State ignored X
State encouraged

State shaped

State coordinated

X X X X

State ordered

Range of State Activity

State-rogue conducted
State executed

<X X X X

State integrated

Source: This taxonomy for nation-state actions is adapted from categories of nation-states in Jason Healey, “Beyond At-
tribution: A Vocabulary for National Responsibility for Cyber Attacks” (Vienna, VA: Cyber Conflict Studies Association,
2010), 4. The range of US response framework is Dr. Yannakogeorgos's addition.

“State prohibited” cyber attacks are those against which a nation-state has
enacted laws and has established sufficient enforcement mechanisms—but
that occur anyway. A nation-state would not be held responsible in such a
scenario since one assumes that it would make a vigorous effort to investigate
and prosecute those responsible for an attack. However, a nation-state that
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has updated legal codes but cannot investigate or prosecute an attack due to
gaps in technical or managerial elements necessary to combat cyber crime
could be held responsible since it does not meet minimum standards to com-
bat cyber criminal activity. Nevertheless, it would be eligible for US aid in
combating cyber crime should it choose to implement aid. Refusing aid
would place the nation-state in a subsequent category of reprisal. In this
second range, sanctions are either authorized bilaterally or pursued in multi-
lateral institutions of diplomacy. A finding of some nation-state involvement
could justify a US response short of war (e.g., sanctions, blocking, throttling
of traffic, and limited acknowledged strikes) as well. Open conflict in cyber-
space that escalates into kinetic attacks could occur if the effect of a cyber
attack is consequential enough to warrant a kinetic or cyber response. Such
is the case today in the physical world and could have parallels in cyberspace.
In open conflict, a nation-state may not even care to mask its involvement in
the attack, thereby negating the attribution challenge altogether.

Is There a Model of Effective US Sponsorship
of Global Norms That Could Apply to Cyberspace?

The United States generally uses diplomatic pressure to engender domes-
tic reforms and stimulate enforcement of minimum standards for the elimi-
nation of trafficking in persons by governments in individual countries.
Analyzing US success at leading the world in stemming the scourge of hu-
man trafficking offers one approach to a way forward for international engage-
ment in cyberspace. Hence, the antitrafficking agenda has many parallels to
a global cybersecurity agenda in terms of holding nation-states responsible
for actions occurring within their borders. However, the United States would
have to accept the institutionalization of global norms within the ITU de-
spite the challenges that are manifest within the organization.

US sponsorship of the antitrafficking global norm through the Trafficking
Victims Protection Act of 2000 has created a framework guiding US efforts
to name and shame origin, transit, and destination countries for the modern-
day slave trade via a tier-based system. Tier-one countries are model coun-
tries. Tier-two countries are those that are making an/effort but still require
further enhancement of domestic practices. Tier-three countries, which are

doing nothing to reform, may have sanctions placed against them. A similar
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initiative could establish minimum standards, based on existing cyber norms

for the elimination of cyber crime, applicable to the government of a country

of origin, transit, or destination of a malicious code used to execute severe

cyber attacks. Adapted and refined from the trafficking-in-persons model,

along with input from relevant global policies such as the Council of Europe

Convention on Cybercrime, the following elements should become mini-

mum standards indicative of a government’s making serious and sustained

efforts to eliminate cyber crime:

Review and update old or obsolete legal authorities and develop neces-
sary legislation for investigation and prosecution of cyber crime, in-
cluding extradition measures.

Determine key stakeholders from national and local governments, in-
dustry, civil society, and academia with a role in cybersecurity to de-
velop networks and processes of international cooperation for enhanc-
ing incident response and contingency planning.

Ensure that prosecutors, judges, and legislators have an adequate level
of understanding of cyber issues.

Create a government agency that monitors data patterns for evidence
of malicious cyber activities.

Create an around-the-clock point of contact for international cyber
crime to cooperate with international counterparts during the investi-
gation of transnational cyber crime. This applies to those instances in
which infrastructure is situated in or perpetrators reside in one national
territory but victims reside elsewhere.

Require that, for the knowing commission of any cyber attack involv-
ing a country’s government ofhicials, said country prescribe punish-
ment commensurate with that for grave crimes, such as criminal be-
havior or armed attacks.

Require that, for the knowing commission of any cyber attack, the
government of the country prescribe punishment sufficiently stringent
to deter such an attack and adequately reflective of the reality of the
offense.
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The following factors are further indicia of a country’s serious and sustained
efforts to rid itself of cyber crime and prevent cyber attacks (see fig. 3), all of
which could be used to identify countries to model as tier-one archetypes:

Whether the government of the country vigorously investigates and prosecutes acts of
[cyber crime] . . . that take place wholly or partly within the territory of the country
[including required incarceration for individuals convicted of such attacks as appro-
priate]. . . . A government, which does not provide . . . data [regarding investigations,
prosecutions, convictions, and sentences after requests from the US government for such
data], consistent with the capacity of such government to obtain such data, shall be pre-
sumed not to have vigorously investigated, prosecuted, . . . or sentenced such acts. . . .

Whether the government of the country has adopted measures to prevent [cyber crime],
such as measures to inform and educate the public, including potential victims, about
the causes and consequences of [cyber crime].

Whether the government of the country cooperates with other governments in the
investigation and prosecution of [cyber crime].

Whether the government of the country extradites persons charged with [malicious
cyber acts] on substantially the same terms and . . . extent as persons charged with
other serious crimes (. . . to the extent such extradition would be inconsistent with the
laws of such country or with international agreements to which the country is a party,
whether the government is taking all appropriate measures to modify or replace such
laws and treaties so as to permit such extradition).

Whether the government of the country monitors [data] patterns for evidence of
[malicious cyber activities] and whether law enforcement agencies of the country re-
spond to any such evidence in a manner that is consistent with . . . vigorous investiga-
tion and prosecution.

Whether the government of the country vigorously investigates, prosecutes, convicts,
and sentences public officials who participate in or facilitate [cyber attacks,] (including
nationals of the country who are deployed abroad). . . . After reasonable requests from
the Department of State for data regarding such investigations, prosecutions, convic-
tions, and sentences, a government which does not provide such data consistent with
its resources shall be presumed not to have vigorously investigated, prosecuted, con-
victed, or sentenced such acts.

Whether the percentage of victims/of [malicious cyber incidents] in/the country that
are non-citizens of such countries is insignificant.'®

The unprecedented gravity of the cyber problem relies on passing through
Congress a framework that allows the United States to bring its elements of

power as mechanisms for global enforcement of global norms. As reported in
the Quadrennial Defense Review Report of 2010, Department of Defense Strategy
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Figure 3. Model of a tier-one country

for Operating in Cyberspace and International Strategy for Cyberspace of 2011,
and National Security Strategy of 2010, strengthening international partner-
ships to secure the cyber domain requires an understanding of what gaps
exist in the capabilities of our international partners within the technical,
legal, and organizational domains."” Identifying these gaps and their root
causes will give the US policy community the knowledge it needs to help our
partners strengthen their national cybersecurity. International cooperation is
a necessity for resolving the attribution challenge. Stopping a trace at a nation-
state’s borders rather than trying to track down individuals may create an
impetus for international cooperation with the right formula of develop-
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ment, diplomacy, and—potentially—defensive measures articulated by the
United States. We now need policy makers to establish the legal and policy
framework to allow for US sponsorship of global norms that make nation-

states responsible for wrongful acts in cyberspace.
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