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Xanoit, « 7 » HosiOpst 2006 roxa

VBaxxaemas [locos 11IBao!

B 3Hak mpu3HaHUs Haplero B3aUMHOTO 00s3aTeNbCcTBA IO 00ECIeYeHHUIo
pexuMa Haubosee OnaronpusaTCTBYeMOX HalMM W HAUHMOHAIBHOTO peXHUMa IO
OTHOLIEHUIO K 3KCIIOPTY C TEPPUTOPUM HAIUX CTpaH U 00s3aTenbCTB CoraiieHus o
Bceemupnoit Toproso#i Opranumsanuu (BTO), umero yecTs MOATBEPAWUTH TO, UTO
nenerauus IlpaButennctBa Poccuiickoit @enepanuu U generanusi [lpaButenbcTBa
Coenusennpix lliTaToB AMepuky DOCTUINN NOHMMAHUS B OTHOIIEHUHU CJEXYIOIIUX
NPUHIWIOB, KOTOpble OyAyT TIPUMEHATHCS TIPY YCTAHOBJICHHHM MPOLELyp

UMITOPTHOI'O JIMIIEH3UPOBAHH TOBAPOB, COAEPKAIIUX mmprBaanme CpeacTna:

1(a) [IpaButensctBO Poccuiickolt denepanyu OyAeT NOPUMEHATH JOObIE
npoLenypsl  WiIM  JApyrue  TpeOoBaHMs, OTHOCSIIMECS K  HWMIIOPTHOMY
JUIEH3UPOBaHUIO  TOBApOB, COAEpXAaIIWX  IIKU(QpOBaJIbHBIE  CpelCTBa, Ha
HEIUCKPUMHUHAIIMOHHON OCHOBe B cooTBeTCTBUM cO Crathsimu I u U1 TATT 1994.
ITpouenypel, OTHOCSUIMECS K HOTU(UKAIMH, SKCIIEPTU3E, IONYICHUIO Pa3penieHus 1
JTULEH3UPOBAHUIO TOBAPOB, COAEpPKAIIUX IKU(POBANbHBIE CPEICTBa, U NPOIECC IO
ACKITIOUEHUI0 TOBapoB OYyAyT TpaHCIIAPEHTHBIMU U TpefcKa3yeMbIMH U He OyayT
yCTaHABJIMBATh HEOINpaBIaHHble M OOpeMEHUTENbHbIE TpeOOBaHMS Ha NAHHYIO

IPOAYKLHIO.

ITocny Crirozen K. I1IBa6
ToprosoMy npencTaBUTENIO
Coenunennsix [lITatoB AMepuku



1 (6) YcnoBus i UMIIOPTa TOBApPOB, COAEpKalMX M POBAILHBIE CPECTRA,
SBJISIOIIMXCS TIPEIMETOM CYIIECTBYIOIIMX U OyIylIMX HCKIIOUEHHH, YKa3aHHBIX BO
Bcex Ilpumedanusx k kxareropuu 5 dactu 2 “UHdopmauronHas ©6e30macHOCTD”
Cnucka TOBapoB W TEXHOJOTMHA ABOMHOrO Ha3HaueHUs BacceHaapckux
JNOTOBOPEHHOCTEe! He OyAyT SBIATHCS OoJiee OrpaHUYUTENbHBIMM, YeM YCIIOBHS,
NefCTBYIONIME Ha JaTy MOIIMCAHAS NAHHOTO ITHChMA. |

2 (a) [TIlpaButensctBOo Poccuifckoii ®Depmepanuu ycTpaHur JrOObIe
CyLIECTBYIOIUE OrpaHUYeHUs, U He OyIer mpuUMEHSThH Jto0ble HOBBIE, TaKHe, Kak
NOJly4eHHE DKCIEPTHBIX 3aKIIOUEHUM, paspelleHUd W JHIEeH3UN Npu HUMIOpTe
CIIEy FOLIUX KaTeropuil TOBAPOB:

(I) ToBapel, comepxamue — mKQpOBaNbHBIE  CpeAcTBa,  oOONajaroIue
CIeAYIOINMMY OIpaHUYEHHBIMY (PYHKIUSIMHU:

(a) ayTeHTu(MKaIMs, BKIOYAIOIIAS BCE ACTEKTHl KOHTPOJsS A0CTyma 0Oe3
mu@posanus ¢GailioB U TEKCTOB, 32 MUCKIIOUEHHEM IM(POBAHUS, OTHOCSIIETOCS K
naposisM M HJSHTUQUKaMK ¥ JApyrol IMONOOHOM 3aluThl JaHHBIX OT
HECaHKIMOHMPOBAHHOT'O JIOCTYTIA; U

(6) onextpoHHas uudpoBas moxnuce ¢ JOOOH KpumnTorpaduyeckoi
(byHKLMEH;

(II) ToBapsel, conepxamye MUQPOBaNbHBIE CPENCTBA, WMEIOIIMe 0y U3
CIEAYIOUINX COCTABIISIONINX:

(a) cUMMeTpUYHBIA  KpHUnTOrpaguyeckuii  ajiropuT™, HUCIOIB3YIOIUH
KpunTorpadudeckuil Kiro4 AnuHoN He Oonee 56 OuUT; nnu
(0) acumMmeTprUuHBIM KpUNITOrpaUYecKuid airopuTM, OCHOBAHHBIA Ha
NrOOM M3 CIEAYIOLUMX METOOB!

A) pa3ioKCHUM Ha MHOXHTENM LeNbIX 4Yucel, pa3Mep KOTOpBIX He

npeBbiaeT 512 our;

' Brirouas MOOUIbHBIE TeNe(OHBI, HAXOAALIMECT B HACTOAIICE BpeMs B PO3HIUHOM mpoaake B Poccuiickoil
®egepauvy.
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B) BEIUMCIIEHUN JIUCKPETHBIX JOrapudMOB B MYJbTHUILUIMKATHBHON
rpyIie KOHEYHOTOo MOJIsl pa3Mepa, He IpeBplmaromiero 512 out; niu

C) guicKpeTHOM JlorapudMe B rpyIe, OTIUNYHOTO OT IOMMEHOBAHHOIO B
BBILIETIPUBEICHHOM TOANyHKTe B pa3smepa, He mpessiaromero 112
our;

(III) ToBapel,  ykazanuele B  Ilpumeuanuun 3  (“Kpunrorpaduueckoe
npuMevanue”) K kateropuu 5 4dactd 2 “MHdopmanronnas 6e3onacHocTs’ Crucka
TOBapOB W TEXHOJOTWH [BOMHOTrO Ha3zHadeHUs BacceHaapckux NOTOBOPEHHOCTEH,
OTHOCSLIMECS K TOBapaM JJI1 MaCCOBOTO PacIIpOCTPAHEHUS;

(IV) xoMIOHEeHTHl IporpaMMHOro obecredeHus! (BKJO4asi OINepallOHHbIE
CUCTEMBI), pealu3yloliue Kpunrorpabudyeckiue GyHKIMH, KOTOpble HE MOTYT OBITH
U3MEHEHbI I[0JIb30BaTeNsIMHU, U He TpeOyIOT CYIIECTBEHHON MOANEPKKU
NIOCTABIIMKOM Ul YCTAaHOBKU U Ul KOTOPBIX MOAJEPKUBAIOLIAS JOKYMEHTalus,
NOJTBEpP)KAomlas [aHHble XapaKTepUCTUKH, SBISETCA OOLIEeAOCTYNHON, WU
IIPEeOCTABIISIETCS, €CIT OHA He ABISIETCs 00IEeAOCTYTHOM,

(V) ToBaps! ¢ kpunrorpaguuecKuM GyHKIUSIMH, UCTIONb3yEeMbIe ISl 3aIUUTHI
TEXHOJOTUYECKUX KaHA/lIOB CeTel CBA3M WM YIpPaBIEHUS CETSIMH CBS3M HIH
CUCTEMaMHU CBSI3Y;

(VI) OecmpoBogHOe oOOpymOBaHWE, OCYyHIECTBIsAMOUIEe IIM(ppPOBaHUE
nH(bOpMaLMK TOJBKO B pajlioKaHajle ¢ MAaKCUMaJbHOM JaNbHOCTHIO OECIIPOBOAHOIO
neWictBus 0e3 ycuneHus M peTpaHeiasinuu MeHee 400 M B COOTBETCTBMM CO
crelupuKanusIMl TIPOU3BOAUTEIS; U

(VII) ToBapsl, y KOTOpbIX Kpunrtorpapudeckas QyHKuus 3a010KHpOBaHa

NIPOU3BOAUTETIEM.

2(6)

(I) nns ToBapoB, MoANaNAIONIMX NOA AeicTBrue MyHKTa 2 (a), [IpaBUTEeNnbCcTBO
Poccuiickoit @enepanuy pa3peliuT UMIOPT [JaHHBIX TOBAPOB, OCHOBAaHHBIA Ha
OMHOKpaTHOM  TIpeAcTaBleHMM  HoTtubuxauuu B (eAepanbHbld  opraH

UCIOJTHUTEILHOU BIIaCTHA B 00J1aCTH 00ecneueHus: 0€30I1aCHOCTA O TOM, 4YTO JIaHHBbIE

i



TOBAphl HE TMOAJEXAT KOHTPOJSIO B KadecTBe MIMQPOBAIbHBIX CpeacTB. s
BBINIOJIHEHUS OTOr0 TpeOOBaHUS MPOM3BOAMTENH TOBapa OyJeT TOAaBaTh
3aMOJHEHHBIA OyMaKHBIA dKk3eMmsip (OpPMBI, CozepXallylo HHGOpPMALUIO,
NPUBENCHHYIO B MPUIOKEHUM K NaHHOMY IUCbMY. TOBaphl, ONMCaHHbIE B ITyHKTax 1
(6) u 2 (2), He MOTPeOYIOT NUIEH3UPOBAHMS KaK M (ppoBaTbHbIE CPENCTRA.

(I) Ecnm undopMauus, sBisroniascs oxpaHsieMOH COOCTBEHHOCTHIO, OyjaeT
cooliieHa B HOTU(GUKALIWY, IPOU3BOAUTEND OyIeT ONpeAeNnaTh 3Ty HHPOPMALUIO, a
denepanbHBIi  Opral  HWCIIONHUTENBFHOW BlacTd B ofjmactu  obecriedeHus
Oe3omacHOCTH 3alUTUT Takyr uHPopmanuto. Korma undopmaims o6 anroputMe
SBNISIETCS  OXpaHsieMOW COOCTBEHHOCTBIO, B KadeCTBE OINHWCAHUsS aJropuTMa
NPOU3BOJIUTENE COOOWIaeT ¢efepalbHOMY OpraHy HCIOJHUTENBHOW BJIacTH B
oOnacTu obecrieueHus 6e30MacCHOCTH HauMEHOBaHUE COOCTBEHHMKA AJITOPUTMA.

(II1) TIlontBepxnenue HoTuduKauuu OydeT aBTOMATHYECKHM, €CIU
denepanbHBlii OpraH HCHOJHUTENBHOW BlacTd B obnact  obecriedeHus
0€30IacHOCTH He CBSDKETCS C MmpousBoauTeneM B TeueHue 10 pabouux nHel mocne
noJiayi HOTU(UKALWHU TI0 BOIPOCY €ro COOTBETCTBUA TpeOoBaHMIM ITyHKTa 2 (a).
[MpousBogutento Oyaer mpenocTraBieHa BO3MOXHOCTh UCIIPAaBUTh HE3HAUUTEIIbHbBIE
OILIMOKY B ACKJIapaluy.

(IV) ®enepanpHblii oprad UCIOMHUTENBHONW BlacTU B oOnacTé obecrnedeHus
Ge3omacHoct Oyner Bectd obmenoctynHeld MuTepHeT-caiit, rae Oyxer
onyOJIMKOBaHO TaKoe TOATBepkAeHHe. JFo00M mMIopTep UM TMEePEeBO3YUK MOXKET
BOCTIOJIB30BaThCS COOTBETCTBYMIOLIEH HH(popManuel. Eciiu HOTHGUKaMs Ha TOBap
ObUla BHECEHa B peecTp, UMIOPTEP/TIEPEeBO3YMK TONBKO YKa3plBaeT, YTO TOBap
MOSIBUJICS. Ha caliTe B COOTBETCTBYIOLEM pasfefie IPy30BOH TaMOXXEHHOH
nexnapauuu (I'TH). Tlpouenypa HoTh(uUKaiuy NpeqHasHadyeHa YNPOCTUTH BBO3
TOBApOB, MEPEYUCIEHHBIX BBIIIC, ¥ HE MpHUBENET K 3a/epXKKaM MM IIOIy4EeHHIO
JOTIONIHUTEIIBHBIX pa3pelleHH.

ToBapbl, MMIIOPT KOTOPHIX KaK LIA(PPOBAJIBHBIX CPEJICTB paHee Tpedosan

I[MOJIYUEHU DJKCIICPTHOIO 3aKIIIOYE€HUA M KOTOpbIE MNOANIAAarOT IO ITYHKT 2 (a),
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OyoyT aBTOMAaTUYECKH MyOJaMKoBaThes Ha MHTepHeT-calite u He OydyT mosiexarsb

IPOXOXIEHHUIO IPOLIEAYD, ONKCAHHBIX B MyHKTE 2 (6).

3. ToBapel, coxmepxaimyie MUGPOBAIbHBIE CPEACTBA, U KOTOPHIE HOJDKHEI
BBO3WUTHCS M0 JIMUEH3UH, NPOXOAAT INpoUeAypy IONY4YeHHs DKCIEPTHOrO
3aKJIIOYeHWsT W paspelieHHs onxHokpaTHo. Ecmm sxcnepty HeoOxoauMa
JOTIOJIHUTENbHA WHQOpMAIHA [UIS SKCIEPTHOIO 3aKJIIOYEHHs, OH yBEJOMISET
TPOU3BOAUTENS O HEOOXOAUMOCTH MPEACTaBIEH s JaHHOW MHGOpPMaLUU B TeYEHHE
10 pabouux IHe#t ¢ MOMeHTa ofayy 3asBienus. [IpousBoaureny He OyayT 0OsA3aHbI
NPEIOCTABIATh UCXOMHBIN KOJ, X OTKa3 B IPE/CTABIEHUH TaKOro KOza caM Io cebe
He OyzeT mpuBOIWTH K OTKa3ly MO 3asBieHHio. [locne monydeHus paspelueHMs
UACHTUYHBIM WM TNOAOOHBI NPORYKT MOXET OBITh BBE3€H Ha TEPPUTOPHUIO
Poccuiicko#i ®enepanvyd Ha OCHOBE IUIIEH3MM, BBIJAHHON B COOTBETCTBHM CO
Cratpeit 2 Cornamenuss BTO no Ilpouenypam HmmnoprtHoro JlMnensupoBaHus.
Bpems, HeoOxonumoe mis 3aBepLICHUS MpPOLEAYp MMIOPTHOTO JHIEH3WPOBaHHS,
BKIIIOYWass BpeMsi JJs TONYYEHHUS OKCIEPTHOIO 3aKIIOYeHHs, paspelleHus
GenepalbHOrO OpraHa HUCIONHHUTENGHOX BJIacTd B 00nacTH  obecrieueHHs
Oe3onacHOCTU W NUIEH3MH MuH3KOHOMpa3BUTHS Poccuy HE JNOIDKHO NPEBBIILIATDH
3-x MecsneB. CTOMMOCTh MPOBEAEHUS OKCIEPTU3Bl U JIMIEH3UpOBaHUs Oyner

NIpo3padHoii U OyIeT OCHOBBIBATHCS HA CTOMMOCTH OKa3aHHBIX YCIIYT.

4. B teuenue 90 gHe# c JaThl HACTOALIErO MHUCBMA POCCUICKAas CTOpPOHA
YCTAaHOBHUT BPEMEHHYIO CHUCTEMY Ul peald3aliié MOJOXKEHUN IyHKTOB 1-3 3TOrO

mucbMa.

5. Poccuiickass CTOpoHa Take BKJIIOYUT B IPOEKT IOCTAHOBIECHUS CIIMCOK
KPUTEpUEB, OCHOBAHHBIX Ha TEXHMYECKUX TMapaMeTpax TOBapoB, C LIEJBIO
JanpHEeNUIero orpaHYeH!s] 0XBaTa TOBApOB, NMOAJEKALMX TPOLENYPE, ONIUCAaHHON B

IyHKTe 3. DTH TOBapsl OyAyT NPOXOANTH MPOLEAYPY, OMUCaHHYIO B yHKTe 2 (6).

|
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6. JJaHHble COrIacoBaHHbIE MPUHIAIBI OyayT oTpaxkeHsl B Jloknaae Paboueit
rpymsl o npucoenuHenmo Poccuiickoit @enepanun xk BTO B ToM Buze, KOTOpBIH
noikeH ObITh cornacoBaH IIpaButensctBoM Poccuiickoit Penepanuein ¥ BCceMH

3alHTepecoBaHHBIMU uieHamu BTO.

7. B 1o Bpems, xoraa ITpaButensctBo Pocculickoit @enepaniid IPONOIIKAECT
paboTy 10 3aBepLICHHI0 MHOTOCTOPOHHHUX MeperoBopoB o mpucoenuHeHunn Kk BTO,
OoHO Oyner B3auMopnedctBoBath ¢ IlpaButensctBom CIIA wu gpyrumu
3aMHTEPECOBAaHHBIMU 4JIEHAMH II0 BOIIPOCY O PAcCMOTPEHUU (PYHKIIMOHHUPOBAHHUSA
BpeMeHHOH cucTeMsl. 1lenpro Takoro nepecMoTpa OyaeT BHeceHHe OobIel SCHOCTH
U ONpeJeNeHHOCTH B TpoUenypbl HOTU(UKALMH, TONy4YeHUs NOATBEPKACHUN U
JAUIEH3UPOBaHUs MPOAYKTOB C INU(PPOBaNbHBIMU (QYHKIUSMH, a TaKxke, IO
BO3MOXKHOCTH, NallbHeillllee yTOUHEHWe M pacliupenue chepbl NeCcTBAS ITyHKTOB

1(6) u 2(a).

8. B To Bpems, moka pazpabaThiBaeTCsi BpEMEHHBIN MOPSAIAO0K, [IpaBUTENBCTBO
Poccuiickoit Penepaunn OyoeT TakXKe BeCcTH JaibHEeHImue JBYCTOPOHHUE
neperoopel ¢ IlpaButensctBoM CHIA 1o Bompocy wuMnopra MOOWJIBHBIX
[IEPCOHAIBHBIX YCTPOMCTB, MAapIIPyTU3aTOPOB, KOMMYTAaTOPOB MU TEXHOJIOTUH

IOBEPEHHBIX TaTOPM.

9.C yd4eToM TeXHHYECKUX IapaMeTpOB, pOCCHiiCKas CTOPOHA PacCMOTPUT
BIUTIOUYCHUE B TIPOEKT IIOCTAHOBJIEHUS CIEAYIOIIMX TOBapOB MO IyHKTY 2 (a):
NONYNIPOBOAHUKY; TMOJYyIPOBOAHMKOBBIE MOAYNM WIM Te€4YaTHblE ILIAThl C
KpUNTOrpa(piuecKuM BO3MOXKHOCTSIMM, KU YCTPOHCTBA C KpHUOTOrpapUyUecKUMHU
BO3MOKHOCTSIMHU, KOTOpBIE HE MOTYT OBITH yCTpaHEHBI, HO HepaboTocnocoOHb! 0e3
CIelUaJbHOrO MPOrpaMMHOro o0ecrevdeHus], Takie Kak B TeIeKOMMYHUKAaOHHOM

000pYyIOBaHUH.



Kpome Toro, B pamkax JBYCTOPOHHETO COTPYJAHUYECTBA, MBI JOTOBaPUBAEMCS

O CIICAYIOIUCM!

1. I'lpaButensctBo Poccuiickoit Penmepauuu  NPOJODKUT KOHCYNBTallMH C
[IpaButensctBoM  CIIHA B yacTH perynMpoBaHUsi WMIOpPTAa HAa TEPPUTOPHIO
Poccuiickoit ®enepanuu NpoAyKIMY, coepauleil kpunrorpaduueckue cpeacTsa, a
TaK)X€ B 4aCTH COOTBETCTBYIOILEro 3aKoHoAarenbcTBa. [IpaBurensctBo Poccuiickon
®Oenepauuu u IlpaButenscro CIIIA JomKHEBEI Takke MPOBECTH KOHCYJbTAIMH IO
00BEMY perynupoBaHUs, BKIOUas pa3pabOTKy OOBEKTUBHBIX KpUTEpPHEB MAJIA
ONpeNeNieHns TOBApOB, MOJIEXKAIUX PeryIupoBaHUI0, U TOBAPOB, KOTOPLIE W3-TI0OJ

HETI'0 INOMHOCTHIO HCKITHOYCHEI.

2. IlpaButensctBo Poccuiickolt ®epepauuu OyIeT HPUMEHSTh NPOLIELYPHI
WK Jpyrue TpeOOBaHUS, OTHOCAIIUECS K MMIIOPTHOMY JIMLIEH3UPOBAHHWIO TOBAPOB,
cojepxalux MmY(poBaIbHEIE CpeACTBa, Ha HEJUCKPUMMHAIMOHHON OCHOBE B
coorBeTcTBUe cO Crarbeid [ CornmameHuss o TOProBbIX OTHOIUEHUSX MEXKIY
ITpaButenscrBamu Poccuiickoit ®enepanuy u CoenunennsiMu 1lltatamu Amepuku
(17 wmions 1992). B atux nensix poccuiickas CTOpoHa He OyneT NpUHUMATh WU
WCIIONIb30BaTh MPUKa3bl, MHCTPYKIIMH WIHA UHBIE MEPBI, B COOTBETCTBUH C KOTOPBIMHU
otnenbhHble kommanuy CIHIA wmm ux ToBapel OynyTr monaBepraTecsi Oonee
TLIATEIbHOM  mpoBepke  OoTHOocHTEeNbHO  [lonmoXkeHUS MO  UMIIOPTHOMY

JHULICH3UPOBAaHHUIO TOBApOB, COACPKAINUX IHPI(i)pOBaHBHBIe cpeacrna.

Haneroch Ha nBycTOpoHHIO paboTy ¢ Bamm Takxe B neperoBopax o
BerymuieHnro Poccuu B BTO 1o 3TiM Bompocam.
IMpumure, yBaxaemas [locon I[IIBab, yBepenuss B MoeM IiayOokoM k Bam

YBaXCHHU.

I'.T'ped
MuHuctp




Ilpunoxxenue

Hotudukanus NpOU3BOIUTENS MNPOAYKIMH, COAepKalleil IMubpoBaabHbIE
CpeAcCTBa, OyAeT BKIIIOYATh:
- HaIMEHOBaHUE 3asIBUTENS;
- HaMMEHOBaHWE NPOAYKIWH (IPOAYKLHMS WIH IporpaMMHoe obecriedeHue,
CEMENCTBO MPOYyKTA);
- [IeNTb MCIOJIb30BaHuUs (BBINONHIEMbIe (PYHKIINN ),
- WCIONB3yeMble Kpunrorpadbudeckie airopuTMbl (Ha3BaHHWE U  ONHCAHUE
KPUTITOrpadruiecKoro ajropuTMa i MaKCHUMalibHas ITHHA KIToYa ),
- KaTeropus UCKITFOYeHUl;
- kpunrorpadudeckre GyHKIUH, 3a0JJ0KMPOBAaHHBIE TIPOU3BOIUTENIEM;
- MakcuMallbHas  JadbHOCTh  OECIpoBOJHOTO  jAeWcTBHS  (TONBKO NS
PaMOANIEKTPOHHBIX CPEICTB CBSI3H);
- JlaTa 3aroJIHEeHHUs! HOTU(UKALINY;

- IIeY4aTh/TIOAINCE.



Hanoi “¢/#November, 2006

Dear Ambassador Schwab!

In recognition of our mutual obligation to provide most-favoured nation and national treatment to
exports from the territory of our respective countries and the obligations of the Agreement
Establishing the World Trade Organization (WTO), I have the honor to confirm that the
delegation of the Government of the Russian Federation and delegation of the Government of the
United States have reached an understanding in respect of the following principles to be applied in
connection with the establishment of import licensing procedures for imports of goods containing

encryption technology:

1(a) The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a non-
discriminatory basis, consistent with Articles I and IIl of GATT 1994. The procedures related
to the notification, evaluation, approval, and licensing of goods containing encryption
technology, and the process for exempting goods will be transparent and predictable and will

not impose unreasonable or burdensome requirements on such goods.

1(b)  The conditions for importation of goods containing encryption technology subject to
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2 “Information
Security” of the Wassenaar Arrangement Dual Use List will not be more restrictive than those in

effect as of the date of this letter.

2(a)  The Government of the Russian Federation will eliminate any existing restrictions and not
apply any new restrictions, such as experts evaluations, approvals, and licenses, for the
importation of the following categories of goods:

I. goods containing encryption with the following limited functions:

Ambassador Susan C. Schwab
United States Trade Representative

' This includes mobile phones currently sold at retail in the Russian Federation.



2(b)

II.

II.

IV.

VI

VIIL

(a) authentication including all aspects of access control without encryption of
files and texts, except encryption related to passwords and identification and
other similar data protection from unauthorized access; and

(b)  electronic digital signature with any encryption function;
goods containing encryption technology which consist of any of the following
components;
(a)  asymmetric cryptographic algorithm employing a key length not exceeding
56 bits long; or
(b)  an asymmetric cryptographic algorithm based on one of the following
methods:
(A) factorization of integers not exceeding 512 bits;
(B)  computation of discrete logarithms in multiplicative group of a
finite field of a size not exceeding 512 bits; or
(C)  the discrete logarithm in group other than in item B hereof not
exceeding 112 bits;

goods covered under Note 3 (“Cryptography Note™) to Category 5 Part 2

“Information Security” of the Wassenaar Arrangement Dual Use List relating to

mass market goods;

components of software (including operating systems) implementing an encryption

functionality that cannot be modified by a user and require no substantial supplier

support for installation and for which supporting documentation on these
characteristics is publicly available, or if not publicly available, is provided;

goods with an encryption functionality used to protect the technological channels

of communication networks or to manage communication networks or systems;

wireless equipment performing the encryption of data within a radio channel only
with a maximal range of wireless operation without strengthening and re-
translation of less than 400 meters according to manufacturer's specifications; and

goods for which the encryption functionality is disabled by the manufacturer.

For goods covered under sub-paragraph 2(a), the Government of the Russian
Federation will permit the importation of such goods based on a one-time
submission of a notification to the federal executive body in the field of security that
the goods are exempted from control for encryption purposes. To comply with this

requirement, the manufacturer of the good will submit a completed paper copy of a



form containing information specified in the attachment to this letter. Goods
covered by sub-paragraph 1(b) and 2(a) will not require a license for reasons of

encryption.

1I. If proprietary information is submitted in the notification, the manufacturer will
identify that information and the federal executive body in the field of security will
protect such information. When an algorithm is proprietary information, a
manufacturer will only be required to include the name of the owner of the algorithm
to the federal executive body in the field of security as the description of the
algorithm.

IIL Confirmation of notification will be automatic, unless the federal executive body in
the field of security contacts the manufacturer within ten working days after
submission of the notification regarding its compliance with the requirements of
sub-paragraph 2(a). A manufacturer will have an opportunity to cure minor errors
in its declaration.

IV.  The federal executive body in the field of security will maintain a public internet
site where it will post such confirmations. Any importer or shipper may rely on a
relevant confirmation. Once a good is notified and confirmed, an importer/shipper
shall only be required to indicate that the good appears on the internet site in the
relevant customs declaration. This notification procedure is intended to facilitate
the entry of the goods listed above and will not result in any delays or additional
approval procedures.

Goods that have previously been subject to examination under import procedures related to
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically posted on the

internet site without going through the procedures in sub-paragraph 2(b).

3. Goods containing encryption technology that need an import license shall undergo expert
evaluation and approval only once. If an expert evaluator needs additional information for its
evaluation, it shall notify the manufacturer and request such information within 10 working days of
the application. Manufacturers will not be obligated to submit source code and failure to submit
such code alone, will not result in denial of an application. After the good is approved, the same or
like good can be imported into the Russian Federation with a license issued in a manner consistent
with Article 2 of the WTO Agreement on Import Licensing Procedures. The time period for
completing import licensing procedures, including the time required to obtain an experts'

evaluation and to receive approval of the federal executive body in the field of security and



Ministry of Economic Development and Trade import license shall not exceed three months. Fees
for experts evaluations and licensing will be transparent and based on the costs of services
rendered.

4. Within 90 days after the date of this letter, the Russian side will establish an interim system

for the implementation of paragraphs 1 through 3 of this letter.

5. The Russian side also will include in the regulation a list of criteria based on the technical
capability of the goods to further limit the scope of goods subject to the procedures in paragraph 3.
Goods meeting these criteria will be covered under the procedures and requirements set out in

paragraph 2(b).

6. These agreed principles will be reflected in the Working Party Report on the Russian
Federation's accession to the WTO with language to be elaborated between the Government of

the Russian Federation and all interested WTO members.

7. As the Government of the Russian Federation continues its work to complete the
multilateral negotiations on accession to the WTO, it will engage the Government of the United
States and other interested Members in a review of the operation of this interim system. The
purpose of this review will be to clarify and refine procedures for notification, confirmation, and
licensing of goods with encryption capabilities and, where possible, to further improve and expand

the coverage of sub-paragraphs 1(b) and 2(a).

8. As interim procedures are being developed, the Government of the Russian Federation will
also engage in further bilateral discussions with the Government of the United States on the

treatment of mobile handsets, routers, switches, and trusted platform technologies.

9. Given their technical capabilities, Russian side will consider including the following goods
in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor modules or
printed circuit assemblies with encryption capability; and items with cryptography that cannot be

removed, but cannot work without special software, such as in telecommunications equipment.

In addition, in terms of bilateral work, we agree on the following:
1. The Government of the Russian Federation will continue to consult with the
Government of the United States on regulations or legislation under consideration regarding the

rules for importing goods containing encryption technology into the territory of the Russian



Federation. The Government of the Russian Federation and the Government of the United States
shall also consult on the coverage of regulations, including development of objective criteria for

determining those goods that are subject to regulation and those goods that are excluded entirely.

2. The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a non-
discriminatory basis, consistent with Article I of the Agreement on Trade Relations between
the Government of the Russian Federation and the United States of America (June 17, 1992).
To this end, the Russian side will not issue or use orders, instructions, or other measures that
identify specific U.S. companies or their goods and subject those companies or goods to
enhanced scrutiny in relation to regulations on import licensing procedures for goods

containing encryption technology.

I look forward to working with you bilaterally and in Russia’s WTO accession negotiations

on these issues.

Please accept, dear Ambassador Schwab, the assurances of my deepest respect.

G.Gref
Minister

NOTE: Ihhis is gln utr_lofficial translation provided by the Government of the Russian Federation. When the official English translation becomes available, it will be added to
is publication.



ANNEX

The notification by the producer of goods containing encryption technology, will

contain:

- - the name of the applicant;

- name of goods (goods or software, product family);

- purpose of use (executable functions);

- cryptographic algorithms used (name and description of the cryptographic
algorithm and maximum key length);

- category of exemptions;

- cryptographic functions disabled by the manufacturer;

- effective range of wireless operation (only for radio electronic devices),

- date of filling in the notification;

- stamp/ signature.



EXECUTIVE OFFICE OF THE PRESIDENT
THE UNITED STATES TRADE REPRESENTATIVE
WASHINGTON, D.C. 20508

NOV 1 9 2006

H.E. German Gref

Minister

Ministry of Economic Development
and Trade of the Russian Federation

Dear Minister Gref:

I was pleased to receive your letter of this date which reads as follows:

“In recognition of our mutual obligation to provide most-favoured nation and national
treatment to exports from the territory of our respective countries and the obligations of
the Agreement Establishing the World Trade Organization (WTO), I have the honor to
confirm that the delegation of the Government of the Russian Federation and delegation
of the Government of the United States have reached an understanding in respect of the
following principles to be applied in connection with the establishment of import licensing

procedures for imports of goods containing encryption technology:

1(a) The Government of the Russian Federation will apply any procedures or other
requirements relating to licensing imports of goods containing encryption technology on a
non-discriminatory basis, consistent with Articles I and IIT of GATT 1994. The procedures
related to the notification, evaluation, approval, and licensing of goods containing
encryption technology, and the process for exempting goods will be transparent and

predictable and will not impose unreasonable or burdensome requirements on such goods.

1(b)  The conditions for importation of goods containing encryption technology subject to
current and any future exemptions indicated in all of the Notes, to Category 5 Part 2
“Information Security” of the Wassenaar Arrangement Dual Use List will not be more
restrictive than those in effect as of the date of this letter.'
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! This includes mobile phones currently sold at retail in the Russian Federation.



H.E. German Gref
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2(a) The Government of the Russian Federation will eliminate any existing restrictions and
not apply any new restrictions, such as experts evaluations, approvals, and licenses, for the
importation of the following categories of goods:

L goods containing encryption with the following limited functions:

(a) authentication including all aspects of access control without encryption of files
and texts, except encryption related to passwords and identification and other
similar data protection from unauthorized access; and

(b) electronic digital signature with any encryption function;

I goods containing encryption technology which consist of any of the following

components;

(a) a symmetric cryptographic algorithm employing a key length not
exceeding 56 bits long; or
(b) an asymmetric cryptographic algorithm based on one of the following
methods:
(A) factorization of integers not exceeding 512 bits;
(B)  computation of discrete logarithms in multiplicative group of a
finite field of a size not exceeding 512 bits; or
(C)  the discrete logarithm in group other than in item B hereof not
exceeding 112 bits;

III. goods covered under Note 3 (“Cryptography Note”) to Category 5 Part 2
“Information Security” of the Wassenaar Arrangement Dual Use List relating to
mass market goods;

IV.  components of software (including operating systems) implementing an
encryption functionality that cannot be modified by a user and require no
substantial supplier support for installation and for which supporting
documentation on these characteristics is publicly available, or if not publicly
available, is provided;

V. goods with an encryption functionality used to protect the technological
channels of communication networks or to manage communication networks

or systems;

It ilet
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2(b)

VI

VIL

IL

I1I.

IV.

wireless equipment performing the encryption of data within a radio channel
only with a maximal range of wireless operation without strengthening and re-
translation of less than 400 meters according to manufacturer's specifications;
and

goods for which the encryption functionality is disabled by the

manufacturer.

For goods covered under sub-paragraph 2(a), the Government of the Russian
Federation will permit the importation of such goods based on a one-time
submission of a notification to the federal executive body in the field of
security that the goods are exempted from control for encryption purposes.
To comply with this requirement, the manufacturer of the good will submit a
completed paper copy of a form containing information specified in the
attachment to this letter. Goods covered by sub-paragraph 1(b) and 2(a) will
not require a license for reasons of encryption.

If proprietary information is submitted in the notification, the manufacturer
will identify that information and the federal executive body in the field of
security will protect such information. When an algorithm is proprietary
information, a manufacturer will only be required to include the name of the
owner of the algorithm to the federal executive body in the field of security as
the description of the algorithm.

Confirmation of notification will be automatic, unless the federal executive
body in the field of security contacts the manufacturer within ten working days
after submission of the notification regarding its compliance with the
requirements of sub-paragraph 2(a). A manufacturer will have an opportunity
to cure minor errors in its declaration.

The federal executive body in the field of security will maintain a public
internet site where it will post such confirmations. Any importer or shipper may

rely on a relevant confirmation. Once a good is notified and confirmed, an

b
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importer/shipper shall only be required to indicate that the good appears on the
internet site in the relevant customs declaration. This notification procedure is
intended to facilitate the entry of the goods listed above and will not result in

any delays or additional approval procedures.

Goods that have previously been subject to examination under import procedures related to
encryption, and are covered by the scope of sub-paragraph 2(a), will be automatically

posted on the internet site without going through the procedures in sub-paragraph 2(b).

3. Goods containing encryption technology that need an import license shall undergo
expert evaluation and approval only once. If an expert evaluator needs additional information
for its evaluation, it shall notify the manufacturer and request such information within 10
working days of the application. Manufacturers will not be obligated to submit source code
and failure to submit such code alone, will not result in denial of an application. After the
good is approved, the same or like good can be imported into the Russian Federation with a
license issued in a manner consistent with Article 2 of the WTO Agreement on Import
Licensing Procedures. The time period for completing import licensing procedures, including
the time required to obtain an experts' evaluation and to receive approval of the federal
executive body in the field of security and Ministry of Economic Development and Trade
import license shall not exceed three months. Fees for experts evaluations and licensing will be

transparent and based on the costs of services rendered.

- 4. Within 90 days after the date of this letter, the Russian side will establish an interim
system for the implementation of paragraphs 1 through 3 of this letter.

5. The Russian side also will include in the regulation a list of criteria based on the
technical capability of the goods to further limit the scope of goods subject to the procedures
in paragraph 3. Goods meeting these criteria will be covered under the procedures and
requirements set out in paragraph 2(b).
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0. These agreed principles will be reflected in the Working Party Report on the
Russian Federation's accession to the WTO with language to be elaborated between the

Government of the Russian Federation and all interested WTO members.

7. As the Government of the Russian Federation continues its work to complete the
multilateral negotiations on accession to the WTO, Russia will engage the Government of the
United States and other interested Members in a review of the operation of this interim system.
The purpose of this review will be to clarify and refine procedures for notification,
confirmation, and licensing of goods with encryption capabilities and, where possible, to

further improve and expand the coverage of sub-paragraphs 1(b) and 2(a).

8. As interim procedures are being developed, the Government of the Russian Federation
will also engage in further bilateral discussions with the Government of the United States on

the treatment of mobile handsets, routers, switches, and trusted platform technologies.

9. Given their technical capabilities, Russian side will consider including the following
goods in the draft decree and under sub-paragraph 2(a): semiconductors, semiconductor
modules or printed circuit assemblies with encryption capability; and items with cryptography
that cannot be removed, but cannot work without special software, such as in

telecommunications equipment.
In addition, in terms of bilateral work, we agree on the following:

1. The Government of the Russian Federation will continue to consult with the
Government of the United States on regulations or legislation under consideration

regarding the rules for importing goods containing encryption technology into the territory
of the Russian Federation. The Government of the Russian Federation and the Government
of the United States will also consult on the coverage of regulations, including development of
objective criteria for determining those goods that are subject to regulation and those goods that

are excluded entirely.
1%
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2. The Government of the Russian Federation will apply any procedures or
other requirements relating to licensing imports of goods containing encryption
technology on a non-discriminatory basis, consistent with Article I of the
Agreement on Trade Relations between the Government of the Russian

Federation and the United States of America (June 17, 1992). To this end, the
Russian side will not issue or use orders, instructions, or other measures that
idéntify specific U.S. companies or their goods and subject those companies or
goods to enhanced scrutiny in relation to regulations on import licensing procedures

for goods containing encryption technology.

I look forward to working with you bilaterally and in Russia’s WTO accession
negotiations on these issues.Please accept, dear Ambassador Schwab, the assurances

of my deepest respect.”

I am pleased to confirm that the delegation of the United States shares this understanding of the
principles set out in your letter. We also look forward to working with you and your colleagues on

this important issue.

Please accept the assurances of my deepest respect.

P ’) o —
SN G TR =
Susan C. Schwab



ANNEX

The notification by the producer of goods containing encryption technology, will contain:
the name of the applicant; name of goods (goods or software, product family); purpose of
use (executable functions); cryptographic algorithms used (name and description of the
cryptographic algorithm and maximum key length); category of exemptions;
cryptographic functions disabled by the manufacturer; effective range of wireless

operation (only for radio electronic devices); date of filling in the notification; stamp/

signature.
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