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PROCEEDI NGS

COW SSI ONER VARNEY: Good norning. Thanks for
com ng back, to those of you who were here yesterday, and
wel come to those of you who are just joining us today.

Yesterday we had an extrenely productive session, |
t hought, on dat abases, | ook-up services, and the issues
attendant to their use. | think it is fair to say we didn't
reach any concl usi ons yesterday, but hopefully today we wll,
maybe we will be able to reach sone concl usi ons.

A year ago many of you joined us when we exam ned
online privacy and what were the practices, what were the
standards, what were the tools, what were consuner
expectations. And we really found out quite a bit about what
ki nds of information were being coll ected about people with
or without their know edge and with or wthout their
consent.

There were many people in the roomlast year who
sai d, you know, government, you need to step in right now
because this is a serious breach, and it needs to be taken
care of. Mre people said: Wait a mnute, let's see if
there can be a marketplace for privacy. Let us see if we can
devel op the technol ogical tools and the industry best
practices and self-regulation that will obviate the need for

the governnent to step in and regulate in the arena of
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one-to-one interactions and transactions on the Internet.

So we are back. It is a year later. | think | saw a
| ot of you last Cctober when | kind of junped up and down and
said for self-regulation to work, it has to exist. And |
know t hat we had a huge anmpbunt of effort on the
self-regulatory front.

We have also had a ot of effort on the devel opnent
of technological tools. | think we will see three or four of
themthis norning. | think we are going to hear sone updated
news about what is the state of consuners' expectations
regardi ng privacy and the information collected about them
onl i ne.

I thank you all for comng and | ook forward to a good
session today. Let's, without further ado, get started.

Davi d?

MR. MEDI NE: Thank you. Welcone back again. And we
are now in our second day in our second session of our
privacy week of the FTC

We have a busy day ahead of us to focus on consuner
online issues, and we are going to start off the day with
getting a clear sense of what consuners' perceptions are of
online privacy.

We are going to have two panel s di scussing survey
results. The first will be, | believe, the first

representative, national survey of consuner attitudes about
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online privacy, followed by a second panel which will express
results of focus groups, opportunity studies, and ot her
evi dence of consuners' views on online privacy.

Al an Westin has been working with the FTC staff to
help us westle with the issue of online privacy as |ong as
we have been in the business, so we greatly appreciate his
efforts. After last year's session, he tal ked to us about
the desirability of really getting a clearer handl e on what
consuners' perceptions were. And we are delighted he is here
wWth us today to present his results.

He is the professor eneritus of public | aw and
government at Col unbia University where he taught for the
past 37 years. For four decades he has specialized in
studying, witing, and consulting about the inpact of
i nformati on technol ogy on i ndividuals, organizations, and
soci ety.

In 1993 Dr. Westin cofounded a binonthly report on

information service called Privacy in Anerican Busi ness. He

is joined today by Hunphrey Tayl or, Chairman and Chi ef
Executive Oficer of Louis Harris and Associ ates. And M.

Taylor will present first.
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PANEL 1: CONSUMERS VI EWS ON ONLI NE PRI VACY

"What consuners think about online privacy and current
interactive privacy-enhancing tools."
Panel 1A: Representative National Survey

HUVPHREY TAYLOR, Chairman and Chi ef Executive
Oficer, Louis Harris and Associ ates, Inc.

ALAN VWESTI N, Editor and Publisher, Privacy & Anerican

Busi ness.

MR. TAYLOR  Thank you. Good norning. Thank you
very nmuch for inviting me here today.

I nust acknow edge that the survey data that | am
going to share wwth you is very nuch the product of ny
col | eague, Joy Sever, who has done all the work, for which
amnow taking credit. And, off course, Al an, who has been ny
guru and nmentor in privacy matters for 19 years. | guess
sonmeone even as old as | amcan still have a nentor

The survey is a survey of just over a thousand
conputer users. And we defined conputer users as people who
use a conputer at home, at work, at school, or in sonme other
pl ace such as a library. And that is now just over half of
the adult population of the United States.

We surveyed them by tel ephone. W finished field
wor k about six weeks ago, so the survey is already out of
date in this rapidly changi ng worl d.

| have got tine to present about 1 percent of the
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findings of what is a 170-page report. And | just would like
to stress that, you know, Harris falls over backwards not to
do hired gun surveys for anybody. This nust satisfy and has
satisfied our requirenents of being a fair, balanced, and
conpr ehensi ve study. And Joy and Al an ensured that we did

t hat .

Just a very few of the findings then. First of all,
of these conputer users, 42 percent access the Internet at
| east once a nonth, and 33 percent use an online service.
And we have about 25 percent who use both, and about half who
use one or the other or neither.

Hal f of these conputer users who do not currently
access the Internet state they are likely to do so in the
next year. That doesn't nean to say they all wll, but
clearly many of themwll.

A simlar pattern is observed for those who are not
currently using an online service. And the factor they say
which is nost likely to influence themas to whether or not
t hey use an online service is privacy protection.

Now, we want to be careful about going from what
people tell us to the real world, but clearly privacy
protection is a very inportant issue for many of the people
who do not yet use the Internet or online services.

It is interesting to note that fears about online

privacy and invasions of privacy in the electronic world
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greatly exceed people's reported violations. Many people
worry about security and confidentiality of their personal
information in an online environnment, but very few people
report having actually been victim zed while online.

5 percent of all Internet users say they have been a
victimof what they felt was an invasion of privacy while on
the Internet, but nore than half, 53 percent, say they are
ei ther very concerned or sonmewhat concerned that information
about which sites they visit will be linked to their E-mail
address and di sclosed to sone other person or organization
W thout their consent or knowl edge. And we find a simlar
pattern of answers when we ask about online services.

Conput er users are nore concerned about the
confidentiality of comrunicating by E-mail over the Internet
than they are about other wi dely used forns of conmunication,
i ncluding the tel ephone, fax machine, and the mail. This
concern i s greatest anong conputer users who do not actually
communicate via E-mail. They are, indeed, twice as likely as
E-mai|l users to be concerned. And that's a pattern which |
will nmention nore in a nonent.

When it cones to the handling of confidential
i nformation, conmputer users have | ess confidence in online
conpani es than they do in many other institutions which
handl e personal information. Wile 75 percent of conputer

users are very or sonewhat confident that enployers,
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hospitals, clinics, and banks use in a proper manner the
personal or confidential information which they give them
only 48 percent express the sane confidence in conpanies
provi ding online services; 46 percent for conpani es providing
direct Internet services and 40 percent for conpanies

of fering products and services on the Internet.

Conput er users' privacy concerns translate into what
we have called privacy sensitive behaviors. O those who use
the Wrld Wde Wb, having been asked by a site to provide
information, the majority say at sone tine they have declined
to give that information

The majority of those who did not provide information
say they woul d have provided it if they were aware of and
confortable with the information use policies of those sites
and if they were nore famliar with those sites.

And there is a pattern that runs through these data
of people being willing to do a lot nore than they do now or
do things differently fromwhat they do nowif they had nore
knowl edge and nore trust in the privacy policies of the
vari ous organi zati ons.

We find other privacy sensitive online behaviors are
practiced by smaller proportions of Internet users.

12 percent of Internet users say they have encrypted or coded
informati on sent through the Internet. 20 percent of the

users say they have participated in chat groups and foruns
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t hat have di scussed privacy issues.

On the question of unsolicited E-nmail nessages, very
few conputer users who receive or have received unsolicited
E-mai| nessages offering to sell them products and services
wel comre them and nore than a third of E-mail users would
want their addresses renoved fromall others, if possible.

Interestingly, we find that 43 percent of I|nternet
users who receive -- who send and receive E-mail say they
sonetinmes receive unsolicited E-mail nessages. And of those
who did receive these unsolicited nessages, 42 percent said,
and | quote, "it is getting to be a real pain and we want to
stop getting these nessages.”

Anot her 55 percent say it is a little bothersonme but
we just delete the ones that don't interest us. And a very
few, 3 percent, say we |ike to receive these nessages because
they interest us.

We found that conputer users express nore interest in
I nternet software products that would hel p them becone nore
famliar with the conpanies they deal with online and their
information policies than they are about other Internet
sof tware procedures, so, again, privacy is a really inportant
i ssue for these people and they want to be able to do better
protecting their own privacy and they want help doing it.

We find, by the way, big differences between nen and

wonmen when it conmes to privacy issues. Conpared to nal es,
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femal e conputer users are less likely to have heard, read, or
seen a great deal about the Internet, and they are |ess
likely to access the Internet, but of those who are Internet
users, fenmales spend less tine on the Internet. Fenales also
express greater concern about many online privacy-rel ated

i ssues. And on every question were nuch nore likely to
express those kinds of opinions.

When we conme to the role of governnent, we | abored
long and hard to draft a question which we felt would be fair
and bal anced. And we gave people three choices and asked
t hem whi ch one of these choices best fit their idea of what
governnment's role should be.

And the one that cones out top is for the governnent
to pass laws now. Let ne read you, if | may, the exact
responses. 58 percent of conputer users feel that the
governnent shoul d pass | aws now on how personal information
can be collected and used on the Internet. 24 percent, a
quarter, say the governnent should recommend privacy
standards for the Internet but not pass laws at this tine.
Only 15 percent feel that the governnent should |et groups
devel op voluntary privacy standards for the Internet and
nmoni tor any probl ens, but not pass laws at this tine.

It is interesting to note that conpared to |lighter
| nternet users, heavier users are less in favor of governnent

regulation. And females are nore likely than males to favor
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gover nment regul ation.

The conputer users nost in favor of governnent
regul ation are also those least famliar with the Internet.
And indeed Internet users who use the Internet nore, the nore
they use it, the less they favor governnent regulation.

Let me just say, as | pass the baton here, that we
are nmeasuring attitudes that are surely and behaviors that
are surely changing very fast. And you know many or nost of
the things that will be done on the Internet in five years
time haven't yet been invented.

| think I can say with confidence many of the
opi ni ons we have neasured here are not as yet deeply held or
careful ly throughout through or deeply held convictions and
t hat behaviors, attitudes, hopes, and fears wll surely
change in the nonths and years ahead, based on the experience
and the events and of what people read and hear.

Thank you very nuch.

MR. MEDI NE: Thank you. Dr. Westin.

MR. WESTIN. As soneone who has been working in the
privacy field for quite sone tine, let me start by saying how
inportant | think it is to do representative national surveys
of the public or of large groups |Iike conputer users.

First of all, these data provide the basis then by
whi ch all opportunity surveys and focus groups and so forth

can conpare their populations with the representative
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national survey to see how the groups that they are surveying
and these special popul ations conpare with the national
sanpl e and, thus, understand how they are different,

stronger, weaker, attitude sets different fromthe base |ine
dat a.

Secondly, since virtually everybody working in this
field believes that they know exactly what the Anerican
public thinks, we have at | east here sone sem -scientific or
scientifically oriented ways of saying back: Well, if you
put this question to a representative sanple of the public in
this way, this is what you get. And if you depart in a ngjor
way in saying that you know better what the public thinks, at
| east ask yourself whether this is a wish or a scientific
statenent that you are conmunicating to policymakers.

Finally, | have |earned over 20 years or so of
wor ki ng on privacy surveys that this is a very conpl ex issue
and every survey we do is a challenge. It conbines a |ot of
artistry along with scientific survey research nethodol ogy,
and that anybody who | ooks at what we have cone up with here
or any survey like this has to |ook closely and carefully at
the strengths of what we have cone up with, as well as the
[imtations, which are usually in good nethodol ogy openly
stated as the limtations of the survey.

And so it is in that spirit that | want to offer sone

interpretation and commentary on findings.
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First of all, as | said, this is a very rich and
detail ed survey. There were over 120 itens asked about. 74
of them covered the areas which other privacy surveys with
Harris have used as our topical areas, what know edge people
have, what experiences they report, what concerns and
attitudes we can have them express, what policy preferences
t hey have, and especially what kind of actions and renedies
did they think would neet the concerns and attitudes that
t hey have expressed.

As Hunphrey nentioned, we have four popul ations,
really five, represented here. All conputer users, about 100
mllion, the 42 mllion people using the Internet, 33 mllion
that use online services, and 49 mllion who are not yet
online. W also have 14 mllion Net parents, that is, the
parents of children under 16 who are using the Internet.

And | will be reporting the May results about our
findings as to Net parents and their attitudes at the FTC
hearing tonorrow afternoon. W included on the survey trend
questions fromprior privacy surveys, and sone indexes that
we used to neasure |evels of distrust in institutions, fear
of technol ogy and so on, which in previous surveys have been
good indicators of what the underlying or driving forces are
behi nd people's attitudes and policy preferences.

W will be handing out after this presentation a

fairly detailed docunent for you that has the questionnaire
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and all of the tabulations listed, the executive sumary of
the main parents report, which runs about 120 or so pages,
and ny interpretive essay that wll be in the main docunent.

In about two weeks we will have avail able a ful
175- page report with graphs and tables and all kinds of good
stuff init. And that will be avail able either through
Privacy in American Business or the Interactive Services
Associ ation, which has been our coll eague in devel oping the
survey.

Let ne start by expressing our gratitude to the
I nteractive Services Association and to a group of 13
sponsors from business and i ndustry that made the survey
possi ble -- American Express, Anerica Online, Cticorp,
Cybercash, Dun & Bradstreet, Electronic Messaging
Associ ation, IBM MI Comrunications, Metromail, Mcrosoft,
Net com Nynex and The News Corporation -- a very Catholic
group of enterprises engaged in a very w de swath of
information activities and services in the online world.

We al so were very fortunate in having an Advisory
Comm ttee that hel ped us with the choice of topics and issues
for devel oping the questionnaire fromthe Center for
Denocracy and Technol ogy, Consuner Federation of Anerica, the
El ectronic Frontier Foundation, National Consuners League,
Privacy Journal, and the Privacy Rights C earinghouse, plus

the staffs of quite a nunber of Federal Governnent agencies
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that work in this area that hel ped us not only with the
guestionnaire but as we began to | ook at sone of our
anal ysi s.

I would Iike to take a mnute to say quickly howto
understand the sanple that we have because they are not the
general public and, therefore, to conpare themw th the
general public is inportant at the outset.

Conputer users, first of all, are concerned about
i ssues of personal privacy at about the sane |evel as our
studi es show the general public. That is, when you ask a
question whet her people would agree or disagree with the
statenent: Consuners have lost all control over how their
personal information is being collected and used by
conpani es, the conputer users we found scored at the same 80
to 82 percent |evel of agreenment as when we have asked that
guestion of the general public.

As a whol e, our data show conputer users are younger
have hi gher education and hi gher incones than the general
public, so they are a nore advantaged subset. On the other
hand, they are less fearful of technol ogy and | ess
di strustful of institutions than the general public.

They are the ones who recogni ze that they are nore or
| ess running the society and, therefore, being
technol ogi cal |y engaged, they are not quite as fearful of

technol ogy getting out of control or that institutions are
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not to be trusted at all conpared to those in the public who
are not using conputers.

And when we | ook at our Net user sanple, the 42
mllion people on the Net, they are even younger, even hi gher
i ncome and even hi gher education, even | ess distrustful of
technol ogy and even | ess distrustful of institutions.

In general, we found as a matter of a question that
we have used over the years that conputer users share the
sane attitude with the general public that if conpanies and
i ndustry associ ati ons adopt good voluntary privacy policies,
that would be preferable to regulation, and in the 70 to
72 percent range, our sanple of conputer users and Net users
and so forth echo that general principle, which we found the
general public to share.

How do we begin to explain what m ght be seen as a
surface contradiction in our findings that while only
5 percent of users on the Net, 7 percent of online
subscri bers, report that they have been personally
victimzed, we get in the 50 percent |evels of concern over
E-mai|l being read, visits to Websites being potentially
tracked, having to give personal information to visit sites,
di scussions in forunms and chat roons bei ng nonitored or
getting too nuch junk E-mail.

Those are the concerns, yet we have such an extrenely

| ow | evel of people who say they have been personally
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victim zed. Incidentally, when we asked in general public
surveys in the off-line world: Have you been the victim of
sonet hing that you felt was an invasion of your privacy? W
general ly get 25 percent and sone sectors 35 percent of
peopl e who report that they have, they believe they have been
personal ly victim zed through invasions of privacy. So
reported invasions are nmuch, nmuch lower in the online

| nt ernet worl d.

Wiy do we have high concern, but very | ow reported
incidents of direct victimzation? | think this is at the
heart of understanding how to interpret the survey findings.

First of all, if you have been reading the nmass
medi a, watching television, going to the novies, or if you
read online conputer technol ogy and Net publications, the
| ast two years has seen a steady drum beat of accurate
stories saying that you nustn't expect nuch privacy and
security in the current state of the online Internet world.

That is, the reports point out that you can have your
clickstreamnonitoring of sites, that cookies is a technol ogy
t hat has been wi dely used, that, in fact, a great deal of
unsolicited E-mail has been received by people who use
E-mail.

So the nmedia, in a standard fashion, have enphasized
to people that this is not a safe place, this is not a secure

pl ace for your confidential information. So that's part of
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what | think our concern |level is.

Secondly, we found it quite interesting of people who
participate in chat roons and foruns, 20 percent say they
have di scussed privacy issues online. And that's 2 or 3
mllion people who say they are discussing privacy in their
use of chat roons and so forth.

We al so note in our findings that very few people are
encountering Websites that openly on their screens tel
peopl e what the information and policies wll be in handling
their information. So people have not yet seen the kind of
bargai n or conmmuni cati on and choice that everybody woul d, |
think, in principle say should be the node of fair
information practices in the world of the Internet.

And we found that only small nunbers of people are
aware of new software control, personal information contro
tools that they could use. So if you | ook at those
contributing elenments, it is not at all hard to understand
that the concern is not driven by actual violation as nuch as
it is by perception of the world in which these people are
engaged.

But | want to underscore what | think is the
strongest single factor that explains the | evels of concern
on the part of users. And in the past we have al ways found
t hat when you ask how nmuch confidence people have in industry

by industry to use the information they collect about their
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custoners or consuners in a proper way, respecting its
confidentiality, that that correlates very highly wwth their
attitudes about privacy threats and their desire for any kind
of regulation or renedy.

Here we listed ten industries and asked peopl e how
much confidence they had in their information handling. And
very high marks, high, what we call high and medi umtrust,
was given to enployers by 80 percent of conputer users,
hospitals, 79 percent, banks 77 percent. But we fell into
the 40 percent ranges when we asked about confidence in the
onl i ne conpani es.

Hunphrey nentioned that only 48 percent gave that
confidence to online service providers, only 46 percent to
I nternet service providers, and only 40 percent for conpanies
of fering products on the Internet.

Then when we conpared the confidence index, high,
medi um and | ow confidence, wth the answers to all of the
maj or privacy questions, concern about junk mail, the
children's privacy questions, desire for regulation, there
was a direct correlation between the level of trust in the
online conpani es and the attitude and concerns about privacy
and desire for intervention.

Hunphrey nentioned, and it is one of, | think, our
mai n findings that wonen users of conputers in the online

worl d are even stronger in being concerned about privacy and
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wanting action than wonen already were in the off-line world.

We found, for exanple, that in our survey 11 percent
of wonen were nore concerned, very concerned that sites could
get their E-mail address, 11 percent higher in opposing sites
selling or renting children's information to third parti es,

7 percent higher that putting public records on the Net woul d
be a privacy problemand 7 percent higher that being able to
surf the Net anonynously was inportant to them And wonen
were a full 18 percent higher in feeling that governnent
shoul d pass |aws now in order to protect privacy on the

| nt er net.

Children's privacy is a major concern, we found, in
the survey. And the conplete data about that wll be
presented tonorrow. But | think it is inportant to note in
nmy discussion right nowthat the 14 mllion Net parents have
i ntense feelings about what could be called information
extraction fromtheir children using the Net and by
majorities that range froma lowin the 50 percent to a high
of 97 percent. They sinply don't find it acceptable for
busi nesses to collect information fromtheir children, even
when it is said to be -- and the way we worded our
guestion -- only going to be used, one, for statistical
pur poses, two, to help inprove the products of the conpanies
that are marketing, three, to use it by the conpany itself

for additional marketing to customers and, four, the
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97 percent figure for renting or selling that information to
other marketers for marketing to children or to the famlies
of children.

And when we asked whet her conpani es should be held
legally liable if they violate the stated policies for using
information collected fromchildren, 96 percent, a virtually
unani nous vote from Net parents, agreed that conpani es should
be held legally liable.

Per haps the nost inportant point to discuss is the
finding that Hunphrey reported that 58 percent of our sanple
support governnent passing |aws now on Internet privacy.

First of all, is that inconsistent with the finding
of our survey that 70 percent generally favor voluntary
policies over regulation? Not really, if you analyze it.

First of all, past surveys show that there is al ways
public support for sectoral |aws addressing issues on a
sector-by-sector basis, and | think here the Internet or the
online world is being perceived as a sector.

We know t he public does not support, by 66 percent, a
federal regulatory agency, |ike European Data Protection
Comm ssions with authority over the whole private sector, the
whol e business conmunity, but that's different than what we
obvi ously were asking here.

The support for voluntary always depends on the

public's perception that business is doing enough or is
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capabl e of dealing with the probl em under the existing |egal
structure. And it is clear fromwhat we have already
presented that the public does not yet see on the Internet
and the online world the activity by business that woul d neet
those criteria.

Finally, the children's issue is what we call an
intensifier. And it is obviously a very inportant concern on
the part of people. Hunphrey noted that a najority of people
who are using the Net do not support governnent
intervention. They are in the 40 percent range.

Now, our question did not go into the particulars
t hat anybody in public policy would be careful to think about
before deciding just what it is that the public is saying
when it says governnent should pass |aws now. W didn't
specify whether it would be the federal or state governnent,
what woul d be the rul es and standards and what woul d be
prohi bited, who would regul ate, what renedies there would be,
and especially how you woul d bal ance the conpeting interests
of free speech and consuner choice with the desire to have
privacy protection on the Net.

When you open up those issues, we woul d expect that
t he nunbers woul d take on a quite different configuration,
though | think the sense that governnent should act probably
woul d cone through as a general matter.

What are the overall inplications of the survey? |
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start with a prem se that the Internet world reproduces al

of the good and evil in a society and it forces us to
reconsi der the bal ances that have been set in the off-line
worl d anmong three vital values in denocratic society:

| ndi vi dual privacy, public disclosure, and society-protective
surveillance, but nowit is the new environment wth dangers
and opportunities that this has to be applied in.

| think that the survey is quite clear in saying that
online users want sone privacy |aw and order on the cyber
frontier, that the day of the cattlenen and hacker gunnen and
the sheep herders and all of the busyness of the frontier
needs a little schoolmarm mnister, sheriff, and judge in
order to achi eve the bal ance that people want to see in this
exciting new environnent.

What are the inplications then for the specific
communities that are represented in a hearing like this?
First of all, it is a very early snapshot, as Hunphrey
menti oned, and people did not yet know, | think it is clear,
what industry has been doing in the | ast nonths or year,
rolling out new guidelines, but they are not w dely known.

There are new ways that conpani es are announci ng what
their information policies are, but not a mgjority by any
means yet. Sone new personal control software and techni ques
are devel oping, but they are not widely used. And no

experience has been devel oped with them And the kind of
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maj or educational canpaign that | think is absolutely
necessary to tell people about these choices is yet to be
rolled out on a national scale.

And we haven't yet had the policy debates about what
kind of legal controls would be the appropriate ones for the
public.

So the inplications | see for the players are that
the online industry is going to have to find ways to earn
hi gher trust and confidence by their deeds in conmunicating
their policies. 71 percent of people in online services say
t hey do not know what the information policies of their
online service providers are. So the online industry has got
to find a way to conmuni cate better and to support the
privacy code that will develop on the Net.

The technol ogy community needs to forge new personal
control software, support encryption, enhance the bionetric
identifiers that can be used to nmake information nore
secure. Industry associations and their public interest
allies need to roll out their prograns with maj or educati onal
support and find ways to nonitor and ensure w de conpliance.

For businesses that offer electronic commerce, it
seens the survey is absolutely clear. Announce your
information policies, give visitors a choice as to how t hey
wi |l communicate with you, and recogni ze that's the bargain,

that's what will make the difference in whether people wll

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



26

use your online Internet conmerce.

Finally, for government, ny sense is that governnent
needs to hold solid hearings, just as these have been | ast
year and this year, to identify the problens that are
enmergi ng, to nonitor how nuch industry is doing, to protect
standards and practices that work, and as the survey
concludes, to see where it may be necessary to put sone
| egi sl ative standards in place, especially to deal with
violators and those that reject what is the enmerging fair
information practices ethic for using information in the
| nt ernet worl d.

Thank you.

MR. MEDI NE: Thank you very nmuch, Dr. Westin. W
wi || have sone questions. | nean, | think the results are
startling in the sense of the interest in governnent
involvenent in this area, and at a tinme when there is |ess
confidence in governnent than one m ght otherwise like to
see, and, as you said, 66 percent of the people don't want a
federal privacy agency, but there still seens to be a high
demand for governnment activity in this area. | guess | have
a coupl e questions about that.

First, in your prior survey results, surveying
privacy issues, do you see anything like this demand for
government action in other privacy contexts or just in other

contexts general ly?
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MR. WESTIN. Yes. This does match the kind of
figures, even higher, of the public support for, for exanple,
federal regs in the health and nedical privacy area and very
heavy support for what President Cinton announced in his
Morgan State speech, that he woul d sponsor bipartisan
legislation to forbid the use of genetic tests for health
i nsurance underwiting.

So in particular areas you get very strong support by
the public for |egislation.

MR MEDINE: And it also appears -- there seens to be
an interesting correlation between the nore you know about
the Internet, the | ess concerned you are about privacy, but
that al so seens to suggest one of the reasons why the
I nternet may not have taken off as a nedium of commerce is
t hat people are scared to get on it because of privacy
concerns.

Was that consistent with your findings and does that
real ly suggest a need for either industry to step up to the
plate and start really protecting privacy nore clearly and
nore explicitly or for government to act to protect
consuners' privacy?

MR WESTIN. Well, we thought it was interesting to
gi ve people a nunber of reasons or factors that m ght entice
themto cone on to the Net, and we were hard-headed so we

said |l ower prices and nore flexible and easy to use software,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



28

et cetera, but the one that scored the highest was better
protection for personal privacy in conmunication and
COnmer ce.

And the second one that scored highly, not at the
top, was nore control over unwanted advertising that woul d be
sent to you if you use the Internet. So | think that a very
cl ear nmessage of the survey is that the people who are not
yet using the technol ogy have probably been alarnmed by the
Sandra Bul | ock novi es and ot her kinds of things that say that
if you order pizza, the dark forces of the night will get to
you.

MR. MEDINE: We actually thought about showing a clip
from"The Net" this norning to set the tone for things, but
we didn't want to be alarm sts, but nmaybe we weren't being
alarm st in those concerns.

It sounds like this may be a situation where an
i nvestnment by industry and added cost of providing consuner
protection would really pay off substantially in increased
confi dence, because nore people would be willing to engage in
commer ce

MR. TAYLOR Yes. And let ne just add on this
guestion of governnent, we all live, as you nentioned, in an
era where people have little trust in governnent, anongst
other things, but they turn to governnent when all else

fails.
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And they would prefer, as you heard, to have the
private sector do things so that no governnent intervention
IS necessary, but when they do not have the confidence that
the private sector can do that, then they turn to
government. And that's what we are seeing here.

MR. MEDI NE:  Conm ssi oner.

COW SSI ONER STAREK: Thank you. | am curious about
this statistic that we have been tal king about or the results
t hat we have been tal king about that indicates that as people
beconme nore and nore famliar with the Net, they are | ess and
less likely to think that the governnent needs to regul ate or
| egislate in the area.

Way do you suppose that is? In other words, | am
confused by that. Do you have any further data that would
explain why it is that people who are nuch nore famliar with
t he medi um woul d be nuch less likely to think that the
government needs to play a major regulatory role here?

MR. VESTIN: | amglad you asked that. | think there
may have been a little m scomuni cation here. Wen | said
that Net users were |less favorable toward governnent, it is a
figure like 46 percent, if | remenber correctly, as opposed
to 58 percent. So it isn't as if they are saying | eave us
conpletely alone. It is that in that spread there are people
who probably are libertarian citizens, old tiners for whom

government i s never the answer, and ny guess is that that
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crowd accounts perhaps for the difference between 46 and
58 percent. That's one thing.

Secondly, | think that the people who are on the Net
may be much nore aware that they have sone tools and they use
the tools |ike encryption. 12 percent of people on the Net
say they are currently using coding or encryption
techni ques. So, there again, you have got a piece of the Net
popul ation that may feel that they already can exercise sonme
control and they don't need to rest on a piece of legislation
to help them

| wouldn't agree with the way you said it at the
begi nning that the Net users are not as concerned about
privacy. It is the difference in where they think sonme of
t he renedi es and controls could cone from | believe.

MR. MEDI NE: Conm ssi oner Steiger.

COW SSI ONER STEI GER:  Doctor, is there anything in
your findings that woul d di stinguish between, let's say,
personal privacy in general and econom c privacy? | am
trying to get at whether there is a strong fear of using a
credit card nethod of paynent that m ght explain the Net's,
let's say, not strong takeoff as a business tool?

MR. WESTIN. There have been so many surveys we are
aware of that asked people would you be concerned about using
your credit card on the Net and the figures come up saying

75 percent, say, we would be concerned. W didn't waste the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



31

guestion in our survey on that.

We did ask whet her people would be nore likely to
purchase if they were aware of how the information that was
col |l ected about them woul d be used, and that shows through
very strongly. So not the credit card point, but that if an
or gani zati on expl ai ned what ways they were going to use their
i nformati on, people would be nuch nore likely to give their
personal profile to conpanies that said if you tell us nore
about yourself, we will give you special offers, we wll make
you aware of things that match your interest.

The big difference in people's attitude toward using
t hat service was whether they would be told how that
i nformati on woul d be used and could control what additional
uses woul d be nade of it.

MR. MEDI NE: You enphasi zed the disparity between the
nunber of reported incidents of privacy invasion and the high
degree of public concern, but | wonder if that's not really
all that surprising in the sense of if I lived in a conmunity
where 1 to 2 percent of people were nugged, | would have a
hi gh degree of concern that there be a | ot of police around,
even though I may not even have a |ikelihood of getting
mugged, it is the kind of thing I would absolutely want to
prevent happeni ng.

It doesn't seemto ne it would be all that surprising

that a small degree of incidents should necessarily result in
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a hi gh degree of concern.

MR. TAYLOR Let ne add one thought. | think you are
right wwth the analogy. The big contrast is between the
online world where, in fact, we find very |arge nunbers of
people claimng that their privacy has been abused or
vi ol at ed, excuse ne, the off-line world, and | guess the good
news for the industry is that these nunbers of people who say
their privacy has been violated online are very, very small,
and | hope it stays that way.

MR. MEDINE: | suppose one possible explanation is
peopl e aren't doing the kinds of things online that m ght
|l ead to privacy invasions because they are apprehensive.

MR. WESTIN. Wen we asked the 5 and 7 percent what
was the invasion that you felt, the two were getting junk
mai | and having to give their personal information when they
visited sites as a condition of using them So | think
that's quite rational.

On the other point, on the other hand, ny sense is
t hat somewhere like 5 to 7 percent of the public believe that
marti ans have dropped into their neighborhood and have
engaged in secret interrogation of them so you ve got to be
very careful to understand the crazy |level that there can be
in our society about things that happen to us.

MR. MEDINE: There is a noise level in every survey,

| take it. If we don't have any further questions --
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M5. BERNSTEIN. May | ask one, David? | know we are
going to take up children later, Dr. Westin, but | was
intrigued with the findings apparently that a very high
percentage of Anmericans don't think any kind of information
shoul d be coll ected about children. |Is that correct?

MR. WESTIN:. Yes, if you put in wthout parental
knowl edge and consent as the indicator. |In other words --
and I will gointo this nore tonorrow. | think that parents
are reflecting, based on our |ow confidence finding, that if
the children give information to sites that are not yet
sayi ng how they are going to use it and are not bound by any
[imtations, that the parents perceive that their children
can be put at risk. And | think that's what is driving
t hat .

MS. BERNSTEIN. Thank you.

MR MEDINE: | would like to keep Dr. Westin and
M. Taylor, if he wants, at the panel and invite sone other
folks to join the panel as well, if they haven't already, to
present some survey results. W wll give thema mnute or
two to make their way up to the table.

(Pause)
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PANEL |: Consuners' Views on Online Privacy

Panel 1B: Surveys based on random sanpl es of

online users and surveys of self-selected online users

STANLEY B. GREENBERG G eenberg Research, Inc.

TOM H LL, Director, Cyber Dial ogue, Inc.

M CHAEL KLEEMAN, Vice President, The Boston
Consulting G oup

TARA LEMVEY, Chief Executive Oficer, Narrowine

DEl RDRE MULLI GAN, Staff Counsel, Center for Denocracy
and Technol ogy

JAMES E. PI TKOWN Research Scientist, Xerox Palo Alto
Research Center, G aphics, Visualization, and Usability
Center, Ceorgia Institute of Technol ogy

ok %

MR. MEDI NE: Thank you. What we would like to do in
t his next expanded panel is to really get a sense of whether
the other surveys that have been done are consistent with the
reports of Dr. Westin's survey and where there are
di fferences and maybe hot points in what we mght learn from
addi ti onal surveys.

First I want to call on Janes Pitkow, who received a
Ph.D. in conmputer science fromthe CGeorgia Institute of
Technol ogy, where he began the G aphics, Visualization, and

Usability Center's Wrld Wde Wb user surveys in 1994. He
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is currently working at Xerox Palo Alto Research Center in
Pal o Alto.

How do you take these survey results and how do they
conpare with results that you have obtained in the past?

MR PITKON Well, we are very grateful, as | said,
for having national representative sanples to conpare results
to. They are absolutely essential, critical for these
qui cker-type snapshots and general inpressions to be franed
and contextualized with. Thank you, gentlenen, for your very
good wor k.

W have been conducting these surveys for three
years, and we have been focusing on data privacy issues for a
year and a half now A lot of the results that we show are
very consistent wth the national representative sanples.

In particular, we do show that fenales are nore
concerned about privacy. W do show that experience on
the Internet inpacts roles and perceptions of privacy, et
cet era.

We al so asked sone questions that they do not get to,
i ssues that help identify where there is actually a perceived
boundary in security and in privacy. So, for exanple, we
asked peopl e whet her or not use of denographic and behavi oral
information hel ps inprove the design and relationship of a
site? And people tend to express relative agreenent that

this is a good thing. If you understand your user, you wl|l
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be able to get better infornation.

However, when it comes to the ability for content
providers to actually resell this information, they are very
much | ess favorabl e about that. So there is kind of a
sandbox for which this information actually can be contai ned
and people feel confortable wth.

We al so note that people generally are very nuch so
nore protective of this new nmediumthan they are with other
medi uns. So when we ask: Well, do magazi nes have the right
to resell this information, nore people express this is okay,
but when we tal k about online content providers, |ess people
are nore favorable in that. And in general there just tends
to be an increased perception and protective nature of the
peopl e in those areas.

One of the things that we have shown is relatively
strong stability in people's perceptions across the surveys
in the tinme course that we have asked them

There are very few questions that we ask, and even
when we perform | ongitudinal anal ysis on people who have
taken this survey, then the next survey, and then the next,
where their perceptions change that radically, so on an
aggregate level, as well as an individual l[evel, there seens
to be stability in a |lot of people's perceptions.

We al so show that people do support government

regulation in this area. People do feel there should be new
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| aws. 80 percent of the people do not believe in persistent
identifiers that can track users across sessions.

Peopl e are not trenendously well educated about the
use of persistent identifiers or cookies, so 40 percent of
t he popul ati on doesn't even know that such identifiers
exist. And in our |ongitudinal analysis of people, we show
that there is sonme m nor education that actually occurs when
peopl e beconme nore inforned about what information can be
passed, although it is not trenendous. So there is
definitely some areas for inprovenent there.

One area that we show a difference in -- and this may
actually get into how the question is worded -- is in how
often people falsify information online. W show a very high
i ncrease as conpared to the 5 to 7 percent that come fromthe
nati onal representative sanples.

Since | haven't had access to the questions and how
they are franed, it becones difficult to say exactly why
there is such a difference. W show that significantly nore
people falsify information online.

So in general there is w de agreenment and consensus
bet ween the survey nethodol ogies. And then this hel ps us
i ncrease our confidence that even though we don't use
scientific or random sanpling nethods, that our nunbers are
actual ly representative.

MR. MEDINE: W appreciate that. | think one thing
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that struck me with your results was that people are nore
protective online and that seens certainly consistent with
what we have heard in past workshops here; that is, because
nmore information can be gathered about you online, people
woul d tend to be nore concerned about their privacy.

And do you have any better understandi ng of why there
is a higher degree of concern?

MR PITKOWN It is not only that nore information can
be gathered. It can also be conpiled quicker and w thout
human intervention. And so there is really multi-dinmensions
that actually shift when you change into this nmediumthat
need to be considered.

As far as why people are nore protective, we don't
really get into that. Mybe sone of the focus groups here
who actually do interviews with people and can push down a
l[ittle bit further on that, have nore information about
t hat .

I think there is just a generalized concern that
since this is a new nedium new frontier, people generally
have the perception that other information is out of control,
that they see this possibly as an opportunity to help restore
sone bal ance.

MR. MEDI NE: One conclusion | guess one could draw
fromthat is firnms that are going to do business online need

to be nore privacy protective than firnms off-Iline.
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MR. PITKON | think certainly there is this notion
t hat privacy becones a val ue-added commodity within a
busi ness nodel of self-regulation.

MR. MEDI NE: Thank you. Wy don't we go to your
right, Deirdre Miulligan, fromthe Center for Denocracy and
Technol ogy.

M5. MILLI GAN:  Thank you. Like M. Pitkow, | was
quite happy with the national survey, but nore for the reason
that rather than the Center for Denocracy and Technol ogy, we
are not generally in the business of doing surveys, but we
are in the business of trying to give you an idea of what we
think the public policy inplications of different decisions
are. And | think --

MR MEDINE: | amsorry, | didn't give you a ful
i ntroduction. W have seen you so many tines, but I want for
the record to indicate that you are staff counsel for the
Center for Denocracy and Technol ogy, and prior to joining CDT
you wor ked on information privacy issues and energing
technologies in the Electronic Frontier Foundation and ACLU.
| amsorry. Go ahead.

M5. MJLLI GAN: Last year in our testinony before the
FTC we stated pretty strongly that our belief is that if we
failed as a society to adequately protect privacy, the people
not only would |l ose the ability to retreat but they would

also be unwlling to step forward and parti ci pate.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



40

And | think for the first time | not only have
anecdotal evidence to put forth to support that, but we have
hard statistics here that say people are retreating and
peopl e are concer ned.

I think that the findings of the seven surveys are
probably nore inpressive because of their commonality; that
we find an overwhel m ng ki nd of degree of public anxiety. W
find a desire to know nore about information practices. W
have an increased concern in this electronic environnment.

W have seen a very strong desire for things that are
as kind of privacy protective as anonymty, and | think these
shoul d send very loud, clear signals for policies that
refl ect these consuner needs.

| wanted to respond to a question that you posed
earlier about why is it that the quantifiable nunber of
peopl e who have experienced privacy violations is small,
while the concern is high? And I think that we could use the
Social Security Adm nistration's experience with the PEEBS
dat abase, not to overwhelmthemw th publicity, but that
Soci al Security Adm nistration online database, many, many
peopl e accessed PEEBS information, we have no i dea how many
peopl e's privacy was viol ated because there was no way to
verify who was accessing that database, and that,
unfortunately, privacy violations are often very hard to

quantify.
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They are hard to identify. People sonetines have to
experience sone other type of harmbefore they can identify
t hensel ves as a victim

And that, you know, as soneone who has worked on
privacy issues, the question is how do we protect privacy on
the front end without putting people in the position of
having to figure out where that harmcanme fron? W found
that very strongly yesterday when Beth G vens was talking
about people who were unaware of why it was they were unabl e
to get a job. It was very difficult for themto figure out
that it was because of sone information that was col |l ected
sonewhere el se that may or may not have been accurate.

Finally, perhaps because Beth is not on a | ot of
panels, | amgoing to use a |lot of her information, that |
t hi nk one of the nost valuable things that the FTC i s doi ng
ties directly to kind of a plan, how we go forward. And
t hese surveys play into that, also that in | ooking at the
role of public education, there is an article by Beth G vens,
who is the director, | believe, at the Privacy Ri ghts
Cl eari nghouse, wote an excellent article that | would really
direct you all to on the |ast set of caller 1D and consuner
educati on.

California did a very, very active canmpaign to
educate consuners about that caller ID was comng to market

and that they had options to protect their privacy on the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



42

dialing end, that you could opt for selective blocking of
your line or selective blocking per call. And what happened
was about 50 percent of consuners in California opted for per
I'ine blocking, which is a very strong statenent about
privacy.

Beth, in mapping out kind of a what can we | earn from
the caller 1D experience, cane up with a three-step pl an.
And the first one was to conduct a privacy inpact assessnent
of the technology. And | think that is what the FTC has been
doing, | think what these surveys gives us the ability to
do.

We can see not only the inpact on industry. | think
t he eTRUST survey or the Boston Consulting G oup survey says
this has down sides for comerce, and | think the Alan Wstin
surveys and these other anecdotal or less statistically
national surveys show us that there are real down sides for
consuners.

The second one was to require the entity which
i ntroduces the technology to build in privacy protections.
And | think later on in the day we are going to | ook at a
nunber of ways in which technology is actually being used to
build sonme of those protections into the medium And | think
clearly that is sonething that consuners are clanoring for

One of the nost interesting results in our rather

short brief survey was that people said: | would |love to be
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usi ng these technologies. | would love to be turning ny
cookie pronpt on. | would |ove to be encrypting ny mail. |
would like to use an anonynous re-mailer. | don't know what
t hey are.

And public education really needs to acconpany any
effective programto protect privacy, whether it is policies
or technol ogy.

And that was Beth's final point, that nothing is
successful w thout public education. And | think that the
escal ati ng concern that we see anong the public really should
tell the FTC and certainly advocates such as nyself, and |
think the industry players that are here, that education is
an incredibly inportant thing. And that you have to start to
be involved in it, otherwise no one is going to be on the
| nternet.

MR. MEDI NE: Thank you. | think the challenge wll
be to get the word out to consuners that they are taking
pl ace.

Wiy don't we nove to Stanley G eenberg, Chairman and
Chi ef Executive Oficer of G eenberg Research, a national
survey and polling firm

MR. GREENBERG |, too, want to thank you for the
opportunity to participate in this discussion and respond to
the study done by Dr. Westin and by Harris, and also to thank

Harris and Alan Westin for years of probably the nost
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dependabl e research avail able on this whole issue, not just
the Internet but the privacy issue, which many of us have
tracked over the years and use as our bible for this.

It is also inportant for those of us who are doing
focus group research, qualitative research, and are trying to
under st and what Anericans are thinking as they cone to these
guestions, it is critical that one have the gui depost of a
guantitative survey that enables one to put in proportion
one's findings.

Focus groups are very good for generating provocative
hypot heses. Quantitative surveys are nuch stronger for
establishing strong findings.

Let nme begin just at the outset on the issue of the
role of governnent. It is the part of this which was
featured in the presentation and picked up by others and by
Conmi ssioners and others here on the panel.

And | want to urge a great deal of caution on the
concl usi on one has drawn here. Let ne just say | am not one
who is averse to a large role of governnent, as sone know in
other areas of ny life, so as | cone to this question | don't
begin with a presunption against a regul atory response.

But the data here is actually, | think, reflecting a
cry fromthe Anerican people for sonebody to do sonething,
and | think Dr. Westin was right to say that it is a cry for

| aw and order, privacy law and order. And | think that is
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right.

| think people are looking for limts and rules and
responsibility, but |I believe they are al so open to a broad
range of ways of achieving that.

And we may be too quick to junp on this question of
expanded governnment. Let ne just speak very specifically to
the finding of this study, which found 58 percent supporting
a legislative response.

Let me say at the outset | understand the choices one
has to nmake in a survey. Sonething has to be asked first and
sonet hing has to be asked last. But the way things that are
asked in the survey do influence the responses one gets in
t he survey.

The question on role of governnent follows a page and
a half of questions on E-mail and peopl e reading your E-mail
and inmediately follows that battery of questions. | think
it is a reasonable conclusion that the specific response on
that question is reflecting, |I think, a very real concern
that E-mail may not be held private, people may be readi ng
one's E-mail, but that is a different question than
necessarily the one that we are addressing here or at | east
is a part of the question, not the whole of it. And we ought
tointerpret it in that context.

In the survey, immedi ately follow ng the question

about the 58 percent supporting role of governnment, the
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survey, when asked whether the private sector ought to take
the | ead or whether governnent ought to take the |ead,

70 percent say the private sector. Good efforts, serious
efforts on the part of the private sector is a better way to
address the problem

And in the page after that, the survey asks about
whom you trust on this question, trust on these issues,
whet her business will do nore good or harm or whet her
government can be trusted to address this. By two to one,
the responses are that business will, is nore likely to be
trusted to do good in this area.

| recognize that there are things that people, there
are areas here where people do want a regul atory response,
but you want to be very careful in taking the specific
finding and broadening that to people wanting a broad
gover nnent al response.

In fact, the findings fromthe last Harris survey,

t he Equi fax survey, when asked about a conm ssion that would
offer regulations in the area of privacy, two-thirds were
agai nst such a | arge notion.

Then also | should just nmention in terns of findings
presented by others on this panel, we should not junp to a
concl usi on when people say a practice is unacceptable, for
whi ch there are many that are deened unacceptabl e by online

users, that therefore the best response to that is
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governnmental . Being unacceptabl e does not nean that the best
way to end that practice or limt that practice is a
gover nment al response.

When asked specifically in this survey of online
users, when given a real set of alternatives, a mgjority in
that survey said they prefer an opt-out register and only
5 percent preferred a governnent regulation. So when offered
a real set of alternatives to a real set of problens, people
respond in a nore nuanced way.

Let me go to the question that Dr. Wstin posed,
which is a very inportant question of why there is a high
concern about privacy but low victimzation. | want to
suggest that we are here in this roomtoday because of the
privacy issue, but that Anerican people are here in this room
today for a bigger set of reasons, for which privacy is only
a small subset, which is the main thrust of the focus group
research that we have presented.

For anybody who has done focus groups, and many | am
sure on this panel have, if you begin those sessions and say
what is going right and wong in Anerica today, you wll get
an extended di scussi on about the noral decline in the
country, the breakdown of famly, the fact that children face
very bad influences, can't be set on the right course in
life, that parents don't have the tools to be able to educate

their kids, protect their kids, and those are very big
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concerns, they are real concerns.

This issue is inportant to parents, it is inportant
to ordinary citizens because it is part of a |larger sense
that the famly is less and | ess able to protect their own
famly, protect their children, ensure that children can
nmove, get a good start in life.

However, when they think of issues that concern them
privacy is not at the top of the list of things that they are
trying to protect themfrom whether we are tal king about the
I nternet context or non-Internet context. Qutside the
I nternet context they are nmuch nore concerned with crine and
vi ol ence and drugs and a broad range of other issues, way
down the list of things that constitute an invasion of
famlies, and when you get to the Internet, | am sure others
can speak to it with their own data, the first overwhel m ng
concern is that the children will be exposed to indecent
mat eri al .

They are concerned that people on the Internet wll
make advances to their children or advances to their famly,
and they are concerned that information wll be passed out
that jeopardizes the famly, but that is not the sanme thing
as conpanies soliciting information for which there is a much
| oner | evel of concern.

So there is a reason why wonen are nuch hi gher,

t hi nk, expressing nmuch higher |evels of concern. W are
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tal king to them here about privacy because that's the subject
of this hearing. They are concerned about protecting their
famlies fromall kinds of intrusions. Privacy is a snal

pi ece of this and nuch |lower down the list. And on this
there is sone sense of opposition.

Peopl e do want governnental responses in areas
inportant to their lives. There is a certain skepticismin
this area of whether the government can handle this
effectively. There is a considerabl e openness to other ways
of addressing the problem |Including, for exanple, and I
will end on this, including -- and in the study done by
Dr. Westin, 85 percent, for exanple, who say that they want
parental control software as a way of giving people the tools
to address the problem

Peopl e are open to a broad range of responses and we
ought to be cautious, | think, about interpretation of this
survey suggesting that public wants a set of |laws to deal
with it.

MR. MEDI NE: Thank you, M. Geenberg. | wanted to
request, | guess, you nade sone points about how surveys are
performed and the questions that were asked and you tal ked
about your survey, how you began sessions and what content
there was in those sessions, but unfortunately we don't have
t he benefit of those in evaluating your work.

Wuld you be willing to provide the staff a
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transcri pt of your focus groups, so we can understand the
context in which these issues arose?

MR. GREENBERG  For parts of it. As | indicated, as
| talked to the staff at the very outset, we did not do
research specifically for this. W did research on a broad
set of issues.

And what | said to the staff at the tinme is if they
want the material, | amdelighted to provide the material for
those parts of the research that were relevant to this. And
| should tell you in terns of what we provided for the bl ocks
of material that were included relevant to this subject, none
of the material was edited. Al quotations were as presented
to nmy client six nonths ago.

MR. MEDI NE: Al though you point out it is very
i nportant to understand what preceded that and the specific
context and understand what quotes were concluded in your
summary. |If you could provide us as nuch of the transcript
you are confortable with, it would help us in evaluating your
results.

COW SSI ONER VARNEY: David, | have one question for
Stanley. G ven the good circle that you drew for us, putting
this in context and bei ng cauti ous about governnent responses
to perceived probl ens, does that hold true across the board
or given what you have said -- and | know we are going to

tal k about this tonmorrow, and | don't know if you are going
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to join us tonmorrow -- but are children a different arena?

MR. GREENBERG St akes are higher when children are
involved. | think the call for action is greater when one
i nvol ves children, but it doesn't -- people are desperate.
And they are not desperate on privacy, which is a small piece
of this. They are desperate on these intrusions on their
famlies. And they want help and they want tools.

There is an openness to regulation. There is an
openness to private sector self-regulation. There is an
openness to tools for thenselves. Wat is going to work,
what is going to be effective in setting sone limts, sone
rul es and enpowering parents to be able to help their kids.

COW SSI ONER VARNEY: Thanks.

MR. MEDI NE: Thank you, again. TomH Il is Vice
Chai rman of Yankel ovich Partners and Director of Cyber
Di al ogue, an online research and dat abase marketi ng conpany.
He has been conducting interactive marketing since 1968 and
was a founder of New Medi a Marketing.

What do your results showin terns of what you have
heard this norning from ot hers?

MR HILL: Well, thank you for inviting ne to be
here. | was quite inpressed and appreciative of Lou Harris
and Dr. Westin's research, which they have provided us.
am as you said, representing both a qualitative focus group

type of firm Cyber D alogue, as well as a quantitative firm
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i n Yankel ovich that has done simlar nationally projectable
studies on this issue in a broader context of studies on
cyber citizens.

In summary, the results presented here that | have
had a chance to study, certainly we confirmbroadly. | have
seen enough research both from our conpani es and ot her
sources and now the studi es presented here today to say there
is a pretty good consensus on these basic issues that we
present ed here.

I would I'ike to conment on a couple of nuances in
regards to the results and how they conpare with the results
we have obtained in our studies.

One thing, |I think, to keep in mnd very nuch in
di scussing the off-line world versus the online world and the
di fferences between themis that in our research we have
found that both the online and off-line, cyber citizens and
non-cyber citizens, have very simlar feelings about the
i ssue of privacy.

And, secondly, it is the off-line world that has
taught the online consunmer to be distrustful of marketing and
the m suse of information. So we nust keep in mnd in
di scussing this subject in the [imted context of online
that, in fact, it is part of a broader issue of the perceived
m suse of information that has been occurring in the off-Iine

world for years. And that is sinply being carried over to
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the online world inasmuch as many of the sane organi zations
are show ng up online and consuner attitudes have been forned
based on off-line experience.

To give you an exanple, the m suse of information as
seen in the formof junk nail by post, as well as unsolicited
tel ephone calls trying to sell products and services are seen
by the American consuner as considerably nore intrusive and
invasive than an IRS audit, for exanple. So it is an issue
which is very much felt by the Anerican public. There is a
measur abl e degree of anger.

The Anerican consuner is very sophisticated at this
point. W have taught, through our marketing efforts in the
| ast 30 years or so, we have taught the Anmerican consuner a
great deal about the marketing process, and particularly the
paradi gm of mass marketing and direct marketing. They are
well aware of the value of the information that they are not
receiving any return for, and all they see is the abuse and
the violations and they are not happy at all with it.

So it is inportant to keep in mnd that the issue is
broader than how to sinply create a new paradi gm onli ne,
because as long as the abuses are still perceived to be
occurring off-line, the problemis going to persist; very
difficult to separate them

Secondly, to conplicate the question a bit, | think

you have to |l ook at this issue of privacy in sonmewhat of a
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tradeoff analysis. That is to say, |ooking at the privacy
side by itself can be a bit m sl eading when you are not

expl aining at the same tine what the consequences woul d be of
restricting marketers' or information providers' ability to
get information about individuals, i.e., the ability to
personalize an interactive nedi um such as the Internet
because what happens is that the consunmer wants both.

And our studies clearly show that there is a high
degree of preference for personalized conmunication via the
Internet and Wrld Wde Wb. People want to be treated nore
as an individual. They want to have information provided
that is based on historical patterns and preferences stated,
et cetera, so when on the one hand they say we do not want
our privacy invaded, on the other hand they say we do want
per sonal i zati on.

There is obviously a tradeoff issue here, and |I am
not sure if any of these studies have fully devel oped t hat
anal ysis sufficiently.

Thirdly, one of the Conm ssioners asked the question
about do you see varied response based on type of information
requested. And Dr. Westin said he has seen a lot of that.

We certainly have done a good part of that research oursel ves
and certainly the answer is yes, there is a trenmendous
variation and willingness to provide information based on the

type, just to give you a rough fix in one study we did, the
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question of providing informati on about your hobbies and your
interests, we had over 90 percent of all online users saying
t hey woul d be happy to do that; whereas al nost the converse
was true about credit card and personal financial portfolio

i nformati on.

So there is, of course, as you woul d expect, a
tremendous variation in the type of information being
requested and the willingness to provide it.

Anot her point | would like to nmake is certainly to
reinforce Dr. Westin's point about trust. The interactive
paradigm if it is to succeed, is very nuch a paradi gm
requiring trust and relationship building. It is the nature
of the paradi gm

So unless and until trust is established or enhanced
in the online world, we are not going to realize the
commercial potential of that, of this technol ogy.

Val ue given for value received is certainly a guiding
principle that the public seens to respond to as regards
establishing a nore trusting environnent, but certainly the
ot her points nmentioned about being very clear about what your
policy is as regards the use of information and getting
consuner agreement in advance to use that information appears
in our research to be certainly a major way to sol ve the
pr obl em

Finally, in closing, the point about private versus
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public regulation. It would appear, if you | ook at the data
we have, that there is an enlightened self-interest here for

i ndustry because in establishing trust and working in this
interactive paradigm they really do want to do the things
that otherw se they would be regulated to do, so in a way
there should not in the longer termbe an issue in ny view
bet ween the desire of the public to protect their privacy and
the willingness of industry to, in fact, do that

vol untarily.

So | would hope there could be a great deal of
private regulation, self-regulation as a solution because it
makes sense.

MR. MEDINE: That's a very good introduction to the
panel that follows. So one question | had based on our prior
wor kshops, there was a | ot of enphasis on consuner's ability
to control information about thenselves and have a choi ce.
That woul d seemto reconcile the two, apparently conflicting
i nterests and concerns about privacy but wanting
per sonal i zati on.

Do you have any nore information about that? |s that
consi stent with what your results are?

MR. HLL: Yes. | nmean, obviously choice is a key
i ssue. Not everyone wants personalization at the same
level. And so certainly |I think choice is a very key el enent

of the solution as well, but if it is clearly understood
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that, you know, it is your choice, the nore information you
provi de, the nore personalized the services you will receive,
and if you choose not to, you have a way to opt out of it.

MR. MEDI NE: Thank you very nuch. M chael Kleeman is
a vice president of The Boston Consulting G oup, specializing
in technology and Internet areas. He has worked for a w de
range of service providers, as well as Internet and
traditional conmuni cati ons worl dw de.

And, again, your views on what you have | earned
conpared to what the other panelists are findings.

MR. KLEEMAN. First of all, | think our base data are
guite consistent with the other findings we have seen here.
| am delighted at the representative sanple survey. CQur data
was taken from an online survey of 9300 people that were
directed to a site, provided by eTRUST, now TRUSTe, our work
was done for themto determ ne what consuners' attitudes were
on privacy and inpact on el ectronic comerce.

Slightly differently than the other data here, our
data was drawn from a gl obal sanple, around 85 percent was
North Anerica, where we had very good data from el sewhere and
virtually no difference in overall attitude, although there
was sone hei ghtened sensitivity with Asia, which may have to
do wth political issues, we believe, about privacy.

Let nme contrast what we found rather than repeating

what people have already said. W think that the Internet
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basi cally hei ghtens people's concerns about privacy for a few
reasons.

One is online businesses have -- there is a
perception that online businesses have the ability to
correlate data nore quickly and nore conpletely than
busi nesses in the "manual world."

A lot of sites are actually asking consuners for
information that no one does in alnost any traditional
commercial environnment. For instance, you are asked to give
detail ed personal information online just to gain access to a
site. No one asks that when you walk into a store.

A nunber of sites are collecting information from
peopl e w thout their know edge or perm ssion. And when they
find out, they feel that's inappropriate. A lot of sites
actually offer information that people weren't aware was
avai l abl e, and they reflect back on what that may nean for
t hem

And when we started to | ook at the question of
privacy, reflecting what other panelists have said, we
believe privacy is closely linked with concepts of security,
both el ectronic and personal security and authentication. 1In
ot her words, who is the party I amworking, interacting
with. Can | trust themand will the information | provide be
safely secured to themand how will they use it?

Qui ck summary, consunmers have very strong concerns
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about privacy on the Internet. It limts their engagenent in
el ectronic commerce, and they are generally less willing to
di scl ose nore sensitive information to businesses they are
not famliar wth.

On the extrene case, 94 percent said they were
unconfortable or very unconfortable providing personal health
or financial information to an organi zation they had no
interaction with, no famliarity with. 58 percent, even if
t hey already knew the institutions, were unconfortable
provi di ng personal information, but in contrast, 13 percent
were unconfortable providing information to, say, a bank they
already had a relationship with if it was denographics, but
if they didn't know the institution, that |level rose to
63 percent. So there is this question of authentication and
security.

Consuners al so recogni ze and have crude control so
what they do is either opt-out or disguise their identity.

30 or 40 percent of the people basically falsify information
when they are asked to provide information online. And it is
usual |y based on a subjective assessnent of trust in the
institution they are dealing wth.

Some quick other data. 76 percent expressed concern
about sites nonitoring their browsing. 42 percent of
consuners refused to give registration information because of

privacy concerns. Now, what | would like to do; flip to the
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positive side. 39 percent said they would pay a half

a percent higher selling price if privacy was assured
online. People will pay for it. 39 percent will pay for
privacy assurance, 29 just for disclosure.

People are wlling to say, look, if you give the
i nformati on about how you are going to use infornmation or
disclose it, I wll be nmuch nore willing to do business with
you.

Also in terns of providing information, if sites
sinply disclosed how they were going to use infornmation,
al nost 20 percent said they would be nore than willing to
give information. And if sites assured people that they
woul d use information in a specific way and not violate it,
it is alnost a 50 percent increase in the nunber of people
t hat woul d provide information.

So that leads us to our primary summary findings in
terms of the business inpact that businesses, if they
properly support privacy concerns of the consuners, are
actually benefitting thenselves. W believe that assurance
of nondi ssem nation of personal information, would have
significant inpact, increasing consumer wllingness to
participate in electronic coonmerce by a factor of 2 to 3.

Di scl osure woul d i ncrease al nost 50 percent alone if
you take that assurance of information privacy and you | ook

at forecasts that cone froma nunber of different sources on
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el ectronic commerce. W are tal king about a conbi ned
positive inmpact of $6 billion by the year 2000, if industry
takes part in just assuring people how they will be used.

MR. MEDINE: One question. | think you have provided
the basis and Iinked the points together, consunmer awareness
of information practices. You have indicated consuners woul d
be willing to pay if they were nore aware of a conpany's
practices, you have indicated consuners would participate at
a higher level if they were aware of conpanies practices, and
you have al so indicated consuners have a high degree of
concern about privacy.

| take it the link is consuners are not aware in
| arge nunbers of how information is currently being gathered
on the Web?

MR. KLEEMAN. There is a significant fear. | think
what you have, as other people said, is concern about the
fact that in the nonelectronic world, there is this general
concern about privacy and growh. | think the Harris pol
was interesting. It said 82 percent were concerned that
busi nesses had control over personal information, and then
you |l ook at that with the confluence of a conputer sitting on
your desk with all this power and it just anplifies it.

MR. MEDI NE: Thank you very nuch.

COW SSI ONER STAREK:  Davi d, excuse ne, before we

| eave, | had a question here. You indicated that your
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survey, | think I heard you right, was conducted online,
right?

MR. KLEEMAN:.  Yes, sir

COW SSI ONER STAREK:  You i ndicated 40 percent of the
peopl e who responded to your survey when they were asked for
personal information to get into Websites, |lie about it.

MR KLEEMAN: Yes.

COW SSI ONER STAREK:  How many peopl e do you think
lied in your survey? Do you have a way to factor that out?

MR, KLEEMAN. W di scl osed how we were going to use
the information, first of all. They were directed through it
t hrough a nunber of trusted sources, with pretty explicit
information of howit is going to be used.

We asked general denographic information, no personal
information or identifier, except offering if they wanted to
take part in a drawing for a pilot organizer, they could
supply the information. And we assured that woul d be kept
separate from survey information

Yes, certainly there is going to be an error rate
introduced. W don't believe it is significant based upon
the other data we saw about what people will respond to.

COW SSI ONER STAREK:  Thank you.

MR. MEDI NE: Thank you. Again, Tara Lemmey is Chi ef
Executive Oficer and Founder of Narrow ine, an Internet

advertising research and transacti ons conpany.
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Before starting Narrow i ne she was an adverti sing
executive and founding partner of Digital Threads.

M5. LEMVEY: So | get to represent business here. W
have a gl obal Internet advertising transaction system which
means we buy and sell inpressions from people for mgjor
conpani es such as MG awH |l and Match. Com which is a
dating service, and the Chicago Tri bune.

There are significant anounts of information that we
have on a consuner |evel that we buy and sell. And our
Research Departnent actually enables the buying and selling
of that. W have a responsibility to the people we deliver
advertising to because we do deliver advertising and have the
ability to track

VWhat we did, we are very concerned about the issue
because if people are afraid to | ook at Wb pages or people
are afraid to acquire information, then we don't have a
busi ness because that's where we nake noney.

And we have a very |arge consuner research group. So
we did two things. Two pieces of information that | think
follow off of Mchael's very well. One, we did a survey to
say how frequently have you not gone after information
because of fear that privacy m ght be conprom sed, and nore
than 70 percent of the people that we queried, which was a
base of 5,000 people who have previously answered online

surveys, said that 70 percent of the tinme, at |east, they
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have deci ded agai nst accessing infornmation because they were
concerned that their privacy m ght be conprom sed.

Over 60 percent of the tine they cited the fear of
becom ng a target of unwarranted nmarketing efforts as the
cause. In addition to that, they said the belief of
i nformati on bei ng used, being accessed which they didn't want
the content provider to have was about a third, and the
content provider requesting nore information than they felt
confortable with was about 40 percent of the responses.

So we went very clearly at a deep way of |ooking at
this because the nore people don't go to pages, the | ess
i npressions there are. Therefore, the | ess noney is being
made by the content provider.

We followed on that question very easily saying what
woul d allay these fears? How can we get over this? They
basically -- the overwhel m ng response was they would like to
see third-party verification that their privacy is not being
conprom sed and they would |i ke anonynous or one-to-one
environnments. About 60 percent of the tinme that was a clear
W nner, which is what we expected.

We have cross-correlation data to say nale, female,
or age range. W have a pretty good feeling for how accurate
this data is based on the fact that our sanples cone out of
peopl e we have surveyed previously for different content

sites. And one of the really interesting pieces of
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information is when we do surveys online, we have a strong
privacy policy up, we are Founding and Steering Commttee
menbers of TRUSTe -- let ne get that right, we just keep
saying it over and over -- and we put up our privacy policy
and gave people the ability to answer surveys in secure
envi ronment s and nonsecure environnents.

And when we do these surveys what we do is go back
and take a | ook at the data which they give us, ful
denographi c data and full psychographic data, as well as
editorial information. And we cross-correlated that with
sonme of the zip code information that we had to figure out if
t hose denographics were statistically accurate for the area
they said they were comng from

And over 87 percent confidence |evel that the
informati on that we had was accurate, and over 30 percent of
the tinme people go out of their way to | eave the environnent
they are in to go into a secure environnent to transmt the
data to us.

The people that we survey were people who in addition
to saying this, said they would |like to participate in
further research studies and for absolutely no -- for
information as it relates to privacy and information that we
want to put forward to the marketplace. So we have a fairly
hi gh degree of confidence that the information is accurate.

And we are quite concerned that if we don't as a
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busi ness community take a | ook at privacy issues, we are
going to have sone issues, people are going to self-censor
so it is bad fromthe inpressions |evel, froman economc
| evel, and al so bad because you don't want people censoring
the information they are getting for many ot her reasons.

MR. MEDI NE: Thank you. Questions? Thank you al
very much. This is a very rich content, full panel, and I
think it will help informthe rest of today's proceedi ngs.
Thank you very nuch.

Again we will take a ten-m nute break and resune at
10: 30.

(A brief recess was taken.)

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



67

PANEL 11: Self-Requl atory approaches to Online

Privacy |ssues

"A Review of current efforts and the status of
i ndustry proposals submtted at the June 1996 Wrkshop."
JOSEPH L. DI ONNE, Chairman and Chi ef Executive
Oficer, The MG awHi || Conpanies, Inc.
ESTHER DYSON, Chairman, Electronic Frontier
Foundati on, eTRUST
RONALD S. GOLDBRENNER, Ceneral Counsel, Pronotion
Mar ket i ng Associ ation of Anerica
PETER HARTER, d obal Public Policy Counsel,
Net scape Conmmuni cati ons Cor p.
KATHERI NE KRAUSE, Seni or Attorney, US West,
| nformation I ndustry Associ ation
WLLIAM M RANDLE, Senior Vice President, Director
of Marketing and Strategi c Planning, Huntington Bancshares,
Inc., Menber of Advisory Goup for the Banking Industry
Technol ogy Secretari at
JEFF B. RI CHARDS, Executive Director, Interactive
Servi ces Associ ation
H ROBERT W ENTZEN, President and Chi ef Executive
Oficer, The Direct Marketing Association
k%
MR. MEDI NE: Thank you very nuch. After an

enl i ghtening session on survey results, we would |ike to now
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turn to industry responses to the concerns consunmers have
rai sed

First et me correct an omssion of mne, whichis to
i ntroduce Martha Landesberg, who is the staff person that has
made today possible. W all owe her a great debt of

gratitude for her work with all of you to make today happen.

(Appl ause)
MR MEDINE: | would now like to introduce Chairman
Pitof sky, who wll introduce our next speaker.

CHAI RVAN PI TOFSKY: W nove now into a very
significant portion of the programdealing with
sel f-regul atory approaches to online privacy issues and a
review of industry proposals that are beginning to be
devel oped in many sectors of the econony.

Qur | eadoff speaker, | am pleased to say, is
Joseph L. Dionne, who is Chairman and Chi ef Executive Oficer
of MG awHill, having served previously as President and
Chief Operating Oficer. He joined MGawH Il in 1967 as
vice president of research and devel opnent at the Educati onal
Devel opnent Laboratori es.

He is a director of several conpanies in the
education and conmuni cations field and al so serves on the
Board of Trustees and the Board of Governors of the United
Way of Tri-State. He holds Bachelor's and Master's degrees

from Hofstra University and a degree in education from
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Col unmbi a University.

It is a great pleasure to wel cone you to these
pr oceedi ngs.

MR. DI ONNE: Thank you, M. Chairman, fellow
Comm ssioners. It is a real pleasure for ne to be here and
to represent the work of ny coll eagues. W want to share
Wi th you our new custoner privacy policy.

As sort of an orientation, MGawH Il is a $3.1
billion global publishing, financial services, and nedia
conpany. W have 16,500 enpl oyees around the world in 430
| ocati ons.

We are the world's | argest educational publisher.
And in the area of financial services our principal brand is
Standard & Poor's. W are also very proud to be the
publ i sher of Business Wek, which is the world's | eading
i nternational business publication.

MG awHi | | Conpanies is commtted to providing the
informati on and anal ysis our custoners want, when they want
it, and in the formit is nost convenient for them whether
it is print, CD-ROMor online.

In the last ten years the demand for information in
digital formats has increased at a geonetric rate. Qur
conpany has refitted and restructured itself accordingly.
90 percent of our editorial content is now available in

digital form Mre than 80 percent of all the information
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publ i shed by Standard & Poor's is read froma screen.

The online distribution of Business Wek and a nunber
of our other publications provides us with an unprecedented
opportunity to interact wwth our readers to learn what it is
that is of nost value to them And our business units now
mai ntain nore than 60 Websites, including DRI/MGawHill,
Engi neeri ng News- Record, offering potential custonmers a very
direct and interactive way of comrunicating with our
conpany. Later on | want to tal k about the inportance of
this interactivity.

We are in no doubt about the future of our conpany.
It is global, electronic, and interactive. As this is our
vision, we are conmtted to facilitating the growth of
el ectroni ¢ exchange and the unprecedented opportunity it
provi des for econom c growth and the devel opnent of human
potenti al .

We recogni ze that a commtnent to the new
t echnol ogi es nust include a commtnent to their responsible
and ethical use. This is both a noral inperative and a
busi ness necessity. As we heard fromthe previous panel,
unl ess the public feels secure in its use of electronic
networ ks, the potential of this technol ogy as a nmedi um of
exchange wi Il never be realized.

The MG aw Hi || Conpani es has | ong been consci ous of

the need to conduct itself w th uninpeachable integrity in
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every aspect of its operations. Qur information and anal ysis
is credible because we have earned the trust of our custoners
over the nore than 100 years of our existence. W nust
continue to earn that trust in the information age.

Not only do we recogni ze the inperative of neeting
consuners' reasonabl e expectations of privacy, we believe it
is our responsibility to serve as industry |leader in
addressing this issue.

That's why we are pleased to have the opportunity to
provi de the Comm ssion with an overview of what we have
acconpl i shed to date.

Before | proceed with the details of the new policy,
perhaps | shoul d provide sone rel evant background. The
McG aw Hi | | Conpani es has had an official policy relating to
consuner privacy for approximately 20 years.

Wen we inplenented our first policy in the 1970s, it
was, of course, tailored to the print nediumand pertained to
such matters as the privacy of consuner information on order
forms and subscription lists. Wile these concerns are stil
relevant, it was clear to us that nuch nore needed to be done
in the age of electronic information.

For exanpl e, when potential custoners click on our
Websites we may have access to what is known as clickstream
data, personal information provided by consuners as they

interact with the date. dearly consuners nust have
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confidence that this data wll be handl ed responsibly or they
will refuse to participate or, worse, they will |eave false
information due to their privacy concerns. According to a
recent survey, nore than one-third of consumers have done so
al r eady.

To take anot her exanple, Standard & Poor's is
preparing to launch an online financial services product, an
advi sory service. Qur custoners will be entrusting to us
their sensitive information relating to their finances. It
is essential, for such a product to be viable, that the nost
ri gorous standards of security and privacy be nmaintained.

In response to this need to update our policy, we
formed a conpany-w de online privacy task force in August of
1996. |Its mssion was to devel op and hel p i nplenent a policy
based on two main principles.

First and forenost, we recognize our obligation to
handl e the personal ly-identifiable information of our
custoners in a diligent, responsible, and ethical manner.

Second, we recognize that there are legitimte
busi ness uses of personally-identifiable information which
are beneficial both to us and probably nore inportantly to
our custoners.

Responsi bl e col I ecti on of consuner data hel ps us;
one, to devel op custom zed i nformati on products and qualify

custoners to receive them For exanple, our LAN Tines
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publication uses data collected fromconsuners to refine both
print and online products.

Busi ness Wek uses information coll ected about an
i ndi vidual's enpl oynment status to determne if she or he is
eligible, to determine if they are entitled to receive
special editions, such as the Industrial Technol ogy edition
or Business Wek Enterprise, just to nane two.

The point of the technology is we are able to
publish. W can custom ze information for a single reader or
viewer, only if we have relevant infornation about his or her
i nterests.

Responsi bl e coll ection hel ps us to personalize
navi gation through a site to help users |locate information of
the nost interest to themand do it quickly. A nunber of our
sites are using this technique to great success, including
our College Division which has refined its Wbsite to make it
easier for professors to search and | ocate rel evant course
materials across disciplines.

It helps us to conduct electronic commerce and to
enter into contracts, particularly in our educational and
pr of essi onal publishing groups, such as the MG aw Hi || Book
Club, and to track product interest for internal research and
devel opment purposes, which ultimtely |eads to nore product
of ferings for which consuners have nore choice.

An effective privacy policy nust strike a bal ance
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bet ween both concerns, that of privacy and that of quality
and relevant material s.

As the task force proceeded with its deliberations,
we devel oped progranms to rai se awareness of this issue
t hroughout the organi zati on.

I n Novenber 1996 we conducted our first conpany-w de
forumon privacy in which we introduced the privacy issue and
communi cat ed that successfully addressing it was a priority
for The MGawHi || Conpanies. A second forumin My
presented the new policy and set the stage for conpany-w de
i npl enent ati on.

Qur policy is based on the foll ow ng general
principles. The first is notice. Qur custoners and business
prospects shoul d be advised as to the type of information
being collected as well as the internal and external uses
that may be nmade of the information.

The second principle is choice. Custoners and
prospects should be notified of the opt-out nechani sm by
whi ch they may refuse perm ssion for their
personal | y-identifiable information to be distributed for
external use outside The McG aw Hi ||l Conpani es.

You will see on our hone page here in the | ower
right-hand corner there is a privacy policy and all of this
material is spelled out sinply by pressing the button.

The third principle is security. The McGawHill
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Conpani es has a responsibility to its custoners to naintain
the security, privacy, and integrity of their
personal ly-identifiable information.

In keeping with this principle, only enpl oyees who
have a legitimate business need to do so wll be authorized
to access this information.

Before | sunmmarize our specific inplenentation
policies and procedures, let nme provide you with two
pertinent definitions. W define personally-identifiable
information as information about individual custoners or
prospects, such as postal and E-mail addresses, billing
i nformati on, enploynent status, job descriptions, or birth
dat es.

In addition, personally-identifiable information
i ncl udes the subcategory of sensitive data. W define
sensitive data as personally-identifiable information that
requires an extra degree of protection. It includes Social
Security nunbers, credit records, or nother's nai den nane.
It also includes certain types of personal financial data,
such as salary and net worth of specific investnent portfolio
of an individual.

Certain types of personal nedical information are
also clearly falling within the scope of sensitive data, such
as the fact that sonmeone has a specific nedical disability.

In addition, informati on about children should be
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considered sensitive data. It is our policy that sensitive
data will never be distributed outside of The MG aw Hi |
Conpani es.

It should also be noted that the aggregated form of
these types of information, where no identifiable individual
data are referenced, would in nost cases not be considered
sensitive data or personally-identifiable information.

Let me now outline the policies and procedures which,
once fully inplenented, wll govern our use of al
personal | y-identifiable informtion.

First, personally-identifiable information will be
coll ected only when reasonably necessary to serve a
| egiti mate busi ness purpose.

Second, custoners and prospects will be notified of
the uses to be made of this information.

Third, custoners and prospects wll be given the
opportunity to opt-out of allow ng personally-identifiable
data to be distributed for external use outside MG aw Hill
Conpani es.

Fourth, appropriate safeguards will be inplenented to
ensure the integrity, security, and privacy of this
i nformati on.

And, fifth, procedures will be devel oped to allow
custoners and prospects to review and correct

personal | y-identifiable informati on upon request while
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mai ntai ning the security and integrity of our databases, and
wi thout violating contracts with external parties.

Si xth, procedures will be inplenmented to ensure that
personal ly-identifiable information is used only for
aut hori zed purposes and by authorized persons when the
information is accessed by a third party outside The
MG aw Hi | | Conpani es.

Sevent h, additional standards for use of sensitive
data will be devel oped throughout the corporation. For
exanpl e, sensitive data wll not be rented or otherw se nmade
avai l abl e for external distribution outside the corporation.

In addition, custoners will be given the opportunity
to opt-out of permtting their sensitive data to be shared
anong different units wwthin MGawH |Il. That is, if you
provi de sensitive data to one unit of McGawH ||, you can
prevent its distribution anywhere else in McGawHill.

Finally, solicitations and other marketing materials
will not be sent to custonmers or prospects who request not to
recei ve such material s.

Let nme flesh out these policies and procedures with a
few general observati ons.

To begin wth, an organization's policy is only as
good as its commtnent to inplenenting the policy. W have
been extrenely pl eased by the way our people have enbraced

t hese principles and denonstrated their understandi ng that
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the privacy issue is critical, both to our values as a
corporation and to our continued expansion into the universe
of el ectronic conmerce.

I ndeed, our Educational Publishing and Standard &
Poor' s busi ness segnents have al ready responded by creating
their owmn internal teans to devel op policies and saf eguards
to protect the especially sensitive information to which they
m ght have access.

Meanwhi |l e, the m ssion of our online privacy task
force continues as it issues guidelines for conpany-w de
policy inplenmentation. The corporation will maintain a
standing commttee to respond to questions from our business
units concerning the various elenents of the policy and to
continuously review the policy and anend it when required.

We believe that education is an integral part of the
i npl ementati on process. First, we nust continue to
communi cate to our enpl oyees the urgency with which we regard
this issue and make it explicit that progress in inplenenting
a policy will be continually nonitored.

There will be audits of these policies. Those audits
will be done by the internal audit staff. And that report
will be given to the Audit Conmttee of the Board of
Directors so it reaches the highest levels in the enterprise.

Every MG awHi || enpl oyee is expected to recognize

and affirma code of ethics, and privacy is now included in
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t he code of ethics.

We nust educate our custoners about the details of
our policy so that they wll recognize our commtnent to the
responsi bl e use of their personally-identifiable information,
understand the nature of the information we are collecting,
and be aware of the mechanismwhich will allow themto guide
the way in which it is to be used.

Finally, as one of the world' s |eading information
conpani es, we have a responsibility to denonstrate our
| eadership by working together with the Direct Marketing
Associ ation and the Information Industry Association. W
believe that, just as we do, our colleagues in the industry
have a conmtnment to maintaining their custoners' trust and
that the policy we have devel oped nay serve as a guide in
devel opi ng ot her policies.

We are confident that a policy of self-regulation by
i nformati on providers can be workable and effective. Al
content providers have a stake in being ethical and
trustworthy. All are aware that their custoners have becone
i ncreasi ngly concerned about the privacy of their
personal | y-identifiable information. For both ethical and
busi ness reasons, the industry has every reason to take sw ft
and effective action on this issue.

Governnent can play a role in facilitating the

devel opnent of a conprehensive private-sector response. To
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use Teddy Roosevelt's expression, governnent can use its
bully pulpit to raise awareness of the issue and educate the
i ndustry and the public on the need for responsi bl e behavior.

The FTC has been extrenely constructive in this
regard, and we wi sh to comend the agency for highlighting
the issue in foruns and wor kshops such as these.

As | indicated, the information industry as a whole
has a clear interest in respecting consuner privacy. If in
i sol ated instances a conpany should violate this
responsibility, its msconduct reflects badly on the entire
i ndustry, and we woul d wel conme governnment action to assure
the public that its privacy concerns are being addressed.

Finally, the governnment can play a role by serving as
an advocate with trading partners overseas. As you are
awar e, the European Union has issued a Privacy Directive that
beginning in 1998 could Iimt access to its markets to
countries that do not institute privacy protections
conparable to those existing in the EU

Qur U. S. trade representatives can nmake the case that
existing legislation in this country, for exanple, the
Tel ephone Consuner Protection Act, already provides
sufficient protection for EU requirenents and there is no
need for further governnent action.

In summary, we believe that a policy of conprehensive

industry self-regulation can effectively address consuner
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privacy concerns. W have fornulated and are inplenenting a
privacy policy that may serve as a nodel for self-regulatory
appr oach.

We | ook forward to working with governnent agenci es,
our colleagues in the industry and concerned nenbers of the
public to nmake sure this critical issue is addressed in the
nost effective and expeditious manner.

Once again, | thank you for having us here today.

MR. MEDI NE: Thank you very much for an excell ent
presentation. |If we could ask maybe a few questi ons.

Chai rman Pit of sky.

CHAI RVAN PI TOFSKY:  Thank you very much. | hadn't
heard the proposal before, but ny first reactionis it is a
very serious and inpressive set of proposals.

I wonder if you could say a few nore words about the
use of sensitive data, which is what people are really
concerned about. You had nentioned that if people don't
opt-out, that within the conpany the data will be used for
| egitimate purposes.

I wonder if you could tell us a little bit nore about
what the legitimte purposes are within the conpany for which
you woul d use this sensitive data.

MR. DIONNE: We said for the sensitive part of the
identifiable information, they could opt-out, even within the

conpany. But for that which is not considered sensitive, we
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woul d use it.

And the reason why | think it is inmportant for us, to
take the nost sensitive area of all, children, the nore we
know as publishers of children's materials about a child, the
better we can reinforce instruction that's taking place in
the school and help the parent in that process.

If we know sonet hing about his interests or her
interests, we can pretty nuch create materials which will be
read and of interest. |If we know sonething about how they
process information in terns of preferring auditory or
visual, if we know sonet hi ng about how the child constructs
his nental world in terns of his cognitive style, we can
create materials that will educate himbetter. Al of this
i nformation.

Now, at present the network is pretty nuch
el ectronic, but voice is here, multi-nedia wll be here, and
we have to anticipate an environnment where nulti-nedia
i nteraction anong consuners and ourselves is possible. W
think it wll be here shortly, so we are trying to create
policy that will enbrace that kind of information as well.

We know that in knowi ng how children | earn and how
the curriculumis organized in the school, that when we are
organi zing information in an electronic setting, we are not
[imted by the white space of a nmagazine or a book. W can

have incredi ble depth and we can access other information,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



83

but the efficient organization of that information can best
be understood by knowi ng where a child is in the curricul um

So we need to have nore information about that, if we
are to be effective in presenting the information.

We are working on a system of having parental
participation in this process. Qur concern so far is that
with many of the children in Anerica, after school are in the
care of adults other than parents. And the question is how
do we identify that as a responsi bl e person?

But, nonethel ess, the education task force within The
MG awHi || Conpanies is looking at this issue as to how to
have parents participate in the process.

MR. MEDI NE: Conm ssi oner Steiger.

COW SSI ONER STEI GER: Yes. Chairnan Di onne, you
menti oned that you were extendi ng these privacy protection
policies to the sharing of information with third parties,
informati on that m ght be personal and sensitive.

Can you descri be an instance where you woul d need as
a business transaction to share that kind of transaction, and
can you tell us what if any safeguards you believe The
MG aw Hi | | Conmpany can put in place that affect the third
party receiving the information?

MR. DIONNE: Ckay. Let's stay with children here.
The fact of the matter is that as wonderful as we are, we

don't have all the information that a child could use. There
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are a lot of other publishers that have very val uabl e
resources that we could refer to if they knew about this
child and his interests or her interests. So we would share
with them what we have | earned about this, hopefully.

We know all of those parties, we would sel ect the
information carefully. That's in the world of books. In an
el ectronic environnent, as we know that it is possible now,
and | think you will see a nunber of schools engaging in
this, to create an environnent that is controlled but is a
| ook-alike to the Net, in other words, you can access certain
Websites but others cannot be accessed, and as a product that
wi |l be devel oped and can be sold, and there is a | ot of
t echnol ogi cal solutions on the way here.

In the nmeantinme, there are strong advisories to
parents as to which sites are appropriate. And you have a
nunber of those people participating here and they have done
a good job. But there are legitimate reasons for sharing the
i nformati on.

In return, we will acquire information from others.
For instance, we have a process for creating instructional
materials that are custom zed. |[|f a professor says they want
to have their own book, we will create it for themin 48
hours and get back to them It could be a chapter fromthis
book, that book. The books may or may not be ours. They can

be soneone el se's.
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And if they have information about that chapter or
that book this professor has and how it is best used and what
kind of professors found it nost valuable, that can be
extrenely val uable to us.

So we see this as a net positive for everyone. The
information is nore usable and it is nore efficient inits
use.

COW SSI ONER STEI GER But what about let's say a
financial, the use of Standard & Poor's, the individual who
is going to make use of the new service that you are putting
up.

MR DIONNE: Al of that information will be dubbed
sensitive data. It is not available to anyone outside of the
conpany, and only avail able inside of the conpany to the
peopl e who are responsible for the product.

COW SSI ONER STEI GER: There woul d be no third party
involved in that?

MR DI ONNE: No.

COW SSI ONER STEI GER: Thank you.

MR. DIONNE: There will be no third party data in any
sensitive data activities at all. There will be no third
party sensitive data transactions.

MR. MEDI NE: Commi ssi oner Varney?

COW SSI ONER VARNEY: | wanted to echo the thoughts

of ny coll eagues and say thank you very nuch for com ng,
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M. Dionne. | think your conpany has shown the way that good
busi ness sense al so nakes good privacy sense.

And if everybody did what you did, we would be out of
busi ness, happily, so thank you very much. | look forward to
working with your staff and finding out nore in-depth how
these principles are really working and what kind of problens
you are encountering as you try to inplenent them

MR, DIONNE: We wel cone your visits or anyone el se
who is interested in seeing how we do it.

COMM SSI ONER VARNEY:  Thank you very nuch for
com ng.

MR. MEDINE: Thank you. Now |l would like to call up
remai ni ng panel nenbers that may be here, and | would like to
next turn to the Direct Marketing Association and its
presi dent, Bob Wentzen, who is also chief executive
officer.

The Direct Marketing Association is the |argest trade
associ ation for businesses interested in direct marketing and
dat abase marketing, with nore than 3600 nenber conpani es from
the United States and 49 foreign nations. | wll add that he
has been extrenely helpful to the Comm ssion staff as we
prepared for |ast year's workshop and this year's workshop as
wel | .

G ve people a nonent to settle down. Are you ready?

MR. WENTZEN: Yes. Thank you. W appreciate the
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opportunity to be here today. Cearly these hearings are
extrenely inportant to the future of the Internet and, in
fact, for the future of electronic comrerce.

W have heard already this norning about consuners'
concerns about whether their privacy is, indeed, protected
online. And we just heard, |I think, M. Di onne eloquently
tal k about the commtnment his conpany is making to pronote
user privacy in an effective comercial way.

Conpani es that want to build businesses on the
I nt ernet nust have the confidence of consuners if they are
going to succeed, so this is really an econom c incentive.
There is absolutely no doubt about it. That's why the DVA is
commtted to hel ping consunmers understand how to protect
their online privacy. Along with our nenbers, we are
commtted to responding to the concerns that consuners
expr ess.

Now, | think we have to carefully, however,

di scrimnate between what | think of as fears versus

anxiety. Fear is understanding a danger and assessing it and
having a legitimate concern about it. Anxiety | think of
nore as fear of the unknown and concern about the unknown, so
part of the job here is to elimnate sonme of the unknowns,
elimnating, reducing the anxiety, | think, is going to help
us all.

Privacy protection, on the other hand, doesn't
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de facto nmean governnent control. | think we have heard that
al r eady.

Everyone, consuners, businesses, advocates,
certainly, and governnent, | think have a role to play in
assuring that our privacy is, indeed, protected.

We hope that these hearings, | really believe, in
fact, that the FTC can hel p consuners gain a better
understanding of the true state of user privacy on the
| nt ernet.

We need to separate fact fromfiction and repl ace

sonme snap assunptions with sound judgnent. | think the
st akes are high, no doubt about that. If we fail to read the
| andscape correctly, | think we could easily disrupt the

devel opment of a very useful tool for consuners and, indeed,
a useful tool for business, which is going to have a
significant inpact on the U S and on gl obal econom es.

Most of all | want to do today is help you understand
the steps that industry has already taken, at |east the steps
that we see that have been inplenented, and the efforts that
we are going to continue to nmake to do our best to ensure
t hat busi nesses neet the expectations of consuners regarding
privacy.

Now, |ast year in conjunction with the Interactive
Services Association, we presented draft guidelines covering

noti ce and choice at Wbsites. W tal ked about unsolicited
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E-mail and marketing to children.

In January, this past January, the DVA formally
approved these guidelines. And | think you have a copy of
t hem before you. They have been formally approved and we are
now educating our nenbers regarding these guidelines.

W intend -- in fact, | can commt to you that we
wi Il do our best to enforce these guidelines through ethical
peer review processes.

These principles state that Wbsites shoul d di scl ose
what kind of information they collect, should explain howthe
information is used and provide consuners with a legitimte
mechani sm t hrough whi ch they can specify that they don't want
information shared with third parties.

We have | aunched an aggressive canpaign called
Privacy Action Now. And | am supposed to be wearing a pin.
| forgot to put it on. But Privacy Action Now, with the
"now' stressed, which I think is inportant, and what we have
done as part of this programis really focus on hel ping our
menbers understand the inportance of this issue.

In fact, it is a newone as it regards online
mar keting, so we have sonme educational work to do. Now, as
part of that effort we have distributed copies of our online
mar keting guidelines to every nenber of the DMA, both here
and overseas. W showcased them at every single major Direct

Mar ket i ng conference that we have had.
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I don't know how many thousands of these things we

have distributed, but virtually everywhere we go we have

distributed them I think I distributed several hundred in
Brazil |ast week, as an exanple, at a privacy conference that
we hel d.

We have collected for you today, in addition,
al ready, dozens of exanples of privacy notices and consuner
choi ce options that have been posted on the Wbsites of
sonme of our nenbers and others. You have a few of themin
t his.

| think there are sonething on the order of 50 or so
that we have already collected. W are in the process of
collecting nore. It is an ongoing work. | think already we
are finding that we see an accel eration of adoption of these
principles, and that's very inportant, but we al so know t hat
this is just the start.

We know that many of our nenbers are still newto
these issues and, in fact, the whole issue of online
privacy. W have begun to contact sites that are not in
conpliance with the guidelines to hel p them understand what
t hey need to do.

In fact, we are working aggressively to identify
those that sinply haven't gotten the word, no matter how hard
we try. | think we will nmake a difference.

We have al so organi zed 22 other direct marketing
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trade associations fromfive continents into an International
Federation of Direct Marketing Associations. And we have
agreed to work on joint self-regulatory principles as part of
their joining this organization.

Now, it is inmportant here to note that the reason we
are doing this is because, as you know, the Internet is a
wor | dw de medi um and a worl dwi de marketplace. So in
i npl enmenting guidelines, | think it is foolish for us to
sinply look internally to the U S. W have got to | ook
beyond our shores, and we are in the process of doing that.

| was delighted in Argentina |last week to already see
a Spanish translation by the Argentine Society of our
gui del i nes which were handed out in the conference that |
attended there. The DVA has had an ethics peer review
process for 30 years now. |Its purpose is to bring conpanies
into conpliance with our guidelines.

We have a comm ttee on ethical business practices
whi ch gets conplaints fromnmenbers, fromstaff, consuner
organi zations, and fromthe public. W contact the conpany,
as soon as we get the conplaint, and we call for change. |If
our requested changes are not nmade or, rather, if they are
made first, we wll handle those, we close the case, and that
happens the majority of the tine. |If they are not nade,
there is indeed action that we can take.

The conmmittee can refer the case to the board of the
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DVMA. And in the case of a nenber we can, in fact, expel the
menber from our association. |In fact, we have inproved that
peer review process just recently. W are now releasing a
public docunent three tinmes a year that describes all matters
considered by the commttee on ethical business practices,
the practice that was in question, and violations that the
DVA found. And this is one of those guidelines and you have
a copy of it there in front of you.

We recently have given the committee additional
authority in dealing with future cases to rel ease the nanes
of conpanies that refuse to conply wth our guidelines.
That's a maj or change. W are, in fact, taking public those
conpani es that say that they sinply cannot abide by those
gui del i nes.

We have al so provi ded support to the Wrld Wde Wb
Consortiumand the Internet Privacy Wrking Goup to help
pronote the devel opnment of technology to support a seanl ess
communi cation of consumer privacy preferences and Wbsite
information practices. | know we are going to hear a | ot
nore about that |ater today and perhaps tonorrow.

There are many exciting things happening in this
area, and | think Joe referred to sone of that earlier. W
know t hat technol ogy conpani es are already responding to
consuner privacy concerns through their own product

devel opnment. Many, many nore are on the Web.
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W have al so taken sone proactive steps to respond to
concerns about unsolicited E-mail marketing and marketing of
children online. And we will provide a |ot nore information
about that during pertinent panels of these hearings |ater
on.

For nore than 30 years, as | indicated earlier, the
DVA has al so worked to pronote confidence in the direct
mar ket i ng busi ness. Effective self-regulation to date has
enabl ed direct marketing to becone a $1.1 trillion business.
G ven the chance, we believe that self-regulation wll enable
online commerce to reach its full potential as well. And I
think that is a vital prem se we need to keep considering.

The DMA has al ways supported di scl osure of
information collection practices and offering consuners the
opportunity to limt how their information is used. To that
end, we have assenbl ed detailed informati on on our Wbsite to
hel p consuners, particularly parents, understand how they can
protect the privacy of their famly. You have heard the
i nportance of that earlier.

These efforts include links to all of the major
parental control software tools that parents can use to help
protect their children's privacy, so we have got a list of
them |If a parent conmes to our site they can have a choice
and go directly to any of those software sites and get

information that they can use very easily, | think, to deal
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wi th some concerns about children's privacy.
Also today | amvery pleased to be announcing the

rel ease of a new booklet entitled Get CyberSavvy. This is

specifically designed to head the digitally-chall enged
parents, and | know there are many of us, understanding
privacy and safety issues online.

Get Cyber Savvy has been put together in conjunction

with the Children's Advertising Review Unit of the Council of
Better Business Bureaus and the consuner group Call For
Acti on.

Copi es are available through the DVA offices and the
text inits entirety is available on our Wbsite. A parent
can print this booklet directly on any honme printer so there
are lots of opportunities here for parents to get information
on how to be confortable in dealing with the Net.

We think consunmers need to understand the information
that is collected about them and express their choices about
how it is used. W also believe that many of the new
conpani es that are springing up on the Internet are very new
to these issues and nay need help to understand how t hey can
and should respond. That's why we have devoted the effort to
devel op a tool on our Website to help other Wbsites create
online privacy policies for their site.

You heard earlier today about the inportance of sites

having a policy, expressing it so consuners at |east are
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aware that there is an issue. W think this is an inportant
contribution to making that happen. W believe very
strongly, in fact, we are going to aggressively posture
ourselves as requiring that sites have a posted privacy
policy, whether or not they collect any information, and
that's going to help consuners feel confortable, that there
IS not a question when they go to a site, they will know do
you or do you not collect information?

So we think we can cut through sone of the hype and
hyperbole with this and hel p consuners understand exactly how
Websites are using their information, if, in fact, they are
using any information at all.

A great deal of the Wbsites out there are not using
information. They are either not sophisticated enough or
they don't really have an interest in it. But consuners have
to know.

It costs nothing to use this tool. It can be used by
everyone fromthe | argest Fortune 500 conpany, and there have
been several who used it already, down to the snall est
nonprofit association. |If a conpany is found to have nade an
i naccurate representation in expressing these policies, we
think it would be subject to the FTC s regul ati on about
deceptive practices.

If you get online and express what your policies are

and you don't follow them we think you could be subject to a
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deceptive practice charge. By using this tool to denonstrate
how t he tool works, we will show you steps taken by the

D sabl ed Anerican Veterans, a DVA nenber, who used the tool
recently to develop the policy that you will find, | think,
in our conpilation of policies in the | arge book.

So the first thing that happens, | think, as you see
is that when you cone online, you are asked to provide
i nformati on about who you are, your E-nmail address, your nane
and address and so forth, so we in fact, know we have a
policy statenent that clearly states who you are dealing
with. 1In addition, we are asked, the system asks you to
respond to a nunber of questions that basically help us
conpile the things that you do regarding both the collection
of information, the use of information, and any di ssem nation
of the information that you coll ect.

In addition, we ask questions about how you are going
to all ow consuners to opt out of the process. Are you going
to give themchoice? So we have covered the areas of notice,
we have covered the areas of choice, and we provide various
mechani sns for opting out.

When you get through with this policy, answering al
of this questionnaire, if you would, online questionnaire,
you are asked what kind of output do you want? In one
i nstance you can ask to get the output in a formof conpleted

conputer programmng so that, in fact, it can be posted
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directly to your Website and we will show you what that | ooks
like in a second. You can print it out, if you like. You
can review it. You can send it to your attorneys so that
they can fine-tune it or whatever you |ike.

The reality is that you have nost of the work done
for you and you have |ots of options regardi ng the output.

So I think you will see in a second here what it |ooks |ike
after you have -- after it is a witten policy, if you would,
SO now we have a witten policy, it has sone hypertext in it
and so forth.

Once that policy has been finalized, you can then
post it directly to your site. And you will see here in a
second we w Il have, in this case, the DAV's policy conplete
wi th graphics and conplete with hypertext so that it is a
fully operational policy. It provides all of the elenents
that are customto that particular enterprise and at the sane
time it has nade the work very, very easy, very, very quick
And | think there can be little reason for folks to feel as
though it is too difficult to do or it is sonmething that they
don't want to get involved in.

MR MEDINE: | hope it is nore apparent than it is on
the screen, but | suspect it probably is. It is anonymty,
not privacy.

(Laughter.)

MR. MEDINE: We would like to ask you a coupl e
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guestions and get on.

MR. WENTZEN. | have one | ast conmment. W are going
to take all of the energies that we have and do the best job
we have to kind of continue a process that was started 30
years ago to make sure that self-regul ation does work. And
the reason is sinple. It nakes good econom c sense.

It isn't a mtter of altruism And while it is
consistent, certainly, with public policy and ethical
behavi or and so forth, the reason that we think this nakes
sense i s because without the trust of consuners, we are not
going to develop an interactive comrerce business that we
think has a potential to change the way Anericans shop.

If, indeed, we can provi de adequate opt-out choices
for consunmers, we are confident that this will be a change
that will produce significant business and |ead to the
devel opnent of the Internet as well.

MR. MEDI NE: Thank you very nmuch for your
present ati on.

M5. LANDESBERG M. Wentzen, | have two questions.
First, your marketing online privacy principles and gui dance
are not mandatory at this point for DVA nenbers.

Wbul dn't your enforcenment activities be enhanced if
you made them mandat ory?

MR. WENTZEN: Well, | suspect they would be,

i ndeed. As you know, there have been a nunber of questions
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in that regard, including questions of antitrust activities.
The chairman recently addressed those questions in a speech
he gave before one of our conferences, and | think both those
coments and the discussions that we have been having as a
board have led us to explore that possibility, which is
currently ongoi ng.

MS. LANDESBERG  Finally, your comentary states

DVA's Guidelines for Personal Information Protection apply in

all nmedia. They too are permi ssive. A 1997 study
comm ssi oned by the DVA found that fewer than one-third of
t he DVA nenbers surveyed have inplenented the privacy
mechani sms set out in the guidelines.

What do you think accounts for this finding and what
does it say about the future of self-regulation in your
i ndustry?

MR, WENTZEN. Well, | think the first thing you need
to recognize is there is a difference between the nunber of
conpani es adopting the guidelines and the anbunt of the
information or the process that's being covered by the
gui del i nes.

| woul d counter, not to indicate that the nunbers
that you described are inappropriate, but the fact is that
about 95 percent of the "l arge conpani es" that are nenbers of
the DVA are followi ng the guidelines. The best evidence that

we have, and it cones fromthe sane survey, indicated that
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somewhere between 90 and 95 percent of the material that goes
out is distributed by conpanies that are follow ng the
gui del i nes.

The big problem we have at the nonment is two pieces.
One, a | ot of new conpanies that cone on board do not start
out recogni zing that they have to deal with this issue. They
are either too busy or sinply don't understand.

No. 2, a lot of very small conpanies have felt that
it 1s inappropriate or it is unweldy or they sinply can't
afford to do sonme of the things that we think are necessary.
So, indeed, we do have a | esser nunber of conpanies than we
woul d | i ke adopting these policies, but on the high side I
think the issue is we do feel as though nost of our |arge
menbers are doing it and nost of the material that is being
sent out is covered by it.

MS. LANDESBERG  Thank you

MR. MEDI NE: Conm ssi oner Varney.

COW SSI ONER VARNEY: | know you are trying to nove
qui ckly through everybody. | want to say for the benefit of
everybody in this room whether or not you all agree with
every single thing that's in the principles, DVA has worked
extrenely hard to put themtogether. | think we all
recognize it is a starting point.

I think, you know, when the di sadvantage of stepping

up to the plate like our friends fromLEXI S-NEXI S did
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yesterday, when you step up to the plate you keep getting
whacked a bit. Now we are going to | ean on you to get them
broadly inplenented. Sone of us are going to like to see

t hem broadl y i npl enent ed.

Whet her or not that's mandatory or whatever nechani sm
you get them broadly inplenented, we are going to want to
| ook at what is the consequence to the industry? | nean, are
peopl e taking these policies, are they putting themon their
Websites, are they adhering to then? Wat percentage are?
VWhat aren't? Wiat is the consequence for the business? Wat
are the econom c dynam cs when you | ook at your conpanies
that do have privacy policies and those that don't?

So | want to really enphasize how i npressed | amt hat
you have put these policies together. | think it is the
beginning, it is not the end, and |I | ook forward to
continuing to work with you

MR. MEDI NE: Conm ssi oner Steiger.

COW SSI ONER STEI GER:  One very brief question.

Thank you for all of your work and all of the continuing
intelligence and expertise you are providing for this
Conmi ssi on.

I do have one question on an admttedly very
qui ck-1 ook at the sanmple outline, which I know we will find
useful. | see repeatedly flagged check this box if you would

not like to receive news and information fromX Do you

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



102

consider that privacy protection? | don't see anything el se
that says if you don't want your information used, |let us
know.

You don't presune, | trust, that whether we wsh to
receive or not receive information is an adequate notice of
the use of our questionnaire if we fill it out?

MR. WENTZEN: Not at all, Comm ssioner. That's
sinply one elenent of a multiplicity of elenents. W do
provi de the consunmer the opportunity to say | don't want the
information, don't transfer the information, | don't expect
that you are going to be able to do anything with it beyond
the purpose for which it was originally acquired. That's
just one elenent of a conpany's statenent.

COW SSI ONER STEI GER: Thank you.

MR. MEDINE: One of our tasks, at |least fromthe
staff point of view, is to evaluate how far self-regul ation
has gone in the two years we have been | ooking at this issue
and you have denonstrated i npressive efforts to try to
facilitate conpani es having privacy policies that are
effective.

What benchmark woul d you set for your industry in
terns of adoption of privacy policies? Should we |ook at two
nmont hs, six nonths, in a year? Wat point should we be able
to surf the Web and find that a vast majority of DMA nenbers

have stated privacy policies?
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MR. WENTZEN: The first thing we are doing, David,
is that we are going out and tal king to our nenbers and
asking themto sign on, literally sign on. W are in the
m ddl e of that process. W have sonething just under half of
our nmenbers who have literally signed a statenent saying |
think these are great and I amgoing to adopt them count on
me, that sort of thing.

We are publicizing it in that way. And | think we
are halfway there already, after less than a year. Secondly,
we are policing, if you would. W are sitting down and doi ng
what you are doing. W are looking at sites, we are calling
themup. | think we did 80 or 90 | ast week. And we are just
getting it rolling.

So ny suspicion is that next year at this tine we are
going to be | ooking at sonething on the order of
three-quarters to 80 percent of our nenbers who are going to
have policies and who are going to be doing their best to
enforce them That doesn't nean, you know, that it is going
to be a perfect world because this is a business.

As sonebody said earlier, that's changing so fast,
conpani es are comng on board so quickly that it is a
constant education process. | don't think we are going to
get to the point where we are at 100 percent, nmaybe never,
because of the educational requirenment that's going to be

part of this thing.
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MR. MEDI NE: Thank you. Conmm ssioner Azcuenaga.

COMW SSI ONER AZCUENAGA: Just a m nor conment. |
t hi nk these hearings have been so wonderful, there is
enornous value to a bully pulpit, and | think the Conm ssion
has done a great deal to get dial ogue going and to educate
oursel ves and to have various groups with various interests
educat e one anot her.

| amvery delighted at the progress that has been
made, some of which has al ready been described here this
norning. | do have to say, however, that although
Comm ssi oner Varney was very careful to speak only for
herself, that in terns of |eaning on you, we have no
authority to do that.

However, we are going to continue to watch over
this. And we do still have sone role to play in continuing
t he education, No. 1, and possibly maki ng recommendations to
t he Congress. So as you go forward | hope having | earned
nore fromthese hearings as we have, perhaps enforcing your
gui del i nes, perhaps making them mandatory, that's all to the
good, but you should do it based on your own understandi ng.
We have no authority to force you to do that.

MR. WENTZEN. | certainly would |ike to encourage
your helping to push us, if you would, and partner with us in
this process of education. GCetting the word out on this kind

of information or on the guidelines is a cooperative effort,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



105

so we woul d appreciate any hel p we can get.

MS. BERNSTEIN. That's exactly what | was going to
ask you about, Bob, knowi ng the answer. W have had such a
good partnership with you and education in other areas that |
am assum ng that you would be again happily partner with us
in the overall public education to guide these issues.

MR. WENTZEN: Absolutely. | think the research we
heard this norning really highlighted for ne what | already
recognize, and it really strengthened the fact that an awf ul
| ot of people are not aware, people who are on the Net as
begi nni ng comrerce entities, they are sinply not aware of the
fact that this is a concern, or if they are aware of it, they
are too busy to focus on it.

I think education will cause themto focus on it.

And then we give themthe tools. | hope we have got sone of
the tools, and we will have nore this tinme next year, we wll
have a | ot nore.

MR. MEDI NE: Thank you very nuch, again, for your
presentation. Let me next turn to Esther Dyson, who is the
chai rman of the Electronic Frontier Foundation, a cosponsor
of eTRUST -- now we have been told TRUSTe -- and president of
EDventure Holdings. She is witing a book about digital age
i ssues including privacy self-regulation.

M5. DYSON: Good norning. | amvery pleased to be
here. And what | amgoing to do is talk quite briefly
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because | hope to be -- hope to provoke questions, rather
than answer themall in everything | am going to do.

TRUSTe, which was born as eTRUST, but we observe
intellectual property and, anyway, we gave it up to sonebody
el se, TRUSTe, it is not so nuch an attenpt at
self-regulation, we believe that the alternative to
government regulation is not really self-regulation but it is
custonmer regul ation.

What we are fostering is the concept that custoners
shoul d be informed and that they should thensel ves regul ate
the vendors they deal with by choosing whether or not to do
busi ness with them and on what terns.

So as it says here, we have got a privacy program
t hat provides a standardi zed nethod for assuring custoner
control of personal data to informed consent. W do not
assure what happens. W assure custoner control, what
happens. | think that distinction is very inportant.

W firmy believe not all custoners have the sane
preference, each individual custoner may have different
preferences about different kinds of data, different
preferences according to the vendor they are dealing with, so
what we are trying to do is create a decentralized narket,
decentral i zed enforcenment nechani sns.

We are bringing in validation partners, accounting

firms, starting with Coopers & Lybrand and KPMS but we hope
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extending to others.

In the proper spirit of the Federal Trade Comm ssion,
we wel cone conpetition. W don't want to be the only guys
out there. And we really do hope there will be other such
systens. Wth that, let ne go through the slides.

We came up with sonmething very specific, tangible
and practical for how to acconplish this. W have what
are called trust marks. And we license themto people
with Websites. And they can put up these trust marks on
their Websites after going through a process of validation
W th us.

They can also use different trust nmarks at different
pl aces on the site, in which case the overall trust mark for
t he hone page is, of course, if you |like, the broadest trust
mark. |f anywhere on your site you collect data where you
allowed third-party exchange, that has to be the initial
trust mark on your site.

| trust you can read these. They say no exchange, no
personal |l y-identifiable data are used by the site at all.
One-to0-one exchange, they are collected only for the site
owner's use in comunication with that particul ar custoner.
And third-party exchange, that's kind of, let's face it, the
Pandora's box that raises further questions. W wll use
your data and we will give themto third parties and now we

are going to explain to you how we do it, so you have a
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choi ce.

And | could imagi ne a Wbsite where they had a choi ce
of , you could sel ect one box where they have third-party
exchange trust mark and anot her where they did not, so that
t he consunmer woul d have the option of what terns they want to
do busi ness under.

This is our owmn Wb page just telling you wel cone,
listing our sponsors, doing the usual comrercial things. And
here is the Wb crawl er page. Down at the bottom you can see
the eTRUST trust mark, and next you want to know
specifically -- did | say eTRUST?

COMWM SSI ONER VARNEY:  You did. That's okay.

M5. DYSON: May lightning bolts strike ne. Here you
see down at the bottom specific information about what it is
that they collect and what it is that they do. And that's
what we are encouraging all our |icensees to do.

And it goes on. Here is what we did. Here is who we
share it with. In this case we don't share it with anybody
el se. You can opt-out. The consuner watchdog, this is a
page you can go to to post if you have any problens and so
forth and so on.

This is how we actually do our dealings with the
Website that uses our trust marks. This is very different
fromcontent control. Content control is an interesting

t hi ng because you can go to a Wbsite and see a dirty picture
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there, you may argue about how dirty it is, but it is
visible. Wth privacy you don't know what happens behind
scenes. You can't |look at the Wbsite and say, uh-huh, you
can tell they are collecting your data but you can't tel
what they are doing with it.

So we go through a process with the Wbsite owner and
they actually run through a checklist with us, they conplete
| egal agreenents so we now have a |egal, they now have a
| egal obligation to abide by the statenents they are going to
make and, therefore, they can be accountable to the FTC if
t hey do sonet hi ng bad.

And the one thing we do is we see the site with fal se
data. We learn fromour friendly comercial partners when
sonebody has a mailing list and they want to know if it is

bei ng m sused, they put fake data in it. Then they see if

the data are being m sused. For exanple, | may sell a |ist
for one tine use. | put ny nother's nane in. If ny nother
gets two pieces of mail, |I know ny trust is being abused, and

we use that sanme procedure with eTRUST to ferret out
m srepresentations.

W al so do spot audits where we actually call in an
auditing firmto |look through the data processing systemthe
conpany uses, what they actually do and so forth and so on.
And we encourage our larger sites to do this any way with the

hel p of Coopers & Lybrand and KPMa It is nmuch like a
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financial audit.

They cone in, they check your books, they | ook at
your conputer systens, they interview your enployees, they
see what really happens and nake sure that not only do you
not formally use the data in the wong way but your enpl oyees
are properly trained and they don't give information out to
strangers and so forth and so on. Then you get your TRUSTe
mar ks.

I went through this already. Now if sonebody is
found not to be behaving properly, the renedies begin with
breach of contract wwth us, with eTRUST. |If sonebody doesn't
have a contract with us, but they were using the trust marks
anyway. That's a trademark infringenent. And, of course,
there is fraud or deceptive practices when they are nmaking
m sst at enent s.

This is our broad, but we hope grow ng industry
support. And begi nning today TRUSTe is avail able for
commercial use. It is not restricted to the United States,
as M. Wentzen said, this is a worldw de Net and we can
neither rely on nor can the industry be regulated by a single
government. So we are very happy that our trust marks are
valid even if you are doing business with us from for
exanpl e, Russi a.

I would Iike to make just a couple nore points.

First of all, we see ourselves as very conplenentary to the
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peopl e you are going to hear this afternoon. Qur systemis
about discl osure and about validation of the representations
t hat peopl e nmake.

What is al so necessary and val uable is ways of
representing this information electronically so that a person
can, for exanple, set his Wb browser to deal only with sites
that follow certain privacy practices.

So you can actually set your browser up to negotiate
automatically, just as you can set up a browser not to
down-1oad any dirty pictures, you could, for exanple, protect
your child from Sone day we hope to have a child trust
mark. You could limt your child to visiting only sites that
had, for exanple, a child trust mark.

We believe that this is an inportant thing for
commercial outfits, but we would al so encourage the
government to use it.

The people that we are working with now, they are
commerci al organi zations. You have a choice as a consuner
whet her or not to deal wth them There are many gover nment
organi zati ons where you do not have any choice, but it would
be nice if you at | east had a choice about whether your data
was used only by the Departnent of Mtor Vehicles or whether
they were also sold by the Departnment of Mdtor Vehicles to
third parties.

So I would encourage the governnent itself to adopt
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this systemor sonething simlar to help set the path for the
comercial sector. And | would be delighted to answer
guesti ons.

MR. MEDI NE: Chairman Pitof sky.

CHAI RVAN PI TOFSKY: | think your whol e approach to
this is very appealing, which is to put consuners in a
position where they can protect their own interests and
that's sonmething that's very consistent with nmany things that
we do here at the agency.

But zeroing in on the mark, which indicates that the
information that is provided in the course of doing business
could be sold to sone unknown third party, it seens to ne
your choice when you see that mark is either not to do
business with that conpany or to go ahead and do busi ness and
run the risk of sone personal information will be sold.

Am | wong that you could do business with the
conpany and still opt-out from all ow ng your personal
information to be disclosed?

M5. DYSON: Yes. Let ne run through it again. First
of all, I cone to a site and the front page says sone
third-party informati on may be exchanged. And so | say hum
| would |ike to know what third-party information is going to
be exchanged and with whom And this is not required, but
clearly we encourage further disclosures to be nade as you

saw at the bottom of the Web craw er page.
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And we encourage the sites to allow the custoners.
You can have opt in or opt-out as well. It is an overal
notification: Hey consuner, ask a few nore questions, maybe
they are going to offer you a choice, maybe your only choice
is not to do business with these guys, but at |east you know
what you are getting into.

What we don't want to do is have 49 different trust
mar ks and confuse the matter, partly because each conpany is
going to have different categories, different kinds of
information they collect. | don't mnd if the flower conpany
sends informati on about what kind of flowers | |ike, but |
don't really want them sending out the information about who
| sent the flowers to because, you know, naybe ny fourth
boyfriend will find out about the third one or sonething |ike
t hat .

So you want to give the site the encouragenent to
di scl ose nore information but you don't want to make it too
confusing up front. 1In a sense, the third-party exchange
trust mark is a yellow |ight that says caution, ask nore
guesti ons.

CHAI RVAN PI TOFSKY: But the burden is on the
consuner ?

M5. DYSON:  Yes.

CHAI RVAN PI TOFSKY:  Wiat is the reason for not having

a sort of sub-A under the third trust mark, the mark says it
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m ght be sold to a third party and then there is sonething
you click on and you say count nme out?

COW SSI ONER VARNEY: To add to that, why as a policy
reason, why woul dn't TRUSTe require anybody who is going to
participate in their programto offer opt-out as a condition
of participating in the progranf

M5. DYSON: W frankly believe in custoner choice.
Put it this way. |If conpanies find people don't want to do
business with themon the basis of free exchange, they wll
offer that option. W do not nmake it a condition because we
don't think it is necessary, to be honest.

I would encourage it, but there nmay be sonme cases
where, you know, what we are trying to do is create a clear
and well-lighted market. W are not trying to restrict, we
are trying to foster honesty. And we are trying to foster
the ability of the consuner to nmake a choice.

And, yeah, | nmean, clearly there are things we |ike
better than other things but no, we don't nake that a
condition of the third trust mark. W do for practica
pur poses say you should disclose further what it is you are
goi ng to do.

MR. MEDINE: | guess |ooking at the analysis from
| ast year's report, which had four guiding principles of
notice, choice, access and security, it would appear that

TRUSTe really only just partially addresses the notice issue
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and not fully because it doesn't necessarily require full
di sclosure of all the information practices and it doesn't
address choice at all.

M5. DYSON: It addresses choice to ny mnd perfectly
wel | because the custonmer can decide they don't want to --

MR. MEDINE: The choice is really all or nothing.
There is no mddle ground. | would like to do business with
you, but | wouldn't like you to -- | don't want to share this
particular information with you for use with third parties.

M5. DYSON: No. | beg to differ. There is a range
of howit works. A site nay or may not offer very, very
specific and detail ed choices. W do not require themto do
t hat because we believe the range of choices is going to vary
so nmuch fromsite to site that trying to require it ends up
bei ng overly conpl ex because there is always the choice to
say no, | do not want to do busi ness.

When you get down to | want to do busi ness under
certain conditions, then that's going to be site dependent,
and that's where we think that our |icensee should decide
what options to offer and | et the custonmer choose whet her
t hey are acceptabl e.

MR. MEDINE: One of the things we have | earned as a
technol ogical matter is that the mnute you hit a site,
certain informati on about you can be obtai ned, not nmaybe your

identity but your domain, sonething about your Wb browser,
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where you have been on the Wb.

That woul d occur at the sane tinme that the consumner
is getting the disclosure of the trust marks, they are al so
having their information captured by that Wbsite. Does
TRUSTe have a policy or require a policy by Whbsites to not
use that information that they gather on the first hit
because a consuner hasn't had a chance yet to get the
di scl osure of the site's policies and hasn't had a chance to
exercise their option of not doing business with that site?

M5. DYSON:. That's a very good and very obvi ous
gquestion, and | amenbarrassed that | don't know the answer,
but clearly that should be one of our policies. | hope it
is. But ny TRUSTe trustee isn't here. That makes an awf ul
| ot of sense.

MR. MEDINE: Director Bernstein.

DI RECTOR BERNSTEIN: Have you had an opportunity to
ascertain the | evel of acceptance of the systenf? |
understand it is just beginning, but I thought perhaps you
had either tested it or done focus groups or had sone
enpi rical know edge about the |evel of acceptability.

M5. DYSON: W are doing a lot of fooling around with
it in various ways, seeing how the process works, trying to
find out how nmuch it costs to go through all these things,
trying it out on people, but we can't give you any real good

solid statistical information, unfortunately. W are just
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starting.

Sone things seem obvious, but we haven't tested it on
a random user popul ation, and so we can't give you that.
Cobviously we are trying hard to make this sonething that is
trusted at both ends.

I amvery concerned that we have strong enforcenent
because the value of this trust mark can easily be destroyed
if we are not careful.

MR. MEDI NE: Conmi ssioner Starek.

COW SSI ONER STAREK:  Your program sounds to nme to be
somewhat simlar to the Better Business Bureau online
certification program Al though | guess the difference would
be that theirs is trying to assure consuners who are engagi ng
in electronic comerce that they are participating with a
reput abl e conpany as opposed to one who protects privacy.

Is there any coordinati on or have you done anything
together with BBB s online progranf

M5. DYSON: Not specifically. W would |ike to work
with everybody in this room the DVA, the PVMAA, the Better
Busi ness Bureaus, everybody, but we are a startup. It has
been hard to get respect. And so we are very happy to be
her e.

COW SSI ONER STAREK:  The program that you have
outlined certainly in nmy view commands sone respect. | had

one ot her question.
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You nentioned in your remarks, if | heard you
correctly, | thought you said governnents couldn't regul ate
or legislate at this tine or regulate the Internet because it
is a worldwi de system here. | wondered if you could expand
on that. Exactly what were you thinking when you indicated
t hat governnents don't have the authority to regulate the
Wrld Wde Web?

M5. DYSON: Cearly governnents have the authority to
regul ate businesses and so forth and so on. The thing | am
t hi nki ng about is if sonebody sets up shop in Antigua or in
Russia or Yenen or should they ever have an Internet in North
Korea and starts sending or making fraudulent offers to
Ameri can consuners, you are going to have a tough tine going
after those guys in North Korea.

There are obviously various kinds of treaties and so
forth and so on, but it is very difficult.

And this is the sanme issue when you are tal king about
dealing with the European Union. You are now as an Anerican
vendor, you are de facto nmaking offers to French consuners
whi ch may be agai nst French | aw.

A friend of mne got into a big fuss because he was
trying to -- he was a British resident and trying to buy
stocks through Etrade or sonething |ike that and the Brits
didn't like it, so it creates a |lot of conplications. And

that's why these systens that are -- instead of being
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geographical jurisdictions, are actually worldw de and
operate by contract between the custoner and the site and
between the site and call it the certifying authority, make a
| ot of sense.

Clearly we wel cone the United States' endorsenent and
so forth and so on, but there are interesting problens that
are going to arise in this area.

MR. MEDI NE:  Conmi ssi oner Varney.

COW SSI ONER VARNEY: Est her, have you given any
t hought to how the synbol gets displayed when people are
surfing the Web and you are hot-linking in and out of various
sites? | think Tara and | were tal king this norning about on
the Web, you don't always enter every site fromtop down, so
if you have a front page that has a trust mark, that may or
may not be where you cone in

What are your views on, you know, should we all just
be careful to go to the front page first or should Netscape
and M crosoft think about making space on the top of every
page for any mark?

M5. DYSON: We would love for themto do that.

Screen real estate is getting limted, is the problem

think clearly as | nentioned anything that is worse -- your
honme page is going to have your worst trust mark on it, so to
speak.

We do not yet, | believe, have a policy of putting

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



120

the trust mark next to every point where you collect data
because, again, there are issues of screen real estate, but
it is a very good question. And these are the kinds of
things we are going to be westling with over the next year
as we roll out nore fully, we have been doing sone of it, and
seei ng what happens.

| also want to just quickly go back to a previous
guestion, the issue of when you even |land on a site and you
get this third-party exchange problem that's why we need
things like P3 or the open profiling systemso you can avoid
even getting to the site if you really don't want to dea
with it.

MR. MEDI NE: Thanks. W will be hearing from P3
| ater and get a sense of the interaction between the two
technol ogi es. Thank you very nmuch. This was an enlightening
di scussi on.

We don't have much nore tine left, but | would Iike
to press on with Jeff Richards, who represents conpanies in
the field of Internet and online services, the Interactive
Services Association. [|ISA has -- | think, Jeff, you can stay
at a m crophone.

My understanding is, to sunmarize |ISA s policy along
these lines, is to require disclosure of information
practices on Websites and to also, if personal information is

collected, to indicate what the nature of third party use of
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that information is and al so provide an opt-out nechani sm
|s that basically correct?

MR. RICHARDS: That's basically correct. W noved,
let me tal k about opt-out for just a monment. Wthin the
associ ation there has been a vi gorous debate about whet her
opt-out in itself is the final solution, whether opt-inis
preferable and, in fact, it goes back to a thenme we have
heard over and over today: |s consuner choice, and better
than that, informed consuner choice, contracts between
consuners and providers and the |iKke.

Perhaps it is nmy background as a health educator that
makes nme realize how conplicated information today that is
presented and how nuch through marks, through sinple
| anguage, through maki ng concepts clearer and recogni zabl e,
how much basi c educati on needs to be done by industry and
provi ders today, and so | SA's nenbers realizing, | believe,
that disclosure is key, believe that choice is key.

MR. MEDINE: And does ISA require that its nenbers
adopt these practices online?

MR. RICHARDS: W don't require it at the nonent.
Frankly, we have just released our new guidelines. W did
ours |last year with DMA, and now we have shar pened our
concepts.

And so we are in the process of getting nenber

f eedback and we expect to see tests again. W are very
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serious about this. W need to see how disclosure actually
wor ks. W need to understand what choice neans when it is
uniformy applied within a reasonable framework that an
i ndustry and associ ation can do. So we hope to report those
results to you and others as we achi eve them

MR. MEDINE: Do you know today what percentage of | SA
menbers are conplying with the guidelines?

MR. RICHARDS: W have just released themthree weeks
ago.

MR. MEDI NE: Last year's guidelines?

MR, RICHARDS: Last year's guidelines. Last year's
gui delines were broad in application. That's, in fact, why I
don't think we saw lots and | ots of our nenbers adopting them
inauniformway that we could identify and catal ogue, which
is why we went back to the table and said let's get clearer
about these principles. Let's sinplify it to the concepts
that we can actually test in practice.

MR. MEDINE: | guess the sanme question | asked Bob
Wentzen, what is a good benchmark for our determ ning
whet her | SA nmenbers have gotten the nmessage and are starting
to conply with these procedures? At what point should we be
able to surf around and see a high degree of conpliance by
| SA menber s?

MR. RICHARDS: This year wll be the inportant first

part, which is making sure this is working, making sure that
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we actually get consuner feedback on choice and on

di sclosure. By this tinme next year | think we will see w de
conpliance because we will have tested this in rea

practice.

MR. MEDINE: W |ook forward to continued efforts on
your part.

MR. RICHARDS: G eat.

MR. MEDI NE: Kat herine Krause is here, a senior
attorney with US West and is chair of the Information
| ndustry Association's Privacy Commttee. And | assune you
are primarily wearing your Il A hat for the nonent.

M5. KRAUSE: Yes.

MR. MEDINE: What is IIA doing in this area and what
per cent age of adherence anong |1 A nmenbers should we be
| ooki ng for?

M5. KRAUSE: | think I should begin by nentioning
that although I amsitting here in this online hearing, one
of the things we have talked to David and his staff about is
that IlAis not particularly an online organization. And so
the self-regulation issues that are being addressed from
yesterday through Friday generally are of interest to us
across the board.

1A first adopted fair information practices and
principles in a formal way in 1994. It has got over 500

menber conpanies. It is very diverse in terns of its
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menbership with online and off-line providers, comrercial and
custoner providers, database conpanies and retailers, print
and el ectroni c nedi um

One of the things | think you are seeing both
yesterday and today is a tendency for sone of these privacy
princi ples and guidelines to develop in niche markets and
ni che industries, so you have an Interactive Services
Associ ation principle and you have the ei ght nenbers that
were here yesterday with their kind of | ookup service
principles. And you have DVA, which is a little bit broader,
but, again, directed toward marketers.

So one of the challenges when I1A first put its
privacy principles and fair collection practices together was
to try and conme up with principles and gui delines that
actually addressed the diversity that | just nentioned to
you.

Many of the conpanies in the association, in fact,
have adopted the CECD gui delines or had signed on to the
guidelines in the '80s. That was our starting point. It
served us very well in ternms of comng up with notions about
no secret databases, which was taken to the Privacy Act and
t hen nodul ati ng the CECD gui del i nes, so those have been in
pl ace since '94.

They are currently being revisited, in part, because

during the course of these hearings and hearings | ast year

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



125

and conversations with staff personnel | think there are
concerns that the principles don't address every aspect of
what peopl e think ought to be addressed, even if there is
just a narrative statenent saying how the association
addresses it.

I don't have any netrics for you, David. Again, the
association is terribly diverse. | do have one thing to say
that kind of echoes DVA, however. In part, this nay be
because of ny geography. As | told you, we are in the mddle
of the country where you just don't see this on the front
page every norning, but the |arger businesses are easier to
sign on to sone of these things, either because they are
associated wth other |arger businesses that have al so signed
on to them or because they see that as both an econonm c issue
for them or because they feel it buys them sonething in terns
of the regul atory postures.

Smal | er conpani es very often don't see the need for
t hese kinds of policies or principles without, as has been
stated, sone real clear education. And even then if their
custonmer markets are not clanmoring for it or if they don't

serve consuner mass market custoners, it is oblique to them

so there is still a great deal of education that needs to be
done in the associations, | think, with regard to the smaller
conpanies and that, | would assune, because ||l A does have | ot

of entrepreneurs in smaller conpanies, would take us a little
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nore tine.

MR. MEDI NE: You had indicated in your comments you
were in the process of revising your guidelines. Two
guestions about that. One is do you have a sense of when you
are likely to conplete that process of revision and, second,
do you plan on specifying in greater detail the type of
noti ce you expect your menbers to provide to consuners about
i nformati on gathering practices?

M5. KRAUSE: We are hal fway through with the first
round of discussions about the guidelines, nmeaning we have
made our way through half of the guidelines.

My guess is after we nake our way through the second
half there will be an iteration which will then go back on
the table and we will start all over again, probably because
frankly we cut off discussion on the first three after like
12 and a half hours. So we are noving through.

| hear people talk about this tinme next year. M
guess is we wll be there before this tinme next year.

The issue you raise wth regards to notice is one of
t he i ssues where peopl e have suggested that perhaps this
docunent needs to be nore articul ate and nore expressive.
don't know how detailed we will be with respect to what the
notice says. W may go with sonething as sinple as full and
fair disclosure. But those are things that really need to be

di scussed within the associ ati on.
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And the nodel s that are being discussed here
certainly provide any business with anple tools to do a ful
and fair disclosure without an associ ation, on giving thema
| egal i stic description of what that is supposed to | ook
like.

MR. MEDI NE: Thank you for a progress report on I1A's
efforts. | want to turn now to --

M5. KRAUSE: In closing, could I just say | think it
is absolutely obvious fromthe |ast two days that the
guestion is not whether self-regulation can work, but it is a
clear denonstration that it is working, that it is flexible,
it istinely, it is responsive, and | just want to say that |
think it has been a very inpressive showi ng about how it is
wor ki ng.

MR. MEDI NE: Thanks for your comrents. Turning to
Bill Randl e, Senior Vice President and Director of Marketing
and Strategic Planning at Huntington Bancshares. He is also
here on behal f of the Banking Industry Technol ogy Secretari at
or BITS.

And | guess the question for Bill is where is the
banki ng i ndustry on sonme of the issues we have heard about
today in ternms of self-regulation and enunciation to
consuners of information gathering practices and offering
consuners sone degree of choice in that area?

MR. RANDLE: Thank you, David. First of all, let ne
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say that historically banks have val ued their custoners and
the very special relationship that they have as soneone
entrusted with the financial resources of the individual but
al so the information that goes along with that.

As such, | have worked with several banking
organi zations in this area over the |last tw years. The
Consunmer Bankers Association and the Smart Card Forum both
of which in the |ast year have issued gui delines on
i nformati on and privacy.

But nore recently, as nentioned, | amworking as an
advi sor to BITS, the Banking Industry Technol ogy
Secretariat. First of all, let nme explain what BITS real ly
iS.

About two years ago the Bankers Roundtable, which is
an organi zation of the top 125 banks in this country,
enpl oying about 1 m|lion bankers and representing 70 percent
of the assets on deposits of this country, formed a task
force on technol ogy.

Frank Votes, the chairman of Huntington, chaired this
task force, along with Ed MIler, vice chairman from Chase,
who was cochair.

In the fall of |ast year we established BITS, which
i s a Banking Industry Technol ogy Secretariat, but nore
inportantly established a Board of Directors nmade up of 12

i ndividuals. The CEO s of ten |arge banks that you woul d
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recogni ze, CGiticorp, Chase, Bank of Boston, Huntington,

Nat i onsBank, First Union, Norwest, Bank of Anerica, Mllon,
BankOne and al so representatives fromthe ABA or the Anerican
Bankers Associ ation and the | BWVor | ndependent Bankers
Associ ati on make up the 12 nenber Board of Directors of BITS.

It is inportant to note that this is a separate board
apart fromthe Bankers Roundtable and is charged primarily
W th supervising the issues | am about to enunciate. But
nore recently in April of this year we hired a CEO of BITS,
and that individual is Katherine Allen, fornmer exec at
Cticorp, formerly head of the Smart Card Forum and nore
recently president of the Santa Fe G oup.

Now, the objectives of BITS are sinply as foll ows:
One, to accelerate the establishnent of new el ectronic
paynment and product delivery systens through the devel opnent
of interoperable specifications and standards that w |l
address privacy, security, transaction protocols, and
operating rules for electronic product delivery and paynent
syst ens.

Two, to create through a certification process for
provi ders of banking products an environnent for a safe and
secure electronic infrastructure that wll enhance bank
brands and respect consumer privacy.

Three, to enhance consunmer confidence via an

acceptance nmark. An acceptance mark, sonewhat simlar to
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per haps sone that you have seen, but one that would be
related particularly to the paynent system the future
paynment systemof this country, and to evaluate the
feasibility of an industry-driven paynent certification
aut hentication systemand real -time settl enent.

Now, these are very broad objectives and they do
address the future paynent system | believe, of this
country. But on a broader issue, if BITS does its job
correctly, and I have every reason to believe that it wll,
we are addressing not only the paynment systemof this country
but if the job is done correctly, and it should be, | hope,
the future paynent systemon a gl obal basis for al
el ectroni c comerce.

If the job is done correctly, | believe that the
countries of the rest of the world who are interested in
gl obal commerce as nmuch as we are will follow sone of the
exanpl es that | have just enunciated. It is a very serious
project, and that's why the CEO s of the banks | identified
are the nenbers who participate on the BITS board.

It has the very highest |level of attention within the
industry. And you will see sone action on this before the
end of this year. Thank you.

MR. MEDI NE: Thank you. Along those sane |ines, for
t hose of you who have a continuing interest in privacy

i ssues, on July 17th the FTC wll be hosting a workshop on
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behal f of the Interagency Task Force on Consuner El ectronic
Paynents to address privacy concerns and the whol e area of
t he devel opi ng el ectroni c paynent systens.

Thank you very nuch.

Let me turn to Ronald Gol dbrenner, who is sitting in
for Linda Goldstein who has had sone plane difficulties. M.
Gol dbrenner is general counsel of the Pronotion Marketing
Associ ation of Anmerica and, again, we wanted to get your
association's views on how consuners' privacy issues are
being dealt with online.

MR. GOLDBRENNER: Thank you very nmuch. | just want
to say it is not due to Linda's plane troubles, just due to
her sadi sm because she is sitting in the back of the room
but I want to thank you for inviting us. And | want to
commend t he Comm ssion on a wonderful program

I think that what we have seen and heard this norning
proves the necessity for this kind of cautious approach where
we investigate the issues and see what industry can innovate
and develop to neet the problens as they occur. | also
t hought it was an intriguing offer that the Conm ssion woul d
go out of business if we all adopted the McGawHi |l program
and | don't know if | am/|looking forward to that or not.

Bob Pitofsky is ny old professor of law and | would
hate to see himout of a job. He was a terrific professor.

My organi zation is in the process of studying these
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alternatives. And | think as we have seen today, even though
we have a nunber of central elenents identified, there are a
great many approaches to deal with it. Trying to nesh the
technol ogy, the ability of individuals to protect thensel ves,
and the responsibility of concerns to do it in such a way as
to show t hensel ves to be the decent players, is a very
difficult and conpl ex task.

And | think the devel opnment we have had over the |ast
few years and what we have seen today is indeed the way to do
it. | think it proves the superiority of the self-regulatory
appr oach.

We had sone questions just today from Comm ssi oner
Varney about the fact that if you go into a site rather than
hit its first page, you won't get the warnings. You have a
| ot of problenms how many warni ngs are you going to put up on
the page, with the real estate issue that Esther nentioned,
and with respect to the query if David Medine, there is a
problemsimlar to caller ID problem if conputers are
recording information on you when you first hit the site,
shoul d that be discl osed.

The debate there could be |ikened to whether or not a
caller ID had to be provided, whether it was fair and | egal.
So | think all of these issues need the kind of review and
di scussi on that we have had.

It permits the industry to devel op and innovate in
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how it is going to neet these needs. The needs of a smal
busi ness and a | arge business are different. No business
shoul d be required to neet one code. The whol e purpose of
gui delines and self-regulation is that there needs to be a
variety of tools available to businesses to neet their
particul ar needs and to neet the consuners.

Most of all | think we need to consider and
understand one of the figures that was in the Harris report
that 80 percent of consuners or 79 percent had declined to
give information that was requested. | think this shows that
Esther's point is very well taken. Mst consuners know what
they want to give, what they don't want to give, and when
they want to do it.

The protections we have are already primarily
operating and that is the protection that each individual
exer ci ses when he chooses to give this information or not.
And | want to thank you again for inviting us.

MR. MEDI NE: Thank you. Conmm ssioner Varney.

COW SSI ONER VARNEY: What is your association doing
in ternms of -- do you have any guidelines for your nenbers on
what information they should be collecting for people online
and what they should be doing with it and how it should be
handl ed?

MR. GOLDBRENNER: We currently do not have a set of

formal guidelines. W do know fromthe survey we did on
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behal f of the FTC and from other information that our nenbers
are extrenmely concerned about this area, and we do have a
mandate to go forward and construct guidelines fromthem

And we are in the process of doing that.

And again | would say that the experience today shows
that that's a task.

COW SSI ONER VARNEY: Wien do you think we could
expect to see the guidelines?

MR, GOLDBRENNER: | would be reluctant to give a
date, but | would say again that by this tinme next year we
shoul d be able to give you sonething nore concrete.

COW SSI ONER VARNEY:  Anot her year? W have been
doing this for two years already. | ama little surprised
that it will be another year.

MR. GOLDBRENNER: The PMA has not been involved in
this process for that period of tine. W have cone to it
nore recently than many of the other nenber organizations
have.

And, frankly, I amreluctant to give a deadline
because in ny owmn mnd | amnot sure that | would want to
adopt guidelines. | think so. | think we all seek to
provi de these protections and to give our nenbers a road map
of how they m ght do that.

Whether that is in the formof our own guidelines or

reference to sonebody el se's or a construction of checkli st
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of things you mght do, | amnot really sure and I would
rather not commt.

COW SSI ONER VARNEY: Do you know how many nenbers
you have that are online and that run pronotions and
sweepst akes and prizes online right now, by any chance?

MR. GOLDBRENNER: | can't give you exact nunbers, but
since our association has as its nenbers many of the nost
prom nent marketers in the U S., | would say a great many of
t hem

COMWM SSI ONER VARNEY:  Hundreds or dozens? How many
peopl e are we tal ki ng about ?

MR. GOLDBRENNER: Any nunber | gave you would really
not be accurate. | don't have the database to support any
guess.

COW SSI ONER VARNEY: On an anecdotal basis is it
your inpression that your nenbers who are online and who are
doi ng pronotions online are currently collecting
personal | y-identifiable information w thout consuners
know edge or consent?

MR. GOLDBRENNER: Again, | only have the data from
the survey, and that is too small a nunber to represent the
group entirely, but I think that when a consuner is asked to
give basic data, and | think nost of themare, in terns of
name, address, et cetera, that's an obvious signal that the

other side is collecting data.
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COW SSI ONER VARNEY: But not necessarily so obvious
what they are doing with it.

MR. GOLDBRENNER: Yes. | think that is a different
guestion and | think there probably the mgjority of conpanies
are not disclosing what they are doing wth data.

COW SSI ONER VARNEY:  Davi d.

MR. MEDI NE: Thank you very nuch. Last, but really
not least, is Peter Harter who has been with us for now a
coupl e of years, hel ping us work through sone of these
privacy issues, d obal Policy Counsel for Netscape.

And | wanted to indicate Netscape will be presenting
its open profiling standard this afternoon, but | wanted to
touch a little bit on the whole issue that we have touched on
before. This is not so nmuch what Netscape is doing, as to
how firns operating on the Wb use cookies. And | want to
get a sense of whether firnms need to do a better job of
di scl osi ng the cooki es.

MR. HARTER: | amvery happy to be here. This is our
third year. For the record, I amnot an elf, but I can say
how the cookie is crunbling and its effect on products, at
| east in our product.

Today Netscape is releasing its manufacturing version
4.0 of our product, the Communi cator version of the software,
the client software, which includes a browser E-mail and

ot her conponents. And as a software it is nore conpl ex.
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Qur engi neer, Lou Montulli, who has been with the
conpany fromthe inception, hel ped found Netscape and has
been very concerned about privacy and annoyed about the
intensity of cookie questions we have had to digest over
time. This is, |I think, commerce and Marc had a few cookie
j okes | ast year.

In all seriousness, Lou Montulli and others care
deeply about privacy and on their own when engi neers put
features on the feature list for designing the next version
of product many nonths in advance, they had to fight it out
with other features that are in demand that don't make it
into the product and having to put off for another version
for rel ease.

Fortunately they forged ahead. Let ne describe how
cooki es have changed in our products over tine.

In Navigator 1.0 and 2.0 and the various 2.0 11
versions and different versions and iterations in between,

t he cookie preferences could not be set by the user, and the
default in those versions of the client software from

Net scape was to accept all cookies. In Navigator 3.0, which
| spoke about |ast year here at the FTC Wrkshop on Consuner
Privacy, we announced that 3.0 allowed the user to select a
preference that would have an alarmgo off to indicate a
cookie is being put by a server froma Wbsite on to your

client machine. And Netscape 3.0 defaults to accept al
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cooki es without a warning unless you set the preference to
i ndi cate otherwi se to you

In Version 4.0 the user sees the follow ng cookie
choices. One, you can choose to accept all cookies. Two,
you can accept only cookies that get sent back to the
originating server or domai n-specific cookies. And | wll
touch upon that in a mnute in nore detail, why it is
i nportant.

Third, you can disable all cookies, or fourth, warn
nme before a cookie. Again, 4.0 defaults to accept al
cooki es unl ess the user goes into the preference file, which
isonly a fewclicks away. It is not sone arcane command
integral to the control of the software. It has user
interface controls and preferences, no nore conplex than
mani pul ati ng an average word processor, | would say.

Now, in terns of people who can't navigate a word
processor -- we don't currently manufacture a word processor
at this tine.

Anyway, what we have done is not only try to inprove
our cookies used in our product, we also try to make it an
open standard. W are not a proprietary software, we are an
open standards conpany. That's probably to us nore inportant
t han sati sfying sonme privacy concerns because we woul d not
exi st but for open standards. That's at our core.

Wiile there is sone controversy about what is an open
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standard in the process of technical standards bodi es and
open standards in the press and marketing, nuances and egos

i nvol ved, if we see beyond that we can see the request for
comment 2109 submitted to the Internet Engi neering Task Force
a few nonths ago by Netscape and Bell cor that we have

subm tted these specifications, these choices that a consuner
can make in 4.0 to the IETF so all manufacturers of client
software that inplenment cookies in their client software can
comment on this standard.

And once the I ETF formalizes this request for
coments into actual Internet draft specification, since we
are an open standards conpany, we w || change our product
accordingly to conply with the standard. That process takes
anywhere fromsix nonths to, well, sonetines requests for
comments keep on getting conmented on in the | ETF process, so
we w Il have no control over that as a conpany. W release
it to the standards body, and hopefully it wll go fromthere
in a good way.

MR. MEDI NE: Thank you. The only question |I have,
usi ng Netscape and Navigator 3.0, | set ny settings so that I
coul d see when cooki es were being placed and the probl emthat
| had was | could see a cookie was going to be placed, how
long it would last, but couldn't see what it did.

WI1l there be any progress on that side so | can have

a nore educated judgnment to whether I will allowthe
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pl acenment of a particul ar cookie?

MR. HARTER  That is call ed opaqueness. You | ook at
a cookie file, although it is supposed to be a text file, it
is a junble. The server places the cookie file on your
machine. It is really quite disorganized in that there are
no fields of information specifying nanme, address, gender, so
forth, and later this afternoon we will discuss the open
profil e standard.

Putting that kind of preference of personal data
information on to a client side doesn't enable the Wbsite to
organi ze information efficiently, nor does it allow the user
or consuner to control information that's there. To resolve
bot h those concerns on both the Wbsite busi ness side and the
consuner privacy side, open profile standard addresses that,
basically | oading the cookie with a lot of information about
preferences of the user may be in sone perspectives a m suse
of the cookie, it wasn't intended to carry all that data.

Cooki es are very small, supposed to be tenporary,
according to the original standard specified, and they've
burdened them mneking them a receptacle for permanent
preference data, which may be overloading that poor little
cooki e.

MR. MEDI NE: Conm ssi oner Steiger.

COW SSI ONER STEIGER: WI I this adaptation or change

in our ability to deal with cookies have any inpact on the
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ability of the user to book mark? |Is there any
rel ati onshi p?

MR, HARTER In terns of -- there are sone projects,
PGP' s Cookie-cutter, which allows you to organi ze on a user
interface. You can pull up client software, which sites are
going to accept cookies and which won't, organize those
di fferent cookies fromthe different sites.

How scal able it is and how often a consunmer will go
in there to really carefully organize all their cookies,
peopl e probably don't have the tine to organize their bills
and nmail at their desk. Are they going to go and
meticul ously organi ze cookie files in the conputer? People's
desktops and their conputer screens, the desk top is pretty
messy to begin with. They are going to go -- that's a user
behavi or, user experience issue, which we deal with in terns
of designing software, but our product was trying to keep it
sinple and give the user these four choices in our product.

If users are willing to take on nore sophisticated
choi ces, certainly they can already use products, the PG s
Cooki e-cutter, which is a plug-in and interacts with our
product. If it is a user demand, considered for a future
version, | would suppose, for our product.

COW SSI ONER STEI GER: Thank you.

COW SSI ONER VARNEY: Since we are on the record

here, I want to clarify a couple things. There was a
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proposal to the Internet Engineering Task Force to basically
switch the cookie's default; is that right? Wat is the --
how do you identify that proposal? It is not 2109, is it?

MR. HARTER: That's request for Comment 2109
submtted by Lou Montulli and an engineer fromBellcor a few
nont hs back. It has been submtted. It has been tal ked
about at the I ETF neeting | amaware of in Austin, Texas a
nmonth and a half ago, and now a technical specification
docunent, generally between 50 and 100 pages | ong of
engi neering specifications for how to inplenent these
proposed standards, that is being drafted and will be
proposed in the next cycle of the | ETF process.

COMW SSI ONER VARNEY: Okay. | thought that there was
a proposal that would change the default standard for cookies
to a negative, that you would not automatically be able to --
it wuld switch the default. R ght now a cookie can get
dropped on a hard drive unless you go in and disable, right?

MR. HARTER Right.

COW SSI ONER VARNEY: | thought the proposal was to
swi tch that around.

MR. HARTER: Not that | amaware of. | have read
through the RFC, and | don't recall that being proposed, that
all client software woul d automatically reject cookies unless
t he user opts to receive cookies, but I mght be wong on

t hat .
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COW SSI ONER VARNEY: Does anybody el se have
i nformati on on that?

M5. LEMVEY: Yes.

COMW SSI ONER VARNEY: Tara, can you speak into the
m crophone since it is for the record?

M5. LEMVEY: The RFC from RFP 2109, as it was
originally proposed, only accepts cookies on top | evel
domai ns and not from secondary conpanies; is that correct?

MR. HARTER  That's correct.

M5. LEMVEY: VWhich would indicate if you were at
CNN. com a cookie from CNN can be dropped because there is
i nplied consent that you are there and they have the ability
to do that. Cookies fromother third parties that you are
not aware of dropping them would be rejected, which is how
t he proposal was originally witten.

MR. MEDI NE: These woul d be conpani es that m ght be
advertising on a CNN site and so they woul d be on your screen
and the question is should they be allowed, since you didn't
choose to do business with them particularly?

M5. LEMVEY: The issue canme up because if a third
party is going across, when a cookie creates a state
environment -- tell me if you guys understand this or not --
when it creates a state environnent it creates a relationship
bet ween you and the server.

The cooki e and the server create a relationship and
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you really need to have those relationships in order to
ef fect commerce or have business.

Third parties, when the engineers wote it, they
want ed you to know who you were getting it from And they
realized there was a |l oophole in it that allowed third
parties to nove with you fromnultiple sites so that
different people, if a person dropped a cookie froma server
and they were dropping it at all the sites you foll owed, they
can actually follow you fromsite to site to site and
actually have a stream for where you went.

That's a | oophole that the RFC, | think, was an
effort to shut down, and right now the debate is on whether
or not that will be shut down, although I understand Netscape
said they weren't going to support the RFC

MR. HARTER: Qur position is we are not in favor of
allowing third-party domains to pass through. Basically the
user couldn't tell if I go to CNN or Qutbounders and a cookie
is being passed through fromthe pronoter of the ad banner,
advertising firnms that handle putting up ad banners in
multiple sites also want to coll ect data about who passes
over their banners and aggregate that data and report it to
advertising for Chrysler or whatever conpany sees the ad, it
is their advertising agency or aggregator.

And certainly if they can have a cookie that follows

you around and enables you to see a cookie from "cnnnews. cont
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and a variety of other news sites and sees that you have seen
all the different Chrysler ads at different sites during that
period of tinme, they can create sone user denographics and
surfing behavi or data about that particular user. And that's
the concern. And that was probably the nost controversi al
i ssue asked about cookies and this RFC at the Austin
meet i ng.

MR. MEDINE: To clarify, Netscape's position is those
third parties should not be able to place a cookie?

MR. HARTER. Ri ght.

COW SSI ONER VARNEY:  You do support the RFC?

MR, HARTER | talked to Lou Montulli a coupl e of
tinmes, and it is very hard to see where it fits in the | ETF.
| don't want to get into the m ddle.

M5. LEMVEY: | think it would be noved to the WBC and
not the | ETF any nore.

MR. HARTER  That | have heard too. Maybe Tim
Berners-Lee coul d discuss that.

COW SSI ONER VARNEY: This, | think, is areally
i nportant issue because | think it is going to directly
i npact sone of our thinking here. The current state is that
any third party non-top | evel domain can drop a cookie, can
go around wth you, right?

M5. LEMVEY: Yes.

COW SSI ONER VARNEY: There is a proposal that was at
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the Internet Engineering Task Force to change the
architecture underlying the Internet to prohibit that,
right?

M5. LEMVEY: Yes.

COMWM SSI ONER VARNEY: That proposal now, we think, is
at the WB. Tim Berners-Lee will be here this afternoon, so
we can ask him right?

MS. LEMVEY: Yes.

MR. HARTER  Correct.

COMW SSI ONER VARNEY: W are not clear on who
supports it and who doesn't support it because we are not
clear on precisely what it says.

MR. HARTER: W have comm tted to our product and we
will reject those third parties. W know what we are doing
in the product. As | said, for the standards process, we
don't have control over that, what happens there.

M5. LEMVEY: The standard has been subm tted.
Comments are comng inon it. | believe that it is noved to
di fferent organi zati ons and there have been split decisions
as fol ks who were using cookies at third parties are really
starting to understand the inplications on their business and
sites are starting to understand the inplications on their
busi ness.

MR. MEDINE: | want to thank this panel for very

interesting views on self-regulation and where it stands
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today. W are going to take a break.

Before getting up, we need to keep the center aisle
clear for a few nonents to bring in a few nore chairs. Stay
in your places for a few mnutes. W wll resune in ten
m nutes wth the next roundtabl e discussion.

Thank you.

(A brief recess was taken.)
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SH RLEY SARNA, Assistant Attorney General, New York
Department of Law, National Association of Attorneys Ceneral

RUSS SM TH

k%

MR. MEDI NE: W have assenbl ed a panel of consuner
advocat es, consuners and governnent agencies to give sone
f eedback on what we have heard today in terns of
self-regulatory efforts.

Are they proceeding in the right direction? Are they
adequate? Are governnental steps needed to intervene? And
if we can get nore of our panelists up here, that woul d be
great .

In the interest of keeping going, |let me announce we
are going to take the session until about 1:20, break for
lunch at that tine. So we are going to have a much |ater
break for |unch because we had so nuch nore to say this
norning and still resume close to 2:00 o' clock this
af t er noon.

| want to start with Paula Bruening fromthe NTIA to
tal k about self-regulation if you want to speak in the
m crophone. You are an attorney advisor in the Ofice of
Chi ef Counsel, National Tel ecommunications and I nformation
Adm ni stration, U S. Departnent of Comrerce.

M5. BRUENING  Thank you. | amhere to report on

NTIA's report on privacy and self-regulation in the
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information age. This report was the result of a call issued
by NTI A and as such the report doesn't nake policy on
self-regul ation, but what it does is assenbl e papers by
experts fromvarious disciplines -- and nany of you are
actually here today -- on issues surrounding inplenentation
of self-regulatory regines to protect information privacy.

It also reflects the experience of conpanies as they
nove to adopt self-regulation. NTIA was pronpted by several
reasons to undertake this inquiry, but what was probably nost
significant was that it was the realization that it is really
not enough sinply to refer to self-regulation as the answer
to concerns about privacy, and that to make self-regul ation
work and to make it meaningful, it is inportant to think
about the concept analytically and ask different questions
such as how self-regul atory regi nes work in market
econom es?

What elenents, if any, are prerequisite to
self-regulation in the industry? Wat are the existing
nodel s for a self-regulatory regi ne? Wat kind of
enf orcenment nechani sns are avail able? How are disputes
resol ved?

So the authors represented in this volune address
t hese and ot her questions. W would have |liked to have had
nore representation by privacy advocates in this volune, and

we invite the privacy advocacy comunity to participate with
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NTIA in this ongoing discussion of self-regulation.

We see this docunent as a nodel and exanple of tools
and nmechani sns to further the debate on self-regulation as an
option to protecting privacy in the information age. Copies
of the docunent are going to be available here |ater today.
It is also going to be made avail abl e onli ne.

We hope you will avail yourself of it and that you
will find it useful. Thank you.

MR. MEDI NE: Thank you very nuch. W appreciate your
com ng here and announcing the release of this and the
materials you will be releasing will be very hel pful as we
t hi nk through the issue of self-regulation.

I would Iike to have this be an open di scussi on anong
t he panel nenbers and agai n pose the question what you heard
this norning and whet her you are encouraged about industry
self-regulatory efforts, what you have heard that is
di scouragi ng, what issues the industry is not addressing or
is addressing, and are there major industry players or
i ndustry segnments that were not represented here today that
shoul d have been here tal ki ng about privacy policies?

| amgoing to really open the floor up to
free-flow ng di scussion. Anyone who would |ike to vol unteer
to start is certainly welconme. Russ Smith, who is here as a
publ i sher of the consuner-info.org Wbsite and proponent of

private rights of action afforded to consuners to resolve
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clainms of privacy violations by industry.

MR SMTH Yes. | would |like to discuss
self-regulation, and I would like to find out where it
exists. | have not been able to find it over the last few
years.

| have submtted conplaints to nunerous industry
groups, including the Direct Marketing Association's Ethics
Council, and | get no response what soever.

In fact, they work hard to put consuners off, and
hopefully they will drop off after a period of tinme. They
recently submtted a report of this council, for this
hearing, and none of ny conplaints are in this report. And |
don't know what happened to them | can't get an answer.

And, in fact, DMA wll not even tell ne the nenbers
conpanies they are representing at this hearing. And it is
just conpl etely unacceptable froma consunmer standpoint.

There is, the exanple I want to use is the Tel ephone
Consunmer Protection Act, which is the telemarketing | aw
enforced by the FCC. This law requires tel emarketers to have
a witten do-not-call policy and | chall enge any consuner,
when tel emarketers call you, to get this policy that's
required by law. It is not even voluntary.

In addition, telemarketers are required to give their
t el ephone nunber.

MR. MEDINE: | appreciate information on the
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telemarketers, but | would Iike to focus on the online issues
if we can because that's really our focus today.

Do you have any indication of failure to conmply with
any self-regulatory efforts in an online context?

MR SMTH M point is that the sane conpani es who |
have all this data on for the last two years are noving into
the online comunity, and, yes, | have gone through this
process with online industry groups, such as Cyber-Pronotions
and a new organi zation called | EMMC, and | have gone through
the whol e process just like I went through with the DVA of
opt-out and filing conplaints, and | get no response except
for nmore junk E-mails, which contain pyram d schenes and
por nographic material sent to nme constantly.

In fact, about two hours before | came to this
heari ng yesterday | received another one.

COW SSI ONER VARNEY: What did you think of the
MG aw Hi || presentation of what they were going to do?

MR SMTH Well, it sounded good until they told ne
they were working with the DMA.  And that puts up a red flag
and said, | amsorry, but | can't believe anything they tel
me at this point.

Maybe they are doing sonmething, | have not heard any
conplaints specifically about that conpany, but the nunerous
ot her conpani es that have policies, they make up a policy,

t hey send soneone to this hearing, and then the marketing
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peopl e never see this policy and never inplenent it and maybe
they will put it up wth yellow text on a white background
and you can't read it.

MR. MEDI NE: Janlori Gol dman, expert in privacy and
technol ogy i ssues, and al so has been trenendously hel pful to
the Comm ssion as we have tried to wind our way through these
I Ssues.

M5. GOLDMAN: | want to congratul ate the Conm ssion
to get started because | think that when we tal k about
self-regulation, what we see is that it doesn't happen in a
vacuum |t happens because this agency has held two years,
goi ng on three years now, of hearings where, as Conm ssioner
Varney has done, it asked the question: Wat are you doing
and how long is it going to take you to do it? And howis it
wor ki ng and, you know, who do we need to be talking to who we
are not? And | think not only this effort but the first as
wel | has had a | arge inpact on what we tal k about
self-regul ati on and whether it works and how well it works.

My few comments really focus on the fact that
self-regulation is a part of the process when we tal k about
privacy policy. It is not a fix. It is not the whole
story. But it is an absolutely critical part of the process.

We were | ooking at kind of market-based sol utions
that as Esther Dyson said are not just about what the

industry is willing to do to give people choice and to give
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peopl e notice but what individuals are able to do as part of
that process to say what they want their choices to be and
t ake sonme acti on.

Sone of the inportant things, though, about
self-regulation are also sone of its limts. The inportance
obviously is that it gives the industry an opportunity and
consuners an opportunity to devel op workabl e, responsive
solutions to problens that have already been
wel | -docunented. It allows themto sonme extent to say with
conpetition we will bind each other, we will bind oursel ves
and bind each other so that we are not stepping out on a linb
and possibly | osing business.

The other thing it does, | think, is to help in the
public relations departnent by saying we are doing this on
good faith, we are doing it voluntarily, which is also very
hel pful, where there has been sone anger and backl ash from
consuners.

And | think very inportantly it proves to
policymakers that it is doabl e because you hear so often we
won't be able to do that, that's going to hurt our industry
and take away from potential revenue or existing revenue so
you see it is doable and possibly use it as a nodel. And it
educates the industry in that regard to say this is sonething
not only we cane to reluctantly, we wouldn't have cone to on

our own, but now we are doing it and it doesn't hurt as nuch
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as we thought it woul d.

And | think in that way it encourages nmuch nore open
and honest participation on the part of consuners to say we
now know what is going on. W can nake certain choices and
we Wil be less reluctant to part. The limts, though,
think are pretty obvious.

It only in the sense binds the good guys and the good
guys are the people sitting in this room for the nost part.
They have said we want to do the right thing, we are trying
to do the right thing, we hear the conplaints, we know a
certain percentage of people are giving us inaccurate
i nformation, w thholding information, not even comng to our
site, they are not going to buy things, so there are sone
real business reasons for going forward, but there are a
nunber of conpani es and organi zati ons who have no public
presence, who don't have a good nane to | ose, and so those
are the folks who in essence are not |ooking at this as
either an ethical or business issue.

And the enforcenent issue, which has been tal ked
about a great deal. There is no way to have a renedy, an
i ndi vidual remedy, in this regard. And while it may be good
to say, well, we say we are doing the right thing and the FTC
can now cone in and say there have been false and m sl eadi ng
statenments, that still makes it very, very difficult, |

think, for individuals to enforce.
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The only other coment that | want to nmake is a
comment that was made earlier about whether or not privacy is
considered an inportant issue in the public. And | think it
is not a good idea to rate privacy along wth other concerns
that the public may have, such as their physical safety, such
as the budget, such as, you know, a nunber of other issues
where it is kind of put in there. That's not the context
that's hel pful for us.

Most peopl e only understand privacy when there has
been an inpact. And then they will say | don't want ny
enpl oyer to see ny nedical record. | don't want as a
condition of me surfing the Web to have information gathered
about nme and created in a profile, but to rate it along with
other things, | think you need to put it in a privacy-rel ated
context and say how have we handled this issue across the
board and how should it be a priority?

In a book that canme out very recently by Janna
Mal anud- Sm th, she tal ks about private matters. And she is a
psychoanal yst who says that having privacy in our lives and
being able to control what people know about us and under
what circunstances is what allows us to devel op oursel ves and
our character and our identity.

And those are very tough things to neasure and tough
things to quantify in this kind of a setting, but that is the

real consequence of not doing what people in this room say
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they are going to do and not neking sure that across the
board that happens as well.

COW SSI ONER VARNEY: David, | think what really
strikes nme about what you said is sonething we grapple with
quite a bit, that self-regulation tends to capture the good
guys that are doing the right thing to begin with. Is it
your view that we ought to consider regulating for precisely
that reason, that there is a lot of activity out there by
parties that are invisible that may or may not violate
existing law, mght not be fraudulent, it m ght not be
deceptive? Wat do you think?

MS. GOLDVAN: | think, as | said, what
self-regul ation does and why it is such an inportant part of
t he process, the policynmaking process, whether you decide to
make the policy or not make it, it gives you an opportunity
to create a record of what is doable, what works.

How t he industry on its owmn -- and | say on its own
with some neasure of understanding that on its own invol ves
the FTC saying what are you doing and the nedia stories on
the front page over the |ast couple of years.

But take it that it is onits own. This is what they
are able and wlling to do as a first step out in order to
mai ntain their good public nane and in order to maintain
their custonmer base and public confidence and trust.

COW SSI ONER VARNEY: You are fairly famliar with us
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as an organi zati on and you know about Section 5, which is our
authority to prosecute deceptive and other fraudul ent acts
and practices in conmmerce and trade.

Do you think we ought to start exam ning a fairness
standard by which we woul d consi der prosecuting behavior on
i nformation collection online?

M5. GOLDVMAN: | think that what the FTC s authority
does in sone ways is put sone of those who are voluntarily
engaged in the self-regulation process in a bit of a bind.
Probably a good bi nd because, as they all say, we are going
to say what we are doing, we are going to give people choice,
and if we don't do it, you can cone and get us.

But for those bad actors, they are not saying
anyt hi ng about what their information practices are, they are
not giving any kind of notice, and so it seens to ne that
either the FTC s jurisdiction and authority should be
expanded, not just to | ook at people who are making
m srepresentations but who are acting in a way which woul d be
considered to be unfair.

COW SSI ONER VARNEY:  Qur jurisdiction may not need
to be expanded to do that. W do have authority in
unfairness. | guess | am aski ng whether or not you believe
that as we see these standards energing, should they becone
for us a point of reference as to what is fair and what is

unfair?
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M5. GOLDMAN: Absol utely. | think basic fairness
st andards that people have tal ked about, the notice and
choi ce standards are, should not only be industry standards,
shoul d be national policy and international policy. That
shoul d be our starting point.

MR. MEDINE: Shirley Sarna is chief of the Bureau of
Consuner Protection in the New York State Attorney General's
O fice, here as a representative of the Consunmer Protection
Comm ttee of the National Association of Attorneys General.

M5. SARNA: | amactually quite astoni shed because
everything that Janlori said is in the scratchings that | was
going to say. | too went back and kind of reviewed the
bi ddi ng of what occurred this norning and conming at it froma
slightly different point of view because | am an enforcer

| do agree there is a lot noving this market towards
self-regulation, often the threat of legislationis a prine
nover, but in this case economc self-interest dovetails
conpletely with that threat of |egislation or regulation and
| think that provides a |ot of incentive to experinent in
self-regulation, and that's really issue No. 2.

We have often heard in our federal systemthat the
states are the |laboratories for policies and in this case
what we are really seeing in many ways of those in the market
are what are the |laboratories for what works and doesn't

wor K.
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And | think that no nmatter where this process ends,
the opportunity to explore options and to test themout, |
think, is an invaluable contribution to the entire process.

But there are clearly shortcom ngs, as Janlori says.
One of the very obvious ones is who is it that's
participating in all of this. And it is likely from our
experience, fromny experience as a regulator, that those who
are stepping up to the plate and at the very | east thinking
about this, massaging the issue, nmaking a commtnent to
principles, and then very inportantly making sure that al
el enents of the corporation are aware and commtted and
participating, you have segnented the market and what is very
i kely, and we heard that today, the smaller conpanies, the
new entrants, those likely to have |l ess of a stake are |ess
likely to participate in the process. And from our
experience segnenting the market in that way is not a very
useful way to proceed.

Al so, where there are difficulties waiting for the

market to self-correct in sone circunstances | think works

better than others. In an area |like privacy where sone of
what we are tal king about, as | said earlier, | think is
normati ve expectation, |I think it is nore challenging to

t hi nk about the market being able to shape the information
specifically enough to translate into a clear econonc

i ndi cator for a conpany.
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On the enforcenent side, | can't underscore enough
the enforcenent difficulties. W in New York State don't
have unfairness jurisdiction, but we do have deception. From
a deception point of view, where there is a representation
about policy procedures in place and obvi ously where the
conduct of the conpany falls short of that undert aking,
think I amvery confortable in being able to shape a | aw
enforcenment action and actually in New York it was a matter
that Eric Wenger shepherded that for us.

A conpany, to whom | give enornous credit, Juno,
represented that its privacy policy was that we are not going
to -- give us this information, we are not going to use it or
make it available to third parties. Yet in their agreenent
there was a specific reservation that said that this m ght be
avail able to third parties.

When we brought it to their attention, quite candidly
in a law enforcenent posture, they were aghast and very
qui ckly and well beyond whatever our expectations were
corrected that to nmake a very strong privacy statenent.

The tricky issue is, and it dovetails right into the
failure to address that mddle market, a failure to disclose
under these circunstances would be a very difficult if not
i npossi ble case to bring. So short of a bottomline easily
recogni zed standard applicable to all, I think that we run

the possibility of having uneven obligations and uneven
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gui del i nes.

| leave it to your headache to kind of parse through
and conpare and contrast, but that is yet another.

So I want to ask a provocative question, not one that
| necessarily have an answer to, but | just want to ask the
gquestion. What is unacceptable at sonepl ace down the road
wi th sonmething, a standard that is recognizable, that there
has sonme consensus behind, because that's really what we are
seeing in these guidelines, and that really makes the market
equal ly conpetitive to all the actors in that narket and puts
on that market an equal obligation to deal with what | think
many of us have felt for sone tinme, and what the soci al
sci ence research confirns for us is an inportant consumner
value? So | would be very interested in hearing the other
side of that.

MR. MEDI NE: Maybe Jerry Berman, who is the Executive
Director for the Center for Denocracy and Technol ogy and a
veteran in the field, will answer that.

MR. BERVAN: Mostly legislative battles. | agree
with Janlori in terns of that self-regulation only takes us
so far. There are bad actors, people fall out and you have
t he good guys in here, but it is also an experinental way to
find out what the rules mght be.

I have no problemwi th ultimately witing a standard

into | aw when we have a consensus about what that standard
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should be. In every area of consuner |aw dealing with
privacy we have reached sone consensus where you at | east
have 51 percent of the votes and that includes nore than
privacy itenms, it has to include industry and their
representatives.

On the Internet we are dealing with a new gl obal
medium and it is very different. And it is difficult to map
| egi slative solutions and the European solution in particular
on to the Internet. W don't know what the rules should be.
We don't know what the -- Conmm ssioner Varney asked about the
fairness rule. W don't know what it is yet.

The problemw th |eading with a proposal, getting
Congress rolling up here with a legislative proposal at this
point is that they are |liable to start with the wong
standard. And what you do is you turn the good guys away
fromthe self-regulatory efforts that they are undertaking
and you turn theminto a defensive operation in the foxhole
and they are dealing with a bad bill, call it Comrunications
Decency Act Il for Privacy.

So instead of bringing enmpowernent tools to the
mar ket, which coul d have happened in the content area with
much nore, nuch faster, it slowed down, while people spend
mllions of dollars defending the First Arendnent in court.
That can happen in privacy. It is a hot button issue. It

lends itself to an awful |ot of discretion and conplexity and
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there are other values that need to be -- | think that the
sel f-regul atory noves the industry has taken are not enough,
but they should be commended for it and not banged on the
head for taking them

We should build on them They are setting a
standard. No one in this room | believe, could really say
that they know how to wite the privacy standard of fairness
for the Internet.

No. 2, isthis is a great neeting for enpowering
users. Self-regulation and governnent intervention are al
based on the fact that consuners can't act for thenselves and
there is a market failure. For children and maybe in the
| ookup services where there is no relationship with
custoners, that nay be true. But in the transaction world of
interactive nedia, there is the possibility of having a
regine in the infrastructure which allows consuners to state
their preferences, Wb operators to state what their policies
are, and to exercise choice and not even have
opt-in/opt-out.

So why opt for opt-out when you m ght be able to
erase the distinction through efforts of technologists in the
i ndustry? So what | amsaying is that self-regulation isn't
all of it, but you just can't take, say, that's great, let's
nove to Congress and start |egislating.

MR. MEDINE: Mary Cul nan, who was noddi ng during
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that, we will find out what she was noddi ng about, is a
Comm ssi oner on the President's Conmm ssion on Critical
Infrastructure Protection and from Georgetown University.

How do we pat the good guys on the back and encourage
themto engage in self-regulation while bringing into the Net
t he bad guys?

M5. CULNAN:  Which is a good question. Today |I am
not representing the views of the Comm ssion on which |
serve. This is actually nore of my business school hat on
today, but the Comm ssion is interested in sone of the sane
I Ssues.

So | want to digress a little bit fromyour question,
but I think | am hopefully going to answer it. Really one of
the things that's cone out of this hearing today is, in fact,
that it is making a business case for privacy, which | think
isreally the big issue. W heard this in the survey
results. W heard this in the MG awHi ||l presentation,
heard it fromthe DVA and from ot hers.

This thenme of public confidence or public trust keeps
comng up. And this is really the reason for why conpanies
need to put privacy protections in place because it is good
for business. What does this nean? |f consuners trust you,
if they have confidence in a conpany, it nmeans they are
willing to assune the risks of disclosing their personal

i nformati on because they believe whoever this third party is,
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the Website owner and ot her conpany can be trusted to act in
their best interests, when they can't go behind the Wbsite
and see what is really going on as we heard soneone say
earlier.

So for organizations to build this kind of confidence
or trust, they have to devel op the kinds of nechani sns that
can serve as a substitute for firsthand know edge on the part
of consuners, the kind of know edge you get when you are in a
one-to-one relationship with sonebody you know, you | earn
over tinme whether you can trust them or not.

So there are really two things that you can do to
build this confidence. You can say what you do and you can
do what you say.

So what does this nean? Saying what you do neans you
are transparent about your processes, your practices. You
tell people what you are going to do with the information
that you are collecting, howit is going to be used, what
rights they have with you

We heard a | ot about this this norning and also in
t he surveys, over and over, no matter what kind of a survey
it is, people are reluctant or unwilling to disclose if they
aren't told what is going to happen to the information.

Then under the do what you say, this is where you
really need sone kind of standards or internal reviews or

audits or the TRUSTe seal or sonething that says to people,
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okay, | can believe you because there is sone process in

pl ace to assure that, in fact, you are behaving the way you
have said that you are going to behave, so the Underwiter
Laboratory seal or the equival ent.

In my own research | found this al so, using sone data
that Alan Westin collected a couple years ago, that if you
tell consuners that you are going to observe fair information
practices, the privacy concerns associated with profiling for
direct marketing purposes evaporate. It doesn't say, didn't
| ook at the question of: Well, did they do what they say,
but basically disclosing, people are saying fine, this is
fair tonme, | wll disclose ny information to you, which is
really pretty astonishing.

And it says every business out there should be
willing to at |east disclose their practices, assum ng that
the people feel themto be fair because it is in their
interests to do so.

MR. MEDINE: The question is how do we make that
happen?

M5. CULNAN. How do you nake that happen? W have
heard, there has been a I ot of progress made this norning, |
think, and I think this is really due in large part to the
FTC s efforts. And | want to congratul ate you again on doing
this and thank you for having nme here to do this, but it used

to be people would conme in and hold up their policy and every
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one would say that's fine and now sonebody says, as Janl or
poi nted out, what are you doi ng, how nuch, how often, how
many people are doing it?

I think one of the things is to sort of see how this
works. | thought Jerry was very eloquent on this and to see
what works. The one thing with the Web i s anybody can go out
and verify. You don't have to depend on the conpanies to do
anyt hi ng.

So that's one thing. There are plenty of
opportunities for research and this can be done wth sone
effort, but it basically doesn't require a | ot of nobney as
sonme ot her kinds of studies do.

MR. MEDINE: | have to ask people, we have a short
amount of tine.

M5. CULNAN: | will wap up quickly. The things that
can be done, conpanies can do on their own if they don't want
to do TRUSTe or sonething like that, they can put on the Wb
page, we audit ourselves, we have internal procedures, cone
clean with those, and I think wait and see what happens.

And basically see if this becones standard busi ness
practice and what problens remain and what consensus
evol ves. This happened wth fair credit reporting, so when
the FCRA was finally anended the conpani es involved had
pretty nuch adopted the practices already on their owm and it

wasn't a big problem but | agree, | think if we regulate too
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soon we are in problens. If we don't regulate at sone point
and there is still bad apples, then that's a probl emthat
sonet hi ng needs to be done.

MR. MEDI NE: Esther Dyson, you have been introduced
al r eady.

M5. DYSON: | will be brief. 1 want to go a little
farther fromjust tal king about TRUSTe and representing that
particul ar point of view and say we really need to start
t hi nki ng about these issues in a different way. Wat | would
like to do is propose an answer for Russ Smith, and it is the
concept of the Direct Marketed Association, rather than the
peopl e who are doing the marketing, the people who are being
mar ket ed to.

W have all been tal king about how t he Wb changes
t he bal ance of power, et cetera, et cetera, et cetera, so |
would like to just take you through how | see that could
actually happen. And it is not automatic, but this is what |
hope the FTC and everybody here will foster.

First of all, yes, every consunmer can now go and he
can |l ook for the TRUSTe marks or Direct Marking Association
stuff if he believes it or whatever, but that's really
difficult. 1t requires not just an inforned consunmer but as
sonebody said a consuner who has a lot of time and not much
better to do.

He can use a P3 thing, he can set up his browser with
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all kinds of defaults and hedges and conditions and | ook for
Websites or vendors who correspond to his preferences. That
too is probably -- may or nmay not work. People may lie and
so forth and so on.

VWhat | think is really going to happen, and | am
surprised that AOL is not here, this is now going to becone a
mar keting thing for ISP's and other Internet service
providers. Cone to ny ISP, | have a list of people that |
automatically block. They cannot send E-mail to you. Mich
like a content filter.

ISP's will be known for having not just porn free
sites but offensive comercial stuff sites. It wll, in the
end, | believe it is going to be policed in some form or
other by the I1SP's who will trade anong thensel ves who the
bad actors are, ISP's who don't control people who send stuff
fromtheir services will eventually be black-listed by the
ot her ISP s.

This will create a situation you m ght say where the
Net will be Bal kani zed because not everybody can send to
everybody else, but if it is done on a distributed
decentralized voluntary basis, | think the best way to get
rid of these bad guys is not by trying to create a single
standard that's going to be inflexible, hard to police, et
cetera, but by leaving it up to the decentralized forces not

of the individual consuners who don't have the tinme but to
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their ISP's who will be their representatives.

MR. MEDINE: They will be here tonorrow, by the way,
to tal k about unsolicited E-mail. M chael Nelson is the
Director of Technology Policy in the Ofice of Plans and
Policy at the Federal Conmunications Conm ssion, but nore
inportantly a new father. Congratul ations.

MR. NELSON: Thank you very nuch, David. | am going
totry in two mnutes to build on what Esther was just saying
and al so to address the question you asked, which is who el se
shoul d be involved in this discussion.

Over the last four years, both the FCC and prior to
that at the White House Science Ofice | have given hundreds
of speeches on the information highway. And one of the
speeches | give is called the eight P's of cyber policy.

And the top three issues on the list, the real show
stopper issues are privacy, piracy, and pornography. And I
guess | would urge you as you |l ook at the privacy concerns to
make sure you are | ooking at what these other issues can tel
you. These are linked issues.

Efforts to protect children from pornography, efforts
to stop the distribution of copyrighted material that is
illegally copied are in many ways parallel to what we are
doi ng here on privacy.

They involve sone interesting jurisdictional

concerns. They involve -- many of the solutions involve
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| abeling, and many of the third parties, so I think we should
make sure we are |l ooking at the parallels in other areas.

I learned in Washington |long ago that if you have a
policy initiative, you never succeed unless you have a good
bunper sticker and you have a good nodel .

And we are searching for nodels in this area of
privacy protection. And there are a nunber of themout there
fromthese other areas. There are also a nunber of
i nteresting devel opnments overseas. And | think there should
be an effort to learn fromthe m stakes and successes of what
is going on in Europe and the devel oping world. There are
sonme very interesting things going on.

Canada has been a real leader in this area. The WK
has set up sone interesting new approaches involving
self-regulation. Probably their nost successful one has been
in the area of adult material.

They have set up a hotline where parents and users of
the Internet can report cases of abuse of this system and can
report cases where their children have run across adult
material. This kind of online hotline works very well. The
technology is very efficient for that.

And it is that kind of self-policing as well as
self-regulation that is a very powerful, powerfu
conmbi nati on.

The other group that | hope you will involve a bit
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nmore will be the technologists. Since | amone, | guess | am
bi ased, but | ama technological optimst. | think we have a
| ot of opportunities here for new technol ogy to provi de new
solutions and it would be good to get people like Tim
Berners-Lee who is com ng, but other people of his ilk to
tal k about not only what technol ogy is being devel oped but

al so where the technology is taking us.

Thi s discussion was very different three years ago
because we hadn't seen cookies. W hadn't seen -- the Wb
was in its infancy. In two years, three years, things are
going to be conpletely different again and the issues we talk
about will be very different.

And we need to be projecting forward to thinking
about what it will be like when it is as easy to send noney
on the Internet, as easy as sending an E-mail nessage. That
will have interesting inplications for privacy. It wll also
have interesting inplications for our ability to get paid for
private information.

Part of the solution, | think, in this whole gane is
better information and better ways to get reinbursed for
sharing your information.

MR. MEDINE: We will be focusing on technol ogi cal
i ssues this afternoon and reconvening this group again. Jean
Ann Fox is the Director of Consuner Protection for the

Consuner Federation of America, and al so vice president of
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the Board of Directors of Consunmers Union.

What is your take on where we go from here?

M5. FOX: Well, | believe that self-regulatory
efforts and voluntary guidelines are very positive and
useful, but not sufficient. There are always bad actors that
don't conply with the best efforts of the |eaders in the
i ndustry, and for that reason | believe the Federal Trade
Comm ssi on needs to have enforceable guidelines to be sure
that consuners are treated fairly in the new marketplace in
cyber space.

It is Consuner Federation of Anerica' s position that
consuners shoul d have sovereignty over their persona
transaction information, that consunmers should be able to
control the disclosure of that information used by ot her
parties. You can call that opt-in, maybe we can think of a
| ess fighting word to apply to it, but the technology is
avai lable, | believe, to make it possible for consuners to be
presented with the choice of that they have to choose to
all ow you to use information that can trace back to
your sel f.

That shifts the burden from consuners to protect
their privacy to marketers to persuade you that it is in your
interest and worth your while to allow themto coll ect
i nformati on about the things that you | ook at.

I think one of the reasons that this is a cause of
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anxi ety and concern for consuners is because you can't see it
happening. |If you use the sane kind of data collection
practices in ol d-fashi oned shoppi ng where we went to the nal
and we | ooked at things, the equivalent to what can be done
on the Internet would be soneone foll ow ng around behi nd you
| ooki ng at which bill boards you | ooked at, which subway
pl acards you read, which ads in the magazi ne you | ooked at,
how | ong you gazed at the shelf in the supermarket and
tabul ating that data to be tied together with what is on your
frequent shopper card at the supermarket or the information
of f your check when you pay for it, your purchase, and then
selling that information to soneone el se.

If this happened in physical space, you would say:
Get away fromne and don't do that. Wen it happens in cyber
space, nost consuners don't know that's going on. Since | am
t he | east sophisticated conputer user in the roomand only
know what ny children have taught ne about using the Wb, |
feel that | am probably typical of a |ot of people and we
don't know what is going on and how to protect our
interests. And we think there need to be sone real rules
that can be enforced to nmake people feel confortable.

If you only relied on enlightened self-interest, you
could cl ose down half of the Federal Governnent. Enlightened
self-interest would admt that no cars would ever have been

manuf actured that weren't safe or that had poor fuel
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m | eage. Enlightened self-interest only goes so far. And
you need to have a basic set of standards in order for the
conpani es who want to do the right thing to not be at a
conpetitive di sadvantage when they provide consuners with
real protections.

Al'l of the voluntary guidelines that | have seen
announced or descri bed today, though, all have the failing
and only allow for consuners to opt-out of providing
information. | think things would be nmuch nore supportabl e
if they shifted the bal ance and had consunmers opt-in

Thank you.

MR. MEDI NE: Thanks. Let ne ask Julie DeFalco, a
policy analyst wth the Conpetitive Enterprise Institute and
Nati onal Consuner Coalition, do we need enforceabl e consuners
st andar ds?

MS. DeFALCO. Actually I was going to read down a
list of stuff so | don't repeat what other people have said.
First, to say self-regulation is kind of a m snonmer. \What
you are really tal king about is a guided, setting a goal
that's maybe arbitrary but the governnent sets what other
advocates are setting. It is not a free market in the
conventional sense.

There is also a heavy presunption today that any
governnment regul ation that woul d happen in the Internet wll

wor k better than whatever is going on now That's an
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unfounded assunption. There is sinply no basis that that
woul d happen.

In fact, nost of the evidence shows that when
gover nment goes beyond its mi ssion of setting the rules of
the road and to deciding the conposition of the traffic, as
Ri chard Epstein put it, regulation restricts consuners
choices, it doesn't expand them

Finally, there is a presunption that privacy is an
absolute right when actually what it is is a preference and
everyone has different preferences. |If you are surfing the
Web, it is like you are wal king down a street, and | woul dn't
think that Ms. Fox would disagree it is okay for soneone to
stand on the side of the street and record what you are doing
and tell the person sitting next to themthat you are wearing
a red jacket.

And even if that did bother you, | don't really think
that you have any recourse because what you are saying in
this termof preferences is you are really controlling the
speech of other people. That's what downstream control
neans.

Finally, the best way to comment the very clear
variation in these preferences is to allow the devel opnent of
different solutions. | think that it has only been a couple
of years and people have only just started to devel op these

privacy policies and it is kind of silly to expect all of a
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sudden there is going to be this conplete set of standards
that are going to be developed. It is going to be sonething
that takes a while. And | woul d suggest that the best thing
for consuners and for everybody is for the FTC to ki nd of
hang out and wait. Thanks.

MR. MEDI NE: Evan Hendricks, | take it you concur
with those comments?

(Laughter.)

MR. HENDRI CKS: That's the kind of schlock |I have
been listening to for the last 20 years.

M5. DeFALCO  Thanks.

MR. HENDRICKS:. Let's wait a little bit |onger? No,
we are here because we are trying to find the best way to
protect privacy. One reason we have to be here and we
currently have an inadequate system of protecting privacy and
trying to decide what is the best way to protect privacy and
| wish | had nore tinme, given the shortness of the hour to
say the nice things I have to say about the policies that
cane forth today because |I think each one of those efforts
will do something to help protect sonme people's privacy and |
wel come those efforts, but the theme of today is inadequacy.

We are a country of 240 m|lion people. There is no
way that those efforts are going to address the privacy
concerns of the people of this country.

I aminadequate to protect the privacy of this
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country. The FTC is inadequate. All of us together can do a
| ot nore, but it needs to be a national effort to adequately
protect privacy.

Organi zati onal policy, self-regulation, you have to
| ook at the exanple of the Freedomof Information Act. This
is a good | aw. Sone agencies do better than others at
inplementing the law to give it its real meani ng because they
have good organi zati onal policies to inplenent the FOA so
it is commpbn sense that an organi zational policy by itself is
i nadequate. It is common sense that a |law that's not
enforced or admnistered is inadequate. You have to have the
whol e ni ne yards.

Now, the answer to your question is yes, we need
enforceabl e standards. | think the reasons are quite
conpelling. There are too many serious exanples of the
failure of voluntary self-conpliance in this country and Russ
Smth hopefully will get a chance to tal k about sone exanpl es
on his Web page, but we broke the story about AOL, which was
wr apped in the knuckles by Congressman Markey for selling its
[ist wthout notice.

And now t hey have buried their notice in the terns of
service agreenent and they are selling lists, not only
selling the lists, and all the nenbers | have talked to are
not aware this practice was going on, but they are al so going

to, once you are an AOL nenber, they go to an outside
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dat abase and check your inconme level. They check how many
ki ds you have in the house, what kind of place you live in.
They are selling lists of kids between the ages of 0 and 5,
between 6 and 11, and between 12 and 17, and there is no
notice going to ACL nenbers that this is happening.

I think if you are tal king about a fairness standard,
if you don't have the authority to do an inforned consent
standard, it seens to nme you certainly have authority of a
fairness standard where all organizations are required to
tell what information they collect, what they plan to do with
it, and give people choices in relation to that information.

There are al so, you know, Martha Landesberg asked the
guestion about 25 or one-third of the DVA nenbers observed
the DMA's privacy guidelines and the mail preference
service. As part of the record | want to make sure we have
this page from Paul Schwartz and Joel Reidenberg's book on
page 309 where they say about the sane percentage. And they
say that, "Menbers of the privacy task force even ignore the
DVA gui delines. The DVA privacy task force declined al
requests to discuss actual information practices in response
to the survey conducted for this book. The DVA al so does not
represent every conpany in the industry. These practices
show basically a lack of a true commtnent to nmaking their
program a real program”

Publ i shers C eari nghouse was the chairman of the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



182

Privacy Task Force and they had to settle with the state
attorney general about mailing |ist practices. And they were
even thought to ignore sone of the DMA guidelines.

| amnot satisfied with sone of the responses to the
transgressions by Metromail, which we don't have tinme to
detail here, but that showed a | ack of enforcenent.

MR MEDINE: In the interest of tinme, | think we get
your nessage.

MR. HENDRICKS: One thing is DMA, as | understand it,
won't release its own nenbership list. How are we supposed
to audit what is going on with their practices of their
menber s?

MR. MEDINE: W are certainly happy to take further
witten comrents here, but | think the nessage is clear.

MR. HENDRICKS: Can | say one nore thing?

MR MEDI NE: Sure.

MR. HENDRI CKS: We stood here all norning too, and
you didn't control the tinme of the earlier panels. There is
areal irony here. The Internet is welcone or |ook forward
to its commercial potential, you know, that this is going to
be a great thing for comrerce. But the irony is that it is
not living up to its comrercial potential, and one of the
reasons i s concerns about privacy.

I think that industry should see the light on this

and realize that the voluntary efforts by thensel ves are not
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enough and that we should all work together to establish the
| egal standards that would give consuners the rights that
they need so they finally have consuner confidence so it can
live up to the | egal standards.

That's why like the relationship with the auto
exanple, the auto industry was cruising fine just |ike our
information industries have a technol ogy and have conpetitive
advant age now, and then the '60s canme and then we had a gas
crisis, and then market share was taken over by snmarter
foreign conpani es that nade cars nore fuel efficient. |If the
auto industry was saved fromitself by appropriate federal
standards mandating fuel efficiency, that woul d have been
sonet hi ng that woul d have been good for the industry and good
for all American consuners, and the same way | think this
industry is failing to see the witing on the wall, the sane
way the auto industry did, and | think just as they cone
forward and say we don't need |legal rights for people because
we know what is best for you, here is our voluntary
conpliance policy, | amsaying to industry, you don't know
what is best for you. You need to be saved from yourself by
fair industry standards and |legal rights for individuals
because that will hel p you keep your conpetitive advant age
and not fall off the table the way the auto industry did.

MR. MEDINE: W are nore than happy --

M5. BERNSTEIN. That's why we are taking seat belts
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out of cars.

MR. MEDINE: If any of you have concl udi ng remarks,
we woul d be happy.

MR FOX: | will be brief. | know this afternoon is
really the tinme for technol ogy, but since you had the cookie
man here, | can't help but coment. You asked before what
maj or players m ght not be here, a niche player known as
M crosoft appears to be conpletely absent fromthese
heari ngs.

COMWM SSI ONER VARNEY: They are rather reluctant to
enter this building, for other reasons.

MR. FOX: Maybe they could find sonmeone from anot her
di vision. They have a Chinese wall.

I think a couple years ago Netscape was the de facto
standard and the dom nant product but certainly Mcrosoft is
right there with Netscape now. Sone people think that they
are going to, you know, and they own the operating system
whi ch poses ot her potential privacy issues, but the thing |
want to point out to people is that cookie thing seens |ike
it is kind of exotic techi-type discussion, but it is
extrenely inportant because these two conpanies hold what is
essentially the keys to the kingdom

Anybody, all of us that want to go on the Wb have to
go through one of their two products. And it is kind of |ike

t hey have cornered the nmarket on access to the Web. And |
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have a serious question at this point about who their true
custoners are, whether they are really the nom nal custoners,
the people that get essentially free browsers or are their
custoners really the publishers and people on the Wb?

And so these issues, those, the public has a vested
interest in those two products. They are not just another
Wor dPerfect or Quicken or sonmething, they are crucial
products. And | think we have to follow very closely;
whet her they decide to adopt a standard or not, has a
prof ound i npact on consuners' ability to control their
i nformati on.

MR. BERVAN. For the record, Mcrosoft and Netscape
are both participating in the technol ogy denonstration this
afternoon. To say they are not here when they are not at the
table to do anything, | nean, doesn't advance us down the
road to either privacy regul ati on or good gover nnent
regul ati on.

M5. MAYA BERNSTEIN: Maya Bernstein, | amnot Bruce
McConnel I. | apologize for Bruce not being here today. He
had a neeting with the director, sonething about the budget
deal .

| do want to say, | know nost of you in the room have
seen this options paper that we put out for the Information
Policy Commttee in April, and one of the options we talked

about was self-regulation. Cbviously we are not going to go
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to a conpletely self-regulatory system W don't have one
now. Nobody is tal king about repealing the Fair Credit
Reporting Act.

And | think there is general consensus that there
seens to be need for conprehensive nedical records,
| egi sl ation, perhaps children's |egislation or other
vul nerabl e popul ati ons.

It also doesn't seemto be in the cards for this
adm nistration that we are going to create sone kind of very
strong regul atory adm ssion or agency of the governnent.

That just doesn't seemto be the way that this
adm ni stration, this governnent is noving right now.

We are cutting budgets, bal ancing the budget, getting
rid of agencies and cutting, but we are getting pressure from
consuners, from Europeans to do sonething. And so | just
want to say that as one of the editors of the option paper
and anot her one, Becky Burr, was in the roomthat | am going
to be one of the people to read your comments, so | am hoping
you will make detailed and interesting comments for us to
read.

Also | do want to say that we are very happy to hear
the creative ideas that have cone out here. Cearly you have
all thought about this in preparation for these hearings, so
you will have no trouble turning in cooments on tine on June

27t h.
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I do want to say we have no plans right now to extend
the deadline after June 27th and so we are | ooking forward to
hearing those coments and hearing your thoughts about
self-regulation so that we can present to the public, present
to the Europeans, we can know better how to nake the case for
part of the marketing that can be benefitted by
sel f-regul ati on.

MR. MEDI NE: Thank you very nuch. Leslie Byrne,
final words?

M5. BYRNE: Having sat through this norning' s panel
| guess | will save ny comments until next year.

(Laughter.)

M5. BYRNE: It seens |like it is always on the horizon
and always in the future, how we are going to address this.
And | don't want to get deterred about the issue of the
I nternet and privacy. Janlori tal ked about nedical record
privacy, she tal ked about children, and the fact is that
these are all com ng together as one issue. It is not
Internet. It is not nedical record. It is the issue of
privacy, regardless of what the nediumis that we | ook at.

And | think Evan's comments had sonme validity in that
this issue is getting hotter by the mnute. And while |
appl aud the efforts at self-regulation, the fact is that
consuner demand is propelling these industries to do

sonmething. And the real question is whether they do
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sonet hi ng concrete or they do sonething for appearance sake.

That is the issue here. | amnot convinced that
self-regulatory schenmes do nuch in terns of enforcenent or
anyt hing other than gi ve appearance of doing sonething to
hold the wolves fromthe door. So while | hope that there is
sone nerit to self-regulatory schenes, and | hope that it is
never just one nore year, just one nore year, the fact is
W t hout an unbrella of privacy principles we are com ng up
with different standards for privacy for nedical records, for
credit, for all the rest of it, we are comng up with 50
different states' interpretations of privacy, and | think it
woul d behoove the industry to | ook at how we can have a
common standard that won't use up screen real estate, which
is aterml just love. | thought that was the best term|
pi cked up today, screen real estate.

That when we do sonething on the Internet, we know
that we are going to have notice, that we are going to have
access, that we are going to have choice, that we are going
to have the information that we need as consuners to make
intelligent decisions. And whether that's nedical records or
the Internet, it won't matter because we all have those sane
rights.

MR. MEDI NE: Thank you very nuch all of you for those
remarks. And this group will be convening again at the end

of the day for a critique. W wll pick up the next session
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at 2:15.

(Whereupon, at 1:35 p.m, a lunch recess was taken.)
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AFTERNOON SESSI ON
(2:15 p.m)
PANEL 111: | NFORMATI ON PRACTI CES ON THE WORLD W DE WEB

"Commercial Web sites' current information practices.”

YALE R. BROW, President and Chief Executive Oficer,
Intelligent Interactions Corp.

CHRI S EVANS, President and Chief Executive Oficer,
Acci pter, Inc.

SHELLEY HARMS, Executive Director - Policy, Nynex
Corp., representing Bell Atlantic Corp. and Nynex Corp.

ERIC J. JOHNSON, Professor of Marketing, Operations,
and I nformati on Managenent, The Warton School, University of
Pennsyl vani a

TARA LEMVEY, Chief Executive Oficer, Narrow ine

MARTI N NI SENHOLTZ, President, New York Tines
El ectroni ¢ Medi a Conpany, Coalition for Advertising Supported
| nformati on and Entertai nnent

KEVI N RYAN, Chief Financial Oficer, Doubledick

ARTHUR B. SACKLER, Vice President, Law and Public
Policy, Time Warner, Inc.

ok %

MR MEDINE: | think we are ready to resune. W are
alittle behind schedule, but we have lots to tal k about, so
we will do the best we can.

The first panel this afternoon is going to focus on
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information practices on the World Wde Wb with particul ar
enphasi s on technol ogi es that make infornmation collection and
targeted online marketing possible, and about the nechani sns
avai l able to consuners to control how their persona
information is collected and used onli ne.

Finally we are going to ask panelists to consider
whet her actual practices should be dictated by technol ogy, or
j ust because information can be collected, should Wbsites do
so?

The first panel menber we will look to is Yale Brown,
cof ounder and president of Intelligent Interactions
Corporation of Alexandria, Virginia and a fornmer vice
presi dent of Oracle Corporation's Energi ng Technol ogi es
G oup.

M5. LANDESBERG  Thank you for being here,

M. Brown. | wanted to ask to begin with Adfinity all ows
Websites to create databases of personal information through
online registration forns and to overlay the data coll ected
with other information from other databases.

MR BROMN: Correct.

M5. LANDESBERG Can you tell us what kinds of
information your clients are actually collecting online this
way ?

MR. BROMN: Yes. It has been our focus to limt the

amount of information that a consuner has to provide for that
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coll ection process, so basically we are | ooking for an
identity, nanme, address, age, and that's about it, basically
identify who you are so that we can use exi sting databases,
exi sting sources of data to provide an additional |evel of
detail for marketing purposes.

Qur focus is direct marketing, so we subscribe to al
the principles of the Direct Marketing Association and are
focusing on allow ng an opt-out procedure, we allow a person
to say | do not wwsh to participate in this and still get the
benefits of visiting the site.

M5. LANDESBERG  Thank you. \What kinds of
di sclosures, if any, are built into the Adfinity software?

MR. BROMN: From a disclosure standpoint we work with
our clients so that on the registration page itself we
explain what the information is going to be used for. W
provide themthe ability to say | do not wish to and a check
box, for exanple, on the registration page.

If they check that box, we put a permanent code in
their subscriber file that says never show any targeted
information to this person and never use it for any
over | ays.

M5. LANDESBERG  Wiat di sclosures do your clients
provi de users regarding the tying of their Wbsite databases
with off-1ine databases?

VR BROWN: I think it varies fromclient to client
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since that's outside our prerogative, that's how t hey manage
their relationship with the end subscriber or end user, but
in general they make, explain that this is information that
they are asking for for marketing purposes and they nake al

of the additional information optional so that the viewer,
subscri ber, does not have to provide, if they should not w sh
to.

M5. LANDESBERG Is there alimt to the nunber of
of f-1ine databases that Websites can tie to their
regi stration data using Adfinity?

MR. BROMN: No, there is not. There is virtually
unlimted databases.

MR. MEDI NE: Maybe just to get a nobre concrete sense,
could you wal k us through froma consuner perspective how
Adfinity works so we can put in perspective the collection
practices that you allow to take place and subsequent use of
that i nformation?

MR. BROMN: Certainly. If | was going to go into a
site, it is the perfect exanple of taking the direct
mar keti ng nodel that exists today and direct mail and
pronotions and noving it to the electronic environnment.

What we have done is you would go in to a site, the
site would ask you to register, a registration screen wuld
come up. They would ask you to put your nane, address, age,

Zi p code and explain what the information was used for and
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allow you to opt-out. Once you did that, you would be given
access to any information or content that you wi shed to
receive at the site.

On a subsequent visit you would either be asked to
log in or we would use a digital signature. W would, in the
background, what | nean by preprocessing offline, nmerge that
data, your identity data, with other databases at an
aggregated level and bring that information in and be able to
send nore rel evant targeted adverti senents or pronotions.

From a response standpoint we do not track you
t hrough the course of your session in the environnent. Wat
we do is neasure your response to a particular pronotion

For exanple, if it is an airline pronotion for you to
take a trip, the only thing that we track or respond to is
did you click through, did you respond in an affirmative or
negative in response to that advertisenment or pronotion. So
there is no other information we collect.

MR. MEDINE: Just to clarify, are you gathering
i ndividually-identifiable information? You say it is in
aggregate form Is it identifiable just to the point you
know I have clicked through and you aggregate ne based on
ot her denographic information or do you maintain a file on ne
t hat woul d al | ow sonmeone to market another trip directly to
nme?

MR BROMW: We do nmintain an individual file on
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you. That's the file that also allows us to give you the
option to opt-out. Wthout that individual |evel we couldn't
differentiate you from anyone el se and allow you to opt-out.
COMWM SSI ONER VARNEY: What is in the file?
MR. BROMN:  Subscri ber nanme, |1D, nane, address, and

age.

COW SSI ONER VARNEY: How did you get that?

MR. BROMN: We asked you for it.

COMM SSI ONER VARNEY: | gave it to you?

MR. BROMWN:  Yes

COW SSI ONER VARNEY: No other way you are going to
get it?

MR. BROAN:  No, ma'am

MR. MEDI NE: What ot her types of databases do you use
to enhance that information?

MR. BROMN: W don't provide the databases but we
work wi th maj or database vendors who are in the direct
marketing field. W have built what we call API's,
application progranm ng interfaces, which allow us to bring
their data in and nerge it. This is at the request of our
custoners. W do not own or retain any ownership of the data
our sel ves.

MR. MEDI NE: What woul d be an exanpl e of the kind of
dat abase you m ght gather information fromto enhance the

subscription information?
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MR. BROMN:. There m ght be census data, there m ght
be data from vendors such as R L. Polk or Metromail, Database
Anmerica, those sorts of publicly avail abl e dat abases.

MR. MEDI NE: Who are your custoners?

MR. BROWN. Qur custoners are generally publishers,
mer chandi si ng conpani es, catal ogue conpani es, people who are
doi ng online reservations or transaction systens online and
ganmes and entertai nnent conpani es.

MR. MEDINE: How do they get in touch with the
consuner after you have provided that information to thenf

MR. BROAN: | am sorry.

MR. MEDINE: How do they contact the consuner? Do
t hey contact an individual consuner with offers?

MR. BROMN: The consumer nust enter the site. There
is no ability to spamor take this information and shove it
down sonebody's E-mail box. You have a contract of sorts, a
soci al contract between the consunmer and the content
provi der, which says in order for nme to receive this
information, | have to enter your site. | have to cone in.

And then those pronotions or advertisenments wll be
delivered to nme along with the content or the ganmes and
entertai nment or the transaction | wsh to fulfill.

MR. MEDINE: Does this primarily apply to repeat
visitors to sites?

MR. BROAN:  Absol utely.
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MR. MEDI NE: 100 percent of who you are targeting
with advertisenents, are people who registered, you had a
chance to enhance their denographic information with
denographi ¢ data, and so you can better target particul ar ads
for themon their next visit to the site?

MR. BROMN. Absolutely. It is for people who have a
regular relationship and it is inportant to point that out.
We believe that there is a relationship that's established
between the site provider, the content provider, and the
viewer and it is not designed to hit one tine. It is the
relationship that's established in return for ne giving you
my identity. | amreceiving value for that and I amgoing to
have this ongoing rel ationship. The sanme way that the
advertiser also has a relationship with that person

If they are using their own internal databases, if I
aman airline and I want the use ny frequent flyer database
to make you an offer, that database, that relationship is one
t hat we have established over tine.

We don't, we being the advertiser or the site, it is
of no -- there is no value for us to endanger that
relationship. W want to maintain and enhance it.

MR MEDINE: If | go to another site that you al so
have a contract with, is there any way of carrying over ny
information fromone site to another?

MR BROMW: We don't do that.
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MS5. LANDESBERG  Qur next questions are for Chris
Evans.

MR. MEDI NE: Chi ef executive officer of Accipiter and
co-founder of Da Vinci Systens and the founder of DDWW
Hot |l i nks.com an Internet content site for the client server
i ndustry.

M5. LANDESBERG. Accipiter's product is called Ad
Manager and you license this software that all ows Wbsites to
bui | d dat abases of personal information using cookies and
registration information and to sell ad space on the basis
that those ads can be targeted on the basis of the database
that the Website creates.

MR. EVANS: Let ne anend that a little bit. The
software does not allow the site to build that database as
much as it allows the site to | everage a database which it
has built. To the extent that a site has built a database of
information fromindividuals, we can | everage that
information to target certain ads and personali zed
advertising nessages back to individuals.

M5. LANDESBERG  Ckay. What kinds of personal
information are the clients who use your software
col I ecting?

MR. EVANS: Really for the nost part | would say, and
as a bit of background, our clients, many of themrun in the

top 20 Websites and everything down to very small sites that
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are sort of regional magazi ne kinds of properties up to major
search engi nes.

And as nmuch as sites like to talk about being able to
build that information up and being able to target against
it, practically they are not very far down the road right
now. There is sone registration, we have a high tech site
that has a voluntary registration procedure where you can
personal i ze your site by filling out a formand get sone
personalized information, but really for the nbst part these
sites, the discussions we are having are really out, a bit
out into the future of how do we tie these things together
and | everage themless so and what are you doi ng today.

MS. LANDESBERG Are the advertisenents that get
placed with the aid of your software capable of collecting
personal information thenselves? Do they set cookies on
users' hard drives?

MR. EVANS: There is a difference between collecting
personal information and setting a cookie, but generally what
an ad will dois it will establish a nunbered ID for a person
the first time they are seen on the site.

What we can do with that nunbered ID, the primary use
of that nunbered IDis not show you the sane ad over and over
and over again, but to be able to show you, if we have
al ready shown you this ad, we want to show you a different

ad.
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So for that kind of purpose, to be able to establish
an individual trail and be able to show you a sequence of ads
or be able to not repeat ads, we will use that information.
Now, in that data -- so there is a data table that for each
unique visitor to a site there is an ID nunber. And
basically the extension of that is for a site to be able to
plug additional information into that data table. Should
that information exist, |like gender or marital status or
region of the country or whatever, that information could be
used to personalize adverti sing.

MR. MEDINE: And is that identification also
acconpl i shed through the use of a cookie as well?

MR. EVANS: Well, the identification, us know ng from
one person that cones in versus another is done via a
cookie. And | think that there is overall sort of a
di scussi on of cookie and sort of one observation today, there
is sort of good technol ogy, bad technol ogy discussions that I
don't think the lines are that clear.

For exanple, in the case of cookies, ny observation
| ooki ng at say nmy own cookie file, after spending a year and
a half on the Wb, is that primarily the information consists
of sone identification nunber, sonmething that allows nme to
establish one person from anot her.

And in talking to sites and people that want to use

our software, what we found is that for the nost part the
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information that they are using it for is really to get sone
sense of reach versus frequency; that is, to know

what percent of the people comng to ny site are regul ar
peopl e who visit weekly versus what percent are people that I
have never seen before, and other fairly benign things.

I think overall one of the things that there is a
di stinction between explicit information, | am not seeing
being drawn here, | guess, is explicit information, where |
live, howold are ny kids, anything that's, you know, sort of
explicit, identifies nme as a person in real space versus
inplicit information, what sites do | frequent, how often do
| frequent this site, have | seen this ad before, where in
the site do | go.

That in and of itself is not tied, unless the person
offers explicit information, isn't really tied -- you can't
tieit to a particular individual. | think there may be --
there are privacy issues on both cases.

COW SSI ONER VARNEY:  Chris, would your guess, the
percentage of information that you have identified or
descri bed as benign, you know, all the information that's
tracked on a cookie, you said it is not tied to real space
identifiable information unless you have offered it.

Wl |, what is going on out there? | mean, how nuch
of the information is tied? How nmuch is not?

MR. EVANS: Realistically |I see very little of it.
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mean, conpanies would like to do a lot with it but when you
get down to the core of it, they are dealing with, you know
dynam ¢ HTM. and they are dealing with sites that are grow ng
by 100 percent a quarter and just trying to keep the right
har dware and software in the systemis stretching their true
techni cal resources an awful |ot.

COMM SSI ONER VARNEY: It is your inpression that
t hose places that are enpl oyi ng cookies for information
col | ection purposes are not for the nost part including
personal | y-identifiable information?

MR. EVANS: In ny experience. That's not to say it
is not technically possible and that there aren't sites that
are, but as a practical note in ny experience | don't see it
very often right now

MR. MEDI NE: Using your system you do talk about
gathering informati on on a consuner based on their
identification nunber. Is that information gathered at the
Website as opposed to a cookie?

MR. EVANS: Yeah. As a practical matter it doesn't
make a whole ot of sense to put personal information into a
cookie. It is kind of like the Steven Wight joke about
having the world's | argest shell collection scattered around
t he beaches all over the world.

If you were to take, you know, a database of a

mllion custonmers, you could have a mllion custoner database
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and keep it on a mllion hard drives scattered all over the
wor |l d. What makes nore sense is to have a conmon dat abase
and really have a key field, sone identifier associated with
that data kept on a cookie.

MR. MEDINE: And you tal ked about making sure that
consuners don't see the advertisenent tw ce, one reason for
having an identifier. Using your system is that true across
the Websites; that is, if you show a consuner a particul ar
car ad, will the cookie that you place for that particular
Website also allow you to | ook as the consuner goes to
anot her Website and say, uh-huh, that consuner has seen that
car ad, I wll showthen thema different car ad on a
different Website but both are used to develop their
advertising?

MR. EVANS: Good question. Cenerally not, if the
site is the purchaser of the software, the |licensee of the
software, then it is the site who is witing that information
in.

Now, it is possible, and there are cases where you
could be serving ads into several different sites and, in
fact, there is another panelist, Kevin Ryan, who can speak a
ot nore to that. Qur software could be used to do the sane
thing. However, | think there is a distinction of, you know,
are two different domains necessarily two different

organi zati ons? W have one custoner, CNET who has CNET.com
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Shar ewar e. com Ganes.com and they have nade a brandi ng
decision to nake a domai n nane part of the product.

To go in and say basically different domains equal s
di fferent organi zations and thou shalt not cross information,
there is one case that | know of practically where what you
woul d be doing is sort of bull's-eyeing an organi zati on where
they really just have one enterprise, where they had
different sites and they probably should be able to share
that information between sites.

MR. MEDINE: By the sane token if they don't share
domai n names, you don't know if you are dealing with a
different part of the organization or a third party?

MR. EVANS: |In the basic nature of cookies, if
sonmeone i s on Shareware.com you |look like a different person
than if you are on CNET.com There are, if you have two
sites, if you have two domains that are cooperating with each
other, it is technically feasible for themto comunicate
about that information, but it can't be done w thout sort of
a lot of effort on both sides, both donmain's part.

MR. MEDI NE: What kind of disclosures do consuners
get, if any, about the information practices of firns that
use your software?

MR. EVANS: Once again, because froman information
gathering standpoint it varies fromsite to site, and we are

not so nmuch involved in that, in the collection of that
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information, so it is not sonething | can really speak to
expertly.

COW SSI ONER VARNEY: Do you know, Chris? Do your
clients give disclosures?

MR, EVANS: | can think of really a couple of sites
that do registration, and | can't honestly renenber how the
di scl osure policies are set up and where they stand.

COW SSI ONER VARNEY: Would it be appropriate for you
after these hearings to spend sone tinme working wth our
staff and | ooking at, without raising proprietary
i nformati on, obviously, but |ooking at a couple of different
sites and seeing if there are discl osures?

MR. EVANS: Yeah. | wll be happy to do that.

COW SSI ONER VARNEY:  Thank you.

MR. MEDINE: We would be happy to hear from you about
that. Maybe we will turn to Doubledick, since you raised
the issue of how you use cookies in terns of exposures of
ads.

MR. EVANS: Can | nmake one or two nore comments while
we are on this? One, there was a conment about watching
where each individual goes and this. Qur personal experience
is that when | ooking at that and the possibility of tracking
i ndi viduals as they go frompage to page and trying to
correlate that data is that that data becones incredibly

unwi el dy to the point that even though it is technologically
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feasi ble, no custonmer would be willing to make sort of the
information, the investnment in all the high speed equi pment
they would need in order to practically do sonething with

t hat .

What we found is that we actually aggregate that data
on the fly and so we know how many peopl e cone through this
page group versus that page group on a given day, but by the
tinme that data is stored, it has been aggregated, you know,
your participation in that is one unit of a nunber of 423,000
nunber .

| guess the other thing that is something | amtrying
to sort out, and you all kind of spoke to this, is | think
froman information collection standpoint, sites really try
to build relationships with custoners. The first step may
very well be to determne is this person a regular at ny
site, before | bother to solicit any information fromthem or
trouble themat all.

I honestly feel |ooking at sort of how nuch
information is involved and the cost potentially of asking
soneone a question, does it make sense to say: Well, if
sonebody visited us once a week for four weeks, then perhaps
we can offer them some incentive to ask questions. \Wat |
t hink, what | am curious about is in general whether
i dentifying sonebody, determ ning whether sonebody, before

t hey provided explicit information, can be considered a
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regul ar or not and doing that anount of tracking constitutes
a privacy limtation.

MR. MEDINE: On your first point about the anount of
information involved, it sounds a little like going fromthe
period of paper files to electronic and that is it was very
cunbersone to put together paper files until the electronic
era arrived, and then it was easy to nerge this data.

I amwondering if this issue of the anobunt of data
and click-streamis just a technical issue and we wll be
back here in a year because everybody is tracking
click-stream because it has becone economc to do so.

MR. EVANS: | amnot sure a year. W can |ook at the
technol ogy curve and say it is possible. Just to nmake a
statenent of what is practically going on and what is likely,
peopl e wonder whet her everyone is watching over their
shoul der at every site they go to.

My personal observation is nost of these conpanies
woul d not be willing to nake the technol ogy i nvestnent to do
that. Even if they did, | amnot sure they would know what
to do with the information once they had it.

MR. MEDINE: Kevin Ryan is Chief Financial Oficer of
Doubl ed i ck. Your views on how Doubl eC ick uses cookies to
deal with this.

MR. RYAN. What we do is our business is selling and

delivering ads for different Websites and we put them
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together into a network and use the technol ogy to deliver
targeted ads. A fundanental elenent of that is anonymty.

We do not collect any nanes or E-mail addresses on
people. The cookie is a smart part of the use there. And |
agree with nost of what Chris said in terns of the cookie
really essentially now on the Internet space is used to
control frequency.

That's partly because consuners have said that they
do not like to see the sane ad over and over and over again,
and advertisers don't want themto see the sane ad over and
over again either, because they don't pay any attention to
it. So the cookie can be used to track the frequency and it
can be used to track frequency across different Websites in
reference to a point David nmade.

That's beneficial for both consuners and advertisers
for the sane reason. Again, it is conpletely anonynous,

t hough, which | think is the real -- we don't have anyone's
name. Everyone is registered as a nunber. W are keeping it
t hat way.

MR. MEDINE: Let's go back to the anonymity
guestion. If a consuner registers at a site, does that
matter in ternms of the degree of anonymty?

MR. RYAN. W don't use any registration
i nformati on.

MR. MEDI NE: Your sole concern in using cookies is to
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prevent mnultiple exposure to a particular ad?

MR. RYAN: Yes.

MR. MEDINE: And do you get any other information
about the consuner, what site they were on?

MR. RYAN. Right now we don't use the registration
information to do anything. The basis of us has been to
really -- a good exanple would be an individual site has
maybe .5 percent Swedi sh users. An individual site could not
sell that space to a Swedi sh adverti ser

By creating a network we can lunp it together and
anybody who cones in from Sweden can receive an ad in
Swedi sh, and that is beneficial to the Wbsite.

MR. MEDINE: To clarify further, if you have cookies
that sit on a person's conputer for percent multiple
Websites, would that allow you to know what Wbsites they had
been to, since you are essentially devel opi ng a common
cooki e?

MR. RYAN. W say the person. W don't know nane or
address. We do track -- we can tell that No. 1265984 has
been on one Website and anot her Website.

MR. MEDINE: You have the ability to track
essentially where they have been, but you don't know who they
are?

MR. RYAN. W don't know who they are. W have to

track, by the way, we have to track which ads are delivered
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for advertisers because we have to track that click-through
because peopl e are buying ads either based on the nunber of
i npressions or sonetinmes on the click-through.

For counting purposes, we do need to have a record of
that to show we have delivered to the advertiser what the
advertiser want ed.

MR MEDINE: Only a matter of choice, you could
conbine registration information with that consumer's
identity to their cookie to create a profile of where that
consuner had been if you chose to. You have chosen not to;
is that correct?

MR. RYAN. Yeah. At this point we are not using it.

MR. MEDINE: The technical ability is there,
basically in your current systemto add on a registration?

MR. RYAN. Soneone el se, an individual site that has
registration information, they can choose to link that to a
cooki e and then attach that to the registration information.
We don't do that.

COW SSI ONER VARNEY: Who does that?

MR. RYAN. Right now, as Chris said, | don't think
very many individual sites are using -- | amnot aware of any
that are being able to deliver ads to registered users
because individual sites aren't always big enough to be able
to segnent that information

COW SSI ONER VARNEY: David, | have a question of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



211

several of the panelists. You have a Wbsite, right,
corporate Wbsite?

MR. RYAN: Yes.

COW SSI ONER VARNEY: Do you have a privacy policy?

MR. RYAN. Absolutely.

COW SSI ONER VARNEY: Wiat is it?

MR RYAN. It is listed on the Website, which tal ks
about everything | tal ked about, anonymty, tal ks about the
opt-out. W take privacy very, very seriously. It is
crucial to our success that custoners and clients and sites
feel confortable.

W have an opt-out cookie as well that we tal k about
in there that says that if people, even though they are
anonynous, if people want to not have the cookie tracking
frequency, they can do that. And therefore we no |onger have
ability to do that.

W encourage the Websites in our network to refer to
our privacy policy. And our privacy policy is going to be
audited by a Big 6 firmto give nore confirmation of what we
are stating. A lot of it is explanation, really. There has
been a ot of m sinformati on about cookies and so we are
trying to clarify that.

COW SSI ONER VARNEY: Can | ask that question of
Chris and Yale very quickly? Do you both have Wbsites and

do you have privacy policies and what are they?
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MR. BROAN:. We have a corporate Wbsite, but our
Website has no functionality in it other than information
di ssem nation. And, again, in concert wth what Kevin was
sayi ng, we have retained Arthur Andersen to review our
privacy policies and our security functions on our software.

COW SSI ONER VARNEY:  You do have a privacy policy?

MR BROMN: It is in formation. It is not published
on the Wbsite.

COW SSI ONER VARNEY: How about you, Chris?

MR. EVANS: We do not. W have a Website. There is
not a privacy policy on it, but because we are not really
interacting directly with the custoner. One of the things we
are trying to sort through is to what extent, our people
don't really see us directly, they see us through the | ens of
the site, so the sites have privacy policies. W are trying
to sort through what degree should we be coaching them or
provi di ng them hints.

But we don't have sonething sort of finalized on that
| evel .

COW SSI ONER VARNEY: Do you col |l ect information
about individuals who visit your Website?

MR. EVANS: Wien sonebody cones in and asks for a
deno, we do ask themfor information. And | am enbarrassed
to say | don't think we tell them anything about what that

is. That is a fairly small nunber and business to business,
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but point taken that we shoul d provide that.

COW SSI ONER VARNEY: Great. Thanks.

MR. MEDINE: Any additional questions? Kevin,
earlier today we heard a m ni-debate on the issue of third
party's ability to place cookies. | take it if there were a
standard set that did not allow that, that would put you out
of busi ness?

MR. RYAN. The cookie, out of what we do, the cookie
is not used very nuch. A lot of the targeting we do is
really without a cookie. The Swedish targeting | was talking
about does not use a cooki e.

MR. MEDINE: How do you target if you don't use a
cooki e?

MR. RYAN. W can recogni ze, any site can recogni ze
sonmeone comng in as to what country they are comng from
So we just pick that up and say if this person is from
Sweden, we deliver a Swedish ad.

But | think the third-party cookie, there is no
particul ar reason why third party, trusted third parties of
publ i shers should be treated differently. The reason we do
business with a lot of the very big blue chip conpanies is
because they do trust us on this. And we are an out-source
sal es channel .

So it is perfectly normal that if you use anot her

conpany as a sal es organi zation, they have information about
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custoners and that's a choice that the conpany nakes.

MR. MEDINE: The logic is if | trust a Wbsite,
should also trust their judgnent in advertisers as well?

MR. RYAN. In the sane way that if you think, many
parallels to that, if | work for a conpany that uses an
out si de payroll conpany, that neans that soneone else in
anot her conpany does know ny sal ary, but they have trusted
that ADP or any other conpany that doesn't violate that or
accounting firms, law firns. | nean, there are sales
channels, so | think this is not unusual.

COW SSI ONER VARNEY: | think the difference, the
possible difference in the analogy is when | go to a Wbsite,
| don't necessarily have any idea that there is an
advertisenment on the site and that there is information being
col l ected about ne, whether or not it is
personal | y-identifiable.

Frankly I amless troubled if it is not
personal | y-identifiable, but when | go to work, | know that I
am going to get a paycheck and | know that the paycheck is
going to get processed. There are sone elenents of notice
that I think are present in the anal ogies that you have nade
that aren't necessarily present when you are kind of surfing
t hrough the Web | ooking at different sites.

MR. RYAN. To ne it goes back to the issue of we

don't know your nane and don't know your E-nmmil address and
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can't send you E-mails, can't do anything there. So | don't
really think something there has been violated at all. W
are a partner there.

| think there are a | ot of exanples, though, in
busi ness, the business where services are out-sourced and a
consuner doesn't necessarily know sone of the information
is --

COW SSI ONER VARNEY: Woul d you feel differently if
you did have personally-identifiable information? Wuld you
have a different answer?

MR. RYAN. | don't think so because then it gets back
to disclosure. W encourage, as | said, to all the sites and
have been a | eader ourselves in disclosing what information
is being used for and where it is. And we encourage al
sites to do that.

To the extent sites are collecting personal
information, | think it is beneficial to everyone that they
do disclose what it is going to be used for.

M5. LANDESBERG If | mght, how and when does the
consunmer get that disclosure? If | go to site X, which is in
t he Doubl eClick network, aml told that? Does it disclose to
me by clicking --

MR. RYAN: Tal ki ng about registration information?

M5. LANDESBERG |Is there a disclosure that the ad is

part of the DoubleCick network and that by clicking through,
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even though you can't identify ne personally, you may track
me to the next ad in a Doubledick area?

MR. RYAN. If you put your cursor over the ad,
Doubledick wll appear at the bottom W can't dictate to a
Website editorial content as to what they want to put on
there. W are happy if people put our nane all over the
pl ace, but that's a choice the Wbsite shoul d use.

MR. MEDI NE: The consuner doesn't know a cookie is
bei ng pl aced by you on their conputer, which would allow you
the next tine you visit a site, would target them prevent
them from seeing a repeat ad?

MR. RYAN. Now you are neking reference to nothing to
do with us, making a reference to how a browser works and how
a cookie is enbedded through there in Netscape and M crosoft.

MR. MEDINE: And a lack of disclosure to the consuner
that it is taking place?

MR. RYAN. You are tal ki ng about how browsers work.

MR. MEDINE: W are going to place a cookie in a
di scl osure or not, a site can say, and the way your system
operates there is no disclosure to the consuner that a cookie
will be placed by you on their conputer.

MR. RYAN. O any site.

MR. MEDINE: Maybe we could turn to Tara Lenmmey, who
does simlar work but has slightly different views on sone of

t hese subjects, Chief Executive Oficer and Founder of
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Narrow i ne I nternet Conpany.

What are your thoughts on these questions of placing
cooki es, disclosing them tracking people?

COW SSI ONER VARNEY: Wiat does your conpany do and
howis it different fromthe other conpanies we have heard?

M5. LEMVEY: Qur conpany is a transaction system
buyi ng and selling of Internet-based advertising. W work
Wi th various conpanies, including MGawHill, whose privacy
policies you heard earlier, to allowtheir sites to sel
directly to buyers.

We don't touch any of the information, we have no
access to the infornmation, we have no ability to have access
to the information. W early on hired Coopers & Lybrand to
do an audit on us and an assurance audit so that every policy
that we set up fromthe conpany fromthe ground up had to do
with significant controls, not only over data but over
information being transmtted.

We actually do deliver advertising. W do not use
cookies at all anywhere. W have privacy policies that
guar antee conpl ete anonymty to anyone who is receiving an ad
from us.

There are other ways to deal with the frequency issue
whi ch does not require a cookie. | amresponsible for ad
delivery, ad cost at an enornous nunber of sites, including

across sites for gays and | esbians, across sites who
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under st and | ookup service, across sites that understand what
your news preferences are, across sites that understand what
your food and cooking preferences are.

And it is very, very critical to not only ne but the
conpanies | amdelivering ads for that no one can track that
i nformati on across each other for conpetitive advant age
pur poses, if nothing else.

MG awH || chose to work with us because of our
privacy policies. They have subscri ber-based infornmation.
They do not share it frompublication to publication. Qur
Research Departnent has worked with them W do do
denogr aphi ¢ and psychographic affinity-based profiling with
conpl ete anonynmity to any one of the subscribers who use it.

And what we basically have done is create privacy
wal | s and partitions between -- there are sone inportant
relationships, |I think Chris talked a little bit about sone
of them one is between the viewer and the site. Wen you go
to a site you have an inplied contract that you and the site
have a relationship. And if a site wants to give soneone a
cookie, that's up to the site and the viewer to deal with
t hat issue thensel ves.

At least that's our point of viewon it. W don't
deliver anything and we don't have any disclosure on know ng
what that is because that puts nme into a precarious position

of if sonmeone wants to know where ot her people have been, |
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woul d have the information to tell them And | have chosen
not to have that information at all, so I can never be asked
for it by anyone.

That inplied relationship we think is very val uable
froma conpetitive advantage perspective. If | ama ngjor
content site nmy nost inportant relationship is between nme and
my viewer. Just like American Express understands that the
rel ati onship between their card holder and themis the nost
inmportant relationship. To turn over that information is
conprom si ng your user base.

That is sort of an outside of it. There are a |ot of
i ssues that you guys started to raise, which I think are not
covered that have to do with third parties. One is the use
of clear gifs. W are talking right now about adverti sing,
third parties delivering ads, that the ad showed up, it is
possible to deliver a cookie with a clear gif, which is an
i mge that has no image in it, so you don't even know t he
image is there. It is a phantom piece of information that
comes down which may be delivering a cookie with it or may be
able to track a cookie that's already placed.

By us not having cookies at all, it gives us no
ability to deal with clear gifs. It gives us no ability to
have phantom tracki ng across anything. And that's a practice
that you do see comng into play in the industry, the use of

clear gifs.
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There are also a couple of other things going on
here. W talked a little bit before, you guys in the |ast
session tal ked about sonething that I would really like to
refer back to for a second which is this notion of disclosure
at all levels of the site.

One of the things that we do is when we actually
serve anything, we serve our information with it so that the
vi ewer can actually see and click through and see what our
privacy policy is, not only on our site but everyplace an ad
i s delivered.

W are working with a conpany call ed Del uxe I nternet,
which is building sort of a browser-based product which is
called a contextualizer. And when they travel with a user
they can actually identify neta-tags within the site and what
we are trying to do is work with themon the TRUSTe Conmittee
to identify with trust marks everything that's happeni ng down
to the page level or down to the video streamor audi o stream
I evel in that environnment because this Internet is not
hi erarchal, you don't cone in at a page |level, you cone in
nore geodesically, on the side |evels.

More often than not you are noving in a geodesic
envi ronment from place to place, not top down, so you really
do not have identifiers at that |evel.

Qur proposal is that the site gets the sane | evel of

mark that their third party does. If the third party is
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tracking information, you have to disclose that a third party
is tracking it as well, all the way down to whatever page
I evel it is happening at.

That's really fairly critical because certain sites
that we work with have, we click, there is information that's
bei ng delivered by advertising, and then there is
purchasing. So sonetines in the sane site you can just be
view ng and sonetinmes you can be purchasing. You will have
very different marks and awareness and privacy policies for
t he purchase pages than you will for the content pages.

So to say that a site has one mark across the board
doesn't necessarily make sense and you really need to know
what those are at very different |levels of your travels in
t hi s unbound nedi a environnment we deal with on the Internet.
So that's probably nore than you need to know, but does that
answer the question?

MR. MEDINE: | think so.

(Laughter)

MR. MEDINE: That's very helpful. | want to shift
around a little bit because | think there is a |ot of
interplay in the discussion and turn to Martin N senholtz,
the president of the New York Tines Electronic Media Conpany
and manager of the New York Tines Wbsite.

He is here to tal k about his Website policies. And |

will disclose he will have to | eave here in 15 m nutes, so |
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want to hear how The New York Tines Whbsite operates in the
context of the discussion we have heard now about tracking
and cooki es and information.

MR. NI SENHOLTZ: Sure. Well, first of all, as I
t hi nk a nunber of people have noted, this is a very dynamc
environnent that we live in. And it is so dynamc that it
changes day to day.

In fact, we covered the EPIC study in Cyber Tinmes on
Monday, and we realized that we ourselves hadn't been
di sclosing a privacy policy off the hone page, we noved to do
that. And | think as of today, this norning, it m ght be
this afternoon, but I think it was this norning we off the
home page of the New York Tinmes on the Wb now have sonet hi ng
t hat says privacy information and --

MR. MEDINE: Self-regulation at work.

MR. NI SENHOLTZ: Well, in a way. And our privacy
policy mght be a stretch, but certainly policy information
IS now easily accessible.

But, you know, to bring this to a | evel of
practicality, and I think it is inportant to make this point,
we have now put this privacy policy on the home page of the
New York Tinmes on the Web. And we get about 4,000 new peopl e
a day who cone in. And if roughly 1 percent of those people,
which is a very | ow nunber when you do anything on the

Internet, people will click on alnost anything, so if
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1 percent of those people click on the privacy information
and actually go beyond reading it and ask us to do sonet hi ng
as a result of it, it will generate roughly 40 inquiries a
day to our custoner service operation, which on an average
case-by-case basis costs us around $5 a hit to manage.

W are happy to do that. W believe that it is very
inportant to make this explicit and to nmake sure our users
under stand what we are doing and, in fact, to be able to
change the information or get information fromus about what
we are doing on the Internet, but there is a cost to do
t hat .

And the only point I want to nmake is that when you
aggregate up that cost, it neans that we probably won't have
a reporter covering these hearings because the cost is about
$70,000 just to nmake that change, we estinmate. W hope it is
lower, in fact, as we automate it nore and nore. We think it
will be lower, it may be higher if it goes from1l percent to
2 percent, but there is an inevitable cost to anything that
you do onli ne.

Sort of as a corollary to that, and | think people
need to be sensitive to this as well, the New York Tines is
maki ng an investnent in this business. W have fewer than 50
peopl e working on the Website operation. And there are
people, just Iike you, who have jobs and want to keep those

jobs. And there is no guarantee that these are going to turn
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i nto busi nesses.

So we are tal king about a very nascent state here.

We are tal king about a state that is not yet for the nost
part proved in the marketplace. W are struggling every day
to sell advertising in an environnment where advertisers,
quite frankly, still don't know quite what this does for

t hem

That's not true of all advertisers, but if you | ook
at the environnent in general it is safe to say the
advertising community is still struggling itself to figure
out why they should invest in this new arena. So ny only
point in telling you both that we now have an explicit
privacy policy on the hone page, to describe the potenti al
cost of that, and then as a corollary the tradeoffs is to
make the point that none of this is free and that all of it
is subject to a lot of instability over the next couple of
years.

Now, in terns of the explicit policy that we do have,
and obviously now I am sure you are a user of our Website and
will click on the privacy information button, we do ask users
to register for The New York Tines on the Web. W obviously
make it clear when you register that you are registering, and
we al so have opt-out at the end of the registration form so
if you don't want to hear fromus or advertisers ever again,

you can do that, but we ask people to register really for
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t hree reasons.

One is -- and this gets at one of the points made in
the EPIC study, and | think it is inportant for us to air
this -- that anonymty is not always good online. W don't
want to create an environnment, unless we bring the
interactive features of the Wbsite down, which we are happy
to do, if that's ultimtely what we have to do, but we don't
want an environnent online where people can conme on to The
New York Times on the Wb and i n an anonynous fashi on say
what ever they want, pornographic, libelous in a totally
uncontrolled way. That's our policy. That's our viewin
terms of what we would |like to see happen in terns of the
general |evel of discourse on our Wbsite.

We have hundreds now of forumtopics that people
participate in. |Is the level of discourse always at the
hi ghest? No, it is not. And you wouldn't expect that
because it is public discourse. But | think that the fact
t hat people have to register for our site, they don't have to
provi de a nanme but they do have to give us their E-mail
address, does go sone way in ensuring that the | evel of
di scourse on the New York Tinmes Website -- not that the users
of our Website would necessarily do otherw se -- but that the
| evel of discourse is held to a higher standard. That's
No. 1.

No. 2, we are in a nascent business. W need to
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understand at sone | evel what people are using and what they
aren't using, just as a product devel opnent guide for our own
efforts. If we don't sonehow do that, we are kind of at a

| oss to know which parts of the Website to invest nore in
and, therefore, to build up and which parts to potentially
not invest in.

We have done a nunber of things that quite frankly
for those users who have followed us are not, you know, going
to light the world on fire in ternms of business. The Bosnia
project that we did |ast year was a good exanple of that.

We put that up for a Pulitzer Prize. 1t was the
first Web journalismto be put up for a Pulitzer Prize | ast
year. And as a result of that there is now a commttee at
the Pulitzers exam ning whether online journalismis
sonet hing that should be recogni zed as having that |evel or
t hat standard.

So | amnot here to say that everything has to neet a
test of the marketplace in such a Darw nian way that we are
not going to pursue sonething if it is not totally
profitable, but we do have to have sone kind of product
devel opnent process and information is key to that.

Then, finally, in an aggregate context, and we don't
reveal any information to third parties, we don't even
col |l ect nanes, but in an aggregate context, yes, we believe

that the Internet is a fundanmentally different medi umthan,
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say, television, which is a nass nedi um

The Internet is only going to work as an adverti sing
forumif the advertisers see it as a nore efficient vehicle
t han mass marketing. Oherwi se why would they invest in it?
It doesn't have the sane reach as television or for that
matter print.

It is by definition fromwhat | have been told by our
advertisers a nore direct marketing channel. Therefore, it
has to be used in that way for it to nake econom c sense.
Those are the three reasons that we do what we do, and | hope
that at | east addresses sone of your questions.

MR. MEDINE: That's helpful. Do you have policies
about secondary use of identifying information? That is,
wll you sell E-mail addresses or other identifying
i nformation?

MR. NI SENHOLTZ: We will not sell E-nmail addresses or
anything like that.

CHAI RVAN PI TOFSKY:  You do use a cookie to put the
person's identification or password on?

MR. NI SENHOLTZ: They don't have to. W give them
the option when they regi ster whether they want to conti nue
to put their ID and password in or either on. 1In other
words, you can just put your IDin and preserve your password
or put both in, but we have to store the information in the

cookie in order to provide that convenience to the user. But
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that is right, yes.

MR. MEDI NE: Maybe we could turn to another Wbsite
operator, Arthur Sackler, Vice President at Tinme \Warner,
whi ch supports over 190 Websites.

Can you talk a little bit about your conpany's
polici es about disclosing privacy practices by the conpany
and sonme of the other issues we have been tal ki ng about?

MR. SACKLER: Sure. | will be happy to. One of the
things that we have decided to do over the past coupl e of
years as we have | earned nore and nore concerns that
consuners have had about privacy is to go slow. W were
anong those who were criticized |last year for sonme of the
things that we were collecting on surveys, et cetera, and we
have sinply stopped that, as far as we know.

| mean, we are doi hg what anounts to an audit, an
inventory, site by site, page by page, on those 190 and
growm ng sites in order to figure out exactly what we are
doing and to put up our policies and notices as appropriate.

Now, as far as policies go, at this point it is a
guestion of both yes and no. W have both a decentralized
structure and that huge nunber of Wbsites. And a nunber of
our Websites al ready have policies up. The rest of them we
are focusing on a corporate set of privacy goals, which wll
i nvol ve notice and choice and an opportunity to know what if

anything is being done with the information.
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And as those goals are devel oped, each of our
Websites will be able to take those goals and adapt themfor
use in their own business context.

Now, one of the things that | think nore directly
addresses sone of your questions is what is it that we
collect and why do we collect it? Because of the |large
nunber of sites, we were asked to only focus on a couple of
t hem

One is Pathfinder, which is a gateway site maintained
by our publishing subsidiary, Tinme, Inc., and the other is
Warner Brothers Online, which is maintained, of course, by
our studio.

In both we collect click-streamdata in the
aggregate. We do do what we call session cookies in
Pat hfi nder, which exists only for the duration of the
particular visit to Pathfinder. W don't do any cookies on
Warner Brothers Online.

We do general notices of our privacy policies from
t he openi ng page of both sites and at each point of data
collection. W specify what the uses of the data wll be
and, by the way, on those uses, we don't -- we don't pass any
information at all on to any third parties fromeither site,
and as far as | know, fromany of our other sites, but |
can't say definitively that there aren't sone sonmewhere that

m ght still be doing sone of that.
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Wiy do we collect the information? It is much |ike
the gentleman from The New York Tines was saying. W have to
better understand what uses, who is using, rather, what parts
of our offerings and how nuch. Unlike what he was sayi ng, we
are looking a little bit to the broadcast television nodel.

W don't want to charge subscribers to cone to our
sites and use the services that we have there. W want to
have them adverti ser supported. This is a business. W are
in business to nmake noney. |In order to appeal to the
advertisers, we have to be able to show themwho is visiting
or really how many people are visiting -- not the who.

We are not doing this in a personally-identifiable
way. This is in the aggregate. And we have to get that raw
traffic information in order to get back to the advertisers
and |l et them know how many people are viewing their ads, then
figure out fromthat what is the cost per thousand, et
cet era.

We then want to refine our sites in order to better
target our offerings to whoever m ght want to cone on the
site. So for all those reasons we are collecting
i nformati on.

We do collect a little bit of personally-identifiable
information. That is for things |ike delivering newsletters
or for Warner Brothers Online or delivering Web cards, if you

have ever seen that. W have happy birthday cards. W have
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Bat man cards. Cone and take a look. It is good stuff,
especially if you forgotten a birthday card for sonebody,
send this over the Net, it is great, last mnute.

So we do collect that information for all those
reasons. Then, again, | would |ike to agree with the
gentl eman from The Tines, when on Pathfinder, individuals
want to go to our chat roons or our bulletin boards, we do
ask that they register. W do ask for a fair anount of
personal | y-identifiable informtion.

W want to know to sone degree who is there if we
ever need to find out for sonme sort of reason that would
relate to doing sonething or conmunicating in some way that
we think would be totally inappropriate or nmaybe even
unl awf ul .

We al so ask people to register if they are going to
Pat hfi nder Personal Edition, which is a del uxe version of
Pat hfi nder, offers sonme rather specialized services.

So all of that, though, is voluntary. No one needs
to register for anything in order to browse either Pathfinder
or Warner Brothers Online. So people do know fromthat point
what our policies are, where that information is going, what
it is going to be used for, and it is all voluntary. They
don't have to do it.

COW SSI ONER VARNEY: Can | ask a coupl e questions?

Do you transfer the data wthin the conpany?

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



232

MR. SACKLER: No. As a matter of fact, within
Pat hfi nder, within Warner Brothers Online, doesn't go to the
par ent .

COW SSI ONER VARNEY:  You may not know this, it is a
little technical. Wen | send the Batman birthday card, do
you capture and keep the information on the person | am
sending it to?

MR. SACKLER: | don't think we do, but | would have
to check to nmake sure.

MR. MEDINE: Following up on the first question, you
have a corporate policy or do you think you will have
corporate policy about sharing informati on across Wbsites?
That is between Pat hfinder and Warner Brothers and CNET to
gat her information?

MR. SACKLER We haven't addressed that because
no one in the conpany has expressed any interest in doing
it.

MR. MEDINE: Turning to your neighbor there, just on
the Website node here for a nonent, we have Shelly Harns, the
Executive Director of Policy and Governnent Affairs for
Nynex. She is representing both Nynex and Bell Atlantic
t oday.

If you could tal k about your conpany's Wbsite
policy.

M5. HARMS: Yes, thank you very much. | would | ove
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to be here representing the new Bell Atlantic, but that has
been delayed a little bit.

COW SSI ONER VARNEY: Not our fault.

M5. HARMS: It is not.

MR. MEDI NE: Not our departnent.

M5. HARMS: | was involved in devel opi ng and
i npl ementing Nynex's current privacy policy, which has been
in place for three years. And right now !l aminvolved in
devel oping the new Bell Atlantic privacy policy. And | wll
be involved in inplenenting that once the nerger closes.

W are here for two reasons. One is to listen and
| earn because we are in transition, not only from separate
conpani es to one conpany, but also fromour traditional |ines
of business to new |lines of business in the online world, and
| found today extrenely illum nating.

The second reason is because we thought it woul d be
useful for you to hear froma conpany that has a strong
tradition of privacy how we are trying to adapt to the online
world. | will go briefly through our current practices
onl i ne.

Ri ght now the only personally-identifiable
information we collect is through a voluntary neans. For
exanpl e, on our Nynex home page we do all ow people to apply
for a job with Nynex and they know they are sending their

resunme to us. We then use that information for the purpose
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of evaluating the job application. W don't retainit. It
is only for that purpose, and it is voluntarily supplied.

Simlarly, Bell Atlantic Internet Solutions, which is
our new online service provider, gathers information, nane,
address and a neans to build a custoner for purposes of
providing the service only. W do sone general tracking
of what people are doing when they are on our Wbsite,
but that is not identified as to who is doing it. So
we use it only for purposes of inproving the Whbsite at
this point.

W would like to obtain nore information, for
exanple, Big Yellow, which is our electronic directory
service would Iike to use information about a custoner's
interests in order to better match an advertiser custoner of
Big Yellowwi th willing buyers.

Bell Atlantic Internet Solutions would |ike to have
nore information about the custoner's preferences in order to
make the Website -- or not the Website -- the online service
that we are providing nore convenient for the user.

So | want to turn to the privacy policy that's going
to govern what we will do when we start collecting that kind
of information. And it is the privacy policy | amgoing to
tal k about, evolved fromwhat we do now in our traditional
t el ephone busi ness.

We both have, Bell Atlantic and Nynex, both have
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strong policy. W filed those wwth the FTC |l ast nonth. This
nmorning | filed as a supplenent, | filed the planned new Bell
Atlantic privacy policy. It is virtually finished. And it
wll be formally announced once the nerger closes.

| want to say sonmething. This is sort of a response
to sonething this nmorning. 1In developing these policies, we
found the work of the Interactive Services Association and
ot her industry groups very useful. And we, in fact,
participate in sonme of those efforts.

However, we didn't adopt that wholesale. And we felt
it was very inportant to custom ze our policy for our
busi ness. W talked to sone of our custoners. W talked to
consuner groups in our area. And we felt it was inportant to
devel op our own.

And it differs from-- you will see it differs from
the MG awHill policy, and it should, because we are in
conpletely different businesses. W have different
rel ati onships with our custoners. So that's a short way or
| ong way of saying that we think this should be allowed to
evol ve and be flexible, depending on the various businesses
i nvol ved.

We found when we did this our existing policies
actually applied pretty well to the online world because what
we had was broad principles that applied to all our |ines of

busi ness already. It included that we mnust inform our
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custoners of the information we collect about themand their
options to control its use.

It included that we nust provide opportunities to
control how we use that. It included we nust enable
custoners to control whether we disclose that information to
third parties. It included that we nust consider privacy in
devel opi ng new servi ces.

Al'l those apply equally well to online, the online
world as they do to the traditional, nore traditional |ines
of busi ness.

We added sone things too in the text, sort of
underlining our black letter principles to try to deal with
sonme online issues. W added the commtnent to provide a
Website disclosure. You won't see it there yet, but we are
hoping you will on day one of the nerger.

We added the idea of not sending E-mails, if they are
not wanted. | think that we may have to exam ne that again
in light of sone of things | amlearning today, but | think
that the idea that -- our idea that we are doing this could
be a conpetitive di sadvant age because ot her conpani es m ght
not be doing it, that's not the way we ook at this at all.
This is an advant age.

And we have, | think that the trust |evel we have
been able to build in the tel ephone area is sonething we

really want to carry over. And we think that that will be a
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huge advantage to do the right thing on privacy in the online
wor | d.

Just to tell you where we are in the process, the
principles that we filed this norning are our black letter
policy. They are going to guide us in inplenenting them It
is simlar to what we inplenented in Nynex over the past
three years.

Qur first projects for inplenmentation are going to be
drafting a brochure for the tel ephone conpanies to bring that
up-to-date, but also to draft the Wbsite disclosures. O her
projects include conform ng practices over the new conpany.
You can imagi ne the kind of things we are doing.

It is also going to include getting out to al
enpl oyees what the policy is, training for enpl oyees,
projects |like that.

I want to close on a note on governnent's role here.
| think that this workshop has been just trenmendous because |
think it has gal vanized the industry. And | think that a | ot
of the things you are seeing today woul d not necessarily have
happened, at |east not today, not by today, if it hadn't been
for this.

So what | amsaying is, you know, continue to do this

because it is enornously useful. The only other thing I
woul d suggest is that | would be interested to know -- | am
echoi ng Esther Dyson -- what the governnent's policy is on
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collecting information when | amhitting your Wbsite.

COW SSI ONER VARNEY: Actually we did deal with
that. There are Governnent Records Acts. And when we had
our |ast privacy workshop | ast year we created a |ist serv
for people to participate in ongoing discussions of the
i ssues that were raised and we had to -- | think, Bruce is
here in the green shirt behind the canmera -- he was wor ki ng
on the Website for us and all of our general counsel,
everybody, we had to figure out what information we were
required to retain for governnment records purposes, what we
could do with it, and we did, we disclosed it.

It is one of the things we tal k about wherever we go,
is all government agencies, who now all have Wbsites,
figuring out what information they are collecting and what
they are doing with it. And, in fact, | think it is in the
nost recent privacy paper that cane out of OVB.

M5. HARMS: That's interesting, great.

COW SSI ONER VARNEY: | think we are trying to
practice what we are preaching.

MR MEDINE: | would like to turn to our |ast Wbsite
representative, which is Linda Goldstein, who nmay or may not
operate a Website thensel ves, representing the Pronotion
Mar ket i ng Associ ation of Anerica; she traded places with
Ronal d Gol dbrenner earlier today.

I understand the organi zati on has conducted a survey
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of Websites, and we would be interested to hear the results
of that.

M5. GOLDSTEIN. It has been very interesting sitting
here listening to the comments nmade by the specific Wbsite
owners, many of whom are nenbers of PMAA, and | think that
t he experiences that they have di scussed here this afternoon
really were reflected in the survey that we conduct ed.

I would Iike to begin by saying that fromthe
perspective of the PMAA, its nenbers that use the Wbsite,
use Websites, use it really as part of an overall integrated
mar keti ng program Many conpanies are rushing in increasing
nunbers to devel op and i nprove their Whbsites, but in terns
of perhaps where the industry is and how effectively sone of
t he policies have been inplenented, at |east our discussions
with our nenbers indicate it is not due to a | ack of
sensitivity to the privacy concerns, but typically in a large
Fortune 500 conpany you may find as few as three to five
peopl e who are responsible for the entire Whbsite operations
of the conpany. And, quite frankly, they are overwhel ned and
kind of |learning as they are going al ong.

And in many respects they have their hands full just
trying to deal with the business aspects. And sessions |ike
this are good because they increase the sensitivity of
conpani es to ensuring that where they are phil osophically

actually is inplenmented on the site.
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VWhat we | earned from our survey, which | need to
caveat by saying that we did send the survey and the survey
is onrecord in our witten comments, we did send the survey
to all of our nmenmbers. Unfortunately as with any voluntary
nmessage, the response back -- perhaps we should have hired a
direct marketing professional to help us get a better
response rate, but the response rate was not as high as we
woul d have expected, but | think the results are
directionally informtive.

In terns of the purpose of the Wbsite to our
menbers, clearly the sentinent that others have expressed
here is reflected in our nenbership. Qur nenbers use the
Website principally to help build brand |loyalty and
strengthen their relationships wth their custoners.

The Website is part of a broader integrated marketing
canpaign. And they |ook to the Wb nuch as they do ot her
direct response vehicles as a way of interacting nore
directly with the consuner and of delivering nore targeted
advertising and pronotional offers to the consuner.

O those that responded to our survey, only about
hal f actually collect any information at all. O those that
do, none of themrelease that information to outside third
parties.

Now, I will tell you that sitting here we have seen a

| ot of other issues cone up that quite frankly we didn't
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address in our initial survey. And | think this has been
hel pful in terns of hel ping us perhaps refine our survey as
we go out and try to expand on that information, so | don't
know for exanple anong the nenbers that have nmultiple
divisions, to what extent the informati on may be shared
across those divisions, but we do know universally that our
menbers do not share the information with any outside third
parties, only a small mnority of nenbers that responded
collect any click-streamdata, and it is aggregate
click-streamdata being utilized solely for the purpose of
measuring traffic to the site, not for any other purpose.

None of our nenbers who responded send unsolicited
E-mail. Virtually all of our nmenbers are aware of the
i ndustry guidelines, whether they use the DVA guidelines or
Casey guidelines. They are all aware of them

Again, | would say about 75 percent of those who
responded that have a Website have devel oped their own
internal policies. Only one of the nenbers who responded
i ndi cated that they actually do put the notice of the policy
on the home page. Ohers may have it as part of an overal
| egal page or may not have it at all

However, the few conpanies that do coll ect anything
nore than sinply nanme and address -- and there were only, |
believe, two or three of us anong the respondents -- those

conpanies did indicate that they do provide at the point of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



242

data entry sone disclosure. The fact as to how that materi al
m ght be used and as well as an opt-out provision, and I
think what that tells us is, again, the inportance of

mai ntaining flexibility.

That at |east from our nenbers perspective, the type
of disclosure that they feel may be necessary if they are
sinply collecting nane and address may be different from what
they may feel is necessary if they are going beyond to
collect nore sensitive proprietary data.

And | think overall the sentinment that has been
expressed to us in terns of our nenbers' usage is that,
again, the primary objective of this nmediumis to help build
brand loyalty. And while the policies may not be fully
devel oped and articulated on the sites yet, philosophically
they are highly commtted to not taking any action that would
underm ne a consuner's confidence or loyalty in the brand or
in the conpany.

MR. MEDI NE: Thank you. | want to close the session
on information practices with Eric Johnson, who is a
prof essor of marketing operations and information managenent
at the Wharton School of the University of Pennsylvania and
director of the Warton Forum on El ectroni c Conmerce.

You have done sonme study in this area, and | am happy
to hear what you have | earned about current practices and

what your concerns may be about future practices.
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MR, JOHNSON:. Qur nmjor interest was inplicit data
coll ection, not kinds of things you know, the keyword you
type. | wll argue there is a market test where that
information is valuable. Do people buy keywords? The answer
is yes. Inplicit information certainly has that --

MR. MEDI NE:  Expl ain.

MR, JOHNSON. Type the world autonobile. |Is the ad
that's placed in the next screen custom zed as a function of
that? The answer is yes. And those keywords are sold. So
inplicit data, there is a market test for it.

In fact, | want to argue that | think this kind of
data can be a very good thing, both for consuners and firns,
and we don't know how to use it yet. M anal ogy woul d be
t hi nk about supermarket scanner data and your anal ogy to no
one quite knows what to do with it, supermarket scanners in
1980. Now not only is it an efficient industry now because
peopl e col |l ect that data.

Just an anal ogy, we have stores now you wal k into,

t he equi val ent of having a video canera on your head, you
don't know who it is, but you know what people are | ooking at
it. A quick place where that m ght be useful. Let's take
Ednonds, the direct person, site that provides information
about cars. | can get what is called frommarketers an

i nvoke set. Is that valuable? | would argue that could be

qui te val uabl e.
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In fact, we know fromlots of research done at
VWharton and other places that there is a very high
correl ation between the anount soneone spends | ooking at
sites and preference. That, | think, would be very useful,
on one hand. The scary part is you m ght predict what
soneone wi ||l choose before they choose it.

On the other hand, you m ght be able to help them
find alternatives on what they like. | think there is real
value for firms, but we did a survey |ooking not, a random
survey, basically talked to sonme experts trying to sel
products to hel p people analyze click-screen data. And we
woul d say: GCee, 2 to 5 percent is the nunber | would guess
who are | ooking at click-streamdata. WMst of that is to
redesign the site to make it easier for the consuner.

Wndham Hi Il reorganized their site because of
al phabetical lists, people who have groups in A were getting
many nore hits than names with Z. So it is useful, but
that's not an individual Ievel site.

The question is not what is happening now, in ny
perspective, but what is happening five years fromnow. |
think it is nore Internet years than real years here.

MR. MEDI NE: Were do you see things headi ng?

MR. JOHNSON: The issue is what consunmers know. |
think it is informed consuners who benefit, can benefit from

t he anal ysis of the click-streamdata. And the question is
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basically | amafraid this is sort of -- | amtrained as a
cogni tive psychol ogi st, but I amafraid what consuners think
about is based on perception.

For themit is not the fine people on these panels,
but spamers they get confused with. | have gotten a spam
Based on your browsing answer, we thought the foll ow ng
pornographic site would be of interest to you. | swear there
was no reason for themto have thought that. But, you know,
my guess i s the average consuner mght get very worried in
receiving that kind of spam noti ce.

I think if there is careful inforned consent on the
part of consunmers in place, that it would be a very val uable
t ool .

COW SSI ONER VARNEY: Eric, I'mnot sure if you have
any information on this. Do you know, would you hazard a
guess or do you have any information about what is being
collected online today that's personally-identifiable wthout
know edge and consent ?

MR. JOHNSON: Certainly by definition nost analysis
of click-stream which is done at the aggregate | evel is done
wi t hout knowl edge and consent. | nean --

COW SSI ONER VARNEY: Al so not identifiable.

MR. JOHNSON: Usually not identifiable. Technically
t he presence of a cookie makes that as a single site

identifiable over tine in many ways we have tal ked about.
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COW SSI ONER VARNEY: Ri ght.

MR. MEDINE: | know Kevin wanted to address this
i ssue of marketing to consuners and the degree to which
consuners are concerned about that practice.

MR. RYAN. Just one thing, | wanted to give a
perspective to this. W think maki ng custoners feel
confortabl e about privacy is very inportant, but we have
delivered $3 billion in ads over the last year. And out of
that, and we are well-known in the Internet space in the
advertising space on the Internet, we have received, | would
guess, nmaybe 25 or so E-mails, people having questions about
privacy.

We put a privacy button on our hone page to make sure
we answer all those questions. Very few people choose to go
t here, even though they are passing through and see the
button. W provide the opt-out nethod for people. Very
few peopl e choose that. And we shouldn't forget that
custoners really do -- people on the Internet have chosen
to have adverti sing-supported Wbsites over subscription
Websi tes.

They are not going to be able to get free content
forever, so they have to choose one of the two and they are
choosing this. Between themwe give thema choice between
targeted informati on and untargeted. QGuys into sports would

rather see a sports ad than a perfune ad, so there is $600

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



247

mllion of advertising that's again generated this year alone
in the second year, based on using information as
intelligently with as nuch di sclosure as we can overall.

And we shoul d take that into consideration before
trying to restrict anything in that direction.

MR. MEDI NE:  Yes.

MR, SACKLER: David, before we go, | brought al ong
copi es of our Wbsite pages and policies and there are nore
copies outside. And these are the black and white hard copy
versions. W w Il have sone color versions for the record.

MR. MEDINE: We appreciate that. | want to thank
this panel for enlightening us about the current state of
technol ogy as a tool for gathering information about
consuners.

W are going to take a 15-minute break and turn to
technol ogy as a tool for addressing online privacy, which
wi |l have a maj or announcenent at that point.

(A brief recess was taken.)
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PANEL 1V: TECHNOLOGY AS A TOOL FOR ADDRESSI NG ONLI NE PRI VACY

"A review of avail abl e technol ogy and current
devel opnent efforts.”

TI M BERNERS- LEE, Director, Wrld Wde Wb Consortium
(WBC)

JASON CATLETT, Chief Executive O ficer, Junkbusters
Cor p.

PETER HARTER, d obal Policy Counsel, Netscape
Communi cati ons Cor p.

SAUL KLEIN, Vice President, Marketing, Firefly
Net wor k, Inc.

DEl RDRE MULLI GAN, Staff Counsel, Center for Denocracy
and Technol ogy, Internet Privacy Wrking Goup (IPW

MARC ROTENBERG, Director, Electronic Privacy
| nformati on Center

* k%

MR. MEDI NE: Thank you for returning. This session
is a session on technology as a tool for addressing online
privacy. The question is are there ways to enpower consumners
to protect privacy thenselves online.

And we are going to start off with a nunber of
di scussions and denonstrations. The first by Deirdre
Mul I'i gan, who you have heard from previously, fromthe Center
for Denocracy and Technol ogy, will talk about |IPW5 and what

that all neans.
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M5. MIULLIGAN: | would like to step up here.

MR MEDI NE: Sure.

M5. MILLIGAN. It is a pleasure to be here today,
especially during the technol ogy piece of this because |
think it is very inportant, especially as we | ook at the
Internet, that we nmake sure that policy and technol ogy are
really wedded toget her.

I nteractive communi cations nedia, | think, really
give us both risks and opportunities in the privacy arena.
And during the Federal Trade Conmm ssion's hearing | ast year
and in the record that cane out of that, there were four key
el enents that many, many participants realized had to be
addressed if we were to have an effective reginme for privacy
on the Internet.

And those were notice to individuals of information
practices; choice, neaning individuals needed to be able to
make deci sions about the flow of personal information;
access, neaning individuals had to be able to gain access to
informati on held about themby third parties; and security,
meani ng that there is no privacy w thout security.

At the conclusion of the workshop | ast year a nunber
of us put our heads together and decided that in order to
craft a framework for privacy that addressed these concerns
it was going to -- we were going to have to engage in a

cooperative effort that built upon the expertise in the
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policy area, the technol ogy area, and the business comunity.

Qut of that formed the Internet Privacy Working
G oup, which is a cross-section of industry and consuner and
privacy organi zati ons working to develop a framework for
addressing privacy concerns in the online environnent.

What | PWG Internet Privacy Wrking G oup, has been
doing is devel op a | anguage for users to conmuni cate privacy
preferences and Websites to communicate their information
practices. The work of |IPWs has not been done in a vacuum
It is neant to contribute to the Wrld Wde Wb Consortium
Platformfor Privacy Preferences, which you will see shortly
and which is really the neat of the technol ogy.

The P3 project is an attenpt, | believe the first
attenpt, to actually inplenment the concepts of notice and
choice into the framework of the Internet. And | think
because of this it actually has a profound effect to kind of
shift the way in which we have thought about self-regulation
in this environnent.

| want to say at the front end that the Internet
Privacy Wrking Goup and the larger P3 project at WBC only
address a limted set of privacy issues. They do not
address, for exanple, access issues. They do not address
oversi ght and enforcenment issues.

However, | think that within the context of these

ot her issues, within the context of self-regulatory efforts
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and other efforts that are being undertaken, such as TRUSTe,
that this is a definite step forward.

The | PWG vocabulary in the P3 project will enhance
i ndi vidual privacy in three ways. They will enable
i ndividuals and parents -- | want to enphasize we did pay
very close attention to the very independent needs of
children on the Internet -- to exercise control over the
col l ection, use, and disclosure of their or their children's
information through a set of individually chosen preferences.

Thi s woul d happen on the browser side. It also wll
enhance privacy by providing a common | anguage for use by
Website operators in notifying users of an information
practice in a standard, easily understood format. This is
particularly inportant because there is a diversity of
pl ayers on the Internet.

The Center for Denocracy and Technol ogy, as well as
M crosoft, have to be able to express our privacy practices
in a way that is going to be neaningful and sinple for people
on the other end.

Probably nost inportantly it is going to enable users
and Website operators to conmunicate and in sonme instances
find mutual |y agreeable terns regardi ng the handling of
personal information. It is not going to force individuals
to disclose information, nor is it going to force Wbsites to

deal with people on terns they don't want to, but it is going
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to facilitate a dial ogue.

There are a fewthings | want to just enphasi ze about
the vocabulary, if you could put the screen on.

| PWG really focused on creating what | like to call a
fl exi ble and robust vocabulary. |f you | ook down the
| eft-hand margin, it is broken into two sections; uses and
di sclosures. And it tal ks about use in, you know, the uses
for system adm nistration, the uses to support the
transaction, the uses for research or product devel opnent,
and it goes through a whole variety of uses that a Wbsite
m ght make of information.

Simlarly, it goes through a whole set of reasons
that a Website m ght nake disclosure of information. And we
tried to set those out in fairly understandabl e | anguage so
that if you were a Wbsite operator you would be able to | ook
at this and say this is what ny Wbsite does.

I would say this is simlar to the effort that DVA
went through in developing their practice specification.
Across the top you have information that puts this in
context. |Is it physical contact information? |Is it your
name and address? |Is it cyberspace contact information, your
E-mai| address? And you can see the rest, conputer
i nformation, navigation and click-streamdata, preference and
denogr aphi ¢ dat a.

A Website would fill each one of these out, either
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for the entire Whbsite or per page. A Wbsite m ght have a
general information set of practices, and they m ght have a
page where they coll ect data because you register. They

m ght have separate practices at that page. And to
facilitate the individual decision-nmking, you would want to
have that granular ability to flag where practices vary.

The vocabul ary devel oped by IPW5 | think, is
i mportant in thinking about how to effectively craft
a solution for Internet privacy. The P3 platform the
P3 project of WBC, it builds upon the nediuns
interactivity.

This is really a different nedi umthan our
tradi tional paper-based world. There is the capacity for
real -tinme decision-making and communi cation. And | think
that is not sonmething we should -- it is sonething we should
real ly explore because unlike the paper-based world where we
have had this tug about opt-in and opt-out, this real-tine
conmmuni cation, | think, can dilute sone of the transaction
costs that have forced us into that rather contentious
battl e.

Simlarly, it can enable this in a sean ess manner,
so unlike a Fair Credit Reporting Act formwhere | have to go
and read the form whenever | want to find out what sone of
t hese practices are, | can actually configure these in ny

browser on the front end and know that | can surf the Net
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securely.

| think nost inportantly when we | ook at
self-regulation or we | ook at |egislation, both of them have
problens in mapping on to the Internet. For the sane reasons
that we have said national |egislation may not be effective
because of its inability to be exported as individuals step
across our country's boundaries, self-regulation has sone of
t hose sane probl ens.

DVA, I SA and other entities, eTRUST, may take very
good steps, but their effectiveness is also limted to their
menbers. They nmay not be nation nenbers, but they are stil
menbers.

By building something into the infrastructure that
actual |y addresses sone of these privacy issues on the front
end, we can build in a base line that establishes a
comruni cation as notice and consent nodel to be used flexibly
around the globe. And | amgoing to turn it over to Tim
Ber ner s- Lee.

MR. BERNERS- LEE: Thanks, Deirdre. On behalf of the
Wrld Wde Wb Consortium and 180-odd nenber conpani es and
ot her organi zations across the globe, thank you for inviting
us.

Il would Iike to, in the next few mnutes, try to
provi de you what P3 for privacy purposes is and a little bit

of how it works in particular fromthe user perspective. So
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we have a few slides and a denonstration which is a working
nockup.

I would I'i ke to thank various people who have worked
with us on this to help make the denonstration possible. |
mention at the bottom of the slide, AT&T, CDT, DVA, |BM
M crosoft, and the Princeton Review actually have a Wbsite
with a privacy policy. And we have used this in the
denonstrati on today.

The basis of P3 is that there is on the user's side,
there is a user and a publisher. On the user side, there is
aright to a choice as to how the user's private information
is used. That choice is made in an infornmed way.

On the side of the publisher of the information, the
person running the Website or person on behalf or on whose
behal f the Website is run, nmakes a conmtnent as to how the
personal information is used.

P3 consists -- will produce technical protocols which
will allow the user's browser and the server, the Wb server
progranms, to comunicate across the Internet to nmake sure
that those two commtnents via each site have been nmade and
understood. It nmakes a match between the two.

The P3 technology is used for expressing assertions
about privacy and negotiating them It doesn't, as Deirdre
nmenti oned, address enforcement. There is alimt to what

technol ogy can do. It does provide hooks.
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In sone cases it is possible to do sone enforcenent,
to actually provide technology to stop people getting
i nformati on which they are not authorized to use; otherw se
to use the market to use the strong market forces which drive
peopl e to assert a good reputation by establishing trust with
users, by having verified the good policies, and clearly the
third leg of those possibilities is regulation.

To clarify our relationship with IPW; WBC is focused
on the technol ogy and IPWG is focused on the vocabul ary. The
strength of the platform there are three layers to it. The
platformfromWC is the protocols which allow two conputers
to tal k about privacy. Wen they talk they need a vocabul ary
with defined terms. [IPWGis focusing on that.

And when a statenent is made, for exanple, when a
user deci des what they would or would not |ike, that profile-
setting is done in ternms of the vocabulary and then is sent
across using the protocols. And it is inportant that
gl obal |y those protocols are consistent so that the
conputers, clients thenselves all over the Wb, all over the
wor |l d have the sanme protocols.

It is useful if there are global vocabul aries so
people in different countries can, for exanple, talk about
privacy, but it is possible also to have several
vocabul aries. And it is obviously crazy to imagine at the

top |l evel that everybody's personal preferences would be the
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sane.

WBC and | PWG al so worked together to marshal the
resources which will be able to be used to get the technol ogy
actually produced. So the situation at the nonent, | should
clarify, is that we have been tal ki ng about privacy for a
| ong tine.

Four nonths ago the Consortium put together a
proposal for specific action. W called it P3. One nonth
ago, on the 15th of My, the review period by our nenbers
finished, so it is nowa fornmal project wwthin WBC. W are
very happy, in fact, that the work we do builds on experience
fromthe IPNG s world of [abeling naterial for parental
sel ection, and protocol we call PEP for negotiation.

It is built on sone interesting work, but, on the
ot her hand, we expect that the P3 work will not be
specifically linked to specific Wb technologies. It wll
work wi th anything because it will not be bound specifically
to, for exanple, HITM. pages or gif inmages or things, HITP.

We hope it wll be a general framework, and work with future
technol ogi es as wel | .

W will give you a quick denonstration. One of the
ways in which we expect this to work is that rather than a
user reading and defining all the fine print about what
exactly they would or would not like their information to

say, where they would like it to be distributed and what they
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woul d i ke done with it, that there wll be certain settings,
profiles which will be pre-prepared, perhaps by well-known
bodi es which have the user's trust and which will be

downl oadabl e.

Let's ook at the list of settings which have been
prepared by IPWs Let's look at a list for children. Notice
it is quite reasonable to have different sets of profiles for
children and for adults.

For exanple, when you are setting a profile for a
child, you may want to disable the ability to give out credit
card nunbers. W can | ook at one of these, pick it up just
by short description, but if you are nore interested, you can
| ook back in detail, nore detailed exanple, nore detailed
text, cunulative text, natural |anguage about it.

We can al so dunp down to this table which defines it
specifically in terns of, in this case, the | PWs vocabul ary,
so if you renenber Deirdre's slide, which was a matri x of
t hi ngs you could or could not do with data, this is the
matrix, if you use this profile, of things you think is
reasonabl e and you are prepared to be able to do with your
dat a.

Let's go back nowto the list of profiles and if we
can have a | ook at one for adults.

These are sunmari zed partly so they will fit on the

screen so you can read them |If we |look at the third one,
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this is one which has been prepared for exanple so that a
site is allowed to share personally-identifiable information
but only so long as the user is allowed to review that
deci si on.

Now, that is an overview of the privacy profiles that
you mght pick up froma Wbsite that you trust because it is
suppl ying you with sonme suggestive settings for your
browser. And you can pick themup in the browser. And let's
i magi ne that now we have done that, and let's go browse away.

We have -- this is the material fromthe Princeton
Review, used with perm ssion. As we go around we have | oaded
a particular profile so as we route, each time we click, the
P3 software is ensuring that the conm tnent being nade by the
publ i sher matches those we require as we browse.

Where we are a student browsing for infornation about
possi bl e coll eges, and there is a service at the bottomthat
we may want to sign up for. There is a button that says sign
me up, for those of you at the back. Wen you press that, we
go to a form uh-oh, a formis going to ask us for
information which is going to be used in a way that we
haven't so far accepted. W haven't given our consent to
t his.

So now you imagine that this would be put up as a
di al ogue box by your browser. So suddenly a dial ogue box

pops out with a nunber of buttons. One of the options we
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have got is to go and |ook at the state of the site that
m ght want to explain about its policy.

Let's follow that link to the person. Fortunately,
we have a site here which actually does have, by coinci dence,
sonething to say about its policy. It may say all sorts of
things and explain why it wants that data.

Under this point we may decide it is totally
intol erable and stop browsing, click cancel, and surf
sonewhere el se or we may go back to that dial ogue box and
deci de on a nunber of options in particular. One of the
options, unless we are a child browsing under parental
control, we have let's just override this for now, these guys
for this session, let's override it and give them what ever
they want. | will take the risk.

There is also a button which allows us to, for this,
to adopt this policy for this site. So we click on that.

That tells the browser, yes, go get the settings, the profile
settings which they have suggested. There is a button also
which we won't | ook at now, |eave for another tine, which
allows you to go and | ook at what those settings are.

Suppose we actually press the accept policy. So now
from now on when we go back to that site the browser will use
that policy. There is the application form The browser is
letting us see it. And on the application formit bears the

i nf or mati on.
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Now, you nmay have heard of the OPS proposal to the
Wrld Wde Web Consortium nade by Firefly and Verisign on
Monday. That concerns not only the privacy question but also
the automatic provision of information.

If you can inmagi ne that sonething that m ght happen
here is that information has actually been filled in for you
on the form because this information which you have said you
are happy to have it automatically disclosed.

So we have now accessed information which we woul dn't
have before. The system woul d have stopped us accessi ng.

There is one nore thing I would |like to show you, and
that is sone software being witten which is running in the
browser which allows you to actually delve in at any tine to
see the details of the profile that you have picked up.

So you can pick up a profile with a particular brand
name, sonmeone you trust, pick it up for your nother or school
or whoever, but you also might go in there and change the
el ements of that matrix.

Can we bring that up, Joseph?

UNI DENTI FED SPEAKER: It is com ng.

MR. BERNERS- LEE: We have |lots of things running on
t he machine. W have a server running on the machine.

Let's give you a few points to take away. You notice
t hat al t hough you have to start off with conputer protocols

whi ch allow two machines to start tal king about privacy,
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those really have to be adopted across the Wb.

From then on you can have a nunber of different
vocabul aries. They can be done by industry groups. They can
be done -- IPWsis doing one, very nice to have a gl obal one,
but you can have many, with negotiation use special ones and
you can have very many different sets of recomended settings
in ternms of those vocabularies. You don't need to register
themcentrally. This is sort of an architecture which worked
very well in the Web before.

It would be very nice to have a commopn agreenent
internationally on the vocabulary. It would hel p understand
what a foreign site needs when it chall enges you to all ow
certain use of information.

What we haven't tal ked about is what happens when you
go to a site and it doesn't say anything in P3 | anguage. And
we can't, technol ogy al one cannot -- P3 cannot address what
happens when P3 isn't used.

Let's go over -- we will get back to that. The
Consortiumis working to evolve this technology in response
to, | think, three pressures. There is the market demands.
Qur nenbers need to go forward for market reasons. They are
very aware, they click into this area, of the policy
questions which we fold in. And we have techni cal
requirenents we fold in together so the WBC is the neeting

pl ace for all those el enents.
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If we can quickly before our tinme is up sneak back
and show you what the browser interface may | ook |ike here,
if you played with it. Going into various bits of software
wi th your conmputer before, you will be famliar with these
tabs across the top and the option boxes that you use for
setting a | ot of references, particularly users used to
setting preferences on a conputer, so it is fairly famliar

In fact, what this is doing is |looking at a
particular setting. | would inagine that when you are
browsi ng the Wb the particular settings you are using would
be identified by an icon you can see very visibly or perhaps
by sonething el se, such as the col or of the w ndow, the
border of your browser or sonething like that, so as a user
you can be very aware of which person you are using, of which
node you are working privacy-w se; how nmuch information you
are giving away, so you don't accidentally make the m st ake.

When you are goi ng behind that icon, that particular
setting, you can if you want to go into the matrix and go
back to Deirdre's slide again. It is being able to go in if
necessary, check or uncheck one of the boxes so that
personally | can decide that for ny own personal reasons |
really don't want information about whatever it is about ny
machi ne used for hel ping the market research on their
products.

That concl udes our denpnstrati on.
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MR. MEDI NE: Thank you very nuch. W have a couple
of questions we would like to ask. Conm ssioner Varney.

COW SSI ONER VARNEY: Yes. That was terrific, Tim
The first question | have is what happens in your exanple
when you go to the Princeton site and by the time you got the
message that they don't adhere to your -- they are on a
different privacy platformthan you have expressed a
preference for, how nmuch infornmation have they captured about
you potentially before you cancel and junp out?

MR. BERNERS-LEE: Well, as | say, the system works by
assurances nmade in either direction. Cearly when you make a
first request to a Website, your request may go out with no
assurances. So this is equivalent to the situation where P3
I's not being used.

So there is no assurance which is made by the user.
And at that point the thing that is done by the server is as
t hough not hi ng has been agreed to, no negotiation. The
server can respond and cone back and say: \Whoa, | would |ike
to do -- | would like you to accept that we are going to
track your address, wll you please cone back to ne, having
accepted this privacy profile, here is a suggestion, here is
Y, and here is what it is. And here is where you can
downl oad it, et cetera, but, yes, an interesting nonent
before this happened.

MR MEDINE: Can | clarify that? Wat is it a site
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can gather in that nonent about you, if anything? The nonent
when you first basically make contact but before you have a
chance to have an exchange of preferences expressed, can they
gat her your domai n nane?

MR, BERNERS-LEE: Typically, a |ot of people go
t hrough proxies, and one of the ways is through proxy, which
will actually mask who you are anpbng a certain set of users,
so it varies. They can capture your |IP address, that can
sonetinmes be turned into a domain nane. Sonetines that wll
track with you and sonetines won't.

In fact, that's quite a conplicated question. There
is not alot of information, and I am not the expert on how
you do that.

COW SSI ONER VARNEY: The question of what happens
when you go to a publisher of a site that isn't a P3
participant, would you get a flag right away or could you set
your preferences that | only want to go to sites that are P3
speakers?

MR. BERNERS-LEE: Cearly those are both possible.

COW SSI ONER VARNEY: Maybe we wi Il hear nore about
this fromPeter. The relationship between the OPS proposal
and the P3, it sounds like at least in part what this could
be is that the OPS standard woul d all ow you at your choice to
fill out a variety of personal information and then any tine

you choose to transmt it, it is already in place and can
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go.

I guess ny question for both of you or nmaybe nore for
Peter is can your choice on OPS be zero information?

MR. BERNERS-LEE: | would |ike to say one thing.
don't want to second-guess the working group situation. OPS
has been submtted to a working group. W started the
wor ki ng group. We are explaining to you what the target or
goal s of the working group are and base assunptions, but we
can't say exactly what the paper, policies of the finished
product wll be. That's the proviso |I put down there.

MR. HARTER  Actually, | think Saul Klein from
Firefly could answer that question better than | coul d.

MR. KLEIN. Wthin the OPS standard, there is a
default setting. | never want to share any information with
any site | come into contact with. So it is very nuch up to
the end user. | never want to share, ask ne if | want to
share, or I will always share. And you can actually -- and
hopefully we will be able to denonstrate this.

COW SSI ONER VARNEY: Okay. Thank you, Tim

MR. MEDINE: A question for Tim Just to nake
explicit what you have been saying, for this process to work
there has to be essentially a self-regulatory effort on the
part of Websites to adopt this, not only the protocol but
essentially the conm tnent through the | anguage to honor

requests by consuners?
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MR. BERNERS- LEE: This works by negotiation. So it
isn't that everyone has to -- all the sites have to do it,
but a user can insist that anywhere that they visit does.

MR. MEDINE: And once they do do it, they have to
abi de by what they say or we get into deceptive trade
practices and so forth. The question for Deirdre, follow ng
up with Conm ssioner Varney's question, the | anguage, |PWG
| anguage, does not have an option of | don't want to go to
any sites that don't protect ny privacy; is that correct?

M5. MULLIGAN: It has an "I want to be close to
anonynous." As Timwas sayi nhg, when you go to a Wbsite your
| P address, | nean, potentially could be |inked back to you
t hrough sone neans.

However, the conmm tnment could be that, you know, that
the site is saying that they are not going to be collecting
information for any purpose other than kind of system
adm ni strati on.

M5. LANDESBERG | guess ny question is can | set a
preference -- it seens as though IPW5 did not elect to
include a preference for sonmeone who may want to bl ock or be
deni ed access to sites that don't have a posted privacy
policy.

M5. MULLI GAN:  Actually IPWG thinks that's a very
i mportant thing, especially in the children's area, that

peopl e would be able to say, simlar to the platformfor
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content selection, if you |look at the browser you can say:
Don't go to sites that don't state what their policy is.

But | think what Timwas probably trying to say -- if
| m sspeak, please correct ne -- that the specification
itself doesn't do that. That's sonething that happens at the
browser end.

WBC, | think, plays a role in making node
recommendations as to what interfaces mght | ook |ike and
| PAWG has a very strong feeling about what that interface
should | ook like. For exanple, in the children's area, you
know, there should be a button and the default, | guess if
you were tal king about a default, would be that there is no
kind of negotiation with children; the idea being children
can't consent.

Simlarly, that you can choose to go to all Wbsites
regardl ess of whether or not they have a policy statenent, or
you can choose to only go to Wbsites that are participating
in this P3 specification. And that that is really a primry
pi ece of this.

MR. MEDINE: Again, just to clarify, is that option
avai | abl e for adults under the current schene?

M5. MILLI GAN:  Absolutely. | nean, what you are
| ooking at is a vocabulary, and it is a draft, but in our
di scussions, while it is not evident up here, that was

clearly sonmething that is being discussed.
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MR. MEDI NE:  You should have a choice to visit non-P3
sites?

M5. MJULLI GAN:  Yes.

COW SSI ONER VARNEY: Hopefully the technol ogy will
work if you are a Website publisher or host, if soneone
brushes by your site and doesn't |and because you don't have
the P3 vocabul ary, you will know how nany people you are
m ssi ng because you are not participating.

M5. MIULLIGAN: It is actually something that Jeff Fox
from Consuners Uni on brought up the point, and I think it is
a very relevant point, that it is very useful for businesses
to know why they are losing business. |[If it is because of a
| ack of privacy practices, that it would be very useful to be
abl e to have that communicati on occur

And it is certainly sonething that | think I am
interested in having. | amnot sure whether or not the
specification can support that, but | agree with you. And |
am sure there are other people in I PWG who think that woul d
be a useful thing to do.

COW SSI ONER VARNEY:  Thank you.

MR. MEDI NE: Thank you very nuch for the very usefu
denonstrati on.

I want to turn nowto Marc Rotenberg to tal k about a
subj ect we haven't spent nuch tinme on to date, but

essentially the ultimte formof privacy can be anonymty.
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And Marc will address that question. He is with the
El ectronic Privacy Information Center.

MR. ROTENBERG  Thank you, David. M presentation is
going to be a little bit different fromTims. This is nore
descriptive than prescriptive. It is based on survey
research that we did |last week | ooking at 100 of the top
sites on the Internet.

And we canme up with sone very interesting findings,
but I just want to briefly introduce the survey approach, the
next slide.

First of all, as | amsure you are all aware, the
privacy issue is obviously inportant and the GVYU poll this
norning, as well as the other polls that were rel eased,
underscore this point. And we are hearing a great deal about
many different approaches, self-regulatory and technical.

W were interested in sinply going out on the
I nternet and seeing what the current privacy practices and
policies were in June of 1997. These things are changing
qui ckly, changing daily, in fact.

We picked June 5th, |last week. W used the list of
Internet sites reported by 100hot.com which is a fairly
reliable listing of popular Websites. You m ght have chosen
anot her.

We decided not to |look at issues related to security

encryption or spam although they are obviously there on
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Internet privacy. W |ooked at essentially seven issues at
each site. W asked, first, was personally-identifiable
information collected? Then, is there a privacy notice or
policy that's readily avail abl e?

To sonme extent we tried to assess if this was a good
policy. W wanted to see, for exanple, were there
restrictions on secondary use? Did users get access to their
own information? Sonetinmes it is called a user profile. Was
it possible to be anonynous at the site? And, finally, were
cooki es enabl ed?

On the first question where we | ooked at 100 sites,
we found that approximately half coll ect
personal ly-identifiable information. |If you are wondering
what do we nean by PIl, we thought nane and address were
personal | y-identifiable. W thought E-mail was
personal | y-identifiable, but we did not treat the TCPIP
address as if it were personally-identifiable, although there
are techni ques, of course, in sone circunstances to nake a
link to an individual. W were for the nost part trying to
use common sense applications of sone of the key terns.

Not surprisingly, you will see requests for
personal | y-identifiable information where there is online
regi stration, surveys, user profiles. |If you do purchasing
online, if you are buying books, for exanple, nost |ikely the

Website will want to know your mailing address, so they can
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ship that information or that product to you.

But al so what was interesting is that many of the
sites that do not collect personally-identifiable information
are sonme of the key sites providing news and information to
the online comunity.

For exanple, on our list we found, anong others, CNN
TV Qui de, Washi ngton Post, Wather Channel seened to be doing
quite well w thout any personally-identifiable information
fromtheir site users.

One of the issues we identified in the study, which
is avail able on our Wb page, is the issue of database
matching. It is a question |I know Conm ssi oner Varney has
rai sed a couple of tines about her relationship between the
transaction record and mailing lists and so forth. It has
traditionally been one of the key issues in the conputer
privacy realm

We woul d suggest that for people who want to go back
and continue to | ook at these issues, the next question would
be for those sites that collect personally-identifiable
information, is that information |inked to another database?
And ACL is one of the conpanies recently where sonme questions
have been rai sed about that.

O our 100 sites, 17 had privacy statenents or
notices, but we found it was often difficult to find these

statements. So we tried a series of different techniques.
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We used the "find" conmand in the browser software,
we went | ooking at the FAQ page. You can understand, of
course, in describing what a person is doing and not what a
crawl er m ght have done, trying to find those terns at the
site, but we think as a matter that's how to experience
| nternet.

We found sone privacy policies after registration.
W didn't think that was a very good idea. It has to be
there before you sign on. And eight of our sites had
restrictions on secondary use, which is to say sone explicit
statenent about a l[imtation where information would be
used.

How good is a privacy policy? And | would be the
first to concede there are many different ways to do privacy
policies, but as a general matter, | think the threshold for
any privacy policy is really there are sone responsibilities
for the organization collecting information and there are
sone rights for the person who provides the data.

W were interested, for exanple, in whether the sites
told the users why the information was coll ected and how it
woul d be used. One site which we have generally thought was
pretty good, and we still think is pretty good, although I
t hi nk Conm ssioner Varney is likely to raise sone questions
about the privacy policy, is Amazon.com which tells you on

the one hand they will not rent or sell your information and
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then tells you to send themE-mail to be really sure that
they won't rent or sell the information in the future. W
t hought that was a little bit too anbi guous.

Ti me/ Pat hfi nder, they have a fairly good policy and
we know it is on their hone page.

Access to one's data or, to speak nore broadly,
access to one user's profile is one of the critical tests of
privacy policies. You find it in virtually every U S.
privacy law fromthe Fair Credit Reporting Act to Video
Privacy Protection Act. It is in international guidelines.
It is not the sane thing as access to a policy or statenent.
It means literally one can see the information that has been
col |l ected about the individual that is held by the
or gani zati on.

Otentines it is described as transparency. W found
virtually none of the sites provided any real neans to
provi de access to one's own data. The one exception, which
is notable here, is Firefly.

By the way, in going through this presentation
shoul d make a note, EPIC receives no support from any of
t hese organi zati ons we survey. | amgoing to say good things
about sone conpani es and maybe sonme bad things about sone
conpanies. W are not being supported by any of them This
may be why.

(Laught er)
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MR, ROTENBERG. What is interesting, of course, about
Firefly is they allow individuals to create their own
profile, to access their profile, and to revise their
profile. Froma traditional sort of privacy principle,
that's really getting very close to the bull's-eye,
anonymty. This is really one of the big issues, we think
one of the core issues. | wll say nore about it in a
nonent .

Not surprisingly, if you think about it, virtually
all Websites allow you to access the hone page on an
anonynous basis, taking for the nonent ny stipulation TCPIP
addressing still doesn't really provide a link to a unique
user.

This is essentially the storefront, the shop w ndow.
More interesting still is that the majority of sites in our
sanple allowed users to visit and use services w thout
di scl osing any personally-identifiable information.

I think if you take apart a Website you will be
surprised how nuch information you can typically receive
wi t hout ever saying who you are. News services, as | noted
before, routinely base the provision of service on the fact
that the user doesn't disclose personal data.

We thought this was a critical indicator of how
privacy is currently today protected on the Internet as

opposed to sonme sort of futuristic proposal, and obviously
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expressed sone support for this.

The cookie topic is very controversial. As | said,
we are trying here to be nore descriptive than prescriptive.
W were interested sinply in how many sites had enabl ed
cookies. W didn't go to all the pages, so we don't know if
we caught all of them At |east of our 100, we found 24.

Otentimes cookies are used for registration, sinply
to store a password on a user's system but they can be used
for advertising purposes as well. What was significant to us
was that there was no notice to the user about the use of
cooki es.

You can go digging in your systempreference file and
| ook at your cookies, in sone of the browsers you can enable
a nmessage which cones up, but for the nost part | would say
for nost users it is really hard to track how cookies are
bei ng used. For this reason we thought the browser standards
actually played a critical role.

Here are the conclusions. Although privacy is a top
concern on the Internet, few sites today actually have
privacy policies or real privacy practices. | think this is
a critical point to understand just how inportant it is to
devel op sone saf eguards.

In the absence of privacy policies, there is really
no assurance that when you provi de personal information at a

Website, it may not be m sused.
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And so we went straight to the heart of the central
guestion. Does notice and consent work today? A |lot of
peopl e say the governnent should only step in if there is
mar ket failure. W found a bigger problem There is sinply
no market. There is no market failure. There is no market.

There is no way today in June of 1997 for people who
are on the Internet to express a preference to protect their
privacy through any type of relationship expressed on the
Website. W also found that the use of cookies is not made
clear to users, but again anonynmty seens to play a very
inportant role in protecting online privacy.

So our recommendations follow fromthis. W think
there should be a privacy policy that's easy to find. W
think it should be a good policy. W want individuals to be
able to get access to their own user profile.

We think that cookies transactions should be nore
transparent, so that people know what is going on and, of
course, that anonymty should be encouraged, but until these
t hings are done, our conclusion truly is "surfer beware."

I want to add two quick sort of epilogues here. Very
interesting, after the survey cane out we got this nice
message from Steve Jenkins, who is the Webmaster of W ndows
95.com And he wote to us after he saw the survey. You can
read it. He says: "W had previously been unaware of these

concerns. Thank you for bringing themto the attention of
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surfers across the Net. And we have created a privacy policy
statenent and posted it on our site. W are currently in the
process of putting a link to our privacy policy statenent on
every page. Again, we thank you for hel ping us better our
site." So we were very pleased by that response.

Then there was the news story yesterday which
appeared, a fellowwiting for the news, Chris Stanper, Netly
News, "Infoseek is watching you. Next time you go | ooking
for information froma search engi ne, renenber that the
search engi ne may be | ooking back, at least if you use
| nf oseek. "

W are left with the point that even as we may be
establ i shing progress through privacy safeguards and policies
on the Internet, there is a host of issues still out there
that arise very quickly that some witer will bring to your
attention as well.

Thank you.

COW SSI ONER VARNEY: | have one question. You
surveyed 100 sites, right? 49 of them had privacy policies,
nostly hard to find?

MR. ROTENBERG 49 col |l ected personal information.

24 had policies.

COW SSI ONER VARNEY: Do you think that that

extrapol ates across the Wb or is it different because you

really are dealing at the top 100?
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MR. ROTENBERG | have no idea. M suspicion would
be anong the larger sites for these issues are nore likely to
arise, it is nore likely that you will see a policy
st at enent .

COMW SSI ONER VARNEY: That's what | amgetting at.

It would not be accurate to project that naybe 24 percent of
Websites had policy statenments?

MR. ROTENBERG | don't think so. | think it
overstates it.

COMM SSI ONER VARNEY:  Privacy is much nuch | ower.
Thanks.

MR MEDINE: We will now turn to Saul Klein, who
spoke a nonent ago, Vice President of Marketing for Firefly
Network and to Peter Harter, who is from Netscape, we heard
from before

MR. KLEIN: | amgoing to talk fromover here, if
can. | think this works. Geat.

I would Iike to thank the Conm ssion very nuch for
inviting us to cone along to talk at these hearings.

Firefly/ Netscape today are going to be tal king about
personal i zation wth privacy and discussing a framework for a
personal i zed networKk.

So let me just go straight into what we are going to
be doing is tal king about sonme of the issues at stake,

talking in a bit nore detail about the open profiling
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standard and al so denonstrating the Firefly Passport, which
is actually a working version of sone of the features of
consent and profile managenent as described by Marc, and then
giving a brief denonstration as to what the Passport would

| ook like in an OPS worl d.

So what is at stake? Just in the top line figures
here, there are mllions of people online. There are
hundreds of thousands of Wbsites. And figures suggest that
next year alone we should be expecting 55 mllion additional
interested adults in the U S., nonusers of the Internet.

The nunber of host sites comng on to the Internet
grew by 70 percent |ast year. Wat we have here are hundreds
and hundreds of thousands of sites, mllions of people, and
no way, as the Comm ssioner has just pointed out, for people
to actually protect their information or establish trusted
rel ati onshi ps between sites and users.

So with all this explosive growh, what is slow ng
t hi ngs down? Well, obviously sonething we are all here to
di scuss and have tal ked about and Marc just tal ked about is
there is no w despread framework for privacy on the Internet.

And when we think about the different constituencies
and how that affects things, well, we know that people feel
unconfortable and see little value in exchanging information.

If we are going to tal k about a personalized network

where people can find the information that they want, the
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busi nesses can do business on the Internet and people need to
feel confortable and need to be in control of how they
exchange i nformation.

Secondl y, busi nesses have no w despread franework for
rel ati onship buil ding, which neans that el ectronic conmerce
is stalling, the gromh of advertising on the Internet is not
being delivered to content sites and for young I nternet
conpanies -- and Firefly is a young Internet conpany -- to
i nnovate on the Internet you need to be able to nake noney,
but you want to be able to make noney within a framework
where you are building trust because that's what the Wb
prom sed.

There are sone interesting figures which hopefully
peopl e have had access to produced by BCG and eTRUST, which
actually go to speak to these points. | think Peter will be
di scussi ng those.

If you are software devel opers, one of the strengths
of the U S. econony and increasingly the U K and Israel
econony and many ot her economes is software devel opers.
These software devel opers have no standard platformfor even
buil ding privacy into their applications.

So this is a great scenario that there are hundreds
and t housands of Websites out there, there are mllions of
people, but there is no framework to succeed. So | wll hand

it over to Peter to talk a bit about how we are trying to
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address that.

MR. HARTER: | thought | would conme down and do it
Jerry Springer-style.

But, again, it is great to be participating in the
hearings on the second panel. And at an appropriate tine,
this is a footnote I have, an update on the cookie question
left over fromthis norning. | made sonme calls back to
Mountain View and we have a detail ed answer for that.

And as Saul was saying, there is a nmarket need based
on consuner concerns. A |lot of people have already said a
| ot of things about surveys of the concerns consuners have.

And here are sone data points we want to share with

you this afternoon. As you can see, 70 percent of consuners

are concerned about privacy. |If that many people are
concerned about it, well, as | said |ast year, privacy is a
snake or an opportunity. | think it could be perceived as a

snake because it is going to cone and bite you with bad PR

per haps, at the conpany with your custonmer base or it is an
opportunity to do sonmething. And Netscape and Firefly deem
this to be an opportunity.

We al so have seen that al nost 50 percent, 42 percent
refuse to give any kind of information. This is a block to
E-commerce. Sone commentary in the press to date about the
open profiling standard has said that the Internet is not

about just exchange of information for the purposes of
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E-comerce, it is about just being able to browse freely and
anonynousl vy.

That point has a lot of credibility toit. | would
t hi nk governnments and conpani es and jobs are at stake here in
terms of having this global information infrastructure. W
have seen in this town, at |east since 1982, a big thrust in
the NIl and G 1 and European Comm ssion and | nformation
Society and this information for this country, | think
E-commerce has equal status, if not nore inportant status,
than that, very credible point of that.

E-commerce is very inportant and there is a need to
get around this blockage. |If consuners are afraid of using
personal data on the Internet, they are refusing to give up
necessary registration information for the conduct of
el ectronic commerce, sonething should be done about it.

The final data point you can see up here is
34 percent of consuners give inaccurate registration. Well,
having no information is a bad thing. Having inaccurate
information is even worse, | would say.

You can't really run a business on having inaccurate
data. And that's a pretty sinple straightforward point. W
have seen the opportunity is as nuch as $6 billion over the
next few years. And although Andy G ove |ast week in D.C,
said the Internet tinme works at a clock speed three tines

faster in speed and governnent is three tinmes slower in
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speed. | heard that on audio and it came in every 30
seconds. And the technol ogy doesn't quite keep up with the
rhetoric.

We here in Washi ngton, even though it m ght be com ng
somewhat south of Netscape in Sunnyvale, whether it is $6
billion, $16 billion, or only $600 mllion, these figures are
hard to predict because so nuch changes nonth to nonth,
guarter to quarter, year to year. And $6 billion is
sonet hi ng worth doi ng sonet hi ng about .

So the next slide, Saul.

We have really good news today. A few weeks ago
Firefly, Netscape, and Verisign had submtted the OPS to the
P3 Working G oup of the World Wde Wb Consortium Today at
noon we announced with Mcrosoft, both Netscape, M crosoft,
and over 100 conpani es now support the open profiling
st andar d.

Sonme of you may have seen a recent article in U S A
Today that there is a petition on the Internet requesting
t hat Netscape and Mcrosoft try and adopt open standards.

And | did reference this norning that there is a | ot of
jostling about what is open standards.

Well, | think the issue of privacy is so inportant to
conpetitors on the Internet marketplace that we have cone
together in cooperation with support and good | eadership of

t he experts at the WBC over the past few weeks to craft
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support for the OPS.

And as Tim Berners-Lee referenced, we can't say nuch
now about the details of the OPS because we have given it
over to the open standards process. And we are, although we
aut hored the proposal, it is now part of an open standards
process. And it is going to change because there will be
i nput frommany people. And it wll be part of the WBC
process for getting this specification and turn it into a
standard that industry can inplenent and the consuners wl|
benefit from

A few points about OPS that | think will remain
strong, that it is designed as a standard to enable
personal i zed el ectronic commerce. Wat that neans, this is
very | aborious for the consuner, fill out name, address, Zip
code, credit card informati on. Wen you go buy things from
merchants |i ke Amazon. com or when you subscribe to online
newspapers |ike New York Tinmes. Heretofore things |ike
cookies were used to store the information.

Wen | log on to read the New York Tines, | see at
the bottom of the screen, welcone, and they give ny user
nanme. That is stored in the cookie. Wen | go through the
regi stration page of the New York Tines, they tell ne that is
what they are going to do in order to have ne automatically
log in, so |l don't have to type ny user nane and password in

every tinme, but that's not the best place to keep personal
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dat a.

The OPS profiles is a better place to put the data
for a nunber of reasons. One of which is that data is under
the user's control because not only does it make the profile
gathering activity for Websites nore efficient, because they
have a common framework as opposed to doing it ad hoc in
their owmn way with cookies, which is opaque if not invisible
to the average consuner, but the profiles remain encrypted on
your hard di sk

Now, what are the inplications for U S. export
controls? | won't coment on this this afternoon, but | do
think that user control profiles that are defined fields, you
can enter information you want to disclose and there are
| evel s of profiles, and the fact that it is encrypted on your
machi ne nmeans that you have a | ot nore control of persona
data as it gets shared with servers out on the Internet.

As | nentioned, over 100 | eading conpanies in al
sectors fromadvertising to hardware, to services, to
publ i shing, and the public policy advocacy groups |ike EFF
and OPS clearly denponstrates that it is trying to do its best
efforts towards self-regul ation.

MR. KLEIN: | amgoing to nove on to a denonstration
of the Firefly Passport as it is today. The Firefly
Passport, which you see on the right-hand side here, is as

Marc was describing a neans for an individual on the |Internet
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to control how their information is stored and exchanged.
Currently this works through a server side

application. And these profiles are stored with Firefly, but

what | want to show people is sone of the things that you can

do with your Passport, so obviously it is personally

i dentifying you.

What | can do is | can go in and | can have a | ook at

my profile. So what | have here is ny nmenber nane. | can
choose that to be obviously whatever | like. It can be a
screen nane. It can be ny real nane, ny E-nail address,

optionally nmy first and | ast nane.

Firefly doesn't actually require first or |ast nane.
As Marc made the point you can actually do very, very
successful personalization and comunity buil ding w thout
actually having to personally identify anyone.

The ot her thing Passport allows ne to do is to nake
that information private or public. As | go to interact with
ot her people who have Firefly Passports or sites that accept
Firefly Passports and sone of the sites accepting Firefly
Passports include My Yahoo. Yahoo is a custoner of ours,
Barnes & Noble, Ziff Davis, AOL, G eenhouse Networks, et
cetera. So that's how | can manage ny profile.

Let ne show you how this works when | actually go to
a Website. | can use ny Passport to actually see sonme of the

sites that accept the Firefly Passport. So, for exanple,
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here is a site called FilmFinder, which is a novie site. It
recogni zes nme using the state mai ntenance aspect of cookies,
whi ch was descri bed before. Al it is doing there is saying
this is a user nane. It is not using cookies to target
advertising or do anything el se because you are in ful
control of your profile.

What you have here is obviously alink to the Firefly
privacy policy and an eTRUST or now TRUSTe mark. Firefly is
one of the early nmenbers of eTRUST and on the Steering
Commttee. And we are delighted that that is actually
| aunched now and going out into a w der marketpl ace.

So the other thing is just in ternms of having
i nformati on accessible. Your privacy policy is actually a
[ink fromyour Passport. Nearly 3 mllion people on the
I nternet today are using this.

Now, let's go into the OPS world and have a | ook at
how the Firefly Passport would work in the OPS environnent.
Qoviously fromFirefly's point of view, as | say, we're a
smal |, young conpany, for us to be able to work together with
bot h Netscape and M crosoft to advance these standards and
have them adopted and within the framework of the WBC where
organi zations fromall around the world can contribute to
this is very exciting.

So thisis -- | amgoing to try and exit this briefly

SO we can get a better view.
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This is going to be the Passport or at |east a
denonstration of the Firefly Passport within the OPS worl d.
And this little wi ndow, which hopefully is going to open up
in a nmnent, | don't have a proxy server running on this, but
it still doesn't seemto be running too quickly, may mail is
opening. Here we go.

This is, if you like, an OPS version of the
Passport. \Wat you have here is a Java application, which
actually sits on the end user's machine and all ows the end
user to control their information actually on their desktop.

Agai n, recognizable, it is running within ny Netscape
client here, which obviously supports JAVA. And what is
happening is | have two views. | have a personal view of ny
profile, and I have a community view of ny profile. So let's
have a | ook at how | could edit ny personal information.

What this is going to do is bring up, if you Ilike,
and obviously the work being done by Gateway wi thin the
context of the P3 working group is incredibly val uabl e here.
What you have here is the ability -- and | don't know how
wel | people can see this -- to be able to set perm ssions
agai nst a variety of anonynous information.

So, for exanple, ny nmenber nane, which is in this
case "Cape", | can say always show this information, ask ne
if you want to share this information, or never share it.

And | can do the sane thing for Zip code, country, industry,
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gender, et cetera.

The other nice thing about OPS is it is an extensible
data nodel. It is built on the V-card open standard, so ny
contact information, which you will notice is separate from
my anonynous i nformation, can have hone and work information.

And, again, | can see permssions all the way
through. | can have currency. | can have interest. The
val ue here, obviously, is if |I have a trusted rel ationship
with Barnes & Noble, | don't want to give themny credit card
every tine | go to the store, so | can just say okay, just
show t hem ny Anerican Express card and | can expedite the
ease of that transaction.

Froma community viewpoint, if you |ike, what the
personal viewis, how do | see the rest of the world? The
comunity viewpoint is, you know, how do | want to present
nyself to the rest of the world? W look at the community
view. What we see here is nmy community viewer for places
that 1| go on the Internet. For exanple, Netscape, a site
cal | ed Launch, Yahoo, people who are part of ny community and
interests that | have.

What | can do here is | can use ny comunity viewer
to actually go to one of these sites. You go, this is a site
call ed Launch, which is a site for -- which provides nusic
information. And this w ndow which you have just seen pop up

there is a request for information.
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This site, which | haven't visited before, is saying
Launch requests your ZIP code and your nusic interests. It
has a statenent. It is saying Launch will use your Zi p code
and nusic interests solely to provide |ocal concert
information. And | can then say always allow this exchange
with Launch, allow this exchange only once, or don't allow
t hi s exchange.

And what we can see here is that there is a framework
for a trusted third party, be that Coopers & Lybrand, who has
audited Firefly's privacy policy for a year now, or an eTRUST
or a Better Business Bureau, et cetera, to actually display
that Launch is a trusted site. | can say, okay, fine, that's
great, | would now like to go in. Let's see what the site

experience woul d be Iike.

So | go into the concert area. It recognizes ne. |
have given ny Zip code information, so it knows that | |ive
in Boston and sone of the bands that I like. And it is
telling nme that -- | don't know why it is telling me Marvin

Gaye is playing in Boston, but it is telling me that --

MR. ROTENBERG It is an old version

MR. KLEIN: Bands that | like are actually going to
be in that area. This is a good nodel to have a | ook at how
t he end user benefits, how the business benefits the Wbsite,
in this case Launch, and also the artists, the acts, the

| abel s benefit as well. So this really is a win/win
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si tuation.

The other thing I can do, which is very, very
i nportant and people talk a |lot about it, how do |I actually
ensure that the transacti ons happeni ng between nyself
and an Internet site are being logged. If | want to view
my personal information, what | can do here is in a simlar
nmodel , if you like, to a credit card statenent, | ook at

the interactions that have happened between nysel f and

Websi tes.

So, for exanple, | can go and say on this particular
date | used this service. | can see whether that's a trusted
service or not. So, for exanple, | can go to Launch, | can

read the statenent they nmade, they will use ny information
for X, Y, Z |1 can go to the IBMsite. And they are saying
your occupation and industry information will be used to
direct you to different |1BM products and services.

So not only are there business-to-consuner
applications here but obviously great business-to-business
appl i cati ons.

And, again, | can see that they have a trusted third
party; whereas Crque Du Soleil, which wanted ny Zip code and
E-mail to give me news of |ocal performances, doesn't. |
have a choice in those situations to say, okay, | wll give
themthis informati on once or maybe I won't give it to them

at all or et cetera, but here is an explicit nodel for
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actual ly inplenenting sonme of these technol ogi es and public
policy practices that we have di scussed today.

So on that note I guess we will sit down.

COMW SSI ONER VARNEY: It | ooks |Iike what you have got
creates trenendous conveni ence for consuners and busi nesses,
and al so provides Firefly with an enornous anount of personal
information. You probably have nore personal information
t han anybody on the Net.

MR KLEIN. Well, | nean, that's a very fair point.
To | ook at what Marc was saying, there are definitely
opportunities for businesses to collect and manage
information. And that's regardl ess of whether you are on the
I nternet or whether you are off the Internet.

And to ne that's a | esson online, online question.

As a business you have an information relationship with
sonmeone who you can trust, soneone who respects your privacy
and sonmeone who gives you a good service.

So fromthat point of view!|l would like to think
that, you know, even though we are a small conpany, we are
sort of trying to do that well and do that in a way where
peopl e can trust us, but now in working with Netscape and
working with Mcrosoft and with the contacts of the WBC
really opening up that ability to anyone, and | think we have
seen fromthe support of OPS and sone of the studies, the BCG

study, the GVU study and al so our own experience of 3 mllion
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Passport hol ders and sonme Websites with | arge busi nesses |ike
Barnes & Nobl e and Yahoo, that this is a nodel that people
want to follow

COW SSI ONER VARNEY: Do you track information about
your Passport hol ders, keep track of where they go, what they
do, what they buy?

MR, KLEIN. W don't use cookies to track people.

COW SSI ONER VARNEY: Well, you don't need to.

MR. KLEIN: Because the nodel here is inforned
consent. Wat we do is we give the end user a tool to

control their information.

COW SSI ONER VARNEY: | am asking about their control
of your use of their information. | cone to you, | sign up,
| ama Firefly Passport person. | buy books, buy wine. You

now have an enornous anount of information about ne. Wat do
you do with it?

MR. KLEIN. What we do with the portion, say yourself
as a Passport holder would collect within your Passport, is
i ke any other business. You as an individual can choose
whet her you want to share that information with Firefly in
t he OPS nodel or not.

If we add value to you as an individual because you
are sharing information with us and we are saying here are
pl aces, for exanple, where, you know, you can buy books that

you might like or go and find news that you mght |ike and we
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are never going to share that information with a third party
w t hout your explicit consent, which we say in the Firefly
privacy policy, all of our custonmers subscribe to the Firefly
privacy policy as well, so really what we have tried to do
within the abilities of any conpany in this, as Marc pointed
out, there are not that many organi zations doing this.

COW SSI ONER VARNEY:  You have 3 mllion Passport
hol ders, right? So you have 3 m|lion nanmes, presumably.

MR. KLEIN: W don't have nanes. W don't believe
that it is necessary to collect nane or address.

COW SSI ONER VARNEY:  You don't have their nane or
street address?

MR. KLEIN: If people choose to give us the
information, they are doing it within the context of infornmed
consent and with the explicit understanding, which is
attested to by Coopers & Lybrand and eTRUST, that we are
responsible in terns of our uses of data and information.

One of the interesting things about that statenent
nodel which we just denonstrated is that what that allows
soneone |ike Coopers & Lybrand to do is actually go and | ook
at a business |ike ourselves, transactional, data transaction
logs, if you like, and say --

COW SSI ONER VARNEY: Let nme ask you sonething. |If
you have 3 mllion Passport hol ders, how many nanes and

addresses do you think you have, percentage-w se?
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MR, KLEIN. | would say probably | ess than
15 percent. Because for our business it is not necessary.

COW SSI ONER VARNEY: Okay. O the 3 mllion
Passport hol ders that you have, how many do you have i nfornmed
consent fromto share their information with third parti es,
however we define that information?

MR, KLEIN. First of all, we never share anyone's
information with third parties. Wat we say in our privacy
policy is, one, any information you share with us will not be
shared with any third party w thout your explicit consent,

i nfornmed consent.

No. 2, the information which you share with Firefly
will only be used for offering personalized service, and for
provi di ng personalized advertising if it is going to be used
inany form it will only be used in aggregate formand with
no identifying information.

And, No. 3, if you want to cancel your account, click
cancel at Firefly.comand we will take it out.

COW SSI ONER VARNEY: Ckay. Now, when you join with
Net scape and M crosoft for the OPS standard, and | realize it
is nowin the Open Standards Committee so we can't tal k about
what it is ultimately going to look Iike, how does it really
change what you al ready do?

MR. KLEIN. Well, there are a couple of things that

change. One is that currently the way Firefly Passport works
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is, as | nentioned before, it stores profile information on
the server side in a product we call the Firefly Passport.

By working with the major platformvendors, Netscape
and Mcrosoft, we can ensure that that profile information
can also be stored within client side and on soneone's
machine. And that information can then be, you know,
encrypted on the end user's machine. So there are a couple
of things.

One is that extending the Passport on to the client
side, outside of just pure JAVA script, which is what |
showed people in the first version. The second is, quite
frankly, to have the support, the unprecedented support of
Net scape, Firefly, Mcrosoft, over 100-plus organizations to
be working within the context of WBC and the P3 working group
means that fromour point of view this doesn't work unless
t he market pl ace grows.

MR. MEDINE: | have one OPS question. As |
understand it, OPS basically allows consuners to consent to
the rel ease of personal information to a Wbsite. The
guestion | have is what assurances do the consuners have
about the subsequent use of that information by that
Website?

MR. KLEIN: In ternms of the assurances, what OPS has
striven to do, as Timnentioned, in terns of what technol ogy

conpani es, | guess, are capable of doing, it is a tactical
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framework in which public policy and business practices can
set and you can actually have responsi bl e nmeasures put into
pl ace, both on the client and the server side, to say that
Coopers & Lybrand is nonitoring this site, we have an eTRUST
mark, and this is a brand that | trust, |IBM Quinness, et
cetera, for exanple, and | know that they are not going to do
anything with ny information.

To Marc's point, privacy policy is all well and good,
unl ess you have soneone with teeth |ike a Coopers & Lybrand
backi ng up what you are saying and unless you actually give
the end user control to access their information, then, you
know, froma technol ogy point of view, at |east, we feel
that's what OPS is striving to do, is to create a framework
for a personalized network with privacy.

MR. MEDINE: To clarify, OPS isn't a technical
standard, but it still totally depends on the Wbsite's
agreenent to abi de by any given set of privacy policies.

And a further question is will there be anything
built into OPS to disclose to the consuner at the tine they
rel ease the information to the Website, what the Wbsite's
policies are concerning secondary use?

MR. KLEIN: Absolutely. If we turn the clock back to
the denonstration | gave, what | went to the site Launch, the
box popped up saying this is what the site wants. Do you

consent to this? | saw the eTRUST mark there, and having
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done that, that transaction is then | ogged into ny
st at enent .

MR. MEDINE: | assunme that's because the site chose
to put its mark there. But by the sane token it can sinply
say | want your information, period, and then you give it to
t hem not know ng how they intend to use the information for
subsequent use.

MR. KLEIN. There is a huge education issue here,
both in terns of businesses and consuners. And our belief is
that working with the major platform conpani es, having
w despread support from OPS, we have obviously seen that even
in a short span of tinme, the last two or three weeks, this
has becone a maj or tal king point.

And we have seen nmmjor, major conpani es adopt sone of
t hese goal s.

MR. HARTER: W nentioned fromthe Launch idea it is
great to have. Going forward, once there is a standard
pronmul gated, inplenentation of it by Wbsites is going to be
an educational task, equally inportant, Wbsites that choose
to conply or say they conply with OPS and ot her software
that's techni cal standards.

Consuner protection and fraud |laws that are on the
books today will have to be evaluated. Can they be applied
or is there sone need for nodification? | think that's

anot her inportant topic for discussion. Probably that wll
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take place after this conference or this hearing.

MR. MEDI NE: Could OPS be blended with P3 so you
basically programin your privacy preferences and then in
t hose situations where you have previously authorized
rel ease, OPS would provide for that rel ease?

M5. MIULLIGAN: | want to say two things. One from
t he very begi nning when the Internet Privacy Wrking G oup
formed, and that was with participation fromWC, they had a
staff person there, we initially decided to put any tal k of
data transfer, this automatic data transfer aside because we
felt that before you tal k about any data transfer, you had to
tal k about what are the behind-the-scene rules.

What is the notice? What are the information
practices of the entity? How are they being disclosed? Wat
type of control does the user have on the front end? Then
you can start tal king about whether or not I want to disclose
informati on, but until you put that framework down, you
shoul dn't be having that discussion.

| think the good thing is that WBC is the place where
this discussion is going to occur. And the underlying
framewor k, the vocabul ary and the P3 project, their
specification, if the information is being noved about in a
cookie, if it is using push technology, if it isin OPS, it
doesn't matter that the rules apply to the data el enents and

so that it would govern it regardless. So | think they can
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wor k t oget her.

MR. BERNERS- LEE: Just to sort of reenphasize that
point, OPS is being submtted to P3 and, you know, wll| be
reviewed within the P3 working group of the World Wde Wb
Consortium

So in terns of our confluence of efforts here, this
is exactly what is going on, which is obviously why the
organi zations are working closely with the P3 and the | PWG
and Wrld Wde Wb Consortiumto bring this through.

MR. CATLETT: It is making sure the pieces of the
puzzle will fit together well.

MR. HARTER. Wuld it be appropriate to give a
f oot not e about the question this norning?

MR. MEDI NE: Certainly.

MR. HARTER: Not only to Conm ssioner Varney and
others raised that during the panel, but al so another
panel i st, Jason from Junkbusters and a reporter from
Consuners Reports, whose card | just lost, but | have his
article here, it is Jeffrey Fox.

| called back to engineering on Netscape Muntain
Viewto find out what exactly is happening in 4.0 of our
product in terns of cookies that cone from advertisers or
third-party cookies. And as it turns out information | filed
in our submtted filing I ast week and as | reviewed the four

changes in cookies, we do give the user a choice to bl ock
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cookies fromthird parties.

There is a dial ogue box you can pull down, indicate.
If I amgoing to CNN.com | have a choice to reject cookies
that conme from ot her donai ns.

MR. MEDI NE: You have different |evels of choice, you
can accept all cookies, accept cookies fromthe nmain domain
you are going to, or reject cookies fromthird-party domains
or reject everything?

MR. HARTER: Accept all, reject all, and then just
take the domains | am going to.

MR. MEDI NE:  Ckay.

M5. MILLIGAN: Can | add one nore thing? |In talking
about how P3 woul d work and how t he vocabul ary woul d wor k
that that third party, the person who is responsible for that
ad banner, they would have a separate statenent of
information practices, so right now the problemis
transparency, which you noted before, the individual doesn't
realize they have opened a session wi th soneone el se, because
t hey haven't gotten a notice of that, and that the P3 woul d
respond to that because you would have to know if you were
goi ng sonepl ace where there were different information
practices, you were dealing with soneone el se.

MR. MEDINE: | appreciate that. Again, thank you
very much for the denonstration. Qur final speaker on this

panel is Jason Catlett, CEO and founder of Junkbusters.
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MR. CATLETT: These few nonths have seen enornous
changes in privacy, and I amvery honored to be with you here
today. W have seen enornous changes in the past few nonths
and | amvery honored to be here with you today because it is
clear people in this roomand the organi zati ons behi nd t hem
are having an enornous effect on privacy in the 21st Century.

In 1993 the New York Magazine ran a fanous |line on
the Internet: "Nobody knows you're a dog." |In 1997, they
not only know he is a dog, they know his nane is Fido, they
know he likes chasing cats and they know he eats Al po. And
he i s wondering whether he should get off the Internet before
too many people find out he is a dog.

What shoul d Fido do? What should Fido's famly do?
Returning to this room | think the one statenent we have
wi de-spread consensus on today is that it would be a tragic
| oss of opportunity if people like Fido were to stay away
fromthe Internet in droves because they fear for their
privacy.

The main response we have heard today is that the
peopl e coll ecting information should disclose the practices
and make them acceptable to the peopl e disclosing that
information. And the other main response is that government
shoul d intervene to legislate or regulate those practices.

There is a third response, and it cones not from

conpani es or governnents, but from people. People want to
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ensure anonymty. Alan Westin told us 80 percent of them
want it. M talk today is going to show sone of those neans,
and specifically we will | ook at cookies and how cooki es
wor k, and how you can prevent cookies and how to prevent
tracking that goes with them

First, let nme just ask how many people in this room
have actually seen a cookie? Could you raise your hands if
you have seen a cookie? | would say maybe 30, 40 percent of
the people. Well, you are in for a tasty treat.

We are first going to |l ook at the way advertisers
collect the history of your Wb browsing. Technol ogy for
doing this is now wi despread. So rather than single out one
real conpany, | have marked up a fictitious search called
Bassa Vista. It |looks |Iike one of the search engi nes, but
this isn't intended to encourage or discourage any particul ar
search engi ne.

| have chosen this one for its sinple and famliar
interface. The ad conpany and sone of the ads seen here are
al so fictitious.

Usi ng a search engine is going to a Wb page and
typing in whatever words you are interested in, say, for
exanpl e, privacy. The search engine returns a list of Wb
pages containing those words. You al so get an
advertisenent. You may have noticed that the advertising is

related to the words in your query.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



305

Eri ¢ Johnson nentioned this in the previous session
with autonobiles. And you get sonething else, a cookie. The
browser doesn't tell you that you got a cookie unless you
change its configuration, as we are doing now. Mbst browsers
used today won't autonmatically refuse all cookies.

Instead, each tinme the Wb server serves a cookie to
you, you are asked if you want to accept it. And there are
sites that send nmaybe a dozen cookies a page and having to
click 12 times is enough to wear down even the nost ardent
private enthusiast.

I amvery gl ad Netscape has announced the next
version will permt no third-party cookies. Let's see how
this works now that we have set cookie alerts. Let's search
for the word cookie. A dialogue box comes up indicating from
Bassa Vi sta.com shows you the cookie. And as with nost of
the billions of cookies served, this one is sinply a unique
identifying serial nunber for the transaction.

And if the browser accepts the cookie, then the next
time you send a page to that, the requested page through that
site, the browser will send the cookie to the Wb server
along with that page request.

The box al so shows you the expiration date of the
cookie. And in sone cases it is the end of the 20th
Century. Cookies can be made to |ast for years. | have seen

one expiring in the year 2030. So this technol ogy all ows
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advertisers to build up conprehensive |ong-termprofiles of
what consuners search for, which ads they click on, and which
pages they view. W can reject this cookie by clicking on

t he cancel 1ine.

| mredi ately a second di al ogue box appears. And this
di al ogue box indicates that the cookie is comng not from
Bassa Vista but froma Wb advertiser called Banner
Track.com-- also fictitious. This is what we call a
third-party cookie. It cones fromthe advertiser, not from
t he search engi ne.

Most people aren't aware that their cookies are being
sent by other parties. W are going to reject that cookie
t 00.

Remenber when we searched for privacy? The
information that was | ogged into your profile contained the
cooki e serial nunber, and it is possible then for the
advertiser to know that you are the sane person who searched
for this query today and another query before.

The profile that can be built up fromassenbling a
time history of a person's searches can be very conprehensive
and obtrusive. People who want to protect their privacy
wi t hout having to constantly cancel cookies can use a program
called proxies. One of the ones | amgoing to discuss today
is called the Internet Junkbuster.

To use this, you sinply tell your browser to send al
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its requests to a proxy server, and it internedi ates between
the browser and the sites that the pages go to being
requested from and it renoves the information that the
Junkbuster is being told to police, such as those related to
cooki es or several other headers that people consider
sensitive.

Let's see the cookie crunching in action. W search
for the word junkbuster. W no |onger get a dial-in box.

The w ndow behi nd the browser tells us that the junkbuster
was scanni ng the headers here for the cookie, found it and
crunched it. It didn't pass it on to the browser.

Exam ni ng the header information also reveals that
the search engine is handing the specifics of your query over
to the ad conpany. For nost people sinply stopping cookies
will thwart tracking, but if your conmputer uses a static IP
address, tracking is easy. Having a set |IP address neans
everything you do on the Internet conmes fromthe Wb servi ce,
like the Internet address, it is |ike global caller 1D

The conpani es that access the Internet via the
conpany's Intranet are usually assigned static |P addresses
and the corporate users may not be aware that it nakes them
easy to track, even w thout cookies. So what can peopl e who
don't want the ad coming to get their search engine do? They
have a couple of options. They can turn off the auto |oad

i mages option, which effectively nakes their Wb browsi ng
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text only. The ad conpany won't get to see the query because
it won't be asked to serve an ad. It is a graphic.
Unfortunately, this option makes it very difficult to

navi gate sone sites. They are designed so that the graphic
is needed to get around in.

What is wanted by the consunmer here is the ability to
bl ock sonme graphics, while letting others through. This can
be done by a filtering proxy, such as the Internet Junkbuster
or any of several available on the Wb today.

Junkbuster does this with a file called the bl ock
file. The block file contains the URL's that the user wants
bl ocked by sinply editing that file and addi ng the words
"Bannertrack.conm', no ad from Bannertrack will get through
agai n.

The second nechanismis being used by parents for
bl ocking sites they consider unsuitable for view ng by the
children. Wen the page is displayed now, the ad is repl aced
with a broken icon indicating the browser can't get the URL
that was requested. And we can see fromthe other w ndow
that the Internet Junkbuster bl ocked the URL.

The I nternet Junkbuster allows you to block parts of
a Website. The sane nechanismis avail able for cookie
managenent, so you can tell sonme trusted sites -- you can
all ow sone trusted sites to set cookies but not anyone el se.

The I nternet Junkbuster is free. And several
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t housand copies of it have been down-I| oaded from
Junkbuster.com and several sites around the world. A UN X
version of it has been available for about four nonths. The
W ndows version is forthcom ng, but we have not yet announced
it.

Most peopl e who use corporate or canpus network
browsers, don't have to down-|oad our software. They sinply
run through a single conputer on the network that is running
the software and that serves all users, whether they are
usi ng Wndows or other operating systens and whet her they are
using Mcrosoft Internet Explorer or Netscape or another
br owser .

Conpani es and governnent departnents also |Iike our
product because it has the sane information that threatens
consuners' privacy, also poses a threat to corporate
confidentiality.

For exanple, | don't think the FTC staff would be
happy if all of the queries that they had used for the past
few years were nmade available in an inappropriate
di scl osure. The Internet Junkbuster proxies are also
provided by ISP's in the United States, Europe and Asia as a
free additional service to the custoners.

Ms. Dyson's remarks this norning that I1SP's wll
represent the custoners at a grass roots |level and use this

kind of service as a differentiation point, I think, were
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absol utely spot on.

The I nternet Junkbuster is one of nmany proxy servers
that are used for various goals in the areas of security,
privacy, and efficiency on the Web. Just yesterday Lucent
Technol ogi es, the comuni cati ons equi pnment conpany that's
split off from AT&T, announced a new proxy called the Lucent
Personal i zed Wb Assi stant or LPWA, which gives surfers a way
to register at sites anonynously w thout having to do a | ot
of bookkeepi ng of passwords and so forth and w t hout
revealing to the site their real E-mail address.

There is a press release outside if you want to know
nore. As Saul pointed out today, the personalization is not
dependent on identification, so this works with those.

To conclude, | think we can expect proxies such as
the Internet Junkbuster to be adopted nore and nore as
consuners take back their privacy by using technical nmeans of

assuring their anonymty.

If there is time for questions, | will be happy to
answer .

MR. MEDINE: One question is you talk about static
ID's, IP addresses. Isn't it the case that those who use

commercial online services |like AOL don't have static ID s
and, therefore, basically if they are going on the Internet
t hrough one of these online services, at least it elimnates

one of the concerns for tracking because their IP address is

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



311

not known?

MR. CATLETT: That's correct. It does not elimnate
cooki es. You have heard sone other neans or you can use the
I nt ernet Junkbuster if you want to have cooki e nmanagenent,
al l ow sone sites cookies but not others.

MR. MEDI NE: Thank you. That was an excell ent
denonstration. You are nmaking concrete the cookie di scussion
we have had throughout the day. W w | take about a
ten-m nute break and reconvene with our roundtable.

(A brief recess was taken.)
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ROUNDTABLE 2: PERSPECTI VES ON TECHNOLOG CAL APPROACHES

"Privacy advocates, consuner groups and governnent

representatives discuss technol ogi cal efforts.”

JERRY BERMAN, Executive Director, Center for
Denocracy and Technol ogy

LESLIE L. BYRNE, Director, U S. Ofice of Consuner
Affairs

MARY CULNAN, Conm ssioner, President's Conm ssion
on Critical Infrastructure Protection

JULI E DeFALCO, National Consumer Coalition

JEAN ANN FOX, Director of Consumer Protection
Consuner Federation of Anerica

JEFFREY FOX, Consuners Union

JANLORI GCOLDMAN, Visiting Schol ar, CGeorgetown
Uni versity Law Center

EVAN HENDRI CKS, Editor/ Publisher, Privacy Tines

ERI C VENGER, Assistant Attorney CGeneral, New York
ok
MR. MEDI NE: Thank you very nuch. Anyone who is on
this panel gets a nedal for sticking through the whol e day.
M5. GOLDVAN: | will take it.
MR. MEDINE: We al so appreciate there nay be sone
early departures as well, but we really do appreciate your
sticking around to give your thoughts and feedback on what we

have heard this afternoon.
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This nmorning we had a chance to critique the state of
sel f-regul ati on and now we have a chance to conment on the
state of technology. So as before | will turn it over to the
panel nenbers for their views on what we have heard this
af t er noon.

Does it answer all privacy questions that anyone
has? Should we go hone toni ght and rest assured that privacy

is going to be protected or not?

Jeff.
MR FOX: | wanted to just comment on the P3 proposal
and, of course, | don't want to be a grouch, but | have a

criticismto nmake about it.

First, | want to say that | think it is definitely a
nove forward. And | think for protecting children it |ooks
as if it will be a far superior technol ogical solution than
bl ocki ng software, which I wll be tal king about nore on
Friday, but the reaction | have is that there was sonething
about this that was -- the P3 systemwas still biased in sonme
way agai nst the consuner.

And what | thought as | was listening to the talk
about negotiation was that if | go to a car dealer and | say,
you know, | wll give you $20,000 and he says 25, | am not
budgi ng, that's not a negotiation. Negotiation involves both
sides. And this doesn't sound like that. It sounds like it

is a chance to negotiate away your privacy rights.
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But fromthe description of it, it didn't sound as if
there was any provision in this for the Wbsite to make a
counteroffer. What is wong with that? | know there are
auctions on the Wb now. | know soneone who has submtted
multiple bids where if one bid isn't good enough, another bid
wll automatically be submtted. | don't see any reason why
the Wbsite can't provide for an override of our norma
policy, we will swap you an E-nail address if you don't want
to give your nane or sonething.

DElI RDRE MULLI GAN: Can | respond to that as the
person who is in charge of that?

MR. MEDI NE: Since not everyone who presented this
afternoon has a chance to cone here and respond, | would |ike
this panel to express their concerns and have Deirdre, who is
here as a privacy advocate, not as a defender of P3, because
| don't think it would be fair to whose who aren't, we would
have to add them back on the panel again. Let's try to see
t hat they have a chance to present their thing.

As | have indicated at the beginning of the session,
the record will be open through at |least July 14th. People
wi |l have plenty of opportunity to submt responses on the
public record.

MR. FOX: Another point is that, as | nentioned to
Deirdre, | think that the system should provide for the

consuner to tell the site why they object to the policies or
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why they are leaving the site. | don't think we have an
equal power relationship here.

W have a |l arge nunber of isolated individuals and a
large fairly well-off sophisticated conpany. And | think
that sonmething -- sonme provisions need to be nade to bal ance
t he power equation sonewhat nore.

Al so, as sort of a concern about if nore and nore
basi c services becone established on the Wb where it becones
an essential service, if you want to buy sonething or do
certain kinds of things you have to go on the Wb, if sone of
t hese privacy policies are put up there on a
take-it-or-leave-it basis, people are going to have to buy
away their privacy and they are going to feel conpelled,
especially in the case of children where everybody on the
bl ock except Johnny has seen this gane. He says: Mnmy, you
know, | have to see that gane. Wat do you say to your
kids? Parents are frequently caving in when the kid has to
have sonet hi ng.

So | think there are risks here of forcing, in a
sense al nost conpelling people to negotiate away their
privacy rights.

MR. MEDINE: Do you think that's nuch different from
the off-line world? You go to a credit card conpany, do you
have an ability to negotiate your privacy rights in that

context or a nerchant, do you think, is there maybe online
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nmore opportunity for dial ogue rather than | ess?

MR FOX: Recently | went to a Sports Authority store
to buy sonmething, and they just instituted a digital
signature system And they asked ne to sign this LCD kind of
thing where they would record ny signature for a credit card
transaction, and | said | don't really want to do that.

This was the first day they had that systemlive.

And they kind of huddled with the manager. And they cane
back and processed it the normal way. So in sone cases you
can and you ought to stand up for yourself.

MR. MEDI NE: Adding the human factor for conputers to
allow themto respond electronically to your privacy
requests. FEric Wenger for the attorneys general office.

MR. VENGER | am here not as an assistant attorney
general of the New York Departnent of Law, but as chair of
the Privacy Subcommttee for the National Association of
Attorneys Ceneral Internet Wrking Goup. Paradoxically ny
views don't represent either one of those.

It has becone clear fromthe hearing | ast year and
al so fromthe denonstrations that we have had today that
there is a profit notive that is devel oping toward -- which
equates incentives for conpanies to have stronger privacy
pol i ci es.

We see that sonme of the things that were sort of

inmplicit in the past, you know, a tradeoff of information for
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services is becoming a little nore explicit. Conpanies |ike
Cyber CGold that pay people to | ook at advertisenents and for
their reactions to those adverti senents.

In addition, | think the interesting point about the
story that Shirley told this norning about Juno Online
Services was that when we approached themand said to them we
want you to accurately disclose what you are going to do with
the information, they realized that the value of the data was
| ess than the value of their reputation, as sonebody who
uphel d privacy policies or upheld people's privacy interests,
and so what they did was they explicitly changed their
service agreenent to make sure that consuners had the privacy
rights that we were alleging they had adverti sed.

So that to ne was a concrete denonstration of the
fact that a strong privacy policy had a value to them W
saw fromthe surveys conducted by BCG and Harris and others
t hat when consuners don't understand how the information is
going to be used, that there is an incentive for themto
either avoid giving the information or outright lie.

And we see fromthe -- | amglad that there was the
denonstration or just the nmention at |east of the Lucent
Technol ogi es software that was just introduced that wll
al l ow consuners to create fake identities when they are asked
tolog into a site and register.

I think that that also nakes it clear that if
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i ndustry does not take steps to nmake consuners feel
confortabl e about how the information is going to be used,
then there will be |lowtech solutions, |ike people avoiding
giving information, and there will be high-tech solutions
where, you know, some application of the cookie technology is
used to create false identities and then give that
informati on back to the conpanies, which would nmake it really
useless to try to collect information in the first place.

| think that the MG awH |l policy that was | aid out
this norning is laudable. And it would be very close to ny
i dea of what a basic policy of privacy should include. And |
t hi nk that another concept that should be |auded is the P3
concept that was denonstrated here today.

At last year's hearing there was sone di scussion
about how the PICS standard could be used and adapted to help
set a standard for exchanging privacy preferences between end
users and Wbsites, and that was just an idea for a new
application of a concept then. Now it is a full-blown
concept of its own.

But, | nean, it is a concept and that needs to be
devel oped. And it needs to be adopted. And that's really
the rub here; we have a lot of really great ideas but how do
we get themto be inplenmented across the board so that they
are accepted and useful and have nmeaning to both the

busi nesses and, inportantly, to the consunmers so they feel
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conf ortabl e?

I think we all sort of agreed that it is inportant
for consunmers to have notice about the information collected
fromthem an opportunity to perhaps opt-out of the
dat abases, access to the information that's coll ected about
them and a real opportunity to correct incorrect information
and security, but unless we have sone sort of base |line
standards that are out there and a real way to nake sure that
everybody is providing this sort of information to consuners,
then it is not really neaningful.

And that's where |I think there can be a role for
governnment, for the FTC and for the states, to not only help
to enforce the voluntary standards that are created but al so
to, in forunms like this, help to provide incentives for
industry to step up to the plate and create standards and
where those standards don't work because there are parties
that are not subject to self-regulation, help set base |ine
standards perhaps for regulation or |egislation, and | think
that limted targeted regul ations can in sone instances
provi de the base |ine upon which the market incentives for
strong privacy policies can take off. And that's what |
woul d I'i ke to see happen.

MR, MEDI NE: Jan Fox.

M5. FOX: Thank you. All of this is very

inpressive. | amnot sure | understand how it works or what
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all it does, but I would cone back to the central idea that
technology is a tool but it is not a fix. This is a public
policy debate. This is a policy decision on how to protect
consuners in a new nmarket pl ace.

And technol ogy can be used to acconplish that, but we
shoul dn't say: Oh, well, there are ways to do this, we don't
have to worry about it.

None of the self-regulatory proposals that have been
descri bed today obviate the need for enforceable privacy
protections that are inplenmented by the Federal Trade
Comm ssion or by the states, but that apply to everyone in
the market, not just the top of the market that chooses to
step forward and voluntarily try to inprove things.

| still want to repeat ny central thenme, which is
t hat technol ogy can be used to design systens where consuners
give affirmative perm ssion to have information that's
identifiable to themcollected and used. You don't have to
desi gn your technology to the lower |evel of sinply allow ng
peopl e to opt-out.

In looking at the description of setting up profiles
where you put in your information, it is alittle
counterintuitive to me that you could protect your privacy by
giving up nore information. | don't quite understand how
t hat works.

And | also would like to just nention a point that
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you will discuss tonorrow, but since | wasn't invited
tonorrow, I will go ahead and go on it for about a mnute. |
amnot sure how all of this, all of this voluntary

i nprovenent of things is going to apply to the ad witers who
fl ood people's E-nail boxes with scurrilous ads and
inflammatory information and racey pictures that any child
can see whenever you log on to the E-nuail.

| amsure that the industry sees thenselves in very
separate conpartnents with the Internet service providers and
the Wrld Wde Wb publishers, and the industry sees itself
in distinct pieces. For a lot of consunmers you turn on the
conputer, you log on through the telephone line, and it is
all cyberspace.

So you are going to have to figure out how to solve
the problemof the unsolicited commercial E-mail. |
recommend just banning it.

MR. MEDI NE: That would certainly be one of the
things we will be discussing tonorrow. To follow up on your
point, | take it what you are saying is that the technol ogy
we have seen today is very useful, but it seens as though al
t he technol ogy we saw denonstrated requires a commtnent on
the part of the Websites and other users of information to
abi de by certain set of standards?

And what | think you are saying is that those

standards have to be ingrained in |aw to make sure not only
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t he upper end of industry follows them but al so make sure
everybody follows then? |Is that a fair sumary?

M5. FOX:  Yes.

MR. MEDINE: O her comments?

MR, ROTENBERG  Dave?

MR. MEDI NE: Marc Rot enberg.

MR. ROTENBERG Let ne say first that | saw this
di scussion comng. And last year at this tinme when you did
t he hearings on consuner privacy and there was sone
di scussi on about technologies to protect privacy, | tried to
sort of provide sone gui deposts for how that discussion m ght
go.

And | said you really have to be very careful when
you tal k about how technology is used to protect privacy, not
only technol ogy necessarily protects privacy, just as not
only technol ogy necessarily destroys privacy, but you can
di stinguish, | think, between what are comonly called now
privacy enhanci ng technol ogi es or privacy enhancing
techni ques and privacy extracting techni ques.

| put a great deal of enphasis in nmy presentation on
anonymty because | think it is the core of privacy enhancing
t echnol ogi es.

It is widespread in our everyday world. Metro cards,
copy cards, cash, 80 percent of consuner transactions in the

United States are -- they are not user identified. You don't
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provide a $20 bill with your serial nunmber on it. And

t el ephone cards, which are used in the U S. but also in many
other countries are all anonynous. Those are all privacy
enhanci ng techni ques.

And encryption, as a general matter, though not in
all inplementations, of course, can be a privacy enhancing
technique. | share Jean Ann's concern that what we are
| ooking at today are largely privacy extracting techni ques.

These are techni ques which take information fromyou
as a condition of engaging in the nmarketplace -- and | think
Jeff also nmade this point well. | don't see why we need to
enter into that type of negotiation. | have good noney. |
will pay for products. | want the convenience of a credit
card. | will use it, but a credit card transaction doesn't
give the nmerchant the right to visit ne.

And so today in our world we do not rely on these
types of techniques that require individuals to give up
personal information, so | think we really have to | ook at
t hese proposals quite skeptically because the other thing
that | did not see today is what wll happen wth the
information once it is gathered.

| heard about auditing. | heard about contract. |
heard sonme suggestion that maybe the FTC woul d have sone
authority to enforce if there was m srepresentation. | would

like to see sone of those nmechanisns actually work. Because,
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of course, we are tal king about new consuner relations that
have never previously existed. And we don't know if any of
t hose nechani snms work. So we have to | ook very cl osely.

MR, MEDI NE: Evan Hendri cks, Privacy Tines.

MR. HENDRICKS: | am echoing those comments. There
is a real danger in these things that are done in the nane of
privacy that get you to disclose information about yourself,
t hough I see how they could work as desi gned and i nt ended,
and if they were in a legal framework they do really have
sone potential, but without a |legal framework you can
envi sion a scenari o where people are given a fal se sense of
security and there is this danger you could be convinced or
conned into disclosing information about yourself in a
situation where ultimately there is no protection for it.

VWhat if Firefly, which is now working with sonme maj or
conpanies, they |like them they buy themout and they want to
use that information to sell it? There is not nuch the
i ndi vi dual can do about that. There is TransUnion, which
used to be a credit bureau, and then they went into -- they
were sitting on a gold mne, went into the business of
selling lists in the direct marketing world, and that's
sonet hing the FTC knows all about. So these sort of things
are very real scenarios.

| think that Firefly offered a good standard, and |

want to see the FTC establish a standard in the sense that
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one of the things they said is that they don't sell or
di scl ose, that is, information w thout consent. And
that's -- there is an industry representative that lives with
that standard, and | think that's a good fairness standard to
start with on the Wb.

Now, another thing that's going on is who is not
here? W heard a little bit about the Adfinity program
whi ch tal ks about taking Web activity and going to direct
mar keti ng dat abases, so you can overlay that agai nst people's
Web browsi ng.

They nention two conpani es, Wbsites that use it.
One is called EDrive, one is called Motley Fool. | went to
both of those and found no nention of a privacy policy, nuch
less if you visit the site and register, they are going to be
going in and | ooking at your denographics and things |ike
t hat .

| think that many things the FTC can do here, one |
think is to extend the rights of access to those groups that
you tal ked about yesterday, the whole public records. |
think that to the extent you can establish infornmed consent
standards based on what Firefly said, that's sonething you
can nove aggressively to do. And | think also you have a
duty to look at the legislation that is already pending in
Congress, the Feinstein-Gassley-Klezcka bill on credit

headers, the Vento bill for ISP's, the Franks bill, kids off
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lists.

Those cover sone of the areas covered in this hearing
and you shoul d be endorsing those bills, | think. And I also
thi nk we have to put our egos aside here and take a step back
and | ook at what is needed froman infrastructure point of
Vi ew.

I am not adequate to protect privacy, as highly as I
m ght think of nmyself. | can't jet the job done. The
Federal Trade Comm ssion has done nore than anybody to
advance this issue, and | comend you for that, but you can
see how big this issue is just fromthe two days of the four
days of hearings you have had.

I think you need to recomend that we have what every
other country has, that's an office dedicated to these

i ssues, because that's how inportant they are and they work

well in other countries.
The other -- | will close with saying this. W
tal ked about -- we heard a |ot of the things, Leslie Byrne

mentioned this, a year fromnow, a year fromnow we m ght
have this, a year fromnow we m ght have that. There is one
DVA nenber that | think I wish he were here to testify for
himsel f, but I would like to read a two-sentence quote here
fromhim Robert Posh.

And he is apparently very outspoken in direct

mar keting circles, but he says, "In two years technol ogy wll
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have noved beyond the recall of the privacy types. Al
privacy attacks will be upon an information industry too big
to be defeated and thwarted fromthe historical inevitability
of a new society built on this new econony. Qur opponents'
argunments will be so irrelevant that they will be ignored.

We are winning and shall continue to do so."

That's why | think you can't afford to wait a year on
this stuff. | think the tine to nove i s now.

MR. MEDINE: Janlori Gol dman, Georgetown University
Law School

M5. GOLDMAN: | want to nake a coupl e of quick
points. Wen you first started this process you, the FTC, a
nunber of years ago, we cane in and tal ked about privacy
enhanci ng technol ogi es and said we don't know what they are
yet, we don't know what they are going to |look Iike and how
we are going to work but we need to press to have this
devel oped and work in concert.

I think today you have heard a nunber of people show
they are doing that. And it is inportant and it is exciting
and it is the first true opportunity that we have to give
peopl e sone real front-end control over personal information
when they use the Web.

I think what we need to do and what this process
shoul d continue to do is what you started out doing, which

was to |l ook at that as a piece of protecting privacy and a
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new pi ece and an i nportant piece for giving people a chance
to have real control in a situation where they never have
bef ore.

But the other pieces are still inportant. Were the
privacy enhancing technol ogi es gi ve peopl e opportunities,
they al so create burdens. W have heard about sone of those
bur dens.

I think that sone of the discussions today have
suggested that with sone of these technol ogies, wth sone of
t hese opportunities people are going to be asked to use their
privacy as a chit to get access to certain sites and to get
certain benefits. And that's the real danger here,
particul arly when you are tal king about access to critical
services, health services, for instance, which we are not
finding in great nunbers right now on the Wb, but | think
you will as people are noving nore and nore towards
tel e-nmedi cine and that we should not see this as an answer.

W will just create a negotiation, we will just
create a way to have the information exchanged. If we know
what you want and we can work sonet hing out, then you can
pr oceed.

I think we still do need to have sone hard and fast
rules that are a back-drop, and the privacy enhancing
technol ogies then are a way to apply sone of those rules.

Sone ot her comments that were nade today that give ne
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concern when | hear tal k about cost and burden have to do
W th people who say: Well, it costs noney for us to protect
privacy. There are going to be costs for us associated with
preserving privacy on the Net. And that may be true, but it
isreally inportant to try to quantify, as hard as that is,
the cost of not protecting privacy.

And nost of the conpanies and organi zations that have
wor ked to devel op privacy enhanci ng technol ogi es do
acknow edge that there is a cost to not protecting privacy,
but I think that will be the mnority. There will be a
nunmber of folks who will need to be persuaded, and naybe with
a strong arm that the costs of not protecting privacy nay be
greater, even if it is not great to that particul ar conpany,
that there are societal costs that need to be factored in.

The other comrent is that in sonme of the survey
results that were tal ked about today there was di scussion
about not trusting in government solutions. And | want to
just suggest we put that inalittle bit of context, that
ri ght now nost people in this country don't trust governnent
solutions for a wide variety of problens, but that doesn't
mean that we shoul d abandon them and say they are
i neffective.

The privacy |laws that we have on the books right now
m ght not be very effective and in sone places they don't

even exist at all, but that is certainly not, | think, a good
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justification to abandon the role of governnment in this
pr ocess.

And the last point that | want to nmake is that, and
we say this in the paper that is nade available in the NTIA
papers on self-regul ation, there have been a nunber of
i nstances, critical instances where people in this room
actively sought |egislative protection through a privacy |aw
where industry said we need a law to bind us, to bind other
private sector actors, and the governnent in terns of getting
access to personal information.

The El ectroni c Conmuni cations privacy Act was an
exanpl e of where industry and public interest groups got
together and said to Congress: W want a |law and here is a
good outline of what we think it should | ook Iike. O take
the Video Privacy Protection Act. W need a | aw to make sure
people will continue to rent videos or use electronic
communi cati ons because there was a serious problemwth trust
and confidence on the part of the public.

So I want to suggest that we not always pose this as
a conflict that has to be reconcil ed between industry saying
we want self-regulation and only self-regulation that is
going to work, this is a nascent industry, please don't
regul ate us. The electronic comunications industry was
nascent at the tinme, the video industry was nascent at the

time, but in order for it to succeed, those industries and
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those affected groups said: W wll not succeed without a

| aw gi ving the public confidence in these services, giving
the public sone assurance that even if the technology is not
100 percent secure -- and no technology is going to be --
there will be | aws and enforcenent nechani sns backing up the
policy.

And | suggest that we may at sone point, naybe a year
fromnow, end up with many of the sanme groups sayi ng pl ease
don't regulate us, that will be a disaster, we will be put
out of business, com ng back and saying w thout sonme kind of
enforceabl e regul ati on and national policy, we won't be able
to succeed.

MR. MEDI NE: Thank you.

COW SSI ONER STAREK:  May | foll ow up, David?

MR. MEDI NE: Absol utely.

COW SSI ONER STAREK: | thought those conments were
particularly insightful, but let me see if maybe -- the way |
see this comng down is that if conpanies will offer
consuners at sonme point, you know, Wbsites are going to
of fer consunmers a choice, you can either provide us wth sone
information to have access to our Wbsite or you can pay for
it, and | think, you know, consumers m ght, nmaybe that's not
a fair choice, but that's the way | foresee it.

I's that the way you foresee what is happening?

Unl ess people begin to realize what Eric so ably laid out
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here, which is nost people who are doi ng busi ness
legitimately are going to realize that their reputation is
what is inportant to them and if their reputation neans
protecting consuners' privacy, that they will do it? W are
tal king about legitimte marketers here now.

M5. GOLDMAN: | think your point is really right. It
is something we tal ked about a little bit earlier, which is
t hat those reputabl e busi nesses who do have a stake in their
good nanme will be the ones who do the right thing. They are
the ones sitting in this room They are the ones saying we
are trying to do the right thing for privacy. They are not
the ones | am necessarily as concerned about.

I would be very worried and | have been strongly
opposed to any kind of a policy that allows people to pay to
protect their privacy or suggest that those who can pay get
greater protection because then you create a situation where
there are the privacy have's, the privacy have not's.

I think we should treat this as a basic right and
create a certain mninmmlevel of protection. Then there are
probably situations where people can, with greater neans,
have nore privacy protection. | think that's just
inevitable. It is the way the First Amendnent works right
now. Everyone supposedly gets a certain anpbunt of access to
the m crophone and then after that you certainly have to pay

alittle bit nore to have a greater audi ence.
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The I nternet obviously obviates sone of that concern,
but I would be very resistant to any kind of a structure that
said you pay a little extra, you have greater privacy. The
person fromthe New York Tines said anonymty is not always a
good thing. W like to know who is registering, who is
comng on to our site for people who are participating in
forunms. Well, when | go to The New York Tines site, | don't
participate in any forums. So there has to be a way to nake
a really rational distinction between when there is a
necessity for personal information and when there is not.

And in ternms of the costs, people are going to try to
of fset costs by charging users, but that shouldn't
necessarily be tied to privacy.

MR. HENDRICKS: Can | briefly respond to that?
think that is such an inportant question. Wat | think is
going to happen is that Wbsites -- and if you |look in the
trade journals, you will see everything is designed at
tracking information and tying it to the individual on these
Websi tes.

What | think is going to happen is that Wbsites are
going to continue to try and coll ect as much personal
i nformati on, maybe |like the grocery stores, not know ng what
they want to do with it but they are going to collect it
until they can figure out what to do about it. There won't

be an understanding fromthe person about this information
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being collected, and that's why problens develop |ater.

Eventually they will decide what to do with it.
People won't like it, or it will get m sused in sone ways.
There is no question there is a big thrust -- we can provide
information for the record -- a big thrust to collect
personal i zed information. And that's why I amafraid
di sasters are com ng unless we can set rules for the road.

MR. MEDINE: Let ne turn the paynment question around
to Janlori. How do you feel about being paid for your
personal information, paid extra to protect your -- basically
paid to give up your privacy?

M5. GOLDMAN: | think it is the sanme issue. You pose
it that way and, of course, it is very enticing. Pay ne to
give up ny privacy and, in fact, that's what nost people do.
And that's the conundrum

| go to the grocery store, | want to use ny frequent
shopper card if | amgoing to get a discount. | want to use
ny frequent flyer card if | amgoing to get mles. And
peopl e constantly are giving up privacy in order to receive a
benefit.

Wiere | think it is very troublesone is where there
is not real choice. | think that in the health area, which
is an area | have spent many years focused on, there is no
choice. There is no neaningful choice there.

People are not able to -- this is where peopl e pay
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extra to protect privacy. They pay out of pocket. They go
outside of plan and don't submt a claimfor treatnent they
are otherwise entitled to be reinbursed for. That's where
peopl e right now are doing it, but people who can afford that
are doing it. And | don't think that that's the right
answer .

What we need to do is to say you can't condition the
delivery of benefits and services on getting that consent,
fortunately. People should be able to voluntarily,
knowi ngly, in a neaningful way consent to giving information,
otherwise it is not privacy, it is not about privacy, it is
about that negotiation, it is about trading your privacy for
sonme kind of a benefit. And | don't think that's the right
way to set it up

MR. MEDINE: WMary Cul nan?

M5. CULNAN. | am going to change the subject and
also try to be very brief because | know the hour is getting
| ate and there are other people who want to speak. | thought
t he technol ogy denonstrations were fascinating, but they
struck me al so as being very conplex for the average person
to use.

| even consider nyself, I amnot -- | can surf the
Web but | never know what to do about hel per applications and
doing all this stuff is going to be beyond a | ot of people's

| evel of tolerance. But | think for some people they are
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going to be terrific, and | hope they will nove forward
because | think it is definitely an interesting, one
i nteresting solution.

But | think we are really not very far along the
road, and we ought to go back to the basics. And | think
what ought to be a top priority is the EPIC survey showed
basically if those results extended all -- ny guess is that
they m ght apply to the Fortune 500 or random sanpl e of
people in the Direct Marketing Association, is basically
back, first of all, to disclosure.

If we can cone back in a year and could do a survey
of the top 100 sites and everybody had good notice on their
honme page or a link, | would consider that to be great
progress, but we al so need sonme work on what is good
di scl osure.

Evan rai sed the point about in your Wbsite
information, they don't ask you for very nuch, but then they
overlay it froma |lot of other commercial databases.

Shoul dn't you know about that if the disclosure is going to
be full and fair? Wat if you get sonething that says we do
share informati on but we only share it occasionally with
carefully selected firnms? Wat does occasionally really
mean? And what does carefully selected firnms nean?

If you put people's nanes in a co-op database or

sonething like that, it is kind of up for grabs for anybody
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who has the noney. People ought to know that, what these
terns mean.

And then | think also one of the things that was
m ssing fromthis norning' s discussion, there seens to be a
| ot of agreenment on notice, but on the accountability side;
that is, are people really doing what they say they are
doing, and so | think to cone back next year and have a
report, in fact, is there notice? Are people playing by the
rules? What is good notice? That would be an enornous step
f orwar d

So | would say to the FTC keep the heat on. Cearly
you have gotten people's attention and | know you wll keep
tal king to the businesspeopl e throughout the year and see
what they are up to, but | think it is too soon for
regulation now. | think give people a chance.

Plus, unless especially if it is regulation that says
the |l abel has to go here or the notice has to go here and
just the second, the discussion right after |lunch about does
it cone wwth the ad, does it go here, | think this is way too
conpl i cated when people don't have notice at all. So | think
let's get sone notices out there and then see what is what
and keep an eye out for the bad appl es.

MR. MEDINE: Leslie Byrne, is it enough to keep the
heat on? Have you seen enough today to feel that we are on

the right track and governnent should stay its hand?
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M5. BYRNE: | ama Wb surfer and | enjoy it. And
what today's denonstrations showed ne is that we are in an
information arnms race. W have got those who want, as Marc
poi nted out, those who want to extract information and those
who have techniques to protect the information.

And as this arns race continues, Janlori brought up
the fact that it is going to create an unfairness. Only
t hose people who can devote either tine or noney or have the
know edge to protect thensel ves are going to be able to do
it.

Several of the conpanies that presented thensel ves
t oday tal ked about the technol ogy pl atform and using these
different techniques as inplenenting tools for public
policy. | think that's an inportant thing. And Jean Ann put
her finger on it. This affords us a tool to inplenment public
policy.

I mean, it is great stuff, hooray, but we still
should say: Do citizens of this country deserve notice?
Yes. Do they deserve disclosure? Yes. Do they deserve
choice? Yes. Do they deserve access to their information?
Yes.

In that context, we can have all the technol ogy wal k
t hrough the door, but sonebody has to set the base |ine of
what is expected in this country to protect the citizens

privacy.
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And just to flip this on its other side, if these
sof tware conpani es that cane in today were asked to give up
their proprietary information, they would go nuts. If we
asked the sane information of these conpanies and Congress is
passing |laws and the governnent is all involved in protecting
proprietary information for businesses. WlIlIl, that's good.
But shouldn't the average citizen be afforded the sanme | evel
of protection as the software conpanies that we saw today?

MR. MEDINE: Deirdre, wearing your CDT hat.

M5. MILLI GAN: Staying off the topic of what you
shoul d do and saying what the technol ogy does or doesn't do.
| just want to start with Marc's survey. | thought it was
very revealing in the fact that there was a | ack of policies,
but also in the fact that | think you said that there were a
| ot of sites that actually aren't collecting data, it was
i ke 51 percent aren't collecting identifiable data.

And | think that sone of the surveys yesterday al so
showed there were a |lot of sites that are information sites,
they are not service sites, and that as we transition from an
Internet and a World Wde Wb that are basically information
based, where people are going to find out what is going on,
to an Internet and a Wb where people are going to get
services, such as their Social Security information, PEEBS
information, or other things that anonymty and tool s that

protect anonynmity are not going to be the whole picture
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because they are going to be instances that people are going
to want to be able to give information because this
infrastructure is going to be our telephone, it is going to
be a | ot of other things.

And so | think that probably the nost interesting
thing that technology is doing right nowis if you listen to
Saul Klein talk about Firefly, | think that there are a | ot
of things that you can do wth data that can neet the goals
of people who want to figure out how to do better things on
their Wbsite, or if you are the census, figure out, you
know, what the population is doing, or if you are the health
care industry, figure out where the underserved popul ations
are, if you are the Public Health Departnent, that don't
interfere wth personal privacy.

And in actuality sone of the technol ogi cal
applications can help us parse through that. And there has
been sone actual interesting work done kind of theoretically
tal ki ng about, you know, where do we get to the privacy
i ssue? And where are we tal king about data that m ght be
useful for other purposes that doesn't have to raise these
i ssues?

And | think some of the technol ogical applications
can actually get us to sone of those pl aces.

I think the technol ogy, as Jean Ann said, is a tool.

And | think probably the nost encouraging thing that | can
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say right now at this point is that | actually feel, unlike
Evan, what he read fromthe publication, Robert Posh, was
saying is that | actually feel like the war for technol ogy, |
actually feel like there is finally a battle, that technol ogy
used to be in the hands only of corporations or only of the
government and | was nerely a victim

And | actually feel like there is the potential here
right now to take sone of that technology back and use it in
kind of sone fairly subversive ways. The idea that | can
actually walk in to a Website and say these are ny privacy
policies right here, and, yeah, we certainly have to set up
gui del i nes about what can be negotiated, Janlori and | have
both very affirmatively said that | don't think people should
be asked to pay for their information, and | don't think
anybody should be trying to buy ny infornation.

Poor people have too little privacy as it is. But |
think that actually -- we had this woman from CEl tal king
about a market, there is no market, there is no information,
there is no bargaining power. There are a whole bunch of
mar ket pl ace problens, but | think that we are at |east for
the first time tal king, using technology to say, okay, this
is what we can do, as Evan said, we can shine sone |light, we
can start a process, and let's see where the technol ogy can
t ake us.

But | don't think it is a full solution, but | think
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that's what it does.

MR. MEDI NE: Thanks. Maya Bernstein.

M5. BERNSTEIN. | want to echo sone of what each of
you said and answer from ny perspective the question that you
asked Leslie Byrne. | amsort of one of the civil servants
who is going to be anong many others in the position of
advi sing policy officials about what they should do next.

And | amvery encouraged, as Deirdre was just saying,
about sone of the technol ogies we have heard and | think that
t he nethods that we have seen go a long way to pronote the
privacy principles that the Information Infrastructure Task
Force came out with in June of 1995.

They pronote notice and choice and consent, access,
security, but I think that what | -- the feeling |I got during
the day is that we are a little |ight on accountability.
That's sonmething Mary said as well.

And that's troubl esone to ne because that's the place
where we are getting the nost conplaints fromconsuners. W
are hearing that as the main concern of the Europeans when we
are intalks wwth them And we really need to hear nore
about that particular issue because it seens to be the one
that's highest on the m nds of the folks, that we are going
to have to be responding to in the next, say, year and a half
as the European Union Directive cones into focus and for

ot her reasons.
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I think that in particular in the consent and
anonymty and such, that there needs to be nore in terns of
accountability or we are just going to refuse to do busi ness
with you. That's not very nmuch of a choice. And |ike
Janlori said, in the nedical context, that's it, either you
do business with us or you don't. There is not really any
negotiation there at all. And I think that's the case in a
| ot of places.

We are al so being pressed not to regulate industry at
this time and nost are being pressed by the people in this
roomor who were in this roomtoday, those of us hangers-on,
and as others have said, they are really the high end of the
i ndustry, the responsible nmenbers of the industry, and the
chal l enge for us is to, and for industry also, is to figure
out how to get everybody else who is not in this roomto step
up to the plate as well or to join in or to, you know, becone
converts to the cause, whatever it is.

We need to know how to nmake that happen. We need
advice fromthe people in this room about how to get those
other folks who are not in this roomto participate. And
maybe one of the things we need to know is what the people in
this roomare willing to live with in order to get the rest
of the industry on board.

How nmuch m nimal or what is the level of regul ation,

if you want to call it that, or government intrusion into the
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process that you are willing to live with in order to get the
rest of the industry on board so there is sone m nimum
standard for privacy?

Maybe that's the way we sell, we need naybe a little
bit of regulation but not so nuch nore. | nean, we are not
really that excited about going out and regul ating a whole
new i ndustry.

On the other hand, we are getting a | ot of pressure
fromvarious corners to do so. So, finally, | guess it is
anot her plug to please tell us what you think, to respond to
t he options paper by June 27th.

And also | actually have a few extra copies on the
of f chance that sonme of you have not seen it yet. Thank you
very nmuch for allowing us to participate in this.

MR. MEDINE: Julie DeFal co, National Consumner
Coal i tion.

M5. DeFALCO Geat timng, thanks. | think what is
very apparent right nowis that privacy is sort of like a
Rorschach ink blot, and it is pretty nuch whatever the person
tal king about it is projecting onto it.

I think basically what we are tal king about here is
t he phil osophical difference on the role of governnent and
peopl e's rel ati onshi ps to governnent and to businesses. And
| can probably say for sure | disagree with pretty nuch

everyone on this panel about that.
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We have been tal king about -- so | will go on with ny
five points. W have been tal ki ng about choice and part of
choice is the right to contract. Negotiating privacy is |ike
anything else. So if like the auto dealer industry, if you
don't like the fact that the person trying to sell you a car
won't sell it to you for less than $25,000, then you can go
sonmewher e el se.

And it is like that with anything. And if
Ms. Mulligan doesn't think the Internet is a market, | don't
know what else it is. Just because the governnent is not
really involved in it doesn't nean it is not a market.

M5. MJULLI GAN:  You don't know that you don't have the
information that they are asking you for $25, 000.

M5. DeFALCO. | was tal king about cars.

M5. MILLI GAN:  The point is you know that they are
asking you for $25,000. On the Internet if sonebody asks you
for your name, you have no idea what they are doing wth your
name. You need information on which to make that deci sion,
and you don't have the information.

M5. DeFALCO | agree. | was just getting to that
point. M next point was | think it is a good idea, | think
that all these notice and choice and access and all the
stuff, it is areally good idea. | amnot clear on why there
has to be a single base Iine standard.

Hi storically many systens can coexi st
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si mul taneously. Currency exists sinmultaneously, different
currencies. And we can see wth the European Union that it
has been kind of a hassle getting one single currency over
the different national currencies. The netric system versus
English. Electric outlets are different here than Europe.
Even state and | ocal governnents' |aws you can say conpete
wi th each other for custonmers that are citizens, so | think
saying there has to be one single base |ine that everybody
has to do is -- because naybe it is not the best idea and
maybe you pick the wi nner but nmaybe you don't. Maybe you are
forgoing a better option.

Finally, | think you should be wary of | arge
conpani es asking to be regulated. Generally | think that
signals sonething quite different to ne. And | think that if
the | arge conpani es woul d probably be best trying to weed out
the bad actors by applying pressure on their own. Calling
for governnent regul ation does not -- | think that people
here keep tal king about how there is a market failure,
although if there is no market, | don't know how there can be
a failure, but governnent can fail too.

And | think that | agree wwth Ms. Culnan that there
shoul d be tine before the governnent tries to get involved,
| est there be a governnent failure.

Thank you very nmuch for letting ne participate.

MR. WENGER: Can | ask a question? | amjust sort of
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curious as to --

MR ROTENBERG What the Nati onal Consuner Coalition

MR. VENGER. No, you can ask that. |[If you are saying
that -- how do you expect the |large conpanies to apply any

sort of pressure to smaller conpanies that are not nenbers of

any sort of industry associations? | amcurious as to that.

M5. DeFALCO | don't know. | was thinking about it
at lunch today. | think that would be one thing, of course.
| like the idea of TRUSTe, | |ike these ideas, and | think

that these are a really good way to go.

And | think there is actually a very large
opportunity for marketing for the people devel opi ng these
di fferent proposals, although I don't know how t hey woul d
find their customers if they don't collect information on
them but that would be one way to establish the credible
standard, credible third party in that sort of thing. |
haven't really thought it through. | wll think about it
t oni ght.

MR. VENGER: There is clearly an incentive for |arge
conpani es who have public inmages to protect the inmage. And
the question is when you have the Internet and it is possible
not only for consuners to be anonynous but for businesses to
be anonynous and change their identities daily, howis it

possi bl e for an industry association to reach those
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conpani es?

M5. DeFALCO Howis it possible for the U S
Government to reach industries that are in China, for
exanpl e, and Russia? | nmean, there has to be another way to
| ook at this besides passing |laws. People will just nove
of f shore.

MR. VENGER: When | have conpani es that are doing
busi ness out of New York or affecting New York consuners,
then | can explore the reaches of ny constitutional
jurisdiction, and that's an area that | try, | can try to
reach out and protect.

And the industry associations can try to reach out
and exert pressure on people who have a public inmage that
t hey are concerned about, but | just still don't understand
how an industry association is going to exert any sort of
power over a conpany, a small conpany that has no interest in
what the public thinks of them Especially where we have
transparent conpani es that consuners don't deal with

M5. DeFALCO If you have the wayward actor conpany
selling, say, wdgets, and they do sonething that makes
sonebody angry and you want to sue them either they would be
di sobeying a law that's probably already on the books in
terms of fraud, in which case you can sue them or they would
not be in this country.

And if they were that illegal, they would probably be
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somewhere -- ny point is basically that it is nice to pass a
law, but with the global nature of the Internet, as people
have been saying, it is going to be pretty hard to enforce
the law. So it is better to go for these nonl egal

st andar ds.

MR. VENGER:  The nedi um may be gl obal. However, the
consuners and businesses nay be |located here in the United
States. And to the extent they are, then they are going to
be, if they are marketing goods and services, just because
they are marketing over the nedium doesn't nean they are
going to be exenpt.

M5. DeFALCO R ght. |If you are selling widgets in
New York state and you are doing sonething that's illegal and
| want to sue them then | can do that already, can't |?

MR MEDINE: | amnot sure we are going to resolve
this, but I think we have each had a chance to state our
views. Let's close out with M ke Nel son

MR. NELSON: Thank you, David. Thank you for the
invitation to be here. | found this a very, very
interesting, stinulating day.

| said earlier, just before lunch, that | was a
technol ogical optimst. And after this afternoon | think
am even nore so. The denos we have seen have indicated that
there are sone very ingenious solutions to sone of the

probl ens that are out there.
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We have identified sonme that have not been sol ved.

t hi nk Evan's point about the question of future uses of data
is a very inportant one. \What happens when a conpany is
bought out, changes ownership, suddenly decides to change
policy? There are sonme interesting questions there.

There are interesting questions about electronic
nmoney, about digital signatures, about anonymty and when it
shoul d and when it should not be applied. But | think for
sone of the fundanental questions that consuners have, we
have technol ogi cal solutions. W have seen sone very
exciting ways to address the problens.

And | think I woul d enphasi ze that these solutions do
not need to be used by everyone. They don't even need to be
used by nore than 5 or 10 percent of the Internet users to
have a huge inpact. The V-chip, which has gotten a | ot of
attention lately, will never be used by nost famlies, but
the fact that five or ten or 20 percent of hones will have a
V-chip in their television and that often those hones wll be
t he nost affluent and best educated hones neans that there
wi |l be pressure on broadcasters to broadcast certain types
of progranmm ng.

Li kewi se, if these technol ogies are used by a | arge
nunber of people, but not a majority of Internet users, it
wi |l have a real pressure on Wbsite providers to have

effective transparent useful privacy policies. So I think we
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can nmake a | ot of progress here.

For nme the nost inportant thing about these denos is
that it allows consunmer to set their own policy. Governnent
doesn't need to set it for them They set their own policy.
And the second nost inportant thing is that they have the
ability to know how their information is being used.

The magic of a small town, where there is no privacy,
is the fact that you know what everybody el se knows about
you. So there is a balance of power, as was indicated
earlier, and | think this technol ogy does lead to that. It
allows you to track where your information goes and to know
how policies are being inplenented.

| contrast this neeting to a neeting I went to in
March in Monaco. And | spent three days at a UNESCO neeting
on info ethics. One day was devoted to privacy.

M5. SARNA: It sounds like a tough life. Sonebody
has to do it.

MR. NELSON. It was a tough assignnment. One day was
devoted to privacy and problens of protecting privacy in
cyberspace, and it was so different fromthis neeting.

At that neeting we had speaker after speaker giving
what-if scenarios, talking about the problens. Mny of them
had never used the Internet but they feared what woul d happen
if they did.

The only people providing any solutions to these

For The Record, Inc.
Wal dorf, Maryl and
(301) 870-8025



352

probl ens were the two or three U S. speakers. And for the
nost part there didn't seemto be too nuch excitenent about
the solutions, nmuch nore interest in the problens.

Today we have heard a | ot about solutions, and I
think that's really exciting. | think the difference is
really the difference between the U S. approach where
government asks the question do we really have to regul ate
this? And the European approach where the question is:

VWell, we are going to regulate it, give us a good reason why
we shoul dn't.

It is a very different approach and ours is obviously
the better approach in this area because we are noving
forward on lots of different tracks, providing |ots of
experinments.

I ndustry can nove faster than governnment, but nost
inmportantly industry can develop lots of different
approaches. And then government can step in where
appropriate to back up the solutions. But it is a governnent
t hat can back up an industry-led effort, and | think that's a
very inportant point.

I think the other big difference between what | saw
at the UNESCO neeting and here was the UNESCO gover nnment
representatives didn't get it. | think the FTC, OMB, the
FCC, NTIA are all to be conmended for really doing the work

to understand these technol ogies, to actually use the
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technol ogi es and to nake sone progress that way.

And | hope we can go on fromthis neeting to reach
out to some of the other governnent agencies in the Federal
Governnent, sone of the state agencies and sone foreign
governments that don't yet get it and still think the answer
is to step in with sone top-down regul atory system before the
technol ogies are really devel oped and the sol uti ons have been
expl or ed.

Thanks, again, for organizing this. And | really
commend you for an outstandi ng day.

MR MEDINE: | think we are all beat. So | want to
t hank everyone for participating. Mybe we will neet next
year in Monaco.

(Laughter.)

MR. MEDI NE: Thanks. Rest all. W wll see you
tonmorrow on E-nmail .

(Wher eupon, the neeting recessed at 6:45 p.m, to

resune on Thursday, June 12, 1997 at 8:45 a.m)
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