QuickHire Depart nent of Enerqgy

Evaluate the people, not the paper Vacancy Li st i ng Report

Vacancy Nunber: ETR-04-1M30-9
Vacancy Description: Associate ClI O for Cyber Security, ES-340

# Vac/Duty Loc 1: 1, Washington DC Metro Area, DC
# Vac/Duty Loc 2:

# Vac/Duty Loc 3:
Seri es/ G ade: ES-0340A-01/01
Hi ri ng Agency: Departnment of Energy

Contact Information: Kenneth Fields, 202-586-0283, kenneth.fiel ds@nqg. doe. gov
Pronoti on Potential : ES-01

Date Opened: 3/26/04 Date O osed: 4/26/04
Sal ary: 104927 - 145600

I nf ormati on:

U. S. DEPARTMENT OF ENERGY
Seni or Executive Service
Enpl oynment Cpportunity

ANNOUNCEMENT NUMBER: ETR- 04-1 M30-9
OPENS: March 26, 2004

CLCSES: April 26, 2000
TI TLE, SERI ES: Associ ate Chief Information O ficer for Cyber Security, ES-0340

ORGANI ZATION: O fice of the Chief Information Oficer (CQ, Ofice of the
Associate ClO for Cyber Security

SALARY RANGE: $104, 927 - $145,600 per annum

GEOGRAPHI C LOCATI ON: Washi ngton, D.C
g
AREA OF CONSI DERATI ON:

X Al Qualified Applicants
Qualified Federal Civil Service Applicants

ABOUT DCE: The Departnent of Energy's (DOE) overarching mssion is enhancing
national security. Responsibility for acconplishing this mssion is shared between
four principle programlines - National Defense; Energy; Science; and Environnent.
Operating nucl ear production facilities, science | aboratories, power marketing
adm ni strations, and environnmental clean-up sites in 35 states, the Department is
responsi bl e for many key acconplishments in fields that include alternate fuel

vehi cl es, biological and environnental research, energy efficiency, clean power
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and industrial technol ogi es, nedical technol ogi es, gene research, and conputers
and mcroelectronics. DOE is the nation's top sponsor of research and devel opnent
and has won nore R&D awards than any private sector organization and tw ce as many
as all other federal agencies conmbined. DCE s national defense prograns are
responsi ble for insuring the integrity and safety of the country's nucl ear
weapons; pronotion of international nuclear safety and non-proliferation; and

adm ni stering the Naval Nuclear Propul sion Programfor the U S. Navy. To learn
nore about the Department, please visit our website at:

http://ww. ener gy. gov/ about us/ hi story/ m ssion. htm .

Excel l ent Benefits are avail abl e includi ng conprehensive health and life insurance
pl ans; the Thrift Savings Program (401k) for which the agency matches enpl oyees
contributions up to 5% annual (vacation) and paid sick |eave; famly friendly

| eave policies; 10 paid holidays per year; transit benefits; fitness and health
facilities; and coverage under the Federal Enployees Retirement System

DUTI ES: The Associate Chief Information O ficer for Cyber Security serves as the
Chief Information Oficers (ClOs) managenent advi sor and senior consultant
regardi ng devel opnent, publication, and inplenmentation of Departnental information
security policies, standards, and gui dance, as well as coordination and
integration of all aspects of the Departnent of Energy's cyber

t el ecommuni cations, and information security program which directly supports al
of the Departnent of Energy's information assurance objectives. Provides
managenent and | eadershi p, gui dance, expert advice, abd coll aboration anong the
prograns, field sites, |aboratories, and contractor comunities in devel opi ng,
pronoting, and mai ntaining informati on assurance security measures to adequately
and cost effective protect classified and sensitive information to neet the
Departnent's current and future business needs. Ensures that information security
policies, principles, standards, and guidelines are inplenented appropriately

t hroughout the Departnent by devel opi ng self assessnment criteria overseeing their
use in the Departnent's Business Managenent Oversi ght Process (BMOP) and

coordi nating inplementation of information security requirenents into the
Departnent's Information Architecture. Devel ops, and coordi nates Departnmenta
policy for communications security, em ssion security, secure voice, and cyber
security. Coordinates overall Chief Information Oficer (Cl O planning for
Departnent wi de security enhancenent initiatives including inplenentation of
Firewal s, Network Intrusion Detection, incident response and reporting, Public
Key Infrastructure, Digital Signature capabilities, etc. Manages and provides
approval to DOE Headquarters and field sites for inplenentation of consensua
listening or recording of tel ephone/radi o conversations.

QUALI FI CATI ON REQUI REMENTS: The Ofice of Personnel Managenent (OPM is required
by law to review the executive qualifications of each new career appointee to the
Seni or Executive Service prior to appointnment. To be considered for this
position, applicants must submit a witten statenment addressing the five (5)
Executive Core Qualifications (ECQ) listed below Current/Former SES Career
Appoi nt ees and SES Candi dat e Devel opnent graduates (with OPM QRB certification) do
not need to readdress their ECQs; however, all other applicants nust address the
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ECQ to be eligible for consideration. Your ECQ statenment MJST NOT EXCEED 10
PAGES and shoul d focus on acconplishnents which support possession of each of the
five ECQs. A definition of each of the five ECQs and sanpl es of ECQ statenents
can be found on the Ofice of Personnel Managenment's website at:
http://ww. opm gov/ses/ ecq. ht m

ECQ s: (1) Leading Change; (2) Leading People; (3) Results Driven; (4)
Busi ness Acumnen; (5) Building Coalitions/Comunication

Techni cal Requirenents: |In addition to the ECQ s, qualified applicants will
possess the follow ng technical qualifications which represent the experience
required to performthe duties of this position. Possession of these technica
qualifications nust be clearly docunmented in your application package and shoul d
be addressed separately.

1. Know edge of the strategic role of information technology as well as specific

policies and inplenentation strategies that will permt better |everage of
i nformati on technol ogy.
2. Skill in devel oping and issuing policy, standards and gui delines inprove the

security and privacy of information and information technol ogy resources wthin
organi zations with a broad range of nissions and functions.

3. Ability to inplenment cyber security solutions and policies within a |arge,
compl ex organi zati on.

4. Know edge of technical and operational issues and solutions related to
protecting information, as well as information systens and networKks.

5. Ability to advise senior nmanagenent regardi ng conplex technical issues
relating to informati on managenent and information security.

HOW TO APPLY: TO BE CONSI DERED FOR THI'S PCSI TI ON, FOLLOW THE DI RECTI ONS BELOW

1. YOU MAY APPLY FOR THI'S POSI TI ON ONLI NE. Submit your resume AND narrative
statenent (s) addressing the Executive Core Qualifications and technica

requi rements for this vacancy on-line via the DOE Jobs ONLINE web site before
m dni ght Eastern Time on the closing date of this announcenment. To see the
announcenent, obtain instructions, and apply online go to:

Instructions on how to apply online al so appear at the bottomof this
announcenent .

oR

2. Mail (express mail is highly reconmended) AN ORI G NAL AND 2 STAPLED COPI ES of
your application package, including a resume in any witten format of your choice,
ECQ statenent and technical qualification statement to the address |listed bel ow
Include in your resune: full name; address; hone and work phone nunbers; e-mai
address; Social Security Nunmber; country of citizenship; education & work
experience; salary history; [Ohighest federal civilian grade held and
reinstatenent eligibility, if applicable. Please do

not place application materials inside report covers or folders, or subnit
docunents not specifically requested, as they will not be used in the eval uation
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process. Faxed or enmiled applications cannot be accepted. Ml applications to:
U S. Departnent of Energy, Executive Services Team ME-532; Room 4E-084; Forrestal
Bui | di ng

1000 | ndependence Avenue, SW Washington, D.C. 20585-0735; ATTN. DOE- HQ 03-ES- 036.

Applications nmust be received by the closing date on this announcenent.

ADDI TI ONAL | NFORNMATI ON

Current SES Career Appointees, SES Reinstatenent Eligibles, and Certified

G aduat es of an OPM approved SES Candi date Devel opnent Program are not required to
submt ECQ statenents

Applicants are required to be U S. Citizens.
Vet eran's preference does not apply to the Senior Executive Service.
New SES nmenbers are required to serve a one-year probationary period

Al'l positions are subject to the Departnent of Energy's Drug Free Wrkpl ace
Pr ogram

Some positions will require successful conpletion of a background investigation
for a security clearance as a condition of enploynent.

Travel and/or Rel ocation expenses may be paid in accordance wi th Departnment of
Energy policy and Federal regulation.

This position is not included in the bargaining unit.

Applications contain information subject to the Privacy
Act (P.L. 93 579, 5 USC 552a). The information is used to
determne qualifications for enploynment, and is authorized
under Title 5, USC, Section 3302 and 3361

For further information regarding this enploynent opportunity, please contact
Kenneth Fields at 202-586-0283.

The Departnent of Energy is an Equal Opportunity Enployer. Al qualified
applicants will be considered without regard to race, religion, color, sex, age,
national origin, lawful political affiliation, marital status, union nenbership,
or other non-qualifying physical or nental handi caps. This agency provides
reasonabl e accomodations to applicants with disabilities. |If you need a
reasonabl e accomodati on for any part of the application and hiring process,

pl ease notify the agency. The decision on granting reasonable accomodati on w ||
be on a case-by-case basis. 00

DCE F 3305.1 (01-03) Al Oher Editions Are hsol ete

The following information will take you step by step through the screens you wll
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need to conplete in applying for positions via DOE Jobs Online:

1. Screen: "Welconme to DCE Jobs Online." At this screen click the "New User"
button if you are a new user and click "Next" at the bottom of the screen. |If not
a new user, type in ermail address and password and click either "Edit Persona
Information" or "Go To Jobs" to apply for a position (proceed to nunber 5).

2. Screen: "User Information.” Answer ALL questions and either cut and paste OR
type in your resune in the space provided. (Systemw || accept approximtely 6 to
7 pages). Cdick "Next" when all information has been input.

3. Screen: "All Questions require a response to be considered for any position.”
Answer ALL questions and click "Continue" at the bottom of the screen.

4. Screen: "Your Registration Information Has Been Saved!" Read i nformation on
this screen and then click "Next" at the bottom of the screen when you are ready
to apply for a position.

5. Screen: "Wl cone (Nanme)! Please select the link to the organization to which
you wish to apply.” dick "US Departnent of Energy."

6. Scroll down the listing and sel ect the vacancy you wish to apply to by clicking
t hat announcenent nunber.

7. Screen: Vacancy Announcenent. Scroll down to the end of the vacancy
announcenent and answer ALL questions that follow. Cick "Finish" at the bottom
of the screen to conplete application process.

The DOE Jobs Online systemw ||l send a confirmation to your emmil address that
your application has been received if you choose that option.

To update an application prior to the closing date, sinply follow the instructions
above. The systemw ||l automatically update the application on file when you
Cick the "Finish" button. O
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