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CHAPTER 1

Introduction

So the principles which are set forth
in this treatise will, when taken up by
thoughtful minds, lead to many
another more remarkable result; and
it is to be believed that it will be so
on account of the nobility of the
subject, which is superior to any
other in nature.
—Galileo Galilei (1638)

Command and Control
Assessment Challenges

ATO and its member nations are in the midst of a

revolution in military affairs. There are three major
dimensions to this revolution—a geopolitical
dimension, a technological dimension, and a closely
coupled conceptual dimension. This multidimensional
revolution poses significant new challenges for
analysis in general and for command and control
assessment in particular.

The changed geopolitical context is characterised by
a shift from a preoccupation with a war involving NATO
and the Warsaw Pact to a concern for a broad range
of smaller military conflicts and Operations Other Than
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2 NATO Code of Best Practice for C2 Assessment

War (OOTW). Analysts will increasingly be called upon
to provide insights into these non-traditional operations.

Advances in technology, particularly information-
related technologies, offer military organisations
unprecedented opportunities to significantly reduce the
fog and friction traditionally associated with conflict.
At the same time, they may prove to be challenges in
themselves across a wide variety of realms—technical,
organisational, and cultural.

To the extent that they can be achieved, significantly
reduced levels of fog and friction offer an opportunity
for the military to develop new concepts of operations,
new organisational forms, and new approaches to
Command and Control (C2), as well as to the
processes that support it. Analysts will be increasingly
called upon to work in this new conceptual dimension
in order to examine the impact of new information-
related capabilities coupled with new ways of
organising and operating.

Definition of Command and Control

C2 has been defined by NATO as Military Function
01: “The Organisation, Process, Procedures and
Systems necessary to allow timely political and military
decisionmaking and to enable military commanders
to direct and control military forces.” (NATO 1996) C2
systems are further defined in NATO documents to
include: headquarters facilities, communications,
information systems, and sensors & warning
installations. (NATO 1998).

Other terms are used in NATO member nations that
are synonymous with, or closely related to, C2. These



Chapter 1 3

include Command, Control, and Communications or
Consultation (C3), and Computers (C4), and
Intelligence ([C3I] or [C4l]), and Surveillance and
Reconnaissance (C4ISR). The term CIS is sometimes
used to refer to command information systems. More
recently the term “C2” has referred to the collaborative
and consultative processes that are an inherent part
of coalition operations.

For the purposes of this Code of Best Practice (COBP),
the term C2 is intended to be an umbrella term that
encompasses the concepts, issues, organisations,
activities, processes, and systems associated with the
NATO definition of C2 as well as the other terms
enumerated above.

Uniqueness of C2 Analyses and Issues

The focus of military research and analysis has
predominantly been on the physical domain. C2 issues
differ in fundamental ways from physics dominated
problems. C2 deals with distributed teams of humans
operating under stress and in a variety of other operating
conditions. C2 problems are thus dominated by their
information, behavioural, and cognitive aspects that
have been less well researched and understood. This
focus creates a multidimensional, complex analytic
space.

Military operations involve multi-sided dynamics
encompassing friendly, adversary, and other actors
including:

* Action-reaction dynamics;



4 NATO Code of Best Practice for C2 Assessment

* Tightly connected interaction among subjective
elements such as cultures, morale, doctrine,
training, and experience and between those
subjective elements and the combat arena;

* Non Governmental Organisations (NGO);
* Private Volunteer Organisations (PVO);

* International organisations;

* International corporations; and

e Transnational, subnational, criminal, and
terrorist organisations.

C2 issues are difficult to decompose and recompose
without committing errors of logic. Moreover, the
composition rules, by which the various factors that
impact C2 interact, are poorly understood except in
arenas that have been previously studied in detail.
Finally, the C2 arena is weakly bounded by issues
that on initial examination appear quite finite, but prove
to be linked to very high-level factors. For example,
tactical performance may be tied to national culture.

Analyses of C2 are also often constrained by factors
that are beyond the boundaries of the research. For
example, security policies may restrict data availability
and otherwise constrain the analysis. The availability
of data often limits the scope of an analysis. Moreover,
the time and resources available to conduct an analysis
are often severely constrained because the decision
processes being supported are being driven by outside
planning, operational, or budget and decision
processes. This should be seen as a challenge rather
than a problem. Uncertainty and risk associated with a
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lack of appropriate data need to be embraced as part
of the analytical approach. Itis unreasonable to expect
that data would be available for the performance of
future systems and processes that do not yet exist. An
experimental component and a modelling and
simulation component need to be integrated into modern
C2 analyses in order to close the gap in knowledge
and data.

Finally, because of the complexity of C2 processes
and systems, analysis in this area requires the ability
to understand how Dimensional Parameters (DP),
Measures of Performance (MoP), Measures of C2
Effectiveness (MoCE), Measures of Force
Effectiveness (MoFE), and Measures of Policy
Effectiveness (MoPE) are linked and impact on one
another. The cumulative set of these measures is
denoted as Measures of Merit (MoM) in the COBP.
Determining the precise nature of these relationships
nearly always proves to be an analytic challenge.

Taken together, all these factors mean that C2 modelling
and analysis are more uncertain and therefore more
prone to risk than their equivalents in conventional
weapon and platform analyses. Indeed, C2 issues have
long been regarded as difficult to analyse. Many
operational analysis (OA) studies have simply assumed
perfect C2 in order to focus on other variables. As a
result of these characteristics of C2 analysis, these
endeavours will require a heavy element of research
within each analysis. This COBP is intended to assist
the community in dealing with, and overcoming, the
barriers to effective analysis of C2.
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Differences Across the Mission Spectrum

There are significant differences among the different
parts of the mission spectrum (e.g., MoM) that the
assessment team needs to take into consideration.
Table 1.1 highlights the differences between traditional
combat and OOTW.

MissloniOperalion
| Stabiitty | Rolartively stable My be more dynamic
Facus Enasny Mo iradilional opponsm
C ool brmea ik Cooamumuoan {midibary) Uncortain |politicalimilitary)
T . .
Wriiky | Of command OF purposs
Dooiskonmaking Higrarchical Consonsus
Orperations Surprise, Secracy Transparency
Matwre of the problam | Known unknosns. Unknown Enknowns
Ky guestion | Fow bo get infamation What information 1o get
Focus Enemy military Millitary! politicall peonamict
sacial factors
Siuation awarensss Conmvmon air-land-sea Limited dissemination,
] more complex
Databasis | Very large, wall structured Larger, liss structured
| Analysis
Wirnit B ion leved entity More behavioural
Ease in integration | Relatively sany o Wery difficull o
Foous Military [systems, organisations] Pol@ticaliMilitary and sociatal
CApproach Tradilional operation analysis "Safter” analysis

Table 1.1. Comparison of Symmetric, Conventional Warfare and
OOTW Missions & Principles Mission

In symmetric conventional warfare, the mission tends
to be relatively stable, there is a clear focus on the
enemy, and the military has a common understanding
and commitment.* Conversely, in OOTW the mission
is often more dynamic. This is captured by the often
pejorative term “mission creep.” In many of the
operations in question there is no “enemy.” This is
obviously true for operations such as humanitarian
assistance and disaster relief. In addition,
peacekeeping activities involve protagonists who must
be treated even-handedly if the operation is to be
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successful. In the latter missions, political-military
ambiguities frequently result in uncertain
understanding of the goals and objectives of the
mission and a limited commitment.? (Starr, Haut &
Hughes, 1997)

Principles

Military theorists have frequently propounded basic
principles of conventional warfare. Three often cited
principles include the need for unity of command, the
importance of hierarchical decisionmaking, and the
criticality of achieving surprise in operations. A recent
book has proposed alternative principles for OOTW.
(Alberts & Hayes, 1995) It cites the need for unity of
purpose, consensus decisionmaking, and
transparency of operations.

Information

In conventional warfare, the issue of information
gathering and management focuses on the issue of
“known unknowns” (e.g. Where are the enemy’s
battalions?). For that case, the key question is how to
get the needed information (e.g. What are the key
signatures for the targets in question? What sensors
should we task to exploit those signatures?). Clearly,
the focus is on the enemy military and one objective is
to assemble a complete, timely, and accurate common
picture of the air-land-sea situation. The result is a
very large, time-sensitive database, but one that is
relatively well structured (e.g. enemy order of battle).
Conversely, in OOTW, the problem of information
gathering and management is dominated by “unknown
unknowns.” Thus, the primary question to address is
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what information to get. The information focus is much
more diffuse because of the myriad of military, political,
economic, and social factors that must be considered.
Consequently, situation awareness is much more
complex. Political considerations often make it prudent
to limit the dissemination of information, creating a
tension between the desire to create shared
awareness by increasing information sharing and the
need, for political and/or security reasons, to limit
information sharing. The resulting databases are
frequently larger and less structured.

Analysis

Over many years, the military operations research
community has become relatively adept at analysing
key aspects of symmetric conventional warfare. As an
illustration, analyses of ground warfare often focus on
battalion-level operations and techniques have emerged
to integrate across those results to derive insights into
campaign outcomes. The focus is on military systems
and organisations, and the techniques in question
involve a broad set of methods (e.g., mathematical
programming, decision theoretic approaches) and tools
(e.g., models and simulations). Analyses of C2 issues
remain among the most challenging, even in warfare
contexts. In addition, analyses of OOTW often require
consideration of individual behaviour. It has proven very
difficult to integrate across these results to derive a
comprehensive understanding of the problem. The issue
is compounded by the many factors that have to be
considered in the analysis process (e.g. military, political,
economic, social). This has led to the application of
“softer” analytic approaches (e.g., extensive reliance
on expert elicitation). Moreover, the very nature of
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warfare appears to be changing. For example,
asymmetric threats are becoming more common,
information technologies are impacting C2 processes,
and organic structure and dynamics are changing
rapidly and in ways we do not fully understand.

Types of C2 Assessments

The assessment team could be called upon to support
a wide variety of sponsors (e.g. acquirers of C2
systems, long range planners and programmers,
developers of requirements, operational commanders,
and trainers). These sponsors will bring different
problems to the assessment team (e.g. assessment
of alternative systems or concepts, identification and
selection of alternative courses of action in an
operational context). Some of these will deal with a
specific mission (e.g. air defence) while others will need
to deal with the entire mission spectrum from forward
presence to high intensity conventional war.

Specific problems that the team may be called upon
to address:
Requirements Analysis

* Derivation of specific C2 requirements from
broad statements of objectives; and

* The establishment of a minimum, standard, or
expected level of performance.
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Assessment of Alternatives

» Comparison and selection of alternative systems
that may be very dissimilar but are designed to
achieve a similar purpose;

» Assessment of the utilisation of a system in a new
or unexpected application domain or mission;

* Trade-offs between C2 systems and combat systems;
* Analysis of the impact of an organisational change;

» Determination of the most cost-effective
approach to achieving the desired objective; and

» Comparison of a replacement system or
components of a system.

Research Issues

» Effectiveness of human decisionmaking as a
function of system performance or other factors;

» Effectiveness of C2 training; and

* Impact of collaboration on C2 quality.

Support to Operations
» Course of action analysis;
» Real time assessment of mission effectiveness; and

* Rehearsal assessment.



Chapter 1 11

Purpose and Scope of the COBP

This COBP offers broad guidance on the assessment
of C2 for the purposes of supporting a wide variety of
decisionmakers and the conduct of C2 research
described above. It should be noted that this COBP is
focused upon the assessment challenges associated
with the nature of C2 and does not attempt to
specifically address the unique properties and
constraints associated with each of the many C2-
related problem domains.

Given the increasing interdependence among the
elements of a mission capability package:?
(organisation; doctrine; C2 concepts, processes,
systems; materiel; education; training; and forces), C2-
related analysis cannot easily be done inisolation from
a more comprehensive mission analysis. This COBP
IS meant to support analyses that go beyond the
traditional boundaries of C2 analyses.

This new version of the COBP for C2 assessment was
developed by SAS-026 building upon the initial version
of the COBP produced by SAS-002. This new COBP
is a synthesis of decades of expertise from various
countries and hundreds of analyses. The COBP was
developed using a set of case studies to test out the
varied advice and guidance received, and incorporates
feedback from users of the initial version. Lastly, SAS-
039 provided a peer review of the final draft product.

The earlier version focused on the analysis of ground
forces at a tactical echelon in mid to high intensity
conflicts. Consequently, the initial version of the COBP
did not completely address the full range of important
issues related to C2. In developing this new version of
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the COBP, SAS-026 explicitly focused upon OOTW,
the impact of significantly improved information related
capabilities, and their implications for military
organisations and operations. In addition, SAS-026 was
cognisant of the fact that NATO operations are likely to
include coalitions of the willing, which might involve
Partnership for Peace (PfP) nations, others partners
outside of NATO, international organisations, and
NGOs. NATO operations may also be “out of area.”

Feedback from users of the original COBP also
identified a number of ways in which the original COBP
could be improved. These areas were addressed
during the development of this version of the COBP.

Cost analyses continue to be explicitly excluded for
two reasons. First, cost analysis is a mature discipline
that experienced operational analysts already practice.
Hence, C2 issues are not unigue in the arena. Second,
most nations have already developed approaches to
cost analysis and cost effectiveness that are consistent
with their national approaches to accounting. Because
these national practices differ among NATO members,
no single approach would be appropriate.

As this COBP is being drafted, novel experiments with
new information-related capabilities, particularly
networking and ways to accomplish their assigned tasks
abound. Advances in technology are expected to
continue at an increasing rate and spur both sustaining
and disruptive innovation in military organisations. It is
to be expected that this COBP will need to be
periodically revisited in light of these developments.
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Overview of COBP Assessment
Philosophy

The COBP assumes that the objective of a C2 system
is to exercise control over its environment, through
either adaptive or reactive control mechanisms, or
some combination of those two approaches. This
provides the context and point of departure for the
assessment of C2.

Analysis of C2 should consider all the relevant actors,
military command levels, and functions involved and
should investigate issues of integration across
disparate organisations, military command levels, and
functional domains over time. Consideration should
also be given to the robustness and security of
information systems and to human computer interface
issues. Human behavioural, physiological, and
cognitive factors, along with organisational and
doctrinal issues, must be considered in C2 analyses.

C2 assessments must also consider a range of
missions, adversary capabilities, and adversary
behaviours. Moreover, it must be understood that
adversaries will use asymmetric tactics and techniques
to deny or exploit differences in technology, force size,
information systems, or cultural factors. Hence,
scenarios and analyses that deal with an appropriate
set of all these dimensions should be considered in
either the main research design or in the excursions
to assess risks and uncertainty.

The evaluation of C2 issues depends in important ways
on both distinguishing and linking dimensional
parameters, measures of performance, measures of
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C2 effectiveness, and measures of force and policy
effectiveness. Modelling and other tools must be
designed to support this requirement.

Tools and data used in C2 analysis should conform to
good OA processes and practices and, to the extent
feasible, should be subject to Model Verification,
Validation, and Accreditation (VV&A) and to Data
Verification, Validation, and Certification (VV&C).

Interoperable analytical infrastructures (e.g. data
dictionaries, glossaries, models, tools, data sets) are
necessary to facilitate the efficient proliferation and
reuse of study results and data within the broader
interdisciplinary research community.

Because the complexity of C2 and the requirements
for its analysis are often underestimated by
decisionmakers, a continuing dialogue between
analysts and those decisionmakers is necessary both
to scope the problem properly and to ensure that the
analytic results are properly understood. Part of this
process includes performing sensitivity analyses and
other common practices designed to ensure the validity
and reliability of the results.

Changes to C2 systems will often lead to changes in
military concepts, command approaches, doctrine,
Tactics, Techniques, and Procedures (TTP), and related
factors, which must also be considered in the analysis.

Current State of Practice in C2 Analysis

Assessment of C2 issues typically employs classic
tools of OA. Relatively few specialised tools and
methods have been developed for C2. Moreover, those
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specialised tools generated to deal with the unique
aspects of C2-focused research are generally not as
well understood as those used in more traditional
warfare modelling domains. C2 analysts will often find
themselves having to develop tools and approaches
appropriate for their research agendas. However, a
general analytic process can be identified that will
enhance the likelihood that an OA analyst can conduct
successful analyses.

Organisation of the COBP

This COBP is organised into four themes. The first
theme deals with study dynamics, problem formulation,
and the development of a solution strategy. The
second theme identifies and discusses in depth the
essential elements of assessment: measures of merit,
scenarios, human and organisational issues, data, and
tools. The third theme addresses issues related to risk
and uncertainty while the final theme describes the
range of assessment products.

This represents a significant enhancement of the initial
COBP. In particular the first, third and fourth themes
were not treated in detail in the initial version of the
COPB. In addition, material has been added to the
second theme to address the unique assessment
challenges associated with OOTW.

Brief History of SAS-026

SAS-026 builds upon almost a decade of work that
began with the formation of the Ad Hoc Working Group
on the Impact of C3I on the Battlefield by Panel 7 of the
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NATO Defence Research Group in 1991 to assess the
state of the art in C2 analysis. Based on the
recommendations of the Ad Hoc Working Group, Panel
7 constituted Research Study Group-19 (RSG-19) to
address issues of methodology, measures of merit, and
tools and analysis. The panel also addressed issues of
improving a nation’s capability to examine C2 acquisition
and decisionmaking. At the October 1995 RSG-19
planning meeting, the group determined that the primary
product of RSG-19 was to be a Code of Best Practice
for assessing C2. As part of selected RSG-19 meetings,
workshops would be conducted to support the
development of the major sections of the COBP.
Workshops were conducted on Measures of Merit
(Canada), Scenario Development (Netherlands), C3l
Systems, Structures, Organisations, and Staff
Performance Evaluations (Norway), and Models Used
for C3 Systems and Analysis (US/UK). Representatives
from the nations in parentheses took the lead in
organising the workshops and summarising the results.
The minutes of the workshops provide further
illustrations of the techniques presented in the COBP.

At the October 1996 meeting, the group took up a
request by Panel 7 to conduct a symposium on
modelling and analysis of C3I, which was scheduled
at the July 1997 meeting for January 1999. This
symposium was a forum for presentation and
discussion of the COBP and related topics.

At the July 1997 meeting, in response to a query by
Panel 7, the group discussed, acknowledged, and
agreed on the need for a follow-on group to SAS-002.
An exploratory group on organisational change (SAS-
EO05) was formed to recommend a way ahead.
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SAS-EO05 recommended the formation for a follow-on
activity to SAS-002 to accomplish four objectives:

* Demonstrate and assess the initial version of
the COBP;

* Revise and extend the COBP;
* Identify research areas; and
* Facilitate the adoption of the COBP.

The SAS panel concurred in May 1999 and approved
the formation of SAS-026, which began its 2 1/2-year
plan of work in a symposium in January 2000.

Chapter 1 Acronyms

C2 — Command and Control

C3(l) - Command, Control, Communications (and
Intelligence)

C4(l) — Command, Control, Communications, and
Computers (and Intelligence)

C4ISR — Command, Control, Communications, Computers,
Intelligence, Surveillance and Reconnaissance

CIS — Command Information Systems
COBP - Code of Best Practice

DP — Dimensional Parameters

MoCE — Measures of C2 Effectiveness
MoFE — Measures of Force Effectiveness

MoM — Measures of Merit
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MoP — Measures of Performance

MoPE — Measures of Policy Effectiveness

NGO - Non Governmental Organisations

OA — Operational Analysis

OOTW - Operations Other Than War

PfP — Partnership for Peace

PVO - Private Volunteer Organisations

RSG-19 — Research Study Group-19

TTP — Tactics, Techniques, and Procedures
VV&A — Verification, Validation, and Accreditation
VV&C — Verification, Validation, and Certification

Chapter 1 References

Alberts, D. (1996). The unintended consequences of
information age technologies: Avoiding the
pitfalls, seizing the initiative. Washington, DC:
National Defense University.

Alberts, D., & Hayes, R. E. (1995). Command
arrangements for peace operations.
Washington, DC: National Defense University.

North Atlantic Treaty Organisation (NATO) Bi-MNC C2
plan part 2 — Command and control
requirements. (1998).

North Atlantic Treaty Organisation (NATO) Annex B
to MC Guidance for Defence Planning. MC-299/
5. (November 1996)



Chapter 1 19

Starr, S.H., Haut, D., and Hughes, W. (1997)
“Developing Intellectual Tools to Support C4ISR
Analyses for Operations Other Than War,”
Proceedings of the Third International
Symposium on Command and Control
Research & Technology, National Defense
University, Fort McNair, Washington, DC, pp.
600-608, June 17 — 20, 1997.

!As an illustration, General Colin Powell, then Chairman, Joint
Chiefs of Staff, summarised the mission in Desert Storm by
stating that “First, we will cut off the enemy and then we will kill
it.” (Pentagon Briefing, Wednesday January 23, 1991.)

2As an example, the US Congress has continually sought to
impose an arbitrary deadline for US forces to withdraw from
Bosnia.

SMission capability packages include all of the elements
necessary for an operation. (Alberts, 1996).


CCRP Publications
Go to Previous View (left solid black arrow with tail) will take you back to the page you were previously on.


CHAPTER 2

Preparing For
Success:
Assessment
Participants,
Relationships,
and Dynamics

For hypotheses ought...to explain the
properties of things and not attempt to
predetermine them except in so far as
they can be an aid to experiments.

—Isaac Newton (1687)

We have run out of Money—now we
have to think.
—Ernest Rutherford (1871-1937)

Overview

his chapter is organised into three parts. The first
discusses the roles played by the significant players
associated with a Command and Control (C2)

21
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assessment and how these roles affect the design and
conduct of the assessment. The second part identifies
the major phases of a C2 assessment and their iterative
nature. The concluding section addresses the subject
of professional ethics and standards of conduct.

Assessment Participants

Like their subject, the organisation of C2 studies
involves complex interrelationships. Itis crucial for the
analytical team to establish which individuals and
organisations are involved at an early stage of the
study. It is prudent for the analytical team to map the
roles described below onto the individuals and
organisations involved and to understand their
interrelationships. An example of such a mapping is
at Figure 2.1. Appendix 1 to this chapter provides a
brief explanation of the organisations involved.

Due to the dynamic nature of such projects, those
involved should not be surprised if the nature of the teams
involved might have to expand or change with time.

Assessment Team

The assessment team is working for the sponsor or
client (sponsor). The team consists of a senior team
leader (who may also be referred to as the project
manager), a core set of analysts, subject matter
experts including military officers, and supporting staff
who are working on the study on a day to day basis.
The team provide the legitimacy and authority for the
study. The sponsor will provide the terms of reference,
access to needed information, and identify the desired
products. It is important for the analytical team to
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understand exactly why the sponsor wants the study
and what the sponsor wants to do with the results.

Decisionmakers or Problem Owners

The decisionmakers are the individuals or
organisations that are expected to make decisions
wholly or partially based on the output or findings of
the study. If there is no decision to be made (i.e. this
is an exploratory study) then the decisionmakers could
be referred to as problem-owners. It is important for
the assessment team to understand exactly what type
of assessment the decisionmakers want the study to
support. The decisionmakers may or may not be in
command of or part of the sponsor’s organisation.
Complex problems may arise when the decisionmaker
is several steps laterally away in the organisation from
the sponsor and study team.

Stakeholders

The stakeholders are the persons or organisations that
are directly or indirectly affected by the study outcome.
Stakeholders may also play other roles. The
assessment team must be aware of the potential for
conflict when the stakeholders do not include the
sponsor or decisionmaker. Complex problems may arise
in the provision of data for the study, as it is the
stakeholders who may have to provide the data, set
the security or releasibility of that data (and hence the
study), and/or agree that the data are representative.
For these reasons it is essential that the analysts
establish a working relationship with the stakeholders
early in the process.
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Bill Payer

The bill payer is the organisation or individual official
paying for the study. It is important for the assessment
team to know the level of resources available. Bill
payers will normally have a direct interest in the
outcome of the study and may be one or more of the
other players. Contractual authorities have the legal
authority to let contracts on behalf of the bill payer.

Existing Study Teams

The assessment team must be aware of and sensitive
to the existence of teams in other related study areas.
Should such teams exist, the assessment team should
endeavour to exploit the work done and available skills
and techniques. Such external teams may also be
appropriate for membership in peer reviews.

Future Study Teams

The assessment team must be aware of and sensitive
to the needs of future analyses and assessments. Data
collection, method documentation, and the archiving
of data, methods, models and results are fundamental
responsibilities of all professional analysts. Method and
data should be (as far as is practicable) disseminated
and published.

Peer Reviewers

Outside experts brought in to look at the work and
provide constructive criticisms are called peer
reviewers. Peer review teams could be composed of
specialists and other study teams in related subject
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areas and should include representatives from all key
disciplines in the assessment.

Data Providers

Data providers are the individuals and organisations
that possess data and information useful to the
assessment team. Many of these will be stakeholders.
The motivation to provide data to the study must be
developed by the analytical team and the sponsor.

Assumption Providers

Assumption providers are the individuals or
organisations that can provide “givens” such as future
doctrine, performance data, force mixes,
organisational structures, and scenarios. Creation of
a positive relationship with these organisations is
important to the study.

Data Collectors

In some C2 analyses, where data must be extracted from
real world experiences, exercises, experiments, and
wargames, teams of data collectors and subject matter
experts will be required. The identification of people with
the appropriate background and training as data
collectors is an important element of such studies.
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Relationships Among Participants
and the Conduct of the Assessment

Relationships

Figure 2.1 illustrates how complicated the participant
roles and relationships can be in areal C2 assessment.
This particular figure represents the organisations
involved in the recent Immediate Reaction Task Force
(Land) (IRTF(L)) C2 Concept evaluation that
completed at the end of 2001 (Candan & Lambert,
2002). Appendix 1 to this chapter provides a brief
explanation of the organisations involved. Although not
all projects will be this complex, many important C2
assessments will.

Through the prudent act of mapping the roles of the
participants of the study, the potential conflicts of
interest and complex interactions can be identified.
One method to mitigate these is to present or conduct
this activity openly and discuss with all involved so
that all potentially affected participants are aware of
the possibility of future conflict and the fact that all
participants fall into one or more roles within a project.

In the event of conflict with other participants in the
project the assessment team should address the
issues in a neutral and independent manner.
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Figure 2.1. Example of the Mapping of Roles onto
Players—for a Complex C2 Project (the Evaluation of
Immediate Reaction Task Force (Land) C2 Concept)

Understanding the Context of the
Assessment

The relationship among the assessment team, the key
sponsor, and the stakeholders is of paramount
importance and perhaps, more than any other single
factor, will influence the course and success of the
effort. Accordingly, adequate attention needs to be paid
to understanding the situation facing the key sponsor
and stakeholders as much as the subject under study.

The assessment team should be aware that the
different participants will have divergent perspectives
and may have divergent agendas.

Therefore the assessment team should understand the
background of the individuals involved, their
organisational settings, roles and responsibilities, their
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history, and their current situation. Contact with analysts
who have worked with this sponsor and review of prior
analyses for this sponsor facilitate this objective.

It is good practice to build and maintain long-term
relationships with the sponsor and stakeholder
organisations. This will yield substantial dividends in
the form of easier communication, greater trust, and
stronger support.

A Continuing Dialogue

It is important that a dialogue with the sponsor and
stakeholders is maintained by the assessment team
throughout the study. As there is no single “language”
that will describe the study problem, it is important to
spend time at the beginning of a study to establish a
common “language” that both the assessment team
and the sponsor and stakeholder can understand. This
point may seem obvious in a NATO setting in which
the participants speak many different natural
languages. However, itis equally important in a single
language setting because common words and phrases
have different meanings for different organisations,
services, and even individuals within a single
organisation. Regular meetings and contact will
minimise misunderstandings. From a professional
point of view, Operations Research (OR) and
Operations Analysis (OA) analysts will always wish to
inform the sponsor and stakeholders of key
developments and/or challenges as the study unfolds.
Regular and routine interactions need to be built into
the project plan. If there are multiple sponsors and
stakeholders and other key actors, the assessment
team should try to meet them jointly, particularly when
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decisions need to be made. Separate meetings will
often lead to inconsistent guidance and will place the
assessment team in a position of trying to
accommodate differing interests.

The development of a collectively agreed upon Study
Glossary that captures the definitions of words, phrases
and acronyms used in the study is a useful tool.

Terms of Reference

A good “term of reference” covers goals, scope,
products, schedule, and resources. These will
determine the focus of the assessment and establish
limits or freedoms granted to the assessment team
within the sponsor’s and stakeholder’s organisations.
Letters of introduction and instructions to actors within
the sponsor and stakeholder organisations may also
be useful.

Understanding How the Output of the
Study Will be Used

It is important to know at an early stage in the project
what the products of the study are to be used for by
the sponsor and stakeholder organisations. The
expected end product will set the tone and relative
importance of the project in the eyes of the sponsor,
stakeholder, and other actors. The assessment team
needs to establish and understand the products
needed or desired by the sponsor and stakeholder.
For example, a study could be used to create a
significant impact on the stakeholder’'s domain, gain a
greater understanding of the issues, produce an
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improved capability to perform future work, and/or
make contributions to the body of knowledge.

Budget

The sponsor will have limited resources with a study
budget in mind. When the sponsor’s resources are
limited to a level below what is required to support a
guality study, the assessment team will need to
suggest strategies to address the shortfall. Alternative
approaches include decomposing the problem and
only undertaking the core part of the study that is
affordable, linking the sponsor to other actors that have
an interest in the same or a similar problem and who
could contribute resources, and/or stretching the
project over a longer time so that resources from future
budget cycles become available. In developing
strategies that involve doing only a part of the study to
satisfy budget constraints, care must be taken to
ensure that the product that will be produced provides
a meaningful answer or contribution and does not
depend upon a follow-on effort that may or may not
be funded.

It may take a complete iteration of the assessment
phases of the project to establish the complete scope
of the project and the resources required. Therefore it
is good practice in large C2 projects to allow the
assessment team to perform a rapid first pass of all
the phases of the project to help establish the budget
required. This is contrary to the usual practice of setting
the budget in stone immediately following the initial
Problem Formulation or Solution Strategy phase (see
Section 2-E below).
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Relationships

Figure 2.1 illustrates how complicated the participant
roles and relationships can be in a practical C2
assessment. This particular figure represents the
organisations involved in the recent Immediate
Reaction Task Force (Land) (IRTF(L)) C2 Concept
evaluation that completed at the end of 2001 (Candan
& Lambert, 2002). Although not all projects will be this
complex, many important C2 assessments will be.

Building an Assessment Team

Skills Available to the Assessment Team

Following initial problem formulation (Chapter 3), the
precise skills and experience required by the
assessment team will need to be established. Typically,
the assessment team will need to be interdisciplinary.
The wide range of skills and experience required can
be allocated between a full-time core team and a
collection of consultants or part-time team members.
As an example, an ideal breakdown of the skills available
to the assessment team involved in the evaluation of
the Immediate Reaction Task Force (Land) C2 concept
study! is given below:

Skills: Core Team
* Project management;

* OR/OA skills: simulation, wargaming,
mathematical programming, database creation
and management, brainstorming and problem
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structuring, scientific/military report writing/
editing;

* Cross military experience—i.e., OR/OA
personnel with military experience or military
personnel with OR/OA knowledge,;

* Organisational theory; and

» Data collection (e.g., questionnaire and form
design).

Skills and Experience: Consultants and Part-time
Team Members

* Military (or access to practical experience of
problem under study);

* Training and exercise planning (if an exercise is
to be used as a vehicle for the study);

* Communications and information systems
specialists for the systems of the organisation
under study;

* Human computer interface expertise;

* Operations Other Than War (OOTW) related
issues (e.g., C2/Headquarters [HQ], media, civil-
military cooperation—theory and practice);

* Social scientists (e.g., political, psychological,
economic, cultural, legal);

* Military history;
« Command experience;
* Deployment analysis;

« Intelligence/threat/area of operations expertise; and
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* Legal/contracts/administration expertise.

As another example of the skills required for C2
Assessment Studies, the skills required to provide OR
support to C2 elements (such as OR/OA support to
an operational HQ) is also analogous, as illustrated in
Table 2.1 (RTO, 1999).
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Table 2.1. Knowledge, Capabilities and Skills Needed
by OR/OA Cell Team Members

Background of the Assessment Team

Building a C2 assessment team with this full breadth
of knowledge, capabilities, and skill requires a long-
term commitment by the mother OR/OA organisation
to prepare a corpus of potential team members through
recruitment, education, training, and opportunities for
appropriate field experience.

Following the identification of the skills required for
the team, those analysts made available for the team
should ensure that they leave a basic understanding
of the military fields under consideration. Gaps in
experience should be rapidly filled through background
reading, short courses, field experience, or additional/
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alternative analysts with the appropriate experience
and skills.

Forming the Assessment Team

In a study that involves dispersed and disparate
organisations and teams, the effort to command and
control the study group must be recognised and effort
and time built into the study plan. This can be, for
example, through maintenance of distributed working
environments such as web portals, information
campaign material and travel time to meetings. In these
cases the senior team leader will revert to a role more
akin to a project manager.

It is one thing to assemble a group of people, quite
another to forge them into a coherent effective team.
Sufficient time and a facilitating process should be built
in to the project plan for the group of individuals to
coalesce into a team.

Interdisciplinary Assessment
Team and Outside Relations

It follows that C2 analysis, particularly for OOTW issues,
should be done by an interdisciplinary assessment
team. Experienced analysts know that their work owes
success in no small measure to efficient working
relationships within the assessment team and with the
customer of analysis. Building good working
relationships among representatives of different
scientific cultures, such as OR/OA and IT analysts
grounded in (hard) physical sciences and mathematics
on one hand and (soft) social scientists on the other,
requires sufficient mutual understanding of
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methodologies and tools. In fact, differences in scientific
cultures can outweigh differences in natural cultures
provided that all members of the assessment team have
sufficient command of a common language. Therefore,
in addition to leadership and project management skills,
the head of the assessment team must have a good
general idea of the current state of all disciplines involved
in order to compose an efficient team and facilitate
interdisciplinary cooperation throughout the analysis.

Good personal and working relationships with the
customer of the analysis are essential for
understanding every aspect of the problem and being
able to arrive at a problem structure and solution
strategy that meets the customer’s immediate needs
in the light of the strategic objectives of the respective
OOTW. Knowing the customer’s position in the
command hierarchy and the degree of influence he/
she wields through informal relationships over
stakeholders and actors, the co-operation of which
might be essential for an implementation of analysis
results, and understanding the respective
consequences associated with alternative solutions is
important for assessing their acceptability and
organisational risk.

It is equally important for the assessment team to
establish working relationships with the potential
subjects of study in the early stages. This is essential
for capturing the nature and problem relevance of formal
and informal relations between all organisations, groups,
and individuals that are subjects of the study, finding
out about their motivations and agendas, and eliciting
firsthand information that is critical for solving the
problem such as their capabilities and the conditions
attached for their employment. However, the analyst
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should be careful not to allow this effort to gain greater
understanding of the problem to introduce bias.

Assessment Phases, Process,
and Dynamics

It is important to realise that all of the elements of the
C2 assessment are interrelated. Hence Problem
Formulation, Solution Strategy, Measures of Merit,
Scenarios, Human/Organisational Factors, Models/
Tools/Data, and products are all interdependent.
Figure 2.2 illustrates the major phases and iterative
nature required for C2 assessments. The Assessment
Process diagram was the most difficult thing for the
SAS026 team to agree upon. In essence this diagram
is at the heart of the COBP (Starr, 2001). The
remainder of this chapter discusses the key points in
this diagram.

Figure 2.2. C2 Assessment Process
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Problem Formulation

The output of Problem Formulation (Chapter 3) specifies
the “what” of the assessment. C2 studies tend to be
complex and feature multiple attributes, some of which
may not be apparent at the start of the study. Neither
the assessment team nor the sponsor should be
surprised if the issues initially presented for study are
replaced by other issues that are closer to the underlying
causes of the initial problem or, in some cases,
symptoms presented. A consequence of the dynamic
nature of problem formulation is that the solution strategy
and any of the other elements of the assessment may
change as the study progresses. Problem formulation
should therefore be consciously and routinely iterated
during a study—especially when new attributes start to
appear. As a minimum an iteration should occur
immediately following the establishment of the initial
solution strategy and the assessment of study risk.
Additionally, the sponsor should be aware that the
nature of the assessment team, sponsor, or assumption
provider teams might also have to expand or change
with time. This has implications for planning, budgeting,
and tasking.

In nearly all C2 studies the assessment team will study
only a subset of the whole problem space due to the
sponsor’s sphere of interest. This fact must be
recognised by the assessment team. An initial study
of the complete problem space is essential to establish
this realisation. This will help the assessment team to
understand the context of the study and provide advice
to the sponsor on the actual underlying causes to his
problem and consequently the requirement to involve
other participants.
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Solution Strategy

The next step is to develop a Solution Strategy
(Chapter 4) that specifies the “how” of the assessment.
Arising from the Solution Strategy agreed upon and
adopted by the sponsor are a set of terms of reference
(e.g., Statements of Work [SOW] for contracts) that
will determine what work is to be conducted, the
contractual obligations, deadlines, and resources.
Although these must be established as an
experimentation campaign plan® and study
management plan (project plan) before work on the
project begins in earnest, flexibility must be built-in due
to the iterative nature of C2 assessment. The
assessment team must be aware of any preconceived
“solutions” that have been proposed by the sponsor,
stakeholders, and/or decisionmakers and explicitly
deal with these as appropriate, avoiding another
pressure to be steered in a particular direction. The
assessment team must note if its results are being
steered in a particular direction and follow ethical
behaviour in performing the study (see the end of this
chapter). In many cases a risk-based approach to C2
assessments can usefully complement the more
traditional cost-effectiveness approach. In particular,
this helps decisionmakers to deal with the uncertainties
of the real problem.

From a professional point of view analysts should always
defer the selection of a particular method until the problem
has been formulated and a solution strategy has been
defined. Recognise and beware of “preconceived”
solutions that could influence the assessment.
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Review

Once there has been a preliminary formulation of the
problem and development of a solution strategy, it is
imperative that an initial review be conducted. This
review should be conducted from multiple perspectives
(e.g. with respect to the sponsor’s initial problem, the
feasibility with respect to resources including team
skills and schedule, soundness of the proposed
analytic approach). As a result of this review, changes
will usually be made in both the problem formulation
and the solution strategy.

Measures of Merit, Scenarios, and
Human/Organisational Factors

At this stage the assessment team must specify the
hierarchy of Measures of Merit (MoM) (Chapter 5),
incorporate and identify relevant human and
organisational factors (Chapter 6), and specify the
appropriate scenarios (Chapter 7). As suggested by
the diagram, there is no unigque sequence for doing
these tasks. Iteration is required to ensure that these
tasks are done in a coherent, consistent fashion. When
all of these tasks have been completed, the team has
specified the key variables to the necessary level of
detail with adequate considerations for assessment
validity and reliability.

When developing the MoM it is very valuable to involve
the sponsor in establishing the linkages between the
MoMs and the hierarchy of MoM. This is because then
the sponsor will then appreciate the dynamics of the
problem and the requirement for breadth in the study.
Although a full set of MOM must be derived in
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accordance with the best practice noted in Chapter 5,
the MoM should be prioritised to focus on providing
support to the objectives of the study and be practical
and cost effective.

When selecting appropriate scenarios it is good
practise to utilise scenarios (if they exist) from a
standard set of scenarios approved for use within the
assessment and sponsor organisation. The sponsor
must always be approached for approval of the
scenarios. It is bad practice to design a scenario to
prove a point.

Models, Tools, and Data Requirements

The next step is to iteratively identify the methods and
tools (Chapter 8) and data (Chapter 9) required to
perform the assessment. One of the major challenges
of the assessment is to identify and gain access to
models, tools, and data that are appropriate for
exploring the issues of interest. The challenges come
in several dimensions:

* First, there is a limited set of tools that deal
effectively with the C2 dimension of the problem.

» Second, for even this limited set, it is often
difficult to access and modify the tools to reflect
the variables of interest.

« Third, there is often a paucity of useful data and
previously validated parameters.

As a result of the establishment of the MoM for the
study and the data that underpins those MoM and
models, a data collection and analysis plan should be
formulated. The sponsor should also be made aware
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of the difficulties associated with getting appropriate
data, cost of the data collection and analysis plan, and
the implications to the study if the required resources
are not set aside and budgeted to collect, collate,
process, and analyse the data.

Assess Study Risk

At this point in the process the assessment team
should take a look at the risks and uncertainties
(Chapter 10) associated with the decisions made with
respect to all of the tasks performed to date (e.qg.,
consistency between the scenarios and the data,
models and availability of data, tools and analysis).
The sponsor must be made aware of these risks and
uncertainties and the strategies developed by the team
to mitigate them. If the risks associated with the
successful completion of the study are perceived as
being too high, the solution strategies should be
revisited and adjusted accordingly.

Peer Review

When the risk and uncertainties are perceived as
manageable, a peer review should be conducted. Peer
reviews are not used enough because they tend to be
time-consuming, seen as raising costs, or perceived
as threatening. In addition, research teams often want
to perfect their results and methods before revealing
them. The key is to build a peer review into the study
from the outset. The sponsor should be informed as
to the importance of the peer review. Peer reviews
should be built into the budget and reviewers invited
to look at the terms of reference, interim products, and
draft reports so that they are knowledgeable about
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the effort and motivated to support the project. In later
stages of the study, the peer review can improve
presentation and also act as a mechanism to make
the results known to the professional communities.
Over time the assessment team should develop a
relationship with high quality peers and use them as a
pool of reviewers.

Peer reviews are not a luxury but a necessity.

Conduct of the Study

At this point we are in a position to execute the
assessment. The assessment team leader should
keep a study notebook or journal in which all
assumptions and decisions are documented so that
they are available for detailed discussion. Detailed
administrative records need to be kept regarding the
data, metadata, models, and analytical and
documentation tools. This will enable replication of
parts of the C2 analysis should the need arise. An
effort should be made to create data sets (not just the
project results) that will be available to other
researchers. The resources required to make such
data available to external bodies needs to be made
clear to the sponsor. The conduct of the study will not
usually be linear. It should be anticipated that multiple
iterations will be conducted and that lessons learned
from initial data collection and analysis efforts will
inform subsequent activities.

Study Products

The team must recognise the importance of presenting
the results of the assessment in a clear and
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comprehensive manner, taking into consideration the
style of the decisionmaker (Chapter 11). It is
particularly important that these results illuminate
rather than obscure the uncertainties associated with
the assessment.

Ethics

Professional operations research organisations, such
as the Military Operations Research Society (MORS),
have developed professional codes of ethics (Annex
C). The assessment team should also be guided by a
set of professional ethics and standards of conduct to
ensure the integrity and quality of the analysis. This
means that the assessment team should, inter alia:

* Maintain an open and honest dialogue with the
sponsor and other key players within the project
in order to minimise misunderstandings;

» Ensure that C2 assessments are organised and
conducted in a balanced fashion that adequately
identifies and represents all perspectives,
options, and relevant evidence;

* Inform the sponsor and other key players of:

* any constraints, assumptions, or
circumstances that threaten a balanced
assessment; and

« the risks and uncertainties associated with the
methods and data used in the project, and

» strategies to minimise the risks.
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Chapter 2 Acronyms

ACE Resources — Allied Command Europe Resources
— (Part of SHAPE)

AF(N) — Regional Command (North)

AMF(L) — ACE Mobile Force (Land)

ARRC — ACE Rapid Reaction Corps.

C2 — Command and Control

CDE - Concept Development and Experimentation
CPX - Command Post Exercise

FTX - Field Training Exercise

HB(A) — UK Historical Branch (Army)

HQ - Headquarters

IRTF(L) — Immediate Reaction Task Force (Land)
JCSC - Joint Sub-Regional Command South Centre
JCSE - Joint Sub-Regional Command South East
JFCOM — US Joint Forces Command

KIBOWI — NL Army Exercise Driver

MND(C) — Multinational Division (Central)

MoM — Measures of Merit

MORS - Military Operations Research Society

NC3A - NATO C3 (Consultation, Command &
Control) Agency

NL MOD - Netherlands Ministry of Defence
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OOTW - Operations Other Than War

OA — Operational Analysis

OR - Operations Research

PRL — SHAPE Policy Requirements Land

SACLANT OA — Supreme Allied Command Atlantic
Operational Analysis Cell

SFS - Strike Force South
SHAPE — Supreme HQ Allied Powers Europe
SOW - Statements of Work

WPC —Warrior Preparation Center (Ramstein Germany)

Chapter 2 References

Research and Technology Organization (RTO) SAS-003
reporton IFOR and SFOR data collection & analysis
(6 AC/323(SAS)TP/11). [Technical Report]. (1999).
Neuilly-Sur-Seine Cedex, France: North Atlantic
Treaty Organisation (NATO) RTO. Available from
http:/AMww.rta.nato.int/RDP.asp?RDP=RTO-TR-
006

Starr, S. H. (n.d.). (2001). Lessons recorded from
applying the North Atlantic Treaty Organisation
(NATO) code of best practice (COBP) for C2
assessment to operations other than war
(OOTW). McLean, VA: MITRE Corporation.
Available from http://www.mitre.org/support/
papers/tech_papers_01l/starr_nato/
starr_nato.pdf



46 NATO Code of Best Practice for C2 Assessment

Candan, U. and Lambert, N. J. (2002). Methods used
in the Analysis and Evaluation of the Immediate
Reaction Task Force (Land) Command and
Control Concept. TN 897. NATO C3 Agency,
PO Box 174, 2501 CD, The Hague, The
Netherlands.

Appendix 1 to Chapter 2: Participant
Mapping of the Evaluation of the
Immediate Reaction Task Force
(Land) C2 Concept—An Explanation
of Figure 2.1

Background

The Immediate Reaction Task Force (Land) (IRTF(L))
command and control concept was proposed in 1998
as a mechanism to modernise the ACE Mobile Force
(Land) (AMF(L)). The IRTF(L) concept is predicated
on the enlargement of AMF(L) from brigade size up to
division size with a single streamlined headquarters
and a chain of command using embedded mini-Task
Group HQ cells. This was evaluated between 1999
and 2001 as a test case for the NATO Concept
Evaluation and Experimentation (CDE) process using
a series of FTX, CPX, wargames, simulations and
historical analyses.

Assessment Team

In the case of the IRTF(L) study the assessment team
was led by NC3A OR Division, with contracted experts,
analytical and military support from KS Consultants
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and UK DERA. Free analytical support was also made
available at peak periods from US JFCOM and
SACLANT Operational Analysis (such as the exercises
of the experimentation campaign).

The sponsor was SHAPE Policy and Requirements Land—
who were tasked with the evaluation of the C2 Concept.

It was clear to the assessment team as to why the
sponsor wanted the study—a straightforward
evaluation of the military utility (to NATO) of the C2
Concept. However at the end of the study the results
were combined with other issues, and decisions were
made on the future of the unit under study. This was
something that was not foreseen by any of the
participants at the start of the project.

Decisionmakers or Problem Owners

The sponsor’s task was to provide advice up the chain
of command to SACEUR and ultimately the Military
Committee on the efficacy of the C2 Concept. Although
the HQ ACE Mobile Force (Land) was the subject of
the study it was also party to any decision regarding
its own future modernisation. Itis commanded directly
by SACEUR via SHAPE.

SACLANT CDE, however, was not in the command
chain, but was seen as a decisionmaker within the
context of the study as it was interested in the
experience of the team in conducting the study as a
test case to illustrate the value of NATO Centred CDE
to the Alliance.
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Stakeholders

The ACE Mobile Force (Land) was the main
stakeholder as it was the subject of the study. As a
decisionmaker, data and assumption provider and also
possible member of a future study team it was in a
very powerful position, and was approached and
treated with much respect by the assessment team.
After a shaky start (where neither side was sure of the
other’s intentions) a good working relationship was
established over the period of the project.

The Netherlands MOD—in the form of the Royal
Netherlands Army—was the provider of the Command
Information System (ISIS) used as the digitisation
vehicle for the evaluation of the concept. As such it
was directly affected by the exercise program used
for the experimentation and also the future of the
concept and AMF(L).

The Military Committee was also a stakeholder,
representing the Nations of NATO that contribute
troops and staff to the AMF(L), and these nations would
be directly affected by any decision on the concept.

ACE Resources at SHAPE were also a stakeholder as
they were required to sanction and organise any manning
changes proposed for the HQ—including the temporary
additional manning required for the evaluation.

Bill Payer

Monies were mostly provided from the slice of the
NC3A Scientific Program Of Work (SPOW) controlled
by SHAPE PRL. In the initial stages of the project
additional monies were also provided by SACLANT.
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Monies also had to be sought from the SHAPE
Exercise budget to pay for movement of the exercise
observers in order to attend the exercises.

Throughout the project the NC3A was the contractual
authority to let contracts on behalf of the bill payer.

Existing Study Teams

An extensive literature search was conducted for the
study—with the majority of recent references occurring
within the UK and US. Exploratory trips (organised
through US JFCOM) to US Battle labs and UK facilities
(through UK DERA) revealed the current state of
knowledge with respect to measuring C2 performance
in exercises and evaluating new C2 concepts. In
response to this the data collection methodology was
based initially on the Fort Leavenworth, US Army
Research Institute ACCES method.

Future Study Teams

It was identified at an early stage that there could be
future related projects. In particular those relating to
expeditionary and initial entry forces. The probable
NATO organizations that could be involved in such
studies were NC3A, SHAPE PRL, AMF(L),
Multinational Division (Central), Strike Force South and
the ACE Rapid Reaction Corps. Of course there would
probably be future study teams within the nations—
but these plans are not visible to NATO. Consequently,
as the assessment team was very likely to be involved
in such future work; all data was archived and routinely
written up and published.
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Peer Reviewers

The assessment team were not able to arrange a
formal Peer Review of the solution strategy adopted.
This mechanism does not yet exist for NATO centred
studies. What was achieved the submission of the
problem to the SAS026 panel as an example for testing
the coverage of the revised COBP. This yielded some
practical advice and helped the assessment team
better understand the dynamics of the project.

Data Providers

Most of the data for the evaluation were derived from
NATO training exercises run by or for AMF(L),
MND(C), SFS and Joint Sub Regional Commands
South East and South Centre. In all cases relationships
had to be curried by the assessment team and sponsor
to allow access to the HQ and Exercise Control for
the exercise observers, and for background materiel.
In two cases national exercise training centres and
exercise drivers were hired by the assessment team
to support command post exercises (Warrior
Preparation Center, and the KIBOWI exercise driver).
Historical data for the study was also provided from
the UK Historical Branch (Army)—which was
approached via the contracted UK members of the
assessment team.

Assumption Providers

The assessment team was in the fortunate position to
actually be one of the assumption providers—through
NC3A'’s and the sponsor’s involvement in the NATO
Defence Requirements Review. The owner of the C2
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Concept however remained HQ AMF(L) itself, and
therefore remained the authority as to its conceptual
and physical implementation.

Data Collectors

In the case of the IRTF(L) study, data was largely
extracted through observation of HQ activities during
exercises and team-in-the-loop wargames. In all of
these exercises Subject Matter Experts (SME) were
used to observe functional and cross functional
activities in the HQ. Most of the military SMEs were
provided by Regional Command AF NORTH and its
subordinate commands across Allied Command
Europe (ACE). Additional data collectors were also
provided by the German University of the Federal
Armed Forces and US JFCOM. UK DERA provided
military analysts to lead some of the activities involved
in capturing the HQ processes.

!As developed independently by the SAS-026 panel in February
2001 in response to a presentation in the IRTF(L) project. In
fact, this was fairly close to what was available to the team.
2Linear programming, dynamic programming, queuing theory,
inventory control, network analysis with PERT, game theory and
simulation.

SRequired if the C2 Assessment makes use of a series of linked
events such as seminars, wargames, command post exercises
(CPX), field training exercises (F