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Preface 

This volume is a revised version of the same title first published 
in 1995. It was, and remains, a brief primer on the key security is- 
sues that  emerge from the proliferation of nuclear, biological, and 

chemical (NBC) weapons and missiles as a means of delivery. 
Since its initial publication, much work has been undertaken to 

improve our unders tanding of the NBC threat and the conse- 
quences for U.S. forces should these weapons be used. While these 

efforts have significantly advanced the knowledge base, the judg- 
ments  of this primer remain valid. 

The most notewor thy change from the first edition is the ad- 
dition of a separate chapter on NBC terrorism. This reflects a 

growing national concern about the possibility for, and conse- 
quences of, terrorist use of these weapons against the United 

States homeland.  We judge this threat to be real, and view it as a 

logical extension to the threat  already posed to U.S. forces de- 

ployed abroad. Given the potentially profound implications of 
NBC weapons, we must devote at tent ion to the mitigation of 
every aspect of this threat. 
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The NBC Security Paradox 

It is a paradox of the present security environment  that at a time 

when the United States has renounced the possession of offensive bio- 
logical and chemical weapons- -and  is reducing fundamental ly the role 

of nuclear weapons in its defense posture--a number  of actors are ac- 
tively pursuing such weapons. These include not only rogue states 

such as North Korea and Iran, but also nonstate actors such as the Aum 
Shinrikyo cult that employed sartn gas in the Tokyo subway. Moreover, 

as the May 1998 nuclear tests in India and Pakistan demonstrated, the 
value ascribed to these weapons in some regions of the world is actu- 

ally increasing. In fact, as evidenced by the use of chemical weapons in 
recent conflicts despite the strengthening of international legal norms 

against the possession of NBC weapons, barriers to possession and use 
may actually be eroding. For these reasons, NBC proliferation repre- 

sents a growing and direct threat to U.S. security strategy and to the 
ability of the United States to use military force as an instrument of 

that strategy. 

The intelligence community  has published various assessments of 
more than two dozen countries that are actively pursuing NBC weapons 
programs and has identified many of these states as currently possessing 
or seeking ballistic missiles with ever longer ranges. The Department of 
Defense report, Proliferation Threat and Response, presents an equally 
troubling vision of the proliferation threat. Congressional publications, 
including The Proliferation Primer released by the Senate Committee on 
Governmental Affairs, make clear that the profound security implications 
stemming from NBC and missile proliferation are shared by both the 

executive and legislative branches. 



Delerrencz, and Defense in an NBC Environment 

Most t roub l ing  is tha t  several of  the  countr ies  pursuing  NBC and mis- 

sile programs represent  a central  threat  to s tabi l i ty  in regions of  vital  U.S. 

interest .  These states, located in cri t ical ly i m p o r t a n t  areas in which  the  

Uni ted  States has long-s tand ing  securi ty c o m m i t m e n t s  and  the  forward 

presence of forces, appear  de t e rmined  to pursue aggressive policies to ad- 

vance thei r  pol i t ical  and  ideological  goals. The Uni ted  States is of ten per- 

ceived as the  major  obstacle  to the  ach ievemen t  of these goals. The mo-  

tives for acquir ing  NBC weapons ,  each differing in s ignif icant  ways, must  

be seen in this  context .  1 

Prevent ion of prol i fera t ion t h rough  t rad i t iona l  measures  such as 

d ip lomacy,  expor t  controls ,  and  securi ty assurances is an essential  ele- 

men t  in r e spond ing  to the  NBC and  missile threat .  However,  given the 

growing avai labi l i ty  of dual-use  t echno logy  and a l ternat ive  suppliers,  a 

de t e rmined  prol i ferator  of even modes t  resources is likely to succeed, es- 

pecial ly  wi th  biological  and  chemica l  weapons  programs.  Thus, there  is a 

clear r equ i remen t  to prepare  and  p lan  more  comprehens ive ly  for the  

threa t  represented by  the  prol i fera t ion  of NBC weapons ,  as well as mis- 

siles as a means  of  delivery. 

Nuclear Weapons 

Nuclear  prol i fera t ion  clearly receives the  greatest  a t t en t ion  from the 

public,  as well as wi th in  the  pol icy  c ommun i ty .  After decades of largely 

posi t ive news, nuclear  nonpro l i f e ra t ion  efforts faced a serious set back 

with the  Ind ian  and Pakistani  nuclear  weapons  tests. These tests, a long  

with  earlier discoveries about  the  sophis t ica t ion  of the  Iraqi nuclear  pro- 

gram and  the con t inu ing  concern  about  leakage of fissile mater ia l  f rom 

the  former  Soviet Union,  have refocused a t t en t ion  on  nuclear  weapons  
pro l i fe ra t ion2  

Whi le  the  ut i l i ty  and  leg i t imacy of nuclear  weapons  are increas ingly  

ques t ioned  in the  West, from the  perspect ive of countr ies  like Iran and 

Nor th  Korea there  appear  to be m a n y  poten t ia l  benefi ts  of possessing 

even a small  handfu l  of crude, low-yield weapons .  The perceived value of 

these weapons  is reflected in the  of ten cited s t a tement  a t t r ibuted  to for- 

mer  Ind ian  Army Chief  of Staff Sundarji :  one  pr incipal  lesson of the  Gulf  

War is that ,  if a state in tends  to fight the  United States, it should  avoid  

do ing  so unt i l  and  unless it possesses nuclear  weapons .  
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Presumably, in the eyes of proliferators, nuclear weapons  would serve 
to coerce and deter tile United States from responding to aggression such 

as Iraq initiated against Kuwait or, at a min imum,  would complicate 
coali t ion building within and outside the region. Nor th  Korea must  also 

perceive enormous  value in possessing nuclear weapons,  perhaps by 
threatening Japan to deny  the United States access or by actually using 

nuclear weapons against targets such as key ports and airfields in the 
south or in a more "tactical" way, such as for electromagnetic  pulse 

(EMP) effects. The potential  pol i t ical - -and therefore mi l i ta ry- - impact  of 
the use of even one nuclear weapon is of such magni tude  as to require 

careful considerat ion in devising possible responses and defenses. 3 

Biological Weapons 
Although long treated as less threatening than  nuclear weapons,  in- 

creased a t tent ion is being given to the biological threat. Many of  the 

Cold War assumptions about  the strategic and tactical utility of  biological 
weapons  (BW) no longer appear valid. In fact, given the diffusion of the 

dual-use technologies involved, the pursuit of BW is now recognized as a 
relatively cheap and easily available path to acquire a weapon  of mass de- 
s t r u c t i o n - t h e  "poor  man's  a tomic bomb."  In addition, the absence of 
unique signatures for BW facilities, reducing their vulnerability to attack, 
only  adds to the attractiveness of biological weapons.  4 

It is possible for biological agents to inflict massive casualties against 
"soft" targets such as cities to an extent that  rivals mega ton  yield nuclear 
weapons.  Further, because only  small quantities of these highly lethal 

agents are needed to achieve significant effects, an aggressor can choose 
a m o n g  multiple delivery modes and attack options. Moreover, as the 

number  of states engaged in BW research has grown, the sophistication 
of their work has also grown, leading to technical advances (e.g., mi- 
croencapsulat ion to produce more  stable agents for use over longer peri- 
ods) that  may permit  biological agents and toxins to be used in a more  
controlled fashion to advance tactical goals. In fact, while biological 
weapons  have most  often been seen as true weapons  of  mass destruction, 
it is evident that  BW can be used in a more  discriminate fashion, for ex- 
ample against troops, agriculture, materials (such as fuel and electronics), 
and against other  assets such as ships and naval task forces. BW use on  
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the battlefield and against such critical targets as airf ields--once consid- 

ered unlikely because of the slowness for biological agents to work and 
their  suscept ibi l i ty  to meteoro logica l  and p rophy lac t i c  fac to r s - -has  

become a significant thereat. 

The inability to detect and identify biological agents at a distance, 

and therefore to defend effectively against BW attack, further c o m p o u n d s  
the challenge. While gas masks can be effective against most  agents with 
warning, and while progress has been made in such areas as vaccine re- 
search, current defenses canno t  reliably protect U.S. forces or civilians. 

Planned improvements ,  such as the ongoing  vaccination of U.S. forces 
against anthrax, will reduce the scope of the problem but  not  eliminate 

it. Moreover, the United States has only  begun the process of  developing 
strategic and policy responses to the BW threat, and only  recently has it 

begun to address vulnerabilities to the biological terrorist threat. 

Chemical Weapons 

There are significant differences between chemical  weapons  (CW) on  
the one hand  and biological and nuclear weapons on the o the r  For ex- 
ample, the relative lethality of CW is substantially less; a considerably 
greater quan t i ty  of chemical  agent  is needed to inflict a given level of  

casualties than  for biological agents or, of course, for nuclear weapons.  
Likewise, significant differences exist in the feasibility of defenses. 

Al though exceptions exist (such as chemical agents developed by the for- 
mer Soviet Union capable of penetrat ing gas masks), it is possible to pro- 
vide high-quali ty CW defenses, even for civilian populations,  at relatively 
low cost. 

Because of these differences, some experts tend to minimize the po- 
tential consequences of CW use, arguing that  CW does not  merit  consid- 
eration as a weapon of  mass destruction. In fact, as is clear from in-depth 
analyses of chemical  play in European and Korean exercise scenarios, CW 
use against U.S. and allied forces and critical infrastructure facilities can 

have a major  impact  on the course of the conflict, particularly in increas- 
ing the number  of  casualties. Even with early warning, well-equipped and 

trained forces are likely to take some losses from CW attacks and, unar- 
guably, such use - -o r  even the threat of  use - -would  have a dramatic effect 
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on performance,  particularly if use were prolonged,  s Finally, the introduc- 
t ion of CW in a conflict will most  likely have profound political conse- 

quences that  will, in turn, have a direct impact  on  the operat ion and out- 
come of the war, raising issues from war aims to---in the event of  

large-scale CW use- - the  possible use of nuclear weapons  in response. 

Missiles 

The majori ty of NBC proliferators appear to view missiles, and specif- 

ically ballistic missiles, as the delivery system of choice. More than a 
dozen of these countries have operational  ballistic missile programs. 
Although the ballistic missiles in the arsenals of  these proliferators today 

are, for the mos t  part, limited in range to about  600 kilometers, missiles 
capable of  m u c h  longer ranges are being aggressively pursued. For exam- 

ple, Iraq, on  its own, was able to increase significantly the range of  its 
Soviet-supplied Scuds. North Korea is actively export ing longer range 

Scuds, has deployed the 1,000+ kilometer No Dong, and in August 1998 

launched  the Taepo Dong three-stage missile with an estirnated range 
capability sufficient to strike Alaska and Hawaii. Potential buyers for 
these North  Korean missiles are numerous .  Similarly, as cruise missile 

t echnology  becomes widely available (e.g., with the availability of global 
posi t ioning system technology),  cruise missiles will almost  certainly be- 

come more  attractive, offering a low-cost but highly effective means of  
NBC delivery. 



I I .  

Key Security Challenges 

One of the most  fundamen ta l  impl icat ions  of NBC and  missile prolif- 

erat ion is its effect on  deterrence and  defense in the formula t ion  and  exe- 

cut ion  of U.S. na t iona l  security policy. For example, Cold War models 

such as Mutual  Assured Destruct ion have little relevance to the con tem-  

porary dynamics  tha t  establish the condi t ions  for U.S. defense p lann ing .  

As a result, it is imperative to conceptualize deterrence and  defense differ- 

ently,  m o v i n g  away from the  grand  strategies of the earlier East-West 

rivalry toward a regional focus. 

The appendix  includes a set of matrices that  depicts various regional 

proliferation and  policy issues, across the spectrum from acquis i t ion of 

NBC capabilities to use. For purposes of this analysis, which  concentrates  

more narrowly on  the challenges tha t  the U.S. mil i tary faces as a conse- 

quence  of c o n t i n u i n g  NBC and  missile proliferation, it is essential to 

come to grips with three central operat ional  questions:  

• How can the Uni ted  States deter the use of NBC 

weapons against U.S. forces and  those of its allies? 

• What  can the Uni ted States do to protect its forces i f  

NBC weapons  are used? 

• How can the Uni ted States prevent  further use once 

such weapons are used? 

It is evident  that  there are no  simple answers to these complex ques- 

tions. As a possible guide for framing the issues involved, it may be useful 

to begin by asking how can the United States deter war. "lb the extent  that  

NBC weapons are viewed by proliferators as u n d e r m i n i n g  the capability 
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and  credibility of U.S. conven t iona l  forces, the very possession of NBC 

weapons could make these states more likely to engage in war, and  the 

very decision to go to war may be a func t ion  of the will ingness to use 

NBC weapons. That  is, there may now be s i tuat ions--Korea is a likely 

case--where  the on ly  way to deter the use of NBC may be to deter the 

ou tbreak  of war. Nevertheless,  should  deter rence  of war fail, it is still 

essential to unders tand  the requirements  to deter NBC use in conflict. 

As a first step, one  can consider  a n u m b e r  of "lessons learned" from 

case studies where deterrence has succeeded, as well as where it has 

failed. 6 In this regard, several observat ions are relevant: 

• Given the right condi t ions ,  deterrence can work. U.S. 

security policy should be designed to s t rengthen  and  

make more effective deterrence in the face of regional 

NBC proliferation. 

• Deterrence is inheren t ly  complicated.  Numerous  fac- 

tors shape its success or failure; some are difficult to 

know and  some are impossible to affect reliably. At a 

m i n i m u m ,  for deterrence to work, a n u m b e r  of spe- 

cific condi t ions  usually must  be met. These include, 

bu t  are no t  l imited to: a "rat ional" cost-benefit  calcu- 

lat ion on  both  sides, mutua l  unders tandings ,  effective 

communica t ions ,  and  control  of forces. The problems 

with meet ing  these condi t ions  are likely to be more 

significant in the current  strategic e n v i r o n m e n t  than  

they were dur ing  the Cold War. 

• The Uni ted States needs to include new factors in 

th ink ing  about  deterrence, factors that are likely to 

vary substant ial ly region by region and  even count ry  

by country.  These include cultural/religious differ- 

ences that  inf luence value hierarchies, risk tolerances 

and communica t ions .  

• Countr ies  will seek to use their  NBC capabilities to 

deter the Uni ted  States from in t e rven ing  ln to  their  

region. In this sense, deterrence is more of a two-way 

street t han  in  the East-West relationship.  

• Especially when  regime survival is at stake, rogue 

countr ies  will likely assume that the asymmetry  of 

interests will favor them over the Uni ted States. 

8 
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• Given tha t  the  necessary, cond i t i ons  for de ter rence  to 

succeed are less l ikely to per ta in ,  the  Uni ted  States 

mus t  be prepared  for the  poss ibi l i ty  tha t  de ter rence  

will fail. 

From these  "lessons," it is also ev ident  tha t  f u n d a m e n t a l  to the  con-  

cept  of de ter rence  is the  r equ i remen t  to pos se s s - - a nd  be seen as possess- 

i n g - - t h e  capabi l i ty  and  will to inflict  a greater  a m o u n t  of pa in  in re la t ion 

to the  po ten t ia l  gain tha t  would  result f rom the ac t ion  be ing  c on t e m-  

plated.  In short ,  to  deter  confl ict ,  as well as to avoid  be ing  deterred,  the  

Uni ted  States mus t  be prepared  for war. This includes  bo th  the  abi l i ty  to 

retal iate wi th  o v e r w h e l m i n g  force (deterrence by threat  of p u n i s h m e n t )  

as well as the  abi l i ty  to overcome the  effects of NBC use and  c o n t i n u e  to 

prosecute  effective opera t ions  and  prevail  in the  confl ic t  (deterrence by  

denial) .  



I I I .  

Operational Implications 

To unde r s t and  how best  to prepare  mi l i ta ry  forces for opera t ions  in 

an NBC env i ronmen t ,  it is necessary to ident i fy  how NBC and  missiles 

are l ikely to  be e m p l o y e d  by prol i ferant  states and  the  opera t iona l  impli-  

ca t ions  of such use at bo th  the  strategic and  tactical  levels.; 

Employmen t  concepts  of potent ia l  regional  adversaries will a lmost  cer- 

ta inly be much  different than  those assumed of the  former Soviet Union  by  

U.S. p lanners  in the  Cold War. In the  regional  context ,  NBC w e a p o n s - - a n d  

especially BW and C W - - a r e  likely to be used against  the  United States and  

its coal i t ion partners  to achieve special effects, not  solely as weapons  of 

mass des t ruct ion designed to cause large numbers  of ind i sc r iminan t  casual- 

ties. These weapons  may  best be unders tood  as ins t ruments  that  weaker ad- 

versaries would  use selectively against  known or presumed vulnerabil i t ies  

of the  United States and  its coal i t ion partners,  precisely because they  can be 

tai lored to achieve significant and  immedia te  political,  psychological ,  and  

mil i tary effects. 

Adversaries seeking to max imize  the  advantages  of NBC weapons  to 

counter  U.S. co n v e n t i o na l  super ior i ty  m a y  pursue anti-access strategies 

tha t  rely on  these weapons  to deny  U.S. presence in thei r  region.  Thus, 

ra ther  than  be ing  seen as weapons  of last resort, for some,  NBC weapons  

are l ikely to be seen as weapons  of choice,  to be e m p l o y e d  early in a con- 

flict. Such weapons  could  be used in a m a n n e r  tha t  creates substant ial ,  

poss ibly  cr ippl ing,  pol i t ical  and  mi l i t a ry  p rob lems  for the  Uni ted  States 

and  its allies. Large fixed facilities essential  to the  prosecu t ion  of the  war, 

such as airfields and  ports, or targets t ha t  mus t  be de fended  for pol i t ical  

reasons,  such as popu la t i on  centers, are especial ly vulnerable .  As a result,  

11 
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use or threa t  of  use of NBC weapons  can slow en t ry  in to  thea ter  and  de- 

grade e m p l o y m e n t  of superior  conven t iona l  forces by  d a m a g i n g  or de- 

s t roying  critical facilities and  nodes,  and  by ho ld ing  key force capabi l i t ies  

con t inuous ly  at risk. 

At the  strategic level, one  fundamen ta l  pr inc ip le  is tha t  future U.S. 

mi l i ta ry  engagemen t s  could  carry the  risk of NBC use. Thus, it is essential  

to th ink  about  the  p rob lem in a b road  po l i t i ca l -mi l i t a ry  context ,  across 

the  spec t rum from pol icy  to acquis i t ion,  to doc t r ine  and  t ra ining,  to the  

conduc t  of opera t ions .  Observat ions  at the  strategic level include:  

• The threa t  of strategic a t tack with  NBC would  most  

l ikely be des igned to cause the  loss of pol i t ica l /publ ic  

suppor t  in an effort to deter  the  Uni ted  States from 

act ing or  to force its wi thdrawal .  In such circum- 

stances, the  na t iona l  c o m m a n d  author i t ies  will want  

assurances that  U.S. forces will not  come under  a t tack 

or, fai l ing such assurances,  tha t  U.S. forces will have a 

h igh ly  effective defense,  at least against  biological  and  

chemica l  weapons .  

• Use of NBC could  i m p a c t  d i rec t ly  on  the  o u t c o m e  of 

a conf l ic t  if such use or  the  th rea t  of  use inh ib i t s  the  

U.S. ab i l i ty  to dep loy  or c o n d u c t  r e in fo rcement ,  al- 

ters U.S. war t ime  object ives ,  d is rupts  coa l i t ion  for- 

m a t i o n  or  cohes ion ,  or causes cap i tu l a t i on  of the  

coun t r y  be ing  defended .  Loss of  s tag ing  areas /bases  

in n e i g h b o r i n g  countr ies ,  because  of coercive th rea t s  

to  (or ac tua l  a t tack  on) those  countr ies ,  could  se- 

vere ly  cur ta i l  U.S. or coa l i t i on  opera t ions ,  poss ib ly  

c o m p r o m i s i n g  the  overal l  p rosecu t ion  of  the  cam-  

pa ign  (e.g., a l t h o u g h  an a t tack  m a y  be con ta ined ,  

there  m a y  no t  be suff icient  logis t ic  suppor t  ava i lab le  

to c o n d u c t  a coun te ra t t ack) .  

• NBC weapons  could  alter the  mi l i ta ry  ba lance  in the  

region if thei r  use severely degrades the  opera t iona l  

capabi l i t ies  of U.S. and  coal i t ion  forces. 
• Uneven  capabil i t ies  a m o n g  various coal i t ion  elements ,  

wi th  regard to equ ipp ing  and t ra in ing  for NBC opera-  

t ions and  for de fend ing  against  ball ist ic and  cruise 

12 
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missile attacks, wou ld  offer an adversary oppor tun i t i e s  

to exploi t .  

At the  opera t iona l  level, it is i m p o r t a n t  to t h i n k  abou t  the  impac t  of 

NBC use bo th  on  ind iv idua l  uni ts  and  on  larger format ions .  At the  uni t  

level, a n u m b e r  of observa t ions  can be made:  

• Once the  presence of NBC capabi l i ty  in the  hands  of 

oppos ing  forces has been  es tabl ished (or even sus- 

pected),  U.S. and  coal i t ion  forces will  have to carry 

wi th  t h e m  at all t imes  thei r  pro tec t ive  gear, and  m a y  

be compe l l ed  to alter the i r  activit ies in ways tha t  de- 

crease opera t iona l  effectiveness and  increase vulnera-  

bi l i ty  to conven t iona l  at tack.  After the  first use of 

NBC weapons ,  or pe rhaps  even before,  uni ts  will have 

to consider  at tacks as po ten t i a l ly  invo lv ing  NBC, and  

thus  will need to  opera te  for ex t ended  per iods  inside 

pro tec t ive  c lo th ing/enc losures .  

• The consequences  of opera t ing  in pro tec t ive  gear de- 

s igned for use in a CW e n v i r o n m e n t  can be severe, re- 

duc ing  uni t  effectiveness dramatical ly .  It m a y  be the  

case in the  future tha t  add i t iona l  p ro tec t ion  will be 

necessary in a BW e nv i ronme n t .  Moreover,  t roops  

subjected to  NBC attacks m a y  become  d isor ien ted  and  

subject  to panic ,  e rod ing  uni t  cohes ion.  Use of ant i -  

dotes  can have adverse phys io logica l  and  psychologi -  

cal impacts  and  cause an t ido te  casualties,  fur ther  de- 

creasing uni t  effectiveness.  

• Units  required to unde rgo  d e c o n t a m i n a t i o n  will l ikely 

be ou t  of ac t ion  for cons iderable  t ime and  require  di- 

vers ion of logistics resources (personnel ,  water, etc.) 

f rom o the r  missions.  There are also adverse effects on  

e q u i p m e n t  exposed  to  cer ta in  chemica l  and  biological  

agents,  and  majo r  d e c o n t a m i n a n t s  can corrode and  

des t roy  c o m p o n e n t s .  Extended exposure  of crit ical 

e q u i p m e n t  can p roduce  s ignif icant  losses. 

For larger format ions ,  the  fo l lowing observa t ions  apply :  
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• U.S. and  coal i t ion  forces will be most  vulnerable  to 

NBC at tack when  en te r ing  the thea te r  of opera t ions ,  

when  large number s  of forces are concen t r a t ed  at a 

relat ively small  n u m b e r  of  airfields and  ports.  

Therefore,  p lans  will have to inc lude  mul t ip le  and  dis- 

persed po in ts  of e n t r y - - a s  well as d e p a r t u r e - - t o  avoid  

over concen t ra t ion ,  and  the adverse effects of  loss, 

even for shor t  periods,  of critical nodes.  The require- 

m e n t  to avoid overc rowding  can lead to unaccep tab ly  

long inser t ion,  force concen t ra t ion ,  and  resupply  

t imes,  j eopard iz ing  the  abi l i ty  of  the  c o m m i t t e d  forces 

to carry out  thei r  missions.  

• NBC weapons  used to disrupt  ground,  air, and  sea op-  

era t ions  could  have a c r ippl ing  effect on  the  abi l i ty  of 

forces to carry out  thei r  missions.  For example ,  divert-  

ing aircraft and  crews to a l ternate  bases m a y  place 

t hem in less pro tec ted  facilities, and  require  t hem to 

fly longer  routes to targets, thus  stressing the surveil- 

lance, de tec t ion ,  and  target  acquis i t ion  requirements ,  

and  increas ing the d e m a n d  for tanker  support .  

Because of  increased opera t ing  distances,  response 

t imes,  mutua l  support ,  and  resupply  t imes  will also be 

adversely affected. 

• As noted,  uni ts  and  facilities opera t ing  unde r  the  im- 

media te  threat  of NBC use, or in areas where  such 

weapons  have actual ly  been used, will suffer serious 

degrada t ion  in their  abi l i ty  to carry out  required tasks. 

These losses mus t  be made  up for by divers ion of 

o the r  comba t  and  logistics resources from their  pri- 

ma ry  tasks, thus  reducing  overall  force effectiveness. 

For example ,  while  a ma in  opera t ing  base may  be rea- 

sonably  resis tant  to BW and  C W  attacks if adequa te  

warn ing  is provided,  the  resul t ing requ i rement  to op- 

erate in protec t ive  gear will inevi tab ly  reduce sortie 

genera t ion  rates. 

• There will be s ignif icant  impl ica t ions  conce rn ing  the 

provis ion of medical  assistance. Field medical  activi- 

ties will be difficult  if no t  imposs ib le  to per form in 

c o n t a m i n a t e d  e nv i ronme n t s  (e.g., assessing vital signs 
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and administering aid are next to impossible when in- 
dividuals are in protective gear). Medical facilities are 

likely to be rapidly saturated, especially if indigenous 

populations are affected, thus increasing recovery 

times with the result that individual battle casualties 

will be out of action for longer periods of time. 

Headquarters and logistics facilities may be particu- 
larly at risk. Certainly a large, forward-deployed head- 

quarters would be vulnerable. Consequently, the exis- 
tence of an NBC threat will constrain options as to 

where a headquarters facility can be located and how 

it should be defended. 

If key assumptions about how quickly IJ.S. conven- 

tional forces would be able to destroy or render inef- 

fective the NBC threat are proven to be optimistic, the 

United States may find that assumptions about its 

ability to operate for protracted periods in a protective 

posture may be proven wrong. Over time, the degra- 

dation in the ability to operate effectively may be 

more severe than currently anticipated. 

It is possible that over the longer term the ongoing 

"revolution in military affairs" will offer opportunities 

for reducing the vulnerability of U.S. and coalition 

forces to NBC attack (e.g., techniques and weapon sys- 

tems that will minimize the requirement to concen- 

trate forces). However, while U.S. advanced conven- 
tional capabilities will undoubtedly increase, the 

capability of adversaries to employ NBC weapons in 
an asymmetric fashion will also improve (e.g., in- 

creased ranges to reach beyond the region, including 

the ability to strike the United States homeland). 

Finally, in addition to the above, the direct and psychological impact 
of NBC use on the civilian population of the country being defended, al- 

though not measurable, could have substantial operational and strategic 
consequences: 

• Reactions by civilian populations could become mili- 

tarily significant. For example, mass migrations could 
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impede  mi l i ta ry  movemen t s ,  opera t ions ,  and  f reedom 

of act ion.  

• Activit ies d e p e n d e n t  on  local civi l ian labor  may  be 

curtai led,  such as po~t operat ions ,  e i ther  t h rough  loss 

of life to NBC at tack or  t h rough  deser t ion  of ind iv idu-  

als or their  refusal to par t ic ipate  due to NBC threats .  

• The des t ruc t ion  of civi l ian assets (or, in the  case of  

BW and  CW, kil l ing the  people  tha t  opera te  t h e m ) - -  

power  sources, c o m m u n i c a t i o n s  means,  t ranspor ta-  

t ion in f ra s t ruc tu re - -cou ld  have f u n d a m e n t a l  conse- 

quences  for the  mi l i ta ry  campaign .  In addi t ion ,  the  

necessi ty to diver t  resources to reestabl ish these assets 

would  be a s ignif icant  dra in  on  capabil i t ies.  

• The requ i rement  to divert  resources, ranging  from ac- 

tive defenses against  missile a t tack to medical  re- 

sources, to protect  civi l ian popu la t ions  will severely 

curtail  the  avai labi l i ty  of such suppor t  to the  opera t -  

ing forces. 

As a consequence  of these factors, insofar  as effective active defenses 

and  a rapid medical  response to NBC attacks can mit igate  their  effects 

and  reassure allies and  publics,  these strategic assets will become increas- 

ingly  impor tan t .  
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IV. 

Protecting U.S. Forces 

Given the potent ia l  strategic and  opera t ional  impac t  of the  use of NBC 

weapons,  it is imperat ive  to focus on  pro tec t ing  U.S. and  coal i t ion forces. 

In fact, as noted  earlier, being prepared for the  use of these weapons-- -and 

being able to mit igate  and overcome their  effects--is  an essential e lement  

in deterr ing their  use. In this context ,  the  Counterprol i fera t ion  Init iat ive 

and the Joint  "~Varfighting Capabili t ies Assessment (JWCA) process have 

identif ied a number  of  major  weaknesses and  necessary, e nha nc e me n t s  to 

the  U.S. abil i ty to defend against  the  threat.  

Begixming on  all annua l  basis since 1994, the  in te ragency  Counte r -  

pro l i fe ra t ion  Program reviews have r e c o m m e n d e d  increased fund ing  to 

overcome high  pr ior i ty  shortfal ls  in a n u m b e r  of opera t iona l  capabil i t ies .  

These r e c o m m e n d a t i o n s  have inc luded  suppor t  for: 

• Real t ime  de tec t ion  and charac ter iza t ion  of BW/CW 

agents,  inc lud ing  s tand-off  capabi l i ty  

• Passive defense capabi l i t ies  enab l ing  mi l i t a ry  opera-  

t ions to con t inue  in c o n t a m i n a t e d  condi t ions ,  actual  

or t h rea t ened  

• Unde rg round  structures de tec t ion ,  charac te r iza t ion  

and  hard  target  defeat  

• P rompt  mobi le  target  kill 

• Capabi l i ty  to locate and d isarm NBC weapons  inside 

and  outs ide  the  Uni ted  States h idden  by  a host i le  

state or terrorist  in a conf ined  area 

• Detection and interception of low flying/stealthy cruise 

missiles; and 

• Rapid p roduc t ion  of protec t ive  BW vaccine.8 
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In addi t ion ,  these reviews have emphas i zed  the critical need to im- 

prove U.S. in te l l igence capabil i t ies,  bo th  col lect ion and  analysis,  ta i lored 

to the  NBC prol i fera t ion threat ,  as well as the  central  impor t ance  of the-  

ater ball ist ic missile defense.  

The prob lems  of p ro tec t ing  U.S. and  coal i t ion  forces from BW at tack 

are par t icular ly  chal lenging.  The inadequa te  state of exist ing defenses is a 

ref lect ion of the  difficulties i nhe ren t  in creat ing effective BW defenses. 

Compl i ca t i ng  efforts across the  board  is the  absence of  s tandoff  BW de- 

tectors capable  of  p rov id ing  early warn ing  of an i m p e n d i n g  attack. The 

Uni ted  States also lacks vaccines for m a n y  likely BW agents,  and  m a n y  of 

those  that  do  exist may  be on ly  marg ina l ly  effective. Finally, the  Uni ted  

States does not  have an adequa te  capabi l i ty  to d e c o n t a m i n a t e  people,  

equ ipmen t ,  or areas exposed  to BW agents.  Therefore,  it is possible  that  

ind iv idua ls  could  come  in to  con tac t  wi th  BW agents  for a s ignif icant  pe- 

r iod of t ime after an attack. 

Beyond suppor t ing  i m p r o v e m e n t s  such as those  ident i f ied above,  it 

is essential  to ensure tha t  the  emerg ing  NBC threat  is realist ically incor-  

pora ted  in to  service and jo int  doc t r ine  and opera t iona l  p lann ing .  It is 

also impera t ive  tha t  U.S. forces t ra in for the  threa t  in a more  realistic way 

and  that  the  various acquis i t ion  c o m m u n i t i e s  conscious ly  cons ider  NBC 

in every aspect  of their  work. The U.S. mi l i ta ry  leadership  mus t  also ac- 

t ively p romo te  and  par t ic ipate  in the  d e v e l o p m e n t  of new deter rence  

strategies for regional  conflict .  ~' 
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V. 

Deterring NBC Use 

Deterrence is clearly the  first and  preferred l ine of defense.  As noted,  

one  essential  e l emen t  of de ter rence  is m a i n t a i n i n g  a credible  capabi l i ty  

across the  spec t rum of forces, f rom c onve n t i ona l  s u p e r i o r i t y - - i n c l u d i n g  

the abi l i ty  to opera te  in an NBC e n v i r o n m e n t - - t o  a rel iable and  effective 

nuclear  force. Ongo ing  efforts to improve  passive and  active defenses, as 

well as counterforce  capabil i t ies,  will add  to the  U.S. abi l i ty  to deter. 

However,  it is necessary to go b e y o n d  capabi l i t ies  to a r eexamina t ion  of  

how to t h i n k  and  p lan  for de ter rence  in a regional  contex t .  

Many  of the  a s sumpt ions  on  which  U.S.-Soviet de ter rence  was 

founded  may  no t  ho ld  true today.  For example ,  the  Uni ted  States as- 

cr ibed a basic and  shared ra t iona l i ty  to Soviet leaders tha t  m a y  no t  always 

be present  in regional  conflicts.  It was assumed tha t  the  Kremlin would  

act in its own best  interests  and  could  be de ter red  if the  Uni ted  States 

he ld  at risk assets of value to the  Soviet r e g i m e - - w h e t h e r  popu la t ion ,  in- 

dustry,  or leadership-- - tha t  could  be des t royed in a re ta l ia tory  strike. At its 

core, mu tua l  assured des t ruc t ion  assumed the  Soviet Union  would  act to 

reduce the  p robab i l i ty  of nuclear  war and  would  choose  the  status quo 

before risking na t iona l  suicide. Such "logic" may  no t  app ly  in a regional  

context .  In particular,  regional  states mo t iva t ed  by mess ianic  ant i -  

Western zealots or by  regime survival  may  well act differently,  perhaps  

be ing  more  wil l ing to risk a n n i h i l a t i o n  for ou tcomes  the  Uni ted  States 

would  no t  cons ider  "ra t ional ."  

Ar t icula t ing  a regional  de ter rence  strategy (or strategies) should  be as- 

s igned a h igh  priority.  The difficulties involved  are substant ia l .  To some 

ex ten t  these arise f rom the mul t ip l i c i ty  of the  po ten t ia l  uses of these  
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weapons ,  especial ly biological  weapons ,  to inc lude  a spec t rum of  uses 

from non- le tha l  tact ical  use to ind i sc r imina te  and  surrept i t ious  use 

against  u rban  centers.  In addi t ion ,  wi th  the  possible  excep t ion  of  the  for- 

mer  Soviet Union,  there  is l i t t le or no  in fo rma t ion  avai lable regarding the  

e m p l o y m e n t  doct r ines  of states wi th  nuclear  weapons  and  offensive BW 

programs.  Therefore,  it is difficult  to de t e rmine  how such weapons  are 

viewed by  po ten t ia l  users in a way tha t  makes it possible  to deve lop  deter- 

rent  and  re ta l ia tory  responses.  

Deterrence of CW use, especial ly given the  much  greater capabi l i ty  to 

protect  against  the  CW threat ,  m a y  be easier to establish t h a n  deter rence  

of nuclear  and  BW use against  U.S. forces. A robust  defense capabi l i ty  

against  C W  use s t rengthens  deter rence  by de ny ing  an adversary the  abil- 

i ty to achieve his object ives t h rough  the  use of CW. This conc lus ion  is 

suppor ted  by the  Persian Gulf  War exper ience dur ing  which  Iraq did  no t  

use its considerable  CW capabil i t ies,  in part  (at least accord ing  to  reports  

of POW interviews) because of the  perceived advantages  in passive de- 

fenses possessed by  U.S. forces relative to Iraqi forces. On the  o the r  hand ,  

if U.S. forces are not  able to protect  themselves  from CW attacks, and  if 

those  attacks are seen as hav ing  a s ignif icant  impac t  on  the  mi l i t a ry  situa- 

t ion (which large-scale use is l ikely to have), de ter rence  would  be under-  

mined .  

It is a necessary, t hough  no t  sufficient cond i t i on  that ,  to deter  NBC 

use, the  Uni ted  States will need to be perceived as capable  of and  commi t -  

ted to r e spond ing  to such use wi th  force and  decisiveness.  Under  the  

Biological Weapons  C o n v e n t i o n  and  the  Chemica l  Weapons  Conven t ion ,  

the  Uni ted  States has given up the  r ight  to respond  in k ind  to BW and 

CW use. Therefore,  t i le Uni ted  States is l imi ted  to c onve n t i ona l  and  nu-  

clear response op t ions  and  mus t  t h ink  about  the  in te r re la t ionsh ip  of these 

two capabi l i t ies  so that  they  work toge ther  to s t reng then  deterrence.  For 

example ,  the  Uni ted  States will wan t  to  ma in t a in  the  abi l i ty  to redeploy  

nuclear  weapons  of an appropr ia te  type  on  ships and aircraft tha t  could  

be sent  to a region under  cer tain crisis or confl ic t  c o n d i t i o n s )  ° 

Conven t iona l  super ior i ty  may  well be able to deter  NBC use in mos t  

cases, par t icular ly  as conve n t i ona l  weapons  become capable  of ex t rac t ing  

des t ruc t ion  of  mi l i t a ry  capabi l i t ies  comparab le  to weapons  of mass de- 

s t ruct ion.  However, it is no t  certain that  U.S. c onve n t i ona l  forces will be 

successful in de ter r ing  an adversary under  all c i rcumstances .  War -winn ing  
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capabi l i t ies  do  n o t  always t ransla te  in to  war-de ter r ing  capabil i t ies .  It will 

be a cha l lenge  to make visible to an adversary  the  c onve n t i ona l  capabil i -  

ties the  Uni ted  States possesses so they  become  part  of the  de te r ren t  cal- 

cu la t ion  wi thou t  c o m p r o m i s i n g  opera t iona l  cons idera t ions .  

Unde r  some  c i rcums tances ,  U.S. nuclear  weapons  will p lay  an im- 

po r t an t  role in deterrence.  For example ,  nuclear  weapons  are l ikely to 

p lay  a central  role in de ter r ing  nuclear  u se - - a s  well as large-scale chemi-  

cal and  biological  weapons  u se - - aga ins t  the  Uni ted  States and  our  coali-  

t ion  partners ,  and  especial ly against  the  U.S. home land .  The key is to  un- 

ders tand  h o w  nuclear  and  c o n v e n t i o n a l  forces toge ther  can best  provide  

an effective deterrent .  

One  cons ide ra t ion  regarding the  role of nuclear  weapons  in de ter r ing  

NBC use is p ropor t iona l i ty .  If a nuclear  response is perceived as to ta l ly  

d i sp ropor t iona te ,  it  could  lack credibi l i ty .  W h i l e  a nuc lear  response  m a y  

be seen as credible  in re ta l ia t ion  for use of nuc lear  a n d / o r  b iological  

weapons  agains t  u rban  popu la t ions ,  such a response  m i g h t  be seen as 

less credible  if ini t ia l  use is conf ined  to the  bat t lef ie ld .  However,  even at  

the  lower end  of  the  spec t rum,  nuclear  weapons  p lay  a role in de te r r ing  

NBC use. In fact, t he  Uni ted  States m a y  w a n t  to be seen as cons ide r ing  a 

d i s p r o p o r t i o n a t e  response  to NBC use agains t  U.S. forces or  coa l i t ion  

par tners  in order  to e n h a n c e  deterrence.  

The Gulf  War exper ience  m a y  be ins t ruct ive  in this  regard. In this  

real wor ld  case, I r aq - -a f t e r  hav ing  taken measures  to fill b o m b s  and  Scud 

warheads  wi th  BW and  CW a g e n t s - - d i d  no t  e m p l o y  these weapons ,  even 

as it was be ing  ove rwhe lmed  on  the  bat t lef ield.  A l though  it is imposs ib le  

to know wi th  conf idence  why  lraq d id  no t  use its CW and  BW, revela- 

t ions  in late 1995 by the  Iraqi leadership  indicate  tha t  Iraq's decis ion was 

based in part  on  the  fear t ha t  the  Uni ted  States would  retal iate wi th  nu-  

clear weapons  in the  event  of  a BW or CW attack. This Iraqi conce rn  

s t e m m e d  from a direct  U.S. warn ing  tha t  Iraq would  suffer ca tas t roph ic  

consequences  if it used BW or CW agains t  the  coal i t ion .  Baghdad inter-  

pre ted  this to mean  nuclear  re ta l ia t ion.  The warn ings  f rom Israel a lmos t  

cer ta in ly  reinforced this  in te rpre ta t ion .  

The success of de ter rence  in Desert Storm resulted no t  on ly  f rom the  

ex ten t  of U.S. capabi l i t ies  to retaliate,  but  also the  seriousness wi th  wh ich  
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U.S. leadership responded to the potential threat. Both e lements--ensur-  
ing the efficient marshaling of capabilities and effectively communica t -  

ing resolve--wil l  need to be present  in the future if NBC use is to be 
deterred in regional contexts. 

How the United States can best deter NBC use will differ region by re- 

gion and coun t ry  by country.  In developing regional deterrent and de- 
fense strategies, unders tanding  the regional and national  military/politi- 
cal/cultural dynamics  is critical to identifying those assets tha t  should be 

held at risk for deterrent purposes. It is also essential to determine how 

best to communica te  intentions,  both  with regard to public declaratory 
policy as well as private communica t ions  and nonverbal  messages to 

demonstra te  resolve. 11 Most important ,  it is imperative that  the defense 
c o m m u n i t y  undertake detailed cont ingency  planning and be prepared to 

execute military opt ions to deter the use of, to  defend against, and to de- 
stroy NBC assets that  threaten U.S. and coalit ion interests. To improve 

the prospects for deterring NBC use, the United States must  think 
th rough  the complex problems, case by case, before the conflict starts. 
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VI. 

Responding to and Preventing 
Further NBC Use 

The failure of deterrence, and  the use of NBC weapons  against  U.S. 

and /o r  coal i t ion forces, will f u n d a m e n t a l l y  alter the character of the 

conflict .  U.S. r e s p o n s e s - - c o n v e n t i o n a l  a nd  n u c l e a r - - a r e  likely to be 

tailored to the type and  consequences  of the NBC use that  has occurred. 

For example,  a demons t ra t ive  use or an EMP nuclear  burst  would  elicit a 

different response than  use against  a city. Small-scale CW use on  the bat- 

tlefield could provoke a different response t h a n  BW use causing a large 

n u m b e r  of c iv i l i an  casualt ies .  Other  factors will also shape  the  U.S. 

response. For example,  if the use is an act of desperat ion before immi-  

n e n t  collapse, the Uni ted States may choose s imply to push forward 

wi thou t  chang ing  objectives or the me thod  of fighting. On the other  

hand,  if e n e m y  use is early or has a major  impact  o n  the campaign,  the 

Uni ted  States may be forced to alter its me thod  of warfare. 

NBC use against  the Uni ted States and /o r  its coal i t ion partners  

would,  in a lmost  every case, result in an  even greater effort to destroy 

the adversary's abil i ty to conduc t  follow-on use and  perhaps lead to a 

change  in war aims. The Uni ted  States would  most  likely redouble its ef- 

forts to destroy the NBC capabilities of the enemy,  at a m i n i m u m  ex- 

p a n d i n g  the target list for conven t iona l  strikes and,  perhaps, resorting to 

the use of nuclear  weapons  against  such targets as deep u n d e r g r o u n d  fa- 

cilities which  are invu lnerab le  to conven t iona l  attack. Conversely, U.S 

retaliatory opt ions  could be cons t ra ined  or curtailed by the  politics of 

the coali t ion.  
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In add i t i on  to the  expans ion  of counterforce strikes, the  Uni ted  

States would  also l ikely cons ider  re ta l ia tory  measures  to restore deter rence  

and /o r  to pun i sh  the  enemy.  Presumably,  before NBC had been used, the  

Uni ted  States would  have warned  of dire consequences  if NBC weapons  

were to  be e m p l o y e d - - a s  was done  in the  Gulf  War. It is likely, for exam- 

ple, tha t  the  survival of  the  regime would  have been  th rea tened  in order  

to deter  ini t ial  use. Once deter rence  had  failed, the  Uni ted  States could  

well be faced wi th  the  d i l e m m a  of e i ther  backing down  from this threa t  

or actual ly  carrying it out  by  a t t e m p t i n g  to e l imina te  the  regime. If the  

lat ter  course were pursued,  the  e n e m y  migh t  have  l i t t le incent ive  no t  to 

e m p l o y  whatever  capabi l i t ies  it re ta ined to bet ter  ensure its c o n t i n u e d  

survival,  inc lud ing  fol low-on use of NBC weapons .  Strikes to pun i sh  the  

e n e m y  could  also present  a d i l e m m a  by risking an  expans ion  of NBC use 

against  U.S. cities, inc lud ing  u n c o n v e n t i o n a l  delivery. 

How the  Uni ted  States responds  will d e p e n d  on  the  un ique  charac- 

teristics of the  NBC attack. W h a t  is clear, however,  is the  need to begin  to 

th ink  about  response op t ions  in a comprehens ive  and  systemat ic  way. 

Many  facets of U.S. capabi l i t ies  will be i n v o l v e d - - f r o m  medical ,  publ ic  

d ip lomacy,  and  publ ic  affairs, t h rough  the  full range of  offensive and  de- 

fensive mi l i ta ry  capabil i t ies.  Each of these responses mus t  be seen bo th  in 

their  " tact ical"  as well as thei r  strategic contexts .  Rapid medical  and  o the r  

consequence  m a n a g e m e n t  capabi l i t ies  may, in certain circumstances,  

con t r ibu te  as m u c h  to v ic tory  as successful a t tack opera t ions .  
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VII.  

NBC Terrorism 

The terrorist  use of sarin nerve agent  in March 1995 by  the  Japanese  

cult  Aum Shinrikyo,  coupled  with  the  subsequent  discovery tha t  the  same 

group tried to develop  and  use biological  weapons,  demons t r a t e  tha t  the  

threat  from NBC weapons  is no t  restricted to mi l i tary  use. A growing 

n u m b e r  of analysts  also have come  to recognize that  some countries,  ei- 

ther  t h rough  e m p l o y i n g  terrorists or their  own  covert  operatives,  migh t  be 

t e mp ted  to th rea ten  or use NBC weapons  against  mi l i tary  and civil ian tar- 

gets on the  terr i tory of the  Uni ted  States. 12 Many  terror ism experts  have 

long argued that  moral  and  poli t ical  const ra ints  inh ib i t  terrorist  groups 

from e m p l o y m e n t  of weapons  for the  purpose  of mass killing. In this  view, 

terrorists are ra t ional  actors in pursui t  of specific poli t ical  objectives,  and  

mass murde r  is counte rproduc t ive  to the  ach ievement  of their  aims. More 

recently, however,  there  has been  a growing recogni t ion  tha t  this  mode l  of 

ra t ional  cons t ra in t  does no t  app ly  to all terrorist  groups.  Specifically, m a n y  

terror ism experts  now argue tha t  some groups find mass murder  perfect ly 

cons is ten t  wi th  the i r  objectives.  The World  Trade Center  bombers  report-  

edly  hoped  to kill most  of  the  250,000 people  who  worked in the  twin 

towers c o m p l e x J  3 The Auto's or iginal  goal was to kill mil l ions.  

There is considerable evidence tha t  terrorists have shown an interest  in 

nuclear, biological,  and  chemical  weapons,  a l though  there is less evidence 

of actual in tent  to use them.  14 Under  wha t  circumstances might  a terrorist 

group seek to deal  in mass death? The prevai l ing view, and it appears to be 

suppor ted  by the available evidence, is that  groups wi th  apocalypt ic  visions 

are most  likely to consider  use of weapons  of  mass killing. There has been a 

substantial  increase in the  number  of religiously mot iva ted  terrorist  groups 

in t he  past  30 years, and  these  o rgan iza t ions  are of ten  associa ted  wi th  
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inc iden t s  tha t  i nvo lve  large-scale dea th  and  des t ruc t ion .  Essentially, such 

groups  m a y  opera te  o n  the  basis of  the i r  o w n  c o n c e i v e d  mora l  a n d  pol i t ical  

impera t ives  tha t  e l imina t e  the  i nh ib i t i ons  tha t  genera l ly  cons t ra in  m o r e  

t rad i t iona l  terrorist  groups.  T h e y  m a y  have  mi l l ena r i an  v is ions  and  m a y  

rely o n  the  suppor t  of  g roups  tha t  share  those  perspect ives.  

An a d d i t i o n a l  c o n c e r n  is t ha t  a hos t i l e  s tate m i g h t  execu t e  cover t  

NBC at tacks o n  t h e  t e r r i to ry  o f  t h e  U n i t e d  States, u s ing  its o w n  forces or  

re ly ing  on  a terror is t  g roup .  The  D e p a r t m e n t  of  State has  i den t i f i ed  seven  

coun t r i e s  as s ta te  suppor t e r s  of  t e r ror i sm:  Cuba,  l ran,  Iraq, Libya, N o r t h  

Korea, Sudan,  a n d  Syria. Signif icant ly ,  all of  t hese  coun t r i e s  are suspec ted  

of  possess ing  a b io log ica l  w e a p o n s  p rograms ,  six possess c h e m i c a l  

w e a p o n s  p rograms ,  a n d  four  h a v e  nuc l ea r  w e a p o n s  p r o g r a m s  (see table).  

C o n c e r n s  tha t  terror is ts  m i g h t  e m p l o y  NBC w e a p o n s  agains t  U.S. 

mi l i t a ry  forces h a v e  m a d e  defenses  aga ins t  such  at tacks an  i m p o r t a n t  

force p r o t e c t i o n  c o n s i d e r a t i o n .  Similarly,  because  of  t h e  r e c o g n i t i o n  tha t  

it m a y  n o t  be  poss ible  to  de te r  or  s top  cover t  NBC attacks,  c o n s e q u e n c e  

m a n a g e m e n t ,  w h i c h  i nvo lves  d e a l i n g  w i t h  t he  effects  of  NBC use, has  

been  g i v e n  inc rea s ing  a t t e n t i o n .  

State Supporters of Terrorism and NBC Programs 

State Supporters o f  Nuclear C W  Program B W  Program 
Terrorism Program 

C u b a  N o n e  N o n e  C o n f i r m e d  

I r a q  C o n f i r m e d  C o n f i r m e d  C o n f i r m e d  

l r a n  C o n f i r m e d  c o n f i r m e d  C o n f i r m e d  

L i b y a  C o n f i r m e d  C o n f i r m e d  C o n f i r m e d  

N o r t h  K o r e a  C o n f i r m e d  C o n f i r m e d  C o n f i r m e d  

S u d a n  N o n e  C o n f i r m e d  C o n f i r m e d  

Sy r i a  N o n e  C o n f i r m e d  C o n f i r m e d  

Sources: U.S. l)epartment of State, 1997 Patterns of Global Terrorism Report, April 1998. 
Except for Cuba and Sudan, assessments are based on Arms Control and Disarmament Agency, 
Adherence To and Compliance With Arms Control Agreements, 1997, and Office of the Secretary of 
Defense, Proliferation: Threat and Response, November 1997. On Cuba, see DIA, "The Cuban 
Threat to IJ.S. National Security," May 6, 1998, found at http://ua*,w.defenselink.mil. On Sudan's 
chemical weatxms activities, see the background briefing by U.S. intelligence officials, 
"Terrorist Camp Strikes," August 20, 1998, as found at http://ww~:defenselink.mil, and com- 
ments by the British Minister of State for Defence, George Rnbertsnn. "Britain Has Bin Laden 
Evidence," Associated Press, August 23, 1998. 
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VIII .  

Observations and Conclusions 

It is difficult  to derive general  p ropos i t ions  conce rn ing  de ter rence  and  

defense agains t  NBC in a regional  context .  Nonetheless ,  a n u m b e r  of ob- 

servat ions  and  conclus ions  can be made  wh ich  m a y  he lp  to frame the  

central  issues. 

Increased Threat  of NBC Proliferation 

• Prol iferat ion of  NBC weapons  and  increas ingly  longer-  

range missiles represents  a real th rea t  to s tabi l i ty  in re- 

g ions  of vital  interest  to the  Uni ted  States, regions in 

w h i c h  U.S. na t iona l  s trategy requires the  capabi l i ty  to 

engage mili tari ly,  mos t  l ikely wi th  coa l i t ion  par tners .  
• NBC weapons  in the  h a n d s  of host i le  states raise the  

risks involved  in engag ing  in these  regions,  u n d e r m i n e  
de ter rence  based on  c onve n t i ona l  superiori ty,  and  
th rea ten  the  U.S. abi l i ty  to c o n d u c t  mi l i t a ry  opera-  
t ions.  It is necessary to cons ider  how these  weapons  

could  be used agains t  the  Uni ted  States and  coal i t ion  
par tners  in a regional  con tex t  and  wha t  mus t  be done  

to  de ter  and  defend agains t  them.  
• The use of NBC against  U.S. and  coa l i t ion  forces, un-  

less conf ined  to small-scale tact ical  e m p l o y m e n t  such 
as C W  on  the  bat t lef ield,  could  have  ma jo r  strategic 

and  opera t iona l  effects on  mi l i t a ry  miss ions  and  objec-  
tives. Any use would,  a lmos t  certainly,  f u n d a m e n t a l l y  

al ter  the  poli t ical  na ture  of the  conflict .  Even the  
th rea t  of  NBC use could  lead to new pressures (e.g., 
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wedge dr iv ing  wi th in  the  coal i t ion) ,  as well as re- 
assessments  of U.S. war aims and resolve. 

The utility, and  effects of NBC weapons  differ by type  

of  w e a p o n  and  scale of use. Whi le  nuclear  weapons  
have  cer ta in  a t t r ibutes  tha t  make  t h e m  useful tools  
for pol i t ical  i n t im ida t i on ,  chemica l  and  especial ly  bi- 

ological  weapons  pose par t icu la r ly  cha l l eng ing  prob-  
lems in o the r  ways. C o m p a r e d  to nuc lear  weapons ,  

b o t h  are re la t ively  easy and  cheap  to acquire  and,  be- 
cause the  required suppor t i ng  facilit ies lack un ique  

signatures,  bo th  are m u c h  less vu lne rab le  to  attack.  
Moreover,  the  d i f fus ion of  dual-use  technologies ,  par- 

t icular ly  in advanced  b io technolog ies ,  makes  more  

feasible the  use of BW agains t  b o t h  mi l i t a ry  (e.g., air- 

fields and  ports) and  c ivi l ian targets.  The possible  
cover t  na tu re  of BW at tacks and  the  l imi ted  abi l i ty  to 

de fend  agains t  t h e m  have  ser ious imp l i c a t i ons  for 
de te r rence  and  warf ight ing .  

Deterring NBC Use 

* Deterrence works in two direct ions.  Just as the  Uni ted  
States will seek to de ter  an adversary f rom using NBC 
agains t  U.S. and  coal i t ion  forces, an NBC-armed ad- 
versary will  seek to deter  the  Uni ted  States and  its 
par tners  from in t e rven ing  and  br ing ing  to bear  thei r  
o v e r w h e l m i n g  c onve n t i ona l  superiori ty.  In order  no t  
to be deterred,  the  Uni ted  States mus t  d e m o n s t r a t e - -  
to the  e n e m y  and  to i tself---that  the  use of NBC will 
no t  p roduce  mi l i t a ry  and  poli t ical  benefi ts  tha t  out-  
weigh the associated risks. In this  context ,  the  require- 
men t  for mi t iga t ing  the effects of NBC use can extend,  
par t icular ly  in a coa l i t ion  effort, to the  pro tec t ion  of 
civilians, bo th  those  essential  to the  war effort as well 
as more  b road ly  (as ev idenced  by the d e p l o y m e n t  of 
Patriots in Desert Storm to protect  cities). 

• At a m i n i m u m ,  for de ter rence  to succeed, the  Uni ted  
States must  h a v e - - a n d  be perceived as h a v i n g - - t h e  ca- 
pabil i ty and will to retaliate against an enemy  by hold- 
ing at risk assets of value that  can be at tacked and de- 
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stroyed if the  enemy undertakes the  action that  was to 
be deterred. Given the impor tance  of creating and main-  
ta ining coalit ions in regional conflicts, the  U.S. deterrent  
posture must  also be credible to prospective partners. 

• To be credible,  the  U.S. de te r ren t  pos ture  requires the  
d e m o n s t r a t i o n  of cons is tency  of purpose  and  resolve 
over  the  long  term.  The U.S. r epu ta t ion  for resolve is 
affected by  U.S. ac t ions  over  t ime  and  across the  spec- 
t rum of  securi ty policy. 

• Deterrence remains  the  first l ine of defense agains t  
NBC, and  the basic e lements  of deterrence mus t  be 
ma in t a in e d  and  s t rengthened.  However, t rad i t iona l  ap- 
proaches  to deterr ing NBC use in unstable  regions are 
inhe ren t ly  uncer ta in .  Many  of the  cond i t ions  neces- 
sary for deterrence to work may  no t  be present.  For ex- 
ample,  the  adversary m a y  no t  e m p l o y  "ra t ional"  cost- 
benefi t  calculat ions (as the  Uni ted  States migh t  def ine 
them),  and  mu tua l  unders tand ings  of  the  impl ica t ions  
of NBC use m a y  no t  exist. In the  final analysis,  deter- 
rence requires an unde r s t and ing  of the  strategic per- 
sonal i ty  of the  adversary. This requires an unders t and-  
ing of  the  region, of  the  cul ture  and  of the  leadership  
itself. Working  to achieve this dep th  of unde r s t and ing  
is essential,  bu t  one  mus t  recognize the  inheren t  l imi- 
ta t ions  in this  approach.  

• For these reasons,  the  Uni ted  States mus t  r eexamine  
the  a s sumpt ions  of, and  requ i rements  for, de te r rence  
in a regional  context ,  tak ing  in to  accoun t  cul tural  and  
"value" differences.  The Uni ted  States mus t  also de- 
ve lop  more  effective ways to c o m m u n i c a t e  bo th  re- 
solve and  capabil i t ies,  t h rough  dec la ra tory  pol icy  and  
pr ivate  channels .  The credibi l i ty  of U.S. de te r ren t  
forces can also be e n h a n c e d  t h rough  such measures  as 
d e p l o y m e n t s  and  exercises. 

• U.S. super ior i ty  in c onve n t i ona l  forces c a n n o t  be ex- 
pec ted  in all c i rcumstances  to deter  war, or the  use of 
NBC weapons  after war has  begun.  Thus, a l t hough  the  
role of U.S. nuclear  weapons  in a regional  con tex t  has 
no t  been  precisely def ined,  nuclear  weapons  remain  
the  u l t ima te  sanc t ion  and  a vi tal  e l e me n t  of de te r r ing  
NBC use. For th i s  r eason ,  it  is necessa ry  to  res is t  
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fur ther  a t t empt s  to  delegi t imize  U.S. possession and  
po ten t ia l  use of nuclear  weapons .  

Whi l e  de ter rence  mus t  r emain  the  first l ine of  defense,  
the  Uni ted  States mus t  under take  p ruden t  defense 
measures  based on  the  l ike l ihood  tha t  de ter rence  will 
fail. In this  context ,  defenses against  increas ingly  
longer  range bal l is t ic  missi les  have  b e c o m e  crit ical .  
As ev iden t  wi th  Nor th  Korea, it w o u l d  be unwise  to 
accept  (e i ther  by  neglec t  or by  po l i cy  design)  new 
mutua l  vu lnerab i l i ty  re la t ionships  wi th  o ther  nat ions .  

Protecting Against Use and Preventing 
Follow-on Use 

• Should  de ter rence  fail, and  NBC weapons  are used 
against  U.S. and  coal i t ion  forces, the  mi l i ta ry  and  po- 

lit ical impl ica t ions  could  be p rofound ,  bo th  at  the  
strategic and  opera t iona l  levels. Given the  poten t ia l  
impac t  of such use on  ind iv idua l  uni ts  and  larger for- 

mat ions ,  as well as on  civi l ian infrastructure,  the  

Uni ted  States mus t  have sufficient capabi l i ty  bo th  to 

render  an adversary 's  NBC use less effective and  to pre- 

vail on  the  bat t lef ield.  

• Once use has occurred, the  Uni ted  States would  seek to 

reestablish deterrence and,  perhaps,  to e l imina te  the  
enemy ' s  abi l i ty  to con t inue  use and /o r  the  regime itself. 

These are complex  goals that  involve a n u m b e r  of  diffi- 
cult  choices that  need to be examined  thoroughly .  

• Therefore,  the  Uni ted  States mus t  have the  a b i l i t y - - i n  
terms of doctr ine ,  t ra in ing  and  e q u i p m e n t - - t o  protect  

its forces and  ensure tha t  t hey  can opera te  effectively 

in an NBC e nv i ronme n t .  This requires the  main te -  
nance  of effective conven t iona l  and  nuclear  forces, as 
well as deta i led con t ingency  p l a n n i n g  for de ter rence  

and  defense in a regional  context .  It also requires tha t  
defense,  bo th  active and  passive, be given h igh  prior- 

ity. W i t h o u t  these tools, de ter rence  will be under-  
m i n e d  and  the  l ike l ihood  of NBC use against  the  
Uni ted  States will increase. 
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Appendix 

Conceptualizing NBC and 
Missile Deterrence 

W h e n  t h i n k i n g  a b o u t  the  role of de te r rence  in p r e v e n t i n g  and  pro-  

t ec t ing  aga ins t  NBC and  missi le  p ro l i fe ra t ion ,  it is useful  to ask: Who is 

to be deterred? What  action is Io be deterred? And what tools are best suited 

to achieve U.S. deterrence and defense objectives? The series of mat r ices  t ha t  

f o l l o w - - w h i l e  pure ly  i l l u s t r a t i v e - - c a n  be he lpfu l  b o t h  in v i sua l iz ing  the  

complex i t i e s  i nvo lved  in t ry ing  to  answer  these  ques t ions  a n d  in th ink -  

ing a b o u t  the  var ious  tools  t ha t  can be used in t ry ing  to ach ieve  des i red  

ou tcomes .  

Matrix 1: NBC/M Proliferation--Actors and Goals. Th is  f i rs t  m a -  

t r i x  displays a b road  concep tua l  pic ture  of  wha t  it  is tha t  the  Uni ted  

States may  wan t  to deter  wi th  regard to NBC prol i fera t ion.  

The co lumn  headings  depic t  the  " w h o m "  of deterrence,  tha t  is, those  

actors tha t  the  Uni ted  States wants  to deter  f rom tak ing  the  ac t ions  l isted 

in the  rows. Breaking actors ou t  in this  way recognizes tha t  there  are a va- 

riety of actors whose  re la t ionsh ip  to the  Uni ted  States mus t  be different i -  

ated. 

The rows depic t  the  "what"  of deterrence,  tha t  is, those  activi t ies tha t  

the  Uni ted  States wants  to deter  or p revent  f rom happen ing ,  s tar t ing wi th  

acquis i t ion  of NBC itself and  m o v i n g  t h r o u g h  a series of more  th rea ten-  
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ing ac t ions  end ing  with  p reven t ing  damage  from the use of NBC against  

U.S. forces a n d / o r  home land .  

The scheme depicted here provides one  possible basis for differentia- 

t ion (other divisions could be conceived).  It classifies actors from those 

whose prol i ferat ion activities would  be the least threa tening  to the United 

States (i.e., allies) to those whose acquisi t ion of NBC would  be the  most  

th rea ten ing  (so-called rogue states and  nons ta te  actors). 

In these matrices, the  term "allies" is used in the  tradiUonal sense of 

countr ies  closely associated th rough  treaty obl igat ions  with the United 

States. The term "neutrals"  is sufficiently broad to cover states such as India 

and  Pakistan, as well as Israel and Taiwan. The latter two, a l though benefit-  

ing from U.S. d ip lomat ic  and  security assistance, are faced with neighbors  

hosti le to their  existence, and  their  formal security ties to the United States 

are not  as firm as, for example,  U.S. NATO allies. "Rogues," a term that  may  

have little analyt ical  value, tries to capture states whose acquisi t ion of NBC 

capabil i t ies th rea ten  most  directly U.S. interests in impor t an t  regions of the 

world.  "Nonsta te  actors," a cell about  which relatively little is known,  may  

become a greater focal po in t  for analysis in the  future. 

Such a dif ferent ia t ion,  whi le  imperfect ,  recognizes tha t  there  are 

widely  different  consequences  for pro l i fe ra t ion  "failure," d e p e n d i n g  on  

the state in ques t ion .  For example ,  failure to dissuade an ally from acquir-  

ing certain capab i l i t i e s - -however  unwe lcome  tha t  m a y  be - - i s  likely to 

have far less serious consequences  t h a n  the failure to deter  a po ten t ia l  ad- 

versary from acquir ing  such capabil i t ies.  As such, this  sort of different ia-  

t ion provides  one  concep tua l  cut  at the  relative dangers  to the  Uni ted  

States if de ter rence  fails. 

Matrix 2: NBC/M Proliferation~Response Tools. In this  second 

matr ix,  the  cells have been filled wi th  no t iona l  j udgmen t s  on  the kinds 

of tools- - -d ip lomat ic ,  poli t ical ,  e conomic  and  mi l i t a ry - - su i t ed  to deter-  

r ing the  u n w a n t e d  act ion.  It provides  a quick overview of the  range of 

tools  avai lable to cope wi th  the  prol i fera t ion  problem.  

Matrix 3: NBC/M Proliferation--Key Questions. The th i rd  mat r ix  

raises some of the  key ques t ions  tha t  r emain  to be resolved, for instance:  
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For Allies: How does the United States mainta in  credible 
security guarantees to its Allies and thus reduce the like- 

l ihood that  they pursue NBC capabilities for their own 

security? 

For Rogues: What  are the useful regional distinctions in 

deterring NBC acquisition and use? 

For Nonstate Actors: Does the concept  of  deterrence have 
mean ing  with nonstate  actors? 

Clearly, prevent ion must  remain the central focus of U.S. nonprolif-  

eration policy; here, if anywhere,  an ounce  of prevent ion is indeed worth  
a pound  of  cure. Nonetheless, history has demonst ra ted  that  a deter- 

mined  proliferator can and will be successful. Given this experience, it is 
impor tant  to examine in greater detail the consequences  of  NBC/M pro- 

liferation for U.S. forces. 

Matr ix  4: Regional Deterrence Objectives in Crisis and War.  This 
matrix depicts some of the key operational goals raised ear l i e r -de te r r ing  

NBC use against U.S. forces; l imiting damage if use occurs; and prevent- 
ing follow-on use. Here, the co lumns  are defined by time: prewar, war, 

and postwar. Again, the format allows a quick look at the kinds of  strate- 

gies that can be used to begin to achieve U.S. objectives and helps iden- 
tify gaps that  exist. 

Matr ix  5: Regional Deterrence ObjectivesmA First Cut. This 

final matrix suggests elements  that  may  be useful to pursue in th inking 
about  how U.S. policy, strategy, and operat ional  capabilities can con-  

tribute to deterrence and damage l imitat ion in a regional NBC environ-  
ment .  Each cell raises quest ions tha t  require addit ional  research and 
policy consideration.  
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