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Vulnerability Assessment Overview 

• Comprehensive and realistic 
• A snapshot in time 
• RISK = Threats x Vulnerabilities 
• The 6-step EPA Recommended Process 

– Characterization of water system 
– Identification and prioritization of adverse consequences 
– Determination of critical assets subject to malevolent acts 
– Assessment of the likelihood of malevolent acts 
– Evaluation of existing countermeasures 
– Analysis of current risk and plan for risk reduction 
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Challenges in Completing a VA 

• What skills are required to complete a VA? 
• What information is required? 
• Who should participate? 
• How long does it take to complete? 
• What will it cost? 
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Methodology & Tools 

• The RAM-W Methodology 
• Tools & Templates 

– NEWWA Vulnerability Assessment Tool 
– VSAT 
– National Rural Water Association Template 
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Level of Effort 

• The time required to complete a VA depends on: 
– Size of water utility / number of facilities 
– Experience of personnel conducting VA 
– Methodology and tools used 
– Involvement of utility staff 

• The “check the block” mentality 
• How much is enough? 
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In-House vs. Contractor? 

• Reasons for doing it in-house 
– Have a person that can be dedicated to this effort that is trained 

or able to be trained 
– Want to build a capability to conduct future assessments and 

improve security of the utility over time 
– Don’t have the resources to hire an outside contractor 
– Don’t have the confidence that a contractor will do as good a job 

• Reasons for using a contractor 
– The cost (time & money) of dedicating a staff member outweigh 

the cost of hiring an external person 
– The risk is such that you want a professional expert to conduct 

the VA 
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Managing the VA Process 

• Selection of Personnel 
• Establishing Objectives 
• Limiting Scope 
• Maintaining a Timeline 
• Building Consensus 
• Managing Expectations 
• Producing the Deliverable 

Ensure process 
remains focused on 
the goal of the VA: 

Identifying and 
reducing the 

vulnerability of your 
utility 
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QUESTIONS? 

Contact Information 
Scott Custer, Principal 

Custer Battles, LLC 
3959 Pender Drive 

Suite 109 
Fairfax, VA 22030 

703-385-1121 
custer@custerbattles.com 


