Air Force Public Web Site 
Evaluation Checklist
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Major Command:   FORMDROPDOWN 

Unit:       
Base:      
Public Domain Name: 
     
Webmaster Information

Name:       

Phone Number:       

Email address:       
Size of Web site:       
Average bandwidth use of your site:      
Average number of accesses (hits) your site receives weekly:       
Maximum number of accesses you’ve had at one time in the past year:       
What was the cause of this (Can these numbers be tied to a specific event or announcement?      
Is this a recurring event/announcement?      
Date information about Web site in GILS was verified/updated:      
Public Affairs Web site review POC Information

Name:       



Phone:       
E-mail address:       
Date annual review checklist completed:       
	
	
	Yes
	No

	1.
	Web site registered in the Government Information Locator Service (accessed through sites.defenselink.mil), with all data in GILS verified as current and valid.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2.
	Installation site has required FOIA page according to DOD 5400.7-R Air Force Supplement.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3. 
	Site is publicly accessible and within the af.mil domain.  No other domains are authorized. 
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4.
	Site does not serve a specific military or government audience.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5.
	Site meets all security standards as outlined in AFI 33-129.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6.
	Site complies with U.S. Section 508 guidelines.  To check, go to www.cast.org/bobby/.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	7.
	Site does not contain any classifications or markings such as “Approved for Public.”
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8.
	Information on the site is up to date.  Outdated information is removed.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	9.
	A point of contact is available on each significant page.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	10.
	Site provides a feedback or request for further information mechanism (e-mail or form). Organizational/generic position e-mail addresses are used when possible.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	11.
	No “under construction” notices used.  Only complete, functional pages are authorized.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	12.
	Appearance of web is professional.  Subordinate pages are recognizable as part of the overall site.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	13.
	Web pages load quickly and are not hampered by large graphics.  
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	14.
	Graphics, animations and sound files are limited and purposeful and do not detract from the overall quality of the web
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	15.
	“Current as of” date is provided whenever possible.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	16.
	Site contains links to subordinate sites.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	17.
	Site contains links to higher headquarters sites.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	18.
	There are no inactive or broken links.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	19
	Navigation system is simple, intuitive and consistent throughout site.  If a graphic navigation, a text version is available. 
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	20.
	The design is attractive, modern and presents material in a consistent manner.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	21.
	All graphics have “ALT” tags describing specifically what the image is or does.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	22.
	Web-based message boards, threaded chat rooms and guest books are not used.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	23.
	Site does not contain classified records.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	24.
	Site does not contain records or information on internal personnel rules and procedures.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	25.
	Site does not contain confidential commercial or proprietary information.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	26.
	Site does not contain information exempt by a specific statute (i.e., maps, charts, and geodetic data; names and other personally identifying information for personnel in overseas, sensitive, or routinely deployable units; contractor proposals; etc.).
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	27.
	Site does not contain inter- and intra-agency records (i.e., drafts, pre-decisional data, attorney work products, etc.).
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	28.
	Site does not contain investigative records.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	29.
	Site does not contain financial records.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	30.
	Site does not contain geological/geophysical information.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	31.
	Site does not contain commercial advertising or product endorsements.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	32.
	Site does not contain references to movement of military assets or personnel; the location of units, installations, or personnel where uncertainty is an element of security of a military plan, program or personnel; or military plans, exercises, assets or vulnerabilities.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	33.
	Site does not contain personally identifying information on DOD personnel, to include names, ranks, e-mail addresses, phone numbers, SSANs, and birth dates.  There are no lists of names on rosters, directories, telephone directories, or organizational charts.  Exceptions are approved Public Affairs products.  
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	34.
	The only biographies available on the site or linked to by the site are those of key leaders, or personnel who by nature of their position and duties frequently interact with the public. Key leaders are identified as wing commanders or their equivalent and above.  Biographies must not reveal names, addresses or other identifying material of family members of U.S. Air Force employees or members.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	35.
	Copyrighted material is only used with written permission from the owner.  This includes, but is not limited to, computer software, sequences of code and instructions.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	36.
	There are no trademarks or logos posted.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	37.
	Site does not link to restricted sites.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	38.
	Errors generated by public attempts to access restricted pages do not include language such as “access denied” or “forbidden.”  Redirection back to the public site is automatic and transparent.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	39.
	Site does not link to inappropriate or offensive sites.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	40.
	External links consider needs of personnel and their families, mission-related needs, public communication and community relations objectives.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	41.
	External links support the organization’s mission.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	42.
	External links do not endorse products or give preferential treatment.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	43.
	External links have not been placed in exchange for payment nor do they contain graphics or logos depicting the company or products.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	44.
	Site does not encourage users to choose a specific browser.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	45.
	Disclaimer found in AFI 35-101, 18.6.2.10., is posted when linking to external sites.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	46.
	Site frames are not continued outside the purview of the unit’s site and authority.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	47.
	Links to authorized activities (e.g. AAFES) that contain advertising give the appropriate disclaimer.  See AFI 35-101, 18.6.2.10.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	48.
	Links to non-government sites contain the appropriate disclaimer.  See AFI 33-129, 8.2.1.3. 
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	49.
	Site does not contain persistent electronic tracing devices, sometimes referred to as cookies.  
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	50.
	Site gives privacy advisories whenever personally identifying information is solicited from an individual and the information is not maintained in a system of records.  The advisories tell the individual why the information is needed, how it will be used, and how it will be stored and protected.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	51.
	Site gives Privacy Act Statement whenever soliciting information from an individual that is part of a Privacy Act system of records.  The Privacy Act Statement tells the individual the authority, purpose, routine use, and whether disclosure is voluntary or mandatory.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	52.
	Site contains the security and privacy notice found in AFI 33-129, 13.1.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	53.
	Web servers scanned using Internet Security Scan tool and vulnerabilities corrected.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	54.
	All public/private Web servers certified and accredited.
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	55.
	Site implements mobile code in accordance with 7 Nov 00 Policy Guidance for use of Mobile Code Technologies in Dept of Defense (DoD) Information Systems (http://www.c3i.osd.mil/org/cio/doc/mobile-code11-7-00.html).
	 FORMCHECKBOX 

	 FORMCHECKBOX 









