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I.  INTRODUCTION



tc \l1 "IntroductionOur society is becoming ever more reliant on the Internet and our national information infrastructure.  As is common in this country, our laws have been slow to develop in this new venue.  Unlike commercial enterprises that may choose to take advantage of gaps and loopholes in the law, those engaged in protecting our national security face a tougher challenge.  The protectors of our national security should not be free to take advantage of these gaps and loopholes, as they are charged not only with ensuring that their conduct is consistent with the letter and spirit of our laws, but that they also act consistent with our constitutional values.  While a commercial enterprise may choose to act in the absence of legislation prohibiting a given act, the defenders of national security not only must ask “may” they legally perform this act, but they also must ask whether they “should” perform the act.  This additional constraint becomes critically important in the area of electronic surveillance, where evolving technology threatens individual rights and liberties.



However, while the information age presents tremendous promise of benefits to our nation, so too does it bring increased vulnerabilities.  Our infrastructures used to be protected by physical distance or isolation from threats, the availability of effective defenses, and the belief of our opponents that we were likely to retaliate.  Today’s weapons limit the effectiveness of all of these layers of defense.  Our increasingly wired world is becoming increasingly vulnerable to numerous threats, including malicious hackers, curious teenagers, terrorists, organized crime, and foreign powers.  Anonymous Internet users may attempt to gain access to our infrastructures while physically remote from the site of the intrusion, and they act with reduced threats of detection and little risk of retaliation. 


This article consists of three parts.  Section II reviews the nature of the critical information infrastructure.  The discussion covers some of the recent directives from the President, as well as a discussion of the Internet in general. Section III dis​cusses the nature of threats against that infrastructure.  The discussion includes a review of some actual and some simulated intrusion attempts against the computer systems, and the known results of those incidents. Section IV of the article reviews the relevant domestic laws and the constraints they place on those charged with defending these infrastructures.  The discussion covers Fourth Amendment law, the Computer Fraud and Abuse Act, the Electronic Communications Privacy Act, the Foreign Intelli​gence Surveillance Act, and the Posse Comitatus Act. 

II.  THE IMPACT OF INFORMATION TECHNOLOGY

A.  tc \l1 "The Impact of Information Technology The President’s Response

tc \l2 "The President’s Response Life is good in America because things work.  When we flip the switch, the lights come on.  When we turn the tap, clean water flows.  When we pick up the phone, our call goes through.  We are able to assume that things will work because our infrastructures are highly developed and highly effective.


In order to ensure that Americans may continue to rely on our critical infrastructures, President Clinton created the President’s Commission on Critical Infrastructure Protection (PCCIP).
  The PCCIP is charged with reviewing physical and cyber threats to eight critical infrastructures.  These infrastructures include transportation, production and storage of fossil fuels, water supply, emergency services, continuity of government service, banking and finance, electrical power, and information and communications.
 


Historically, many of these critical infrastructures were “physically and logically separate systems that had little interdependence.”
  However, the combination of advances in technology and the push for ever-increasing levels of efficiency has driven these systems to a state of increased automation and interdependence.
  This networking and interlinking of our critical infrastructures has “created new vulnerabilities to equipment failures, human error, weather and other natural causes, and physical and cyber at​tacks.”
 


In the past, “[t]he physical breadth of the infrastructures made it difficult for a potential malefactor to cause anything other than an isolated disturbance.”
 However, the networking and interdependence of the critical infrastructures today places almost no limit on the damage that may be wrought by a sophisticated potential malefactor.  Furthermore, these threats are real, and an inability to properly respond to the threats could prove very costly.
  The President has made clear that he does not intend to allow these threats to remain unchallenged.

It has long been the policy of the United States to assure the continuity and viability of critical infrastructures.  President Clinton intends that the United States will take all necessary measures to swiftly eliminate any significant vulnerability to both physical and cyber attacks on our critical infrastructures, including especially our cyber systems.



B.  The Internet


tc \l2 “The InternetThe Internet has both enabled the increased interoperability and efficiency of the information age, and acts as its Achilles heel. “The Internet is not a physical or tangible entity, but rather a giant network which interconnects innumerable smaller groups of linked computer networks.  It is thus a network of networks.”
 The Internet sprang forth from research conducted by the Defense Advanced Research Projects Agency (DARPA).
  The major breakthrough came with the development of packet switching networks. Prior to packet switching, the networking of computers required a dedicated direct link between the two computers.  The expense of creating direct links and the error rates observed in the former method resulted in a horribly expensive and inefficient system.


Packet switching allowed data to be broken into small packets of information.  The labeling of these packets potentially allowed each packet to follow a different route to the destination computer.  Once the packets arrived at the destination computer, the packets were rearranged into the correct order, regardless of the order of transmission or receipt.
  The DARPA scientists further improved the system by proving that the technology could work over satellites and other wireless networks.
  The age of the Internet was upon us, and things would never be the same again. 


What grew from a desire to have a communication system cable of routing around a nuclear attack, has grown into huge network of homes and businesses. There are now up to one billion people on the Internet.
  Each of these people theoretically not only has access to e-mail and the world wide web, but also potential access to the systems that control our critical infrastructures.  Worse yet, our security measures have not adapted to the changed nature of the threat. 

III.  THE NATURE OF THE THREAT

We have spent years making systems interoperable, easy to access, and easy to use, yet we still rely on the same methods of security that we did when data systems consisted of large mainframe computers housed in closed rooms with limited physical access.  By doing so, we are building an information infrastructure, the most complex the world has ever known, on a very insecure foundation. . . . An article in China’s People’s Liberation Daily stated that . . . ‘an adversary wishing to destroy the United States only has to mess up the computer systems of its banks by high-tech means.  This would disrupt and destroy the U.S. economy.’  If we overlook this point and simply rely on the building of a costly standing army, it is just as good as building a contemporary Maginot Line.

A.  Difficulties in Measuring the Threat

1.  tc \l2 "Difficulties in Measuring the ThreatThe Private Sector


Federal Bureau of Investigation (FBI) estimates that electronic crime totals more than $10 billion a year.
  The true extent of electronic crime is difficult to measure. First, victims may not be aware that an intruder has accessed their system. Second, even if aware, a company may not want to report the crime.  This reluctance to report the intrusion may stem from the fear of a loss of competitive position—they may lose business if they are perceived as vulnerable to attack.
 Alternatively, the company may not desire to report the incident because they do not want investigators to gain access to their systems.  Some estimate that less than 20% of the victims of electronic crime report the incidents to law enforcement.
 

2.  The Department of Defense


tc \l3 "The Department of DefenseThe Defense Information Infrastructure (DII) presents a large target.  The Department of Defense (DOD) relies on the DII’s more than two million computers, 10,000 local area net​works, and 100 long-distance networks.
  “Despite the existence of dedicated military communications satellites, more than 95 percent of military communications travels via the commercial telephone networks.”
  Given there are so many potential points of entry, and the nature of the information available on the DII, it is of little surprise that the DII is one of the main targets for intrusion attempts. 


The DOD was the target of 22,126 detected attacks in 1999 alone.
  Of these intrusion attempts, about 10 a day require a detailed investigation.
  Again, the full magnitude of the problem may not yet be known.  The Defense Information Systems Agency (DISA) conducts a Vulnerability Analysis and Assessment Program.
 According to Secretary Hamre, DISA targeted the DII for 38,000 intrusion attempts. DISA successfully gained access in nearly two out of three attempts, and the target detected only four percent of the success​ful intrusions.
  Of the detected intrusions, only 27 percent were reported to DISA as required by government procedures.
  These numbers, while unacceptable, are better than results in the private sector.


While the number of intrusion attempts is staggering, few of the attempts are known to be the work of foreign agents, terrorists, or organized crime.  It is believed that the vast majority of the attacks are the result of fledgling hackers seeking prestige within their community.  “[H]ackers see the Department of Defense as . . . the big banana.  The final exam.  The ultimate challenge . . . to test their skills.”
  However, even these hackers can pose a significant risk, as they routinely publish their exploits on the Internet and may post stolen information as proof of their exploits.

B.  Real World Results for Intrusion Attempts and Exercises


tc \l2 "Real World Results for Intrusion Attempts and ExercisesBoth the private sector and the DOD have fallen victim to malicious hackers.  The best known example in the private sector targeted the telephone system.  Additionally, the DOD has released the results of several simulated intrusion attempts. 

1.  The Private Sector Example


tc \l3 "The Private Sector ExampleIn March 1997, a teenaged hacker disabled a telephone local loop in central Massachu​setts.
  This shut down the telephone system for the entire area.  More than 600 residents serviced by the local loop lost all telephone service, including 911 emergency services.
  One of those “residents” was the air traffic control tower at the Worcester Airport.
  As a result of the hacker’s actions “the air traffic control tower [was] unable to printout progress of incoming and passing aircraft.”
 


Bell Atlantic technicians spent more than two hours trying to locate the problem, and another four hours to restore service.
  Security countermeasures designed to prevent future intrusion attempts took more than a year to implement.
  Had the hackers targeted a more vital communication point, the results could have been catastrophic.

2.  The Department of Defense


tc \l3 "The Department of Defense Intruders into the DII “have stolen, modified, and destroyed both data and software. . . .  They have shut down entire systems and networks, thereby denying service to users who depend on automated systems to help meet critical functions.”
  This section discusses two real world examples, and the results of two exercises conducted by the DOD.


For three months in 1994, two malicious hackers repeatedly gained unauthorized access to a computer network at an Air Force research and development facility in Rome, New York.  The Rome Laboratory is the Air Force’s lead research facility for all information technology issues.  The facility needs to interact with academia, software developers, and other entities, therefore, it is connected to the Internet.


System administrators did not detect the intruders for five days.
 Furthermore, because the intruders used multiple systems as intermediaries in their intrusion attempts, tracking the hackers back to their homes in Great Britain proved difficult and time consuming.  The trail included multiple sites within the United States and South America.
  While they had unauthorized access to the network, the hackers caused substantial damage. 

The attackers were able to seize control of Rome’s support systems for several days and establish links to foreign Internet sites.  During this time, they copied and downloaded critical information such as air tasking order systems data.  By masquerading as a trusted user at Rome Laboratory, they were able to successfully attack systems at other government facili​ties, including the National Aeronautics and Space Administration(NASA) Goddard Space Flight Center, Wright-Patterson Air Force Base, some Defense contractors, and other private sector organizations.




The Air Force estimates that responding to the intrusion cost approximately $500,00​0.  However, the damage to national security is difficult to quantify.  The extent of the problem is illustrated by the fact that the Air Force may not yet know everything the hackers did while in the system.  For example, they may have placed “malicious code in software which could be activated years later, possibly jeopardizing a weapons system’s ability to perform safely and as intended.”


The second example, because it occurred during a time of military tensions, caused even more consternation.  In February 1998, the United States was preparing to employ military force against Iraq. During preparations, the Air Force Information Warfare Center detected a coordinated series of intrusions into the DII. The intruders were traced to the Middle East.
  During the investigation, investigators discovered a series of trapdoors that would enable the intruders to return undetected at a later date.  The systems did not contain any classified information, however, 

Pentagon officials worried that by tampering with the data, the hackers could disrupt military operations, especially the U.S. force buildup then occurring in the Persian Gulf. Unsure where the attacks were originating or how many hackers were involved, Deputy Defense Secretary John J. Hamre notified President Clinton early in the search that the intrusions might be the first shots of a genuine cyber war, perhaps by Iraq as it faces a renewed threat of U.S. airstrikes.


However, the hackers proved to be two sixteen year-old Americans in California acting under the guidance of an eighteen 18 year-old Israeli “mentor.” The Americans were sentenced to perform community service, and were ordered to refrain from using a computer during their probationary period.  Three DOD exercises demonstrate that both the National Information Infrastructure (NII) and DII remain vulnerable.  In 1997, the Joint Chiefs of Staff directed a no-notice exercise known as “Eligible Receiver.”  The exercise was designed to test the government’s response to a coordinated cyber assault on the NII/DII.


Approximately forty DOD employees made up the entire “enemy” force. The employees were not computer experts, but had a working knowledge of information technology.  They were given approximately three months to plan their “attack,” and their “weapons” were limited hacker tools available on the Internet.
 The “enemy” proved to be a formidable foe.

[T]he hackers found it exceptionally easy to penetrate well-defended systems. Air traffic control systems were taken down, power grids made to fail, oil refineries stopped pumping--all initially apparent accidents.  At the same time . . . [it] proved remarkably easy to disrupt the [DOD logistics] network both by changing orders so that, for example headlamps rather than missiles end up at a fighter squadron, and to interrupt the logistics flow by disrupting train traffic. . . The result was a serious degradation of the Pentagon’s ability to deploy and to fight.  In other words, a team of hired hackers, using commercially available information and artificially constrained by the law and the rules of the game, had successfully shown that an electronic Pearl Harbor is not only possible today but could be completely successful.


More recently, the DOD has released the results of the Web Risk Assessment Team (WRAT).  The WRAT was created by the Joint Task Force for Computer Network Defense, and “is made up of reservists who spend one weekend each month scanning DOD Web sites.”
  The WRAT found “as many as 1,300 ‘discrepancies,’ some of them involving highly classified information.”
 The team also found war plans on more than ten sites, and more than twenty sites containing detailed maps of DOD locations.


The team located plans for an annual exercise known as Cobra Gold.  The site contained “an entire list of the participating units, communications frequencies and call signs for aircraft and data on Identification Friend or Foe squawks.”
  The team also found a site that contained detailed discussion of “Site R,” which “serves as the alternate Joint Communications Center for U.S. nuclear forces.”
  The details included floor plans for the facility, as well as a photograph depicting tunnel entryways.


Each of the sites was supposed to contain only unclassified information. The fact that so much classified information was available on an unclassified system raises many questions.  But it also demonstrates that the stakes in computer network defense can be rather high.
  This article now turns to the legal constraints in place in this area. 

IV.  DOMESTIC LEGAL CONSTRAINTS

A.  tc \l1 "Domestic Legal ConstraintsFourth Amendment Law

tc \l2 "Fourth Amendment Law
The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.







U.S. Const. amend. IV.

The Fourth Amendment places limits upon the government’s ability to intrude into the lives of the people.  The government’s motive for the intrusion generally is irrelevant.  The parameters of the Fourth Amendment are not absolute, rather, they reflect an attempt to preserve the government’s authority to maintain public order, while protecting individual liberty and autonomy.
  The Fourth Amendment is composed of two independent clauses.  The first clause requires reasonableness on the part of the government when intruding into certain aspects of the lives of the people.
  The second clause mandates the requirements for the issuance of a warrant.
  A question remains as to whether or not a warrantless search is per se unreasonable. 


Many believe warrantless searches generally are unreasonable.  As one commentator put it, “[t]he firm rule until the late 1960’s was that in order for a search to be ‘reasonable,’ law enforcement officials desiring to conduct a search must first obtain a warrant from a neutral and detached magistrate by establishing probable cause that a law had been violated.”
  However, as the nature of crime and the sophistication of criminals has changed over time, the Supreme Court has created numerous exceptions to the warrant requirement, and has viewed the reasonableness clause as an additional restriction on these exceptions.
  This portion of the article will review the applicability of the Fourth Amendment and the exceptions.  Specifically, it will address how the exceptions apply to the actions of national security agencies responding to real or perceived intrusion attempts. 

1.  The Changing Nature of Fourth Amendment Protection


tc \l3 "The Changing Nature of Fourth Amendment ProtectionFor most of our history, the Supreme Court interpreted the Fourth Amendment very literally.  “Unless government agents searched or seized tangible ‘houses, papers, or effects,’ Fourth Amendment protections failed to apply.”
  Perhaps the best example of the literal interpretation is found in the case of Olmstead v. United States.
 Olmstead involved the actions of United States prohibition officers who placed wiretaps on telephone wires of suspected prohibition violators.  The devices were placed on wires in a manner that did not require a physical trespass onto the suspects’ property, and did not involve a physical intrusion onto their property.  The Court ruled that the Fourth Amendment was not implicated, as the actions of the agents did not amount to a search. 

Neither the cases we have cited nor any of the many federal decisions brought to our attention hold the Fourth Amendment to have been violated as against a defendant unless there has been an official search and seizure of his person, or such a seizure of his papers or his tangible material effects, or an actual physical invasion of his house or ‘curtillage’ for the purpose of making a seizure.


Justice Brandeis wrote a now-famous dissent wherein he argued that the Court should interpret the Fourth Amendment in light of the principles it was designed to protect.
  Justice Brandeis feared that technology would advance, and would allow the government to perform formerly prohibited acts in new ways that the framers could not have foreseen.
  Justice Brandeis characterized the Fourth Amendment as being designed to protect the people’s right to be let alone.  He concluded that if acts of the Government invaded on that right, such acts would trigger Fourth Amendment scrutiny.


Nearly forty years passed before the views of Justice Brandeis won out. Katz v. United States
 involved the results of wiretaps that had been placed on the outside of a public telephone booth.
  By a seven to two vote, the Supreme Court decided to abandon Olmstead’s physical trespass standard, and instead relied upon the concept of reasonable expecta​tions of privacy.  In the words of Justice Stewart, “the Fourth Amendment protects people, not places.”
  The Court thereby shifted the focus of the inquiry from where and how the interception took place, to the expectation of the suspect.


However, the majority opinion did not prove to be the lasting standard against which future searches and seizures would be measured. Justice Harlan wrote a concurring opinion that set out the test that is still in use today.
  Justice Harlan invoked a two-part test to determine whether a given scenario triggers the protections of the Fourth Amendment.  First, the individual must have exhibited an actual expectation of privacy.  Second, that expectation must be one that society is willing to recognize as reasonable.
  This article now turns to how the Court applies this test in cyberspace this new venue.

2.  The Fourth Amendment and Cyberspace


tc \l3 "The Fourth Amendment and CyberspaceComputers serve as “repositories of personal information” such as financial records, personal notes, trade secrets and other matters that seem to fit within the definition of “papers and effects.”
  However, since the Court has shifted away from literal interpreta​tion, a court must analyze cases involving computers using the two-part reasonableness test. Most courts attempting to resolve novel issues generally attempt to analogize the situation to one previously decided.
  The choice of analogy often determines to outcome.  Cyberspace has many unique features that are not easily analogized to previous situations.  This article will now look at some of the features of cyberspace, and what analogies have or should be made. 


Electronic mail (e-mail) is one area where courts and commentators have chosen to apply the analogy of first class mail.
  While at first appearing to be a useful analogy, it is not a perfect fit. Mail recipients have a reasonable expectation of privacy in sealed letters being forwarded by first class mail.
  However, there are significant differences between the handling of first class mail and the handling of e-mail.  One of the main differences involves the carrier. First class mail is handled by the United States Postal Service.  Society can and should view an expectation of privacy in matter handled by the federal government as being reasonable. However, e-mail is handled by many actors, and few if any of them are state actors.  E-mail sent over the Internet may reside on numerous mail servers before reaching the mail server of the user’s Internet Service Provider. Addition​ally, many networks are configured to send duplicate copies of all e-mail to the system administrator. Given these differences, it is not a forgone conclusion that society should view an expectation of privacy in e-mail as reasonable. 


Courts also may choose to analogize cyberspace to the telephone system. However, not all information traveling over telephone lines receives Fourth Amendment protection.  In Smith v. Maryland,
 the Court ruled that the telephone company could lawfully use pen registers
 to record the telephone numbers dialed from a private residence.  The Court ruled that there are numerous legitimate business reasons for recording this information, and that the recording did not implicate the Fourth Amendment.
  Using this analogy tends to indicate that an Internet Service Provider could record the addressees on all e-mail being sent from their system.  However, this analogy would not appear to authorize the interception of the contents of those communications.


Another analogy involves characterizing cyberspace as a physical place or object. Under this analogy, the storage device for a computer could be viewed as a closed container or file cabinet.
  Questions may arise under either analogy. For example, if a person stores his or her electronic documents on a remote server on the Internet, who owns the filing cabinet or sealed container, and who may consent to a search of the contents?
  Additionally, given the huge quantities of information capable of being stored in very inexpensive storage facilities, how “particularly” does a warrant have to describe the place to be searched?


Despite the problems inherent in using analogies when dealing with cyberspac​e, courts generally have found that the Fourth Amendment protects information stored on computers.
  However, as discussed earlier, there are numerous exceptions to the warrant requirement.  This article will focus on whether, and if so how, these exceptions may apply in cyberspace. 

3.  Cyberspace and the Exceptions to the Warrant Requirement


tc \l3 "Cyberspace and the Exceptions to the Warrant RequirementDespite the clear preference for warrants,
 the Supreme Court has created several exceptions where the government need not seek a warrant, and may not even need to be acting under probable cause.
  These exceptions include searches incident to a lawful arrest;
 seizure of items in plain view;
 exigent circumstances;
 consent;
 and border searches.
 


The question here is whether the government’s interests in responding to intrusion attempts against the NII/DII are of such import as to justify the creation of a new exception or the use of a pre-existing exception.
  The most appropriate point for the application of an exception to the warrant requirement is in the early stages following the detection of an intrusion attempt.  The first step in such situations is to attempt to determine the identity of the intruder.  Such intruders typically weave their way to their target through a series of intermediate computers, and take other steps to mask their true identity.
  If an intruder uses certain techniques, once he or she departs, tracing them back to their source is very difficult, if not impossible. Those attempting to defend the NII/DII from authorized access must act with speed and stealth.  Does this situation meet the requirements of the hot pursuit or exigent circumstances exception?


One could argue that the exigent circumstances exception should apply. However, to reach this conclusion would require an extension of the exigent circumstances exception, particularly where the defender is part of the DOD. The attractiveness of applying the exigent circumstances exception comes from the fact that while the defenders are not physically in pursuit of a suspect, they are engaged in a concerted effort to identify a suspect before he or she can destroy evidence or commit further misdeeds.
  However, the United States military does not act primarily to collect​ evidence of wrongdoing, the United States military may only act if their primary motivation relates to national security.
  Since the core purpose of the exigent circumstances exception is the preservation of evidence, and that is not the main motivation of the military, ​rather than extend the exigent circumstances exception, perhaps a better fit may be found under the “special needs” exception. 


The Supreme Court first recognized the “special needs” exception in New Jersey v. T.L.O.
  The case involved a warrantless search at a school. A student had been observed smoking in a school restroom.  An assistant vice principal then searched the student’s purse. The results of the search indicated the student may have been involved in the use and distribution of marijuana.  The Supreme Court ruled that the evidence was obtained in a lawful manner. 


Justice White wrote for the Court and noted the government’s substantial interest in “maintaining an environment [in the schools] in which learning can take place.”
  The Court then balanced the state’s interest in “swift and informal disciplinary procedures” against the student’s right to privacy.
 The Court concluded that the warrant require​ment would unduly burden the government and was likely “to frustrate the purpose behind the search.”
 


It was, however, the concurring opinion of Justice Blackmun that contained what would become the parameters of the special needs exception. Justice Blackmun feared that the Court’s balancing approach could be too broadly applied.  He argued that the balancing should only take place when required by a “special law enforcement need for greater flexibility.”
  “The special need for an immediate response to behavior that threatens either the safety of schoolchildren and teachers or the educational process itse​lf justifies the Court in excepting school searches from the warrant and probable cause requirement, and in applying a standard determined by balancing the relevant interests.”


The Court has applied the special needs exception several times since its creation.  O’Conn​or v. Ortega
 extended the special needs exception to workplace searches.  The Court justified the exception on the government’s substantial interest in maintaining an efficient and proper workplace. “Requiring an employer to obtain a warrant whenever the employer wished to enter an employee’s office, desk, or file cabinets for a work related purpose would seriously disrupt the routine conduct of business and would be unduly burdensome.”
  Griffin v. Wisconsin
 extended the exception to include warrantless searches of the homes of probationers.  The Court ruled that so long as the search was based upon a reasonable suspicion that it would produce evidence of a probation violation, a warrant was not required.
  The special need to preserve “the deterrent effect of the supervisory arrangement” justified the application of the exception.
  In Skinner v. Railway Labor Executives Association,
 the Court extended the exception to include the warrantless drug and alcohol testing of railroad employees.  As the Court put it,

The Government’s interest in regulating the conduct of railroad employees to ensure safety, like its supervision of probationers or regulated industries, or its operation of a government office, school, or prison, “likewise pres​ents ‘special needs’ beyond normal law enforcement that may justify departures from the usual warrant and probable cause requirements.”


In National Treasury Employees Union et al. v. Von Raab,
 a case decided the same day as Griffin, the Court extended the exception to include suspicionless searches of employees seeking sensitive jobs with the United States Customs Service.  It was the duty of the United States Custom Service to provide for the security of the nation that served as the special need.
 


The most recent special needs case involved mandatory drug testing for students wishing to participate in school sponsored athletics.
  Here, the Court looked to the importance of “deterring drug use by our Nation’s schoolchildren” as the special need.
  “Taking into account all the factors we have considered above—the decreased expecta​tion of privacy, the relative unobtrusiveness of the search, and the severity of the need met by the search—we conclude [the school’s] Policy is reasonable and hence constitu​tional.”


One can argue that the desire to determine the identity of an ongoing intrusion attempt against the NII/DII involves “special needs beyond normal law enforcement.”  After all, such activities are motivated by a compelling interest in avoiding an “electronic Pearl Harbor,” not the collection of evidence for ordinary law enforcement purposes.
  As the Court put it in another, much older case: “To preserve its independence, and give security against foreign aggression and encroachment, is the highest duty of every nation, and to attain these ends nearly all other considerations are to be subordinated.”
  If the government has a reasonable suspicion unauthorized users are attempting to gain access to critical infrastructures, a limited special needs exception may be appropriate, particularly if the actions taken are relatively unintrusive and for limited duration. 


However, under current case law, courts may be precluded from applying such just such an exception.  The Supreme Court ruled, during the age of Watergate, that an interest in protecting national security does not override the warrant requirement of the Fourth Amendment.
  The Court noted “Successive Presidents for more than one-quarter of a century have authorized [electronic] surveillance in varying degrees, without guidance from the Congress or a definitive decision of this Court.”
  The case involved three defendants charged with conspiracy to destroy government property, including one charged with the dynamite bombing of a Central Intelligence Agency building in Ann Arbor, Michigan.
  Some of the evidence was obtained pursuant to electronic surveil​lance authorized by the Attorney General (acting on behalf of the President) and not a magistrate. 


The Attorney General stated that he approved the wiretaps “to gather intelligence information deemed necessary to protect the nation from attempts of domestic organiza​tions to attack and subvert the existing structure of the Government.”
  The government asserted that the warrantless surveillance was lawful because it constituted “a reason​able exercise of the President’s power (exercised through the Attorney General) to protect the national security.”
  The Supreme Court was not persuaded. 


The Court first recognized that implicit in the duty imposed by Article II, §1, of the Constitution is the “power to protect our Government against those who would subvert or overthrow it by unlawful means.”
  The Court noted that electronic surveillance could be “an effective investigatory instrument in certain circumstances”
 The Court further opined that “[i]t would be contrary to the public interest for Government to deny itself the prudent and lawful employment of those very techniques which are employed against the Government and its law-abiding citizens.”
  This is true because “unless Government safeguards its own capacity to function and to preserve the security of its people, society itself could become so disordered that all rights and liberties would be endangered.”


Along with these domestic security surveillance issues comes a temptation for abuse.  As the Court noted,

History abundantly documents the tendency of government–however benevolent and benign its motives–to view with suspicion those who most fervently dispute its policies. Fourth Amendment protections become the more necessary when the targets of official surveillance may be those suspected of unorthodoxy in their political beliefs. The danger to political dissent is acute where the government attempts to act under so vague a concept as the power to protect “domestic security.” Given the difficulty of defining the domestic security interest, the danger of abuse in acting to protect that interest becomes apparent.

In other words, the case involved two vital interests for Americans–domestic security interests and free speech interests.  The Court put it thus,

The price of lawful public dissent must not be a dread of subjection to an un​checked surveillance power. Nor must the fear of unauthorized official eavesdrop​ping deter vigorous citizen dissent and discussion of government action in private conversation. For private dissent, no less than open public discourse, is essential to our free society.

In resolving the tension between the two interests, the Court asked “whether the needs of the citizens for privacy and free expression may not be better protected by requiring a warrant” before the government may engage in electronic surveillance for domestic security purposes.
  While at the same time, the Court must ask “whether a warrant requirement would unduly frustrate the efforts of Government to protect itself from acts of subversion and overthrow directed against it.”


In the end, the Court concluded that “prior judicial approval is required for the type of domestic security surveillance involved in this case.”
  However, in addition to the doors left open by the questions left unanswered, the Court stated that the warrant require​ments in domestic security cases could differ from the requirements for other cases.  In fact, the Court stated that “different standards may be compatible with the Fourth Amendment if they are reasonable both in relation to the legitimate need of Government for intelligence information and the protected rights of our citizens.”
 


Despite this holding, one could argue that responding to a detected intrusion attempt against the nation’s critical infrastructures might result in a different outcome when balancing the interests.  Unlike the situation in Keith where free speech interests were directly at stake, responding to an attempted unauthorized intrusion into the NII/DII does not directly invoke free speech.  Additionally, the Keith opinion deals with the gathering of intelligence as opposed to military operations in response to a criminal act and in furtherance of national security objectives.  The Court could not have understood the national security implications of our emerging reliance on a networked information infrastructure.  These differences may shift the balance, and lead the Court to conclude that a reasonable exercise of the president’s constitutional powers as commander-in-chief does not violate the Fourth Amendment.


The Fourth Amendment is not the only limitation on government responses to ongoing intrusion attempts.  Several federal statutes come to bear on the issue as well. This article now turns to those statutes. 

B.  Computer Fraud and Abuse Act

tc \l2 "Computer Fraud and Abuse Act[I]n most cyber attacks, the identity, location, and objective of the 

perpe​trator are not immediately apparent.  Nor is the scope of his 

attack--i.e., whether an intrusion is isolated or part of a broader 

pattern affecting numerous targets.  This means it is often 

impossible to determine at the outset if an intrusion is an act of 

vandalism, organized crime, domestic or foreign terrorism, 

economic or traditional espionage, or some form of strategic 

military attack.  The only way to determine the source, nature, and 

scope of the incident is to gather information from victim sites and intermediate sites such as Internet Service Providers and 

telecommunica​tions carriers.


If one were able to “hack-back” to locate the source of an attack without violating the Fourth Amendment, the question becomes whether the Computer Fraud and Abuse Act (CFAA) would provide an independent barrier to such action.  The CFAA of 1986
 was the first federal legislative for​ay into computer crimes.  Prior to its enactment, federal law only touched computer crimes through application of more generic criminal laws, or through the use of the mail and wire fraud statutes.
 


As originally enacted in 1984, the CFAA was intended to protect federally owned or operated computers.
  It “prohibited unauthorized access to certain categories of computers if the defendant realized monetary gain or obtained access to classified material.”
  It was amended in 1986 and 1994.  The 1994 amendments were intended to broaden its reach to reflect the broader range of means of using computers to wreak havoc.  The law now protects “computers used by financial institutions or the federal government”
 and any “computer which is used in interstate or foreign commerce or communications.”
  The Act covers acts of fraud involving computers, and the unautho​rized destruction or alteration of data stored in computers.


Section 1030(a) contains the substantive protections that may be used to prosecute intrusion attempts against the NII/DII.
  However, 18 U.S.C. §1030(a)(2)(C) is of particular importance to this article. Section 1030(a)(2)(C) prohibits obtaining “informa​tion from any protected computer if the conduct involved an interstate or foreign communication” by intentionally accessing a computer without access or exceeding authorized access.
  The CFAA definition of “protected computer” includes all computers “used in interstate or foreign commerce or communications.”
  Given the nature of the Internet, it seems clear that a court would rule that all computers connected to the Internet are “used in interstate or foreign commerce or communications.”  Therefore, while the CFAA originally was enacted to protect information on computers owned or operated by the federal government, it now may be read to prohibit the DOD from taking certain actions to respond to those attacks. 


However, an argument can be made that the CFAA provides an exception for such conduct. Section 1030(f) reads, “This section does not prohibit any lawfully authorized investigative, protec​tive, or intelligence activity of a law enforcement agency of the United States, a State, or a political subdivision of a State, or of an intelligence agency of the United States.”

This provision appears to leave the door open for properly authorized activities of those DOD components with law enforcement or intelligence/counter-intelligence missions.  For example, each branch of the military service contains an investigative unit that performs the dual roles of law enforcement and counter-intelligence.
  Additionally, each branch of the service contains an intelligence unit.
  The CFAA does not prohibit these units from responding to intrusion attempts against the NII/DII.  However, the exception does not explicitly include a national security provision.  The legislative history of the CFAA
 does not contain any discussion of this section, and no cases have addressed the issue.  It is our view that the statute should not be construed to restrict the authority of the President, acting pursuant to his constitutional power as the commander-in-chief to direct operations to accomplish legitimate national security objectives.  However, this authority has not been clearly defined.  It appears appropriate only in circumstances in which significant national security interests are at risk. There​fore, the CFAA appropriately places additional limits beyond the Fourth Amendment on some elements of the military.  However, the CFAA is not the only limitation on these activities. 

C.  Electronic Communications Privacy Act


tc \l2 "Electronic Communications Privacy ActThe Federal Wiretap Act originally was enacted as Title III of the Omnibus Control and Safe Streets Act of 1968.  The enactment was a legislative response to the holding in the Katz case that the warrant requirement applied to electronic surveillance not involving a physical trespass.
  Title III set out the parameters for the seizure of wire communications by the govern​ment.  Such seizures were authorized only in the course of investigating certain listed criminal acts.  The Federal Wiretap Act required probable cause that less intrusive investigative techniques would fail. It further required that techniques be employed to limit the likelihood of intercepting innocent conversations.  Finally, it required that the target be informed of the seizure after the investigation concluded.


However, while Title III as originally enacted protected all electronic transmissions of voice communications, regardless of the method of transmission, it did nothing to protect communications in the age of e-mail.
  In response, Congress enacted the Electronic Communications Privacy Act of 1986 (ECPA). The ECPA was an attempt to “reestablish the balance between privacy and law enforcement, which Congress found had been upset, to the detriment of privacy, by the development of communications and computer technology and changes in the structure of the telecommunications industry.”
  It did this by extending some of the protections afforded voice communica​tions to other forms of electronic communications.


The ECPA does not, however, contain all of the same protections originally afforded to voice communications.  For example, instead of limiting the interception powers to a set list of criminal acts, the ECPA allows interceptions for the investigation of all felonies.
  Additionally, while Title III contained an exclusionary rule for evidence obtained in violation of its terms, the ECPA does not.


While Katz may have been the driving force behind Title III, Keith opened the door for differing standards of probable cause and different procedures for electronic surveillance conducted for national security purposes.  As the Court put it in Keith, “we do not hold that the same type of standards and procedures prescribed by Title III are necessarily applicable to this case.  We recognize that domestic security surveillance may involve different policy and practical considerations from the surveillance of ‘ordinary crime.’”
  The Court went on to state that “[d]ifferent standards may be compatible with the Fourth Amendment if they are reasonable both in relation to the legitimate need of Government for intelligence information and the protected rights of our citizens.”
  Despite this invitation, Congress has not applied different standards or procedures for national security cases under Title III or ECPA.  This failure to adopt a different balance, while protective of civil rights, potentially puts the NII/DII at unnecessary risk. Unfortu​nately, it may take a major cyber incident before Congress and the American public decide to take the Court’s invitation to establish different standards of probable cause in this area.
  However, Congress will have an example of just such a different standard, as it created one in the Foreign Intelligence Surveillance Act. 

D.  Foreign Intelligence Surveillance Act


tc \l2 "Foreign Intelligence Surveillance ActCongress reacted to reported abuses of the Nixon Administration and the potential for future abuses and enacted the Foreign Intelligence Surveillance Act (FISA).
  While the Nixon Administration’s abuses may have brought the issue to light, Congress determined that previous administrations had engaged in questionable electronic surveillance. The Senate Select Committee to Study Government Operations with Respect to Intelligence Activities concluded that although the “number of illegal or improper national security taps and bugs conducted in the Nixon administration may have exceeded those in previous administrations . . . every President since Franklin D. Roosevelt asserted the authority to authorize warrantless electronic surveillance and exercised that authority.”
  The purpose of FISA was to design “a secure framework by which the Executive Branch could conduct legitimate electronic surveillance for foreign intelligence purposes within the context of this Nation’s commitment to privacy and individual rights.”
  This framework limited the definition of foreign intelligence and provided additional protections for United States persons. 

1.  The Mechanics of Electronic Surveillance Under FISA

tc \l3 "The Mechanics of Electronic Surveillance Under FISA

FISA also addresses physical searches (50 U.S.C. §§1821-29), pen register, and trap and trace devices (50 U.S.C. §§1841-46), and access to certain business records (50 U.S.C. §§1861-63). However, this paper will only discuss electronic surveillance.§1801 Definitions


Among the definitions under FISA, the definition of a United States “person” is the most important.  This is important because United States persons are entitled to heightened protections under FISA.  FISA defines a United States person as 

a citizen of the United States, an alien lawfully admitted for permanent residence, . . . an unincorporated association a substantial number of which are citizens of the United States or aliens lawfully admitted for permanent residence, or a corporation which is incorporated in the United States, but does not include a corporation or other association which is a foreign power.
 


A “foreign power” is an entity meeting any of six definitions. 

(1) a foreign government or any component thereof whether or not recognized by the United States;

(2) a faction of a foreign nation or nations, not substantially composed of United States persons;

(3) an entity that is openly acknowledged by a foreign government or governments to be directed and controlled by such foreign government or governments;

(4) a group engaged in international terrorism or activities in preparation therefore;

(5) a foreign-based political organization, not substantially composed of United States persons; or

(6) an entity that is directed and controlled by a foreign government or governments.
 

Just as FISA differentiates between United States persons and all others, it also distinguishes between these various types of foreign powers for certain purposes. For example, 50 U.S.C. §1802(a)(1)(A) authorizes certain activities without a Foreign Intelligence Surveillance Court (FISC) order, but only if the targets fit within one of the first three categories. 


Any person (including a United States person) may be deemed an agent of a foreign power if he or she meets one or more of four tests.  The first category includes anyone who “knowingly engages in clandestine intelligence gathering activities for or on behalf of a foreign power, which activities involve or may involve a violation of the criminal statutes of the United States.”
  The second category includes anyone who, at the “direction of an intelligence service or network of a foreign power, knowingly engages in any other clandestine intelligence activities for or on behalf of such foreign power, which activities involve or are about to involve a violation of the criminal statutes of the United States.”
  The third category includes anyone who “knowingly engages in sabotage
 or international terrorism,
 or activities that are in preparation therefor, for or on behalf of a foreign power.”
  The final category includes anyone who knowingly aids, abets or conspires with any person in the conduct of the acts covered by the first three catego​ries.
 


People other than United States persons may also be considered agents of a foreign power under two additional situations.  The first situation is if they “act in the United States as an officer or employee of a foreign power,” or as a member of a group engaged in international terrorism or activities in preparation therefore (regardless of where they act).
  Second, if they act “for or on behalf of a foreign power which engages in clandestine intelligence activities in the United States contrary to the interests of the United States, when the circumstances of such person’s presence in the United States indicates that such person may engage in such activities in the United States, or when such person knowingly aids or abets any person in the conduct of such activities or knowingly conspires with any person to engage in such activities.”
 


The Act includes two categories of foreign intelligence information. The first category targets specific conduct or information, while the second category generally targets certain groups.  The first category covers information regarding 

actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; sabotage or international terrorism by a foreign power or an agent of a foreign power; or clandestine intelligence activities by an intelligence service or network of a foreign power or by an agent of a foreign power.
 


If the surveillance does not target any United States person, the information need only relate to these activities.  However, if the surveillance targets any United States person, the information must be necessary to the United States’ ability to protect against these specific activities.
  The second category, while much broader in the scope of activities covered, is much more narrow in who it may target.  This category of foreign intelligence information must relate to (or if a United States person is targeted it must be necessary to) the national defense or the security of the United States or the conduct of the foreign affairs of the United States.  However, only information relating to a foreign power or foreign territory is a proper target under this category.


Minimization procedures play an important role under FISA.  The Attorney General must adopt specific procedures that are reasonably designed in light of the purpose and technique of the particular surveillance, to minimize the acquisition and retention, and prohibit the dissemination, of information not publicly available concerning “unconsenting United States persons.”
  Such procedures must prohibit the dissemination of “nonpublicly available information, which is not foreign intelligence information, . . . in a manner that identifies any United States person, without such person’s consent, unless such person’s identity is necessary to understand foreign intelligence information or assess its impor​tance.”
  There are two exceptions to the above requirements.  First, §1801(h)(3) authorizes procedures for “the retention and dissemination of information that is evidence of a crime which has been, is being, or is about to be committed and that is to be retained or disseminated for law enforcement purposes.”
  Additionally, in the case of electronic surveillance conducted under 50 U.S.C. §1802 (surveillance without an order), a court order must be issued before any communications to which a United States person is a party may be disclosed, disseminated, or used for any purpose
 or retained for longer than twenty-four hours.

§1802 Electronic Surveillance Without a Court Order


FISA provides for the President, through the Attorney General, to authorize electronic surveillance without a FISC order.
  The surveillance must be for the purpose of acquiring foreign intelligence information, and may only last for up to a year.
  The Attorney General must make certain sworn, written statements.  First, he or she must certify either that the surveillance is solely directed at either the acquisition of the contents of communications transmitted by means of communications used exclusively between or among foreign powers, or the acquisition of technical intelligence, other than spoken communications of individuals, from property or premises under the open and exclusive control of a certain types of foreign powers.
  For purposes of this section, the statute limits the definition of foreign power to those found in 50 U.S.C. §1801(a)(1)-(3).


Next, the Attorney General’s sworn, written certifications must also state that “there is no substantial likelihood that the surveillance will acquire the contents of any communi​cation to which a United States person is a party,”
 and that “the proposed minimization procedures meet the requirements of the Act.”
 Electronic surveillance conducted under this section may not continue for more than one year.
 

§1804 Applications for Court Orders


All applications for FISC orders must be made by a federal officer and must be approved by the Attorney General.  The application must include “the identity, if known, or a description of the target of the electronic surveillance.”
 The application also must include a statement of the facts and circumstances relied upon to justify the belief that “the target of the electronic surveillance is a foreign power or an agent of a foreign power; and each of the facilities or places at which the electronic surveillance is directed is being used, or is about to be used, by a foreign power or an agent of a foreign power.”
  Additional requirements include a statement of the proposed minimization procedures and a detailed description of the nature of the information sought and the type of communications or activities to be subjected to surveillance.


A specified national security or defense expert must also make certain certifications.  These certifications include that the information sought is indeed foreign intelligence information, that the purpose of the surveillance is to obtain foreign intelligence information, and that the information cannot reasonably be obtained by normal investi​gative techniques.


The application also must include a statement of the means by which the surveillance will be effected, a statement as to whether or not physical entry is required, a statement regarding the period of time for which the surveillance will be required, and details regarding any previous applications involving any of the people, places, or facilities targeted in this application.

§1805 Issuing Court Orders and Emergency Orders


A FISA judge
 is required to approve the electronic surveillance if he or she makes certain findings.
  These findings must include a finding of probable cause that the target of the electronic surveillance is a foreign power or an agent of a foreign power.
  Additionally, the judge must find probable cause that “each of the facilities or places at which the electronic surveillance is directed is being used, or is about to be used, by a foreign power or an agent of a foreign power.”
 The judge must additionally find that the proposed minimization procedures meet the requirements of FISA and that the application contains the requisite certifications.
 


The Attorney General may approve an emergency order when he or she reasonably determines that “an emergency situation exists with respect to employment of electronic surveillance to obtain foreign intelligence information before an order authorizing such surveillance can with due diligence be obtained.”
  The Attorney General must find a factual basis for issuance of an order under the Act. Finally, an application for an order must be made as soon as practicable, but no more than twenty-four hours after the Attorney General authorizes the emergency action.

Miscellaneous Provisions


Two other provisions merit attention.  Section 1806 describes the situations where the fruits of FISA electronic surveillance may be used.
 Furthermore, this section provides for the suppression of unlawfully obtained information, or information obtained by surveillance not made in conformity with the Act.
  Additionally, any otherwise privileged communication does not lose its privileged character by virtue of its being obtained under the Act.
 


The act also criminalizes intentionally engaging in electronic surveillance under color of law except as authorized by the Act.
  Additionally, criminal sanctions exist for anyone disclosing or using information obtained under color of law by electronic surveillance, knowing or having reason to know that the information was obtained through electronic surveillance not authorized by the Act.

2.  Application of FISA in Cyberspace


tc \l3 "Application of FISA in CyberspaceSince the enactment of FISA, the world has experienced the explosive growth of both the personal computer industry and the Internet.  What formerly required physical trespass by agents of foreign powers at great personal risk, now can often be accom​plished from a lone personal computer with a dial-up connection to the Internet.
  Hackers often attempt to exploit sensitive national security systems.
  These attempts can use techniques such as spoofing and site hopping to avoid detection by law enforce​ment personnel.  Compounding the problem is the fact that law enforcement is critically understaffed to trace even a fraction of the detected intrusion attempts.
  While many of these intrusion attempts are motivated by adolescent angst, some originate with foreign powers or agents of foreign powers.
 FISA no longer strikes an appropriate balance. 


Under FISA, a FISC order cannot issue unless the judge finds probable cause to believe that the target of the electronic surveillance is a foreign power or an agent of a foreign power.  However, FISA grew out of cases from involving situations where the govern​ment could characterize the target.  The computer era no longer allows us to do so, at least not initially.  When a computer network intrusion attempt is detected, the source of the attempt is unknown.  If the government is limited to traditional law enforcement means, the intruder will be gone before he or she is identified.  For example, if any hop involves an unfriendly country, traditional techniques may never discover the identity of the intruder if that country chooses not to cooperate and allow United States authorities to review logs in the computers used for the hop.  Even more troublesome is the case of a hacker using a prepaid long distance calling card from a pay telephone to start his or her intrusion attempt.  Traditional law enforcement will, at best, reach back as far as the telephone, but there is not likely to be any record of who used the telephone. 


If an appropriately limited exception allowed active electronic surveillance during the intrusion attempt, government officials would be able to detect the source of more intrusions.  Any such process must adequately balance both the rights guaranteed by the Fourth Amendment and the government’s ability to collect foreign intelligence informa​tion and protect national security.

3.  A Proposed Amendment


tc \l3 "A Proposed AmendmentThe first step in addressing the problem is to designate which systems are vital to our national defense or security. Shockingly, while some systems are vital to our national security, under current law, the government is limited to the same tools used to investigate an intrusion attempt against, for example, the local video rental store.  An appropriate individual or group could designate these vital systems.  For example, the law could require that the systems be identified in an Executive Order.  Additionally, in order to prevent abuses, the FISA court could review any such designation either at the time of the designation, or at any later probable cause hearing.  The detection of an intrusion attempt against one of these vital systems would trigger a three-phased response. 


The first phase is based on exigent circumstances.  The Supreme Court has recognized exigent circumstances exceptions to the warrant requirement, however, these excep​tions “have been few in number and carefully delineated.”
  These exceptions, in general, “serve the legitimate needs of law enforcement officers to . . . preserve evidence from destruction.”
  One could argue that any attempt at unauthorized access to any federal interest computer could trigger an exigent circumstances exception.
  However, limiting the exigent circumstances exception to those cases involving properly designated systems is another means of carefully tailoring the exception to the legiti​mate and compelling need to protect national security and to collect foreign intelligence information.


The initial phase would last for up to twenty-four hours. Within that period, the govern​ment would need to make an application to a FISA judge.  This application would identify the system involved, it would include sworn statements regarding any information the government has regarding the identity of the intruder, and a sworn statement that the purpose of the surveillance is to gather foreign intelligence or national security informa​tion.  Such an application could also indicate any minimization procedures being used to minimize the interception of unrelated information (say, for example, on intermediate systems used by the intruder).  If the judge finds probable cause that the purpose of the surveillance is proper, and that the minimization procedures are adequate, he or she would issue an order authorizing the government to continue the surveillance pending identification of the intruder.  These orders could be for limited time periods. Such time limitations should be long enough to allow additional evidence to be obtained.  However, they should also be short enough as to present an administrative burden that would serve as an additional barrier to abuse. A one-week period would seem appropriate. 


The second phase would end when the judge denies an application, or a renewal application.
  If the government were successful in identifying or locating the intruder, the third phase would begin.  In this third and final phase, the government would seek a normal FISA order, or a Title III order, as appropriate.  During this third phase, one could argue that the government should be allowed to make use of presumptions used elsewhere under FISA.  For example, current military regulations presume that a person or organization outside the United States is not a United States person “unless specific information to the contrary is obtained.”
  Likewise, an alien in the United States is not presumed to be a United States person “unless specific information to the contrary is obtained”
  These presumptions are particularly appropriate in computer intrusion cases, because even if the government can locate the computer used in the intrusion attempt, it is unlikely that the government will be able to identify the operator of the computer.
  An additional limitation on military defenders of the NII/DII is found in the Posse Comitatus Act. 

E.  Posse Comitatus Act


tc \l2 "Posse Comitatus ActThe Posse Comitatus Act
 (PCA) reflects our deeply rooted belief in the division between civil law enforcement and military actions.
  Indeed, the concept of limiting military involvement in civil matters has been a part of Anglo-American history since it was first included in the Magna Carta in 1215.
  The PCA was enacted in 1878 in response Southern complaints about the use of federal troops in a law enforcement role during the Reconstruction period.
  The PCA states, 

Whoever, except in cases and under circumstances expressly authorized by the Constitution or Act of Congress, willfully uses any part of the Army or the Air Force as a posse comitatus or otherwise to execute the laws shall be fined under this title or imprisoned not more than two years, or both.


While the provisions of the PCA are deeply rooted in American history, they remain statutory.  Congress remains empowered to authorize military assistance to civilian law enforcement.
  An example of such an authorization is the involvement of the United States military in the drug interdiction campaign.
 Additionally, while the PCA has been a part of our criminal law for more than 120 years, no one has ever been prosecuted for violating it.
  However, courts have had opportunities to interpret it.


Several cases have dealt with defendants arguing that the actions of the military improperly assisted in their prosecution.
  Other cases have involved private causes of actions against military officials participating in or authorizing certain operations.
  Finally, the United States has used the PCA to shield itself from liability in a Federal Tort Claims Act case.


Courts have applied several tests in determining whether the PCA has been violated in a given case.  One test requires direct, active involvement by one or more military mem​bers.  This test is founded upon the observation that “the prevention of the use of military supplies and equipment was never mentioned in the debates, nor can it reason​ably be read into the words of the Act.”
  A second line of cases prohibits the use of one or more military members in a role that pervades the activities of civil law enforcement organizations.
  This standard seems to allow the use of military equipment, but may prohibit the use of military members to operate or maintain the equipment.  It also may prevent the use of military advisor.  The final standard prevents the use of military members in a manner that amounts to the exercise of regulatory, proscriptive, or compulsory military power.
  This test focuses on how military power is employed against the citizenry. 

It is the nature of their primary mission that military personnel must be trained to operate under circumstances where the protection of constitu​tional freedoms cannot receive the consideration needed in order to assure their preservation.  The posse comitatus statute is intended to meet that danger.  [T]he feared use [of military personnel] which is prohibited by the posse comitatus statute is that which is regulatory, proscriptive or compul​sory in nature, and causes the citizens to be presently or prospectively subject to regulations, proscriptions, or compulsions imposed by military authority.


Under any of these standards, the use of military members to trace the trail of an intruder into the NII/DII may violate the PCA.  One could argue that such actions are in response to criminal activities directed against military assets, and that the PCA allows the military some latitude.
  However, the nature of the Internet again must be considered.  Since most intrusion attempts directed against the NII/DII will involve innocent interme​diate computer systems, Congress should be more explicit in whether, and to what extent the military may become involved in such activity.  This clarification will be particularly necessary as the role and responsibility of the DOD in performing “Homeland Defense” receives greater attention.

V.  CONCLUSION


tc \l1 "ConclusionThe Internet has forever changed the nature of our lives. However, while the wired world brings with it many advantages, so too does it bring many new, and potentially catastrophic dangers.  Congress needs to maintain an appropriate balance between our civil liberties and the national security.  A return to the days of unfettered Executive discretion is unwise and dangerous.  However, potential intruders have access to a host of very effective “weapons” on the Internet.  The defenders of our NII/DII need access to appropriate tools under appropriate circumstances in order to defend our national security.  The current state of affairs allows too many intruders to escape identification.  The time to authorize limited exceptions to current law is now, not after we suffer an “Electronic Pearl Harbor.”
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