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ABSTRACT

This report provides information relative to designing, installing, testing, maintaining, and
monitoring intrusion detection systems (IDSs) and subsystems used for the protection of
facilities licensed by the U.S. Nuclear Regulatory Commission. It contains information on the
application, use, function, installation, maintenance, and testing parameters for internal and
external IDSs and subsystems, including information on communication media, assessment
procedures, and monitoring. This information is intended to assist licensees in designing,
installing, employing, and maintaining IDSs at their facilities.
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1. INTRODUCTION

This report provides information about designing, installing, testing, maintaining, and monitoring
intrusion detection systems (IDSs) and subsystems used for the protection of facilities licensed
by the U.S. Nuclear Regulatory Commission (NRC). Title 10 of the Code of Federal
Regulations Part 73, “Physical Protection of Plants and Materials,” addresses the NRC'’s
requirements for the physical protection of nuclear power reactor facilities, independent spent
fuel storage facilities, fuel cycle facilities, strategic special nuclear materials, and special nuclear
material of moderate and low strategic significance. The specific requirements for physical
protection programs at NRC-licensed facilities are determined by the type of NRC licensee and
the special nuclear material authorized to be possessed by that licensee.

The use of IDSs at NRC-licensed facilities is one component of a physical protection program,
the purpose of which is to ensure that only authorized personnel gain access to areas
containing nuclear materials and that the use of nuclear materials does not endanger the public
health and safety.

It is important to note that the effectiveness of a physical protection program depends on the
coordination and integration of all the various components of that program, from equipment, to
policies, to personnel, as well as the ability of the licensee to monitor and maintain these
components to ensure they operate as intended. The use of IDSs is just one component of the
overall physical protection program. Therefore, each licensee should design, install, and
maintain an IDS that complements the needs and implementation of the other components of
the physical protection program.

The following sections of this report provide information pertinent to the application, use,
function, installation, maintenance, and testing parameters for internal and external IDSs and
subsystems, including information on alarm communication media, assessment technology, and
monitoring. The information is intended to assist licensees in designing, installing, employing,
and maintaining IDSs at their facilities. When applying this information, it is important to confirm
that site-specific conditions are analyzed and accounted for and that manufacturer
recommendations for system application, installation, maintenance, and testing are followed to
ensure the system capabilities are consistent with the physical protection program goals and
that the systems are capable of performing their intended functions.
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2. INTRUSION DETECTION SYSTEMS

2.1 Overview

Intrusion detection and assessment systems are an integral part of any physical protection
system. Detection and assessment provide a basis for the initiation of an effective security
response. Intrusion detection systems (IDSs) should be designed to facilitate the detection of
attempted and actual unauthorized entry into designated areas and should complement the
security response by providing the security force with prompt notification of the detected activity
from which an assessment can be made and a response initiated. The method(s) of detection
and assessment selected for implementation should be robust and be capable of providing the
highest level of protection for the specific application. In the design of the detection and
assessment aspects of a physical protection system, various methodologies should be
incorporated to provide a fully integrated detection capability. The integration of various
detection and assessment methodologies not only contributes to a superior detection and
assessment capability, but also provides multiple overlapping layers that support each other if
one method fails.

2.2 Intrusion Detection Equipment

2.2.1 Premise Control Unit

A premise control unit (PCU) is a device that receives changes of alarm status from sensors
and transmits an alarm condition to the alarm monitoring station. The PCU also allows
authorized personnel to change the alarm zone status of the alarm zone.

To be useful, an intrusion alarm system should have the capability to restrict status changes to
only those who possess proper authority such as alarm system administrators or alarm station
operators. A system may restrict access to performing system functions in any number of ways,
often with keys or codes used at the PCU or a remote PCU near an entry. High-security alarms
may require multiple codes, a fingerprint, badge, hand-geometry, retinal scan, encrypted
response generator, and/or other means that are deemed sufficiently secure for the purpose.

To function as intended, the PCU must be located within the secured area to protect it from
unauthorized access. The alarm status is normally delayed (for no more than 30 seconds) to
allow the entrance authorization process to be completed. Like the sensors, the PCU requires a
primary power source for operation and should be connected to an emergency power source to
remain operable during the loss of primary power. The PCU should be equipped with a tamper
alarm to detect attempts at unauthorized manipulation. All changes in status of the alarm zone
must be transmitted to the alarm monitoring stations. Examples of reportable status include but
are not limited to access/secure, tamper, loss of power, improper access code or procedure,
test or maintenance mode, and masked sensors. PCUs can be configured with duress
capabilities, which will allow personnel to surreptitiously notify the alarm monitoring station of a
compromised situation.
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2.2.2 Transmission and Annunciation

To ensure transmission line security, when the transmission line leaves the facility and traverses
an uncontrolled area, Class | or Class Il line supervision should be used.

2.2.2.1 Class|

Class | transmission line security is the security achieved through the use of a data encryption
system or an algorithm based on the cipher feedback or cipher block chaining mode of
encryption. To ensure Class | transmission line security, the data encryption system used must
be certified by the National Institute of Standards and Technology or another independent
testing laboratory.

2.2.2.2 Classll

Class Il transmission line security refers to systems in which the transmission is based on
pseudo random-generated tones or digital encoding using an interrogation and response
scheme throughout the entire communication, or Underwriters Laboratories Class AA line
supervision. The signal must not repeat itself within a minimum 6-month period. Class Il
transmission line security must also be protected against compromise using resistance, voltage,
current, or signal substitution techniques.

Note: Direct current (dc) line supervision should not be used because it is highly susceptible to
manipulation or substitution to circumvent valid alarm annunciation. Additional information on
alarm communication and display (AC&D) can be found in Section 8 of this report.

2.2.3 Intrusion Detection System Cabling

Cabling designs that combine signal transmission lines and power source cabling into one of the
two alarm monitoring stations or one common area before they reach the alarm monitoring
stations should be avoided. Facilities should, to the extent practicable, ensure that the cabling
(signal transmission and power) to each alarm station is sufficiently separated and not
accessible to external manipulation. The separation and nonaccessibility of cabling provide a
level of assurance that at least one alarm station will maintain the capability to perform required
alarm station functions if the cabling is subject to an occurrence that results in the loss of
functionality within the other alarm station. Key considerations in the design and installation of
alarm system cabling are the prevention of unauthorized and external manipulation and
minimization of the exposure to environmental conditions. It is important to identify and
evaluate intrusion detection and assessment system cabling that may be vulnerable to
disruption by external manipulation (e.g. adversarial action) and consider further protective
measures such as hardening or periodic surveillance.

The cabling between the sensors and the PCU should be dedicated to the intrusion detection
equipment (IDE) for which it provides service and should comply with national and local code
standards. Cabling should be installed in metal conduit between the alarmed area(s) (i.e.,
controlled access area (CAA), vital area (VA), or material access area (MAA)) PCU and the
alarm monitoring stations. Exceptions may apply when the cabling is not easily accessible,
such as when it is run underground, traverses or is within another controlled area, or is
encrypted with Class | or Il encryption.
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2.2.4 Entry Control Systems

If an entry control system is integrated into an IDS, reports received in the alarm stations from
the automated entry control system should be subordinate in priority to reports from intrusion
alarms. Additional information on AC&D appears in Section 8, “Alarm Communication and
Display,” of this report.

2.2.5 Power Supplies

Primary power sources for IDE may be commercial alternating current (ac) or dc power. In the
event of a failure of primary power, the system should be designed to provide an indication that
the IDS is operating on secondary, backup, or emergency power sources without causing false
alarm indications. Section 9 of this report presents additional information on backup and
emergency power.

2.25.1 Emergency Power

Emergency power should enable IDE to remain operable during the loss of primary/normal
power. An emergency power supply should consist of a protected independent power source
that provides a minimum of 4 hours operating power battery and/or generator power. When
batteries are used for emergency power, they should be maintained at full charge by automatic
charging circuits. The manufacturer’s periodic maintenance schedule should be followed and
results documented.

2.2.5.2 Power Source and Failure Indication

A visual (illuminated) and audible indication of power failure should be provided at the PCU of
the power source in use (ac or dc) and in the alarm monitoring stations. Equipment at the alarm
stations should indicate a failure in power source, a change in power source, and the location of
the failure or change.

2.3 System Considerations

2.3.1 Maintenance Mode

When an alarm zone is placed in the maintenance mode, this operability status should be
signaled automatically to the alarm monitoring stations. The signal should appear as an alarm
or maintenance message at the alarm stations, and the IDS should not be securable while in the
maintenance mode. The alarm or message should be visible at the alarm stations continually,
throughout the period of maintenance. A standard operating procedure should be established
to address appropriate actions when maintenance access is indicated at the panel. A record of
each maintenance period should be archived electronically in the system or on other electronic
media, or it may be printed in hard copy, in accordance with site procedures. A self-test feature
should be limited to one second per occurrence. Section 8 “Alarm Communication and
Display,” of this report presents additional information on AC&D.
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2.3.2 Shunting or Masking Condition

Shunting or masking of any alarm zones or sensors should be appropriately logged or recorded
in the archive. A shunted or masked alarm zone or sensor should be displayed as such at the
alarm monitoring stations throughout the period that the condition exists. Section 8 “Alarm
Communication and Display,” of this report presents additional information on AC&D.

2.3.3 Component Tamper Protection

IDE components, to include all sensors, control boxes, and junction boxes, should be equipped
with tamper protection and indication to provide deterrence, delay, and detection of attempted
unauthorized manipulation.

2.3.4 System Component Status Changes

No capability should exist to allow changing the status of the IDE and associated access control
equipment from a location outside the area for which the equipment is applied. If used, PCUs
should be located within a secure area that is equipped with intrusion detection capabilities that
annunciate in the alarm monitoring stations. Only alarm station operators or authorized
technicians should initiate status changes for IDE and associated access control equipment.
Operation of the PCU should be restricted by use of a device, password, or procedure that
verifies the authorization of an individual to make such changes. For applications of increased
security, status changes for IDE and associated access control equipment may require
confirmation from an additional system operating authority before the change is allowed to occur
(e.g., a concurrence action from an alarm station operator confirming the status change initiated
by the other alarm station operator or authorized technician).

2.3.5 False and/or Nuisance Alarm

A false alarm is an alarm generated without apparent cause. False alarms are generally
attributed to electronic phenomena, whether of the sensor itself or of the electrical infrastructure
of the sensor system. Alarm signals transmitted in the absence of detected intrusion, or when
the cause cannot be verified as a nuisance alarm, are false alarms. A nuisance alarm is the
activation of an alarm sensor by some influence for which the sensor was designed but which is
not related to an intrusion attempt. To validate detection, all alarms must be assessed and may
require further investigation to determine the cause. The results of all alarms should be
documented. The design goal of an intrusion detection system should be to limit false alarms
and nuisance alarms to a total of not more than one false alarm per zone per day and one
nuisance alarm per zone per day. A sound maintenance program is often a key factor in
minimizing the number of false and nuisance alarms an IDS system generates.

Alarm records should be maintained for effective preventive maintenance. These documented
records support effective preventive maintenance. These records should include a daily
nuisance alarm log. A daily nuisance alarm log can aid in the tracking of equipment or sectors
where maintenance is required. This alarm log should contain an assessment of the cause of
the alarm and should be referenced by alarm sector, specific location within the sector, and, as
applicable, by component serial number, which provides unit-specific tracking. The alarm log
enables problems related to a specific alarm sector to be investigated and identified for
corrective action.
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2.3.6 Installation, Maintenance, and Testing

Proper system installation, maintenance, and testing contribute to acceptable system
performance and minimize its vulnerability to defeat. The defeat vulnerability of the sensor is an
inherent characteristic of the sensor technology, how it is installed, and how sensors are
configured within the system. For an effective detection system, intrusion detection sensors
must be selected and properly installed to: maximize the detection probability, minimize its
nuisance alarm rate, and minimize its vulnerability to defeat. Intrusion detection and
assessment systems and components should be installed, maintained, and tested in
accordance with manufacturers’ specifications which account for system design, application,
and performance. For IDS systems that are integrated with other components of the physical
protection system, the specific configuration of all integrated components should be evaluated
to ensure the system performs its intended function and provides the desired level of protection.
Prior to installation the planned configuration of perimeter intrusion detection and assessment
systems, physical barriers at the protected area perimeter (to include any associated nuisance
barriers), and the isolation zones should be evaluated to ensure that the planned perimeter
system design will satisfy the detection and assessment goals of the physical protection
program. After installation, the configuration of these components should be re-evaluated
based on the zone of detection provided by the IDS when operating to ensure that the IDS
provides the required coverage and eliminates the potential for unauthorized bypass. The
configuration of the components of the protected area perimeter (intrusion detection and
assessment systems, physical barriers and the isolation zones) when combined with the IDS
zone of detection should account for common defeat methodologies such as walking, crawling,
running, climbing, jumping and bridging consistent with the design goals of the physical
protection program. As such, perimeter IDS testing should include all defeat methodologies that
could be used to defeat the system. With consideration for safety, simulations of certain defeat
methodologies (e.g. jumping, bridging) during testing may be necessary.

Intrusion detection and assessment system or component installation, maintenance, and testing
should be performed only by trained and qualified personnel. All installation, system
settings/sensitivity levels, maintenance, and testing activities should be documented so that
they may be used to support system or component troubleshooting and to ensure proper
performance, maintenance, and testing intervals.

To ensure that a system or component continues to provide the level of protection intended,
maintenance, testing, and calibration activities should be performed at intervals consistent with
manufacturers’ specifications and the operational demand placed on the system or component.
Most system and component manufacturers have established similar testing criteria, especially
in the area of testing frequency. The information below reflects general manufacturer
recommendations regarding intrusion detection and assessment system testing intervals.

2.3.6.1 Acceptance Testing

When a sensor is first installed, it must be tested in order to formally “accept” the sensor as a
part of the physical protection system. Acceptance testing consists of two parts:

(1) A physical inspection to assure that the sensor was installed properly

(2) A performance test to establish and document the level of performance
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2.3.6.2 Performance Testing

Performance testing should be conducted every 6 months or whenever a system or component
is returned to service after modification, repair, maintenance, or an inoperable state. The
performance test should include the use of the documented levels of performance from the
original acceptance testing to verify that the system or component is still performing adequately.

2.3.6.3 Operability Testing

For systems or components in continuous operation, operability tests should be performed
weekly to confirm that the sensors are operational and that alarms are communicated to the
alarm station display system. These tests should be scheduled such that all sensors are tested
at least once every 7 days. It is recommended that testing be performed on a portion of the
total sensors over a distributed time period so that some sensors are tested during different
times of the day within the 7-day timeframe. Subsequent testing should ensure that each
sensor is tested during a different time of day than the previous test conducted. When
conducting perimeter IDS operability testing in conjunction with perimeter assessment
equipment testing, varying the time of day a sensor is tested enables the verification of
assessment capabilities during the varied illumination conditions of daylight and at night.
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3. EXTERIOR DETECTION SENSORS

3.1 Microwave Sensors

3.1.1 Principles of Operation and Performance

Microwave sensors are motion detection devices that flood a specific area with an electronic
field. A movement in the area disturbs the field and generates an alarm. Microwave sensors
are typically used for detection in long, flat, narrow perimeter zones. (See Figure 1.) They are
classified as an active, visible, volumetric, freestanding, and line-of-sight sensor.

Figure 1: This photo depicts the application of microwave sensors within a perimeter intrusion detection and
assessment system (PIDAS). Note that the drawn-in detection zone goes from the front microwave to
another that is approximately 90+ meters (300+ feet) away. The middle microwave transmits to a unit behind
the photographer. This configuration is referred to as a “basketweave” layout.

Microwave sensors transmit microwave signals in the “X” band. These signals are generated by
a diode operating within preset limits that do not affect humans or the operation of pacemakers.

The effective detection zone width and height of a given microwave system will largely depend
on the mounting height of the antennas when operating over the same type of surface at the
same range. The mounting height is measured from the center of the antenna aperture to the
ground. When properly aligned, the maximum detection height and width will occur at
midrange. During installation in the field, antenna heights can be adjusted for maximum signal
while monitoring the signal at the receiver. Most manufacturers indicate the linear operating
range to be approximately 100—-150 meters (328—492 feet) when detection of a stomach-
crawling intruder is a requirement. Detection zone sizes are normally stated for midrange
between the transmitter and receiver at the maximum antenna separation.
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3.1.2 Types of Microwave Sensors
Microwave systems are found in two basic configurations:

(1) Dbistatic, consisting of a transmitter and receiver antenna located at either end of a
perimeter sector

(2) monostatic, which uses a transceiver

The bistatic microwave link consists of a transmitter at one end of a long, flat location and a
receiver module at the other end. The transmitter emits a modulated, low-power signal in the
microwave frequency band. The signal at the receiver antenna is combined in a vector
summation of the direct line-of-sight signal and the reflected signals from the ground and nearby
objects. The receiver monitors this signal for small changes that occur when objects move in
the detection zone of the sensor. When the changes in the zone exceed an established
threshold, an alarm is generated.

Automatic gain control circuitry is used to allow the microwave sensor to compensate for very
slow changes in signal because of environmental conditions.

The size and shape of the detection zone are determined by the antennas, the transmitted
frequency, and the distance between the antennas. The detection zone typically resembles an
oblate spheroid, much wider and taller in the middle of the detection zone and narrowing on
each end. (See Figure 2.)

e oy

Figure 2: This diagram depicts the detection zone of a typical bistatic microwave.

A monostatic microwave unit consists of a transmitter and receiver located in the same unit.
(See Figure 3.) The two types of monostatic microwaves are amplitude modulated (AM) and
frequency modulated (FM). AM monostatic microwave systems detect changes in the net
vector summation of the received signal, similar to a bistatic system. FM monostatic systems
operate on a pulsed Doppler principle and thus can determine range information. Some pulsed
Doppler microwave sensors can be set up to only detect motion moving toward or away from
the sensor in order to help minimize nuisance alarms. These are finding usage in some
specialty applications, such as on ladders or stairs where the adversary has only limited
approach options.

In general, the useful range of a monostatic microwave is considerably less than that of a

bistatic system. Monostatic microwave sensors are usually recommended only for application in
areas inappropriate for a bistatic microwave.

[

Figure 3: This diagram depicts the detection zone of a typical monostatic microwave.
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3.1.3 Sources of Nuisance Alarms

While a microwave works fairly well in most weather conditions, some types of weather
extremes may cause nuisance alarms, in particular, the first few seconds of a hard rain.
Normally, after the rain has started, the sensor recognizes and adapts to the rain. Large
puddles of standing water can cause nuisance alarms if wind creates ripples in its surface.
Running water is also a major source of nuisance alarms if proper drainage is not designed into
the sensor zone.

Most flying debris, such as leaves, paper, cardboard, and tumbleweeds, will not cause an alarm
because these objects are not reflective. However, if these same objects were wet or icy, they
would likely cause the system to alarm. An aluminum can, because it is highly reflective, will
also cause an alarm.

While an animal as small as a mouse or a single bird will not normally be detected by a
microwave, animals the size of a rabbit or a flock of birds likely will be detected.

If the fabric of a chain-link fence moves, the reflection may cause an alarm, even though the
fence is outside of the volume of detection.

3.1.4 Characteristics and Applications
The following list describes characteristics and applications of microwave sensors:
o The microwave is a volumetric sensor and has a large detection pattern.
o To a potential adversary, the detection pattern of the microwave is unknown.
o Microwaves may be stacked to create a much taller detection pattern.
J The microwave works well in most weather conditions.
o The microwave is appropriate for long, narrow, flat zones.
o The microwave will be able to detect within snow, as long as the antenna is not blocked.

o Microwaves are typically vulnerable to crawlers immediately in front of both the
transmitter and receiver.

o Microwave sensors do not work well in extremely heavy fog or in a wet, heavy snow.
o Microwaves will not perform well in a rainy climate when drainage is poor.
o Microwaves perform less optimally in areas of heavy snow.

o Microwave sensors do not lend themselves to use in areas where the terrain has large
variations.

o Site preparation for a microwave installation can be difficult because of the requirement
for very flat terrain.
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. Microwaves will not work well in a zone between two fences that are not at least 6
meters (20 feet) apart.

o Vulnerabilities have been noticed when microwaves are operated near runways at
airports.

3.1.5 Installation Criteria

Typically, a bistatic microwave perimeter detection system should be installed to operate
effectively at a distance between antennas of not more than 120 meters (approximately

328 feet). Successive microwave links and corners should overlap to eliminate dead spots
(areas where the microwave beam cannot detect) below and immediately in front of transmitters
and receivers. The required amount of overlap of successive links is contingent on the antenna
pattern, alignment, and mounting height but may be up to 10 meters (approx. 32.8 feet) in
length for some models. Overlap should be adequate to provide continuous detection of
crawling intruders over the entire sector. (Refer to Figure 4 and Figure 5.)

PIDAS exterior fence

PIDAS interior fence

Basket Weave Overlap

PIDAS exterior fence

PIDAS interior fence

Parallel Overlap

Figure 4: Examples of possible microwave sensor layouts.
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Figure 5: Example of a corner setup of microwave sensors that provides overlap to decrease the possibility
of an adversary crawling beneath the beams.

There should also be an area at each end of the sector where the crawler is detected by both
microwave links to ensure continuous detection between adjacent sectors.

Since the bistatic transmitter/receiver link is a line-of-sight system, variations in ground level
(e.g., ditches and valleys) could allow some intruders to crawl under the beam; bumps or
obstructions may create shadows in the beam that the adversary could crawl behind; and
variable obstructions (e.g., snow drifts or accumulations) may interrupt the beam. To prevent
passage under the microwave beam, variations in the ground should be leveled, ditches should
be filled, and obstructions should be removed so that the area between the transmitter and
receiver is clear of obstructions and free of rises or depressions. Overlaps should be adequate
to allow the microwave beam to expand enough to detect an intruder attempting to jump over
the microwave beam.

In zone overlap areas, the equipment for the overlapped zones should usually both be
transmitters, or both should be receivers to minimize the interference between the successive
links. Different modulation frequencies are used for microwave links in adjacent sectors to
prevent interference from other microwave transmitters.

Because standing water can be a major source of nuisance alarms, proper drainage is required
to prevent standing water and to prevent erosion that may provide the adversary with low spots
where crawling is more difficult to detect. Gravel is often used for the perimeter surface to allow
water to drain quickly and minimize erosion. Solid surfaces, such as asphalt or concrete, may
prevent erosion problems but may actually cause a higher nuisance alarm rate during periods of
heavy rain, because of the rain bouncing off of the surface.

Each microwave unit should be mounted securely on rigid posts and aligned according to the
manufacturer’s installation criteria. The mounting pole of the microwave for the adjacent sector
should not provide an aid to the adversary attempting to jump over the microwave beam. (Refer
to Figure 6.) Cutting down the mounting pole or using a spike or other attachment that does not
allow the adversary a solid jumping platform may be required.
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Figure 6: This scene taken from a test of microwave sensors shows the possibility of an attacker using the
microwave structure as an aid to jump over its own detection zone. Note: The microwave patterns shown in
the photo were added for illustration purposes.

Because of variances in the antenna patterns of different microwave systems, the height may
need to be varied slightly to obtain coverage adequate to detect crawling intruders. Accordingly,
the mounting mechanisms for a system should permit adjustment of antenna height and position
to correct poor performance or alignment.

Wiring should be protected with conduit, using flexible conduit near the sensor to allow
alignment and adjustment of the antenna.

The clear area (the space between the two PIDAS fences) should be sufficiently wide to
preclude the generation of alarms by legitimate movements near the microwave link

(e.g., personnel walking or vehicular traffic) and to preclude system degradation caused by
reflections from any structure, such as the perimeter fence. The manufacturer should provide
approximate dimensions of the microwave pattern. Since the beam is relatively wide, care
should be taken to ensure that reflections from authorized activities do not create nuisance
alarms. With the microwave link installed inside a perimeter barrier or between a double
perimeter barrier, the transmitter and receiver should be positioned so the height of the zone of
detection will detect anyone jumping or attempting to bridge over the microwave beam into the
protected area from atop perimeter barriers such as fences or walls. Typically, the distance
between a chain-link security fence with an overall height of 2.4 meters (8 feet) and the center
of the microwave beam should be a minimum of 2.4 meters (8 feet). In addition, the microwave
link should be positioned within the isolation zone to maximize the zone of detection and
enhance assessment once detection is made. Neither a transmitter nor a receiver should be
mounted on a fence.
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Stacking of microwave sensors is one means of increasing the detection zone height of the
system to enhance its detection capabilities. The stacking technique places a microwave link
close to the ground to provide better crawl detection and one or more links higher to improve
detection of jumping or bridging. (Refer to Figure 7.) The stacked units may use different
carrier frequencies, different antenna polarization, or multiplexing to prevent interference
between the microwave links.

Figure 7: An example of stacked microwave sensors. Note that the possibility of crawling beneath the
microwave detection zone has been reduced significantly because of the microwave sensor that is installed
close to the ground.

3.1.6 Testing

A regular program of testing of sensors is imperative for maintaining them in optimal operating
order. Three types of testing need to be performed during the life of a sensor: acceptance
testing, performance testing, and operability testing.

3.1.6.1 Acceptance Testing

When a microwave sensor is first installed, it should be tested in order to formally “accept” the
sensor as part of the physical protection system. Acceptance testing consists of two parts: a
physical inspection and a performance test, as follows:

(1) A physical inspection to ensure that the microwave unit was installed properly consists
of the following:

o Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

Verify sector intersection spacing.

Verify that signal and power wires are routed in the conduit.

Verify proper power levels (voltage and amperage).

Verify correct wire connections.
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(2) A performance test establishes and documents the level of performance. The following
section describes the type of tests that are recommended for the microwave.

3.1.6.2 Performance Testing

Generally accepted performance criteria for a microwave detection system are that the system
should be capable of detecting an intruder weighing a minimum of 35 kilograms (77 pounds)
passing through the zone of detection between the transmitter and receiver, including the area
in front of both the transmitter and receiver, whether the individual is walking, running, jumping,
or crawling. Provisions should be made to ensure detection in spite of the dead spots in front of
transmitters and receivers.

3.1.6.2.1 Procedure 1: Crawl Tests

Conduct 30 crawl tests within the detection zone/sector to verify that the probability of crawl
detection is at least 90 percent at a 95-percent confidence level.

Each sector should be tested 30 times at points along the length of the microwave detection
zone, though the overlap areas of two microwaves should be the primary focus.

As it can be difficult to locate an adult of approximately 35 kilograms (77 pounds) and because
crawling is viewed as the most favorable form of spoofing a microwave sensor, most sites use a
30-centimeter (approx. 11.8 inches) diameter aluminum sphere to simulate crawl tests. (Refer
to Figure 8.) The sphere diameter represents the cross-sectional area (at microwave
frequencies) of an intruder lying parallel to the beam centerline. Pulling the sphere across the
zone at slow speeds can determine if the microwave sensor is capable of detecting a small,
stealthy individual. Because the radar cross-section of the sphere does not change with its
orientation and the physical demands on the tester are much less than performing actual crawl
tests, the sphere test can yield more repeatable results that eliminate variability because of the
size and skill of actual crawling individuals.

Figure 8: An aluminum sphere is commonly used for testing the potential success of a crawler against
a microwave detection system.
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If the aluminum sphere is not detected until after it has been pulled across the centerline of the
microwave detection zone, this often indicates an area of weak detection that may need to be
addressed through additional adjustment of the sensor. A small individual can perform actual
crawls in limited locations to supplement the sphere drag testing, perhaps testing in areas
where the sphere was not detected until after it had crossed the beam centerline.

The aluminum sphere should be mounted on a nonmetallic platform or base that does not raise
the height of the sphere or increase the radar cross-section. The base is usually a sled but is
sometimes wheeled, which helps prevent the sphere from becoming dented. As the sphere
begins to get dented, the radar cross-section increases and it no longer accurately represents a
small individual. The cord used to pull the sphere across the zone should be nonmetallic so as
not to affect the beam. Nylon sash cord can be used effectively. The cord should be long
enough to allow the testers to be completely out of the microwave detection area. (Refer to
Figure 9.)

Figure 9: Testing microwave sensors with an aluminum sphere.

3.1.6.2.2 Procedure 2: Other Tests

Another method of performance testing incorporates the use of a combination of the common
defeat methodologies (walking, running, jumping, climbing, crawling and bridging) within each
detection zone to verify a system’s detection capability. Each sector should be tested 30 times
at points along the length of the detection zone. Walk tests may be useful for mapping out a
sensor’s detection pattern for the purpose of identifying antenna misalignments, but the
detection of a walker is not normally considered “challenging” for a microwave detection system.

Jumping, climbing and bridging tests should be performed to verify that the height and overlap
of the beam is adequate. Jumps, assisted, unassisted and using nearby objects as a jumping
platform should be performed to verify that detection is adequate. Run tests are suggested
because some microwave sensors have a high-speed cutoff in order to eliminate some types of
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nuisance alarm sources. When using various defeat methodologies for performance testing,
each defeat methodology should be used in the different areas of the zone being tested.

3.1.6.3 Operability Testing

The operability test may be conducted by walking into the expected detection zone of the
microwave.

If no alarm is received, a maintenance request should be immediately generated and

implementation of compensatory measures should be considered based on site-specific
requirements.

3.1.7 Maintenance

Recommended maintenance procedures include the following:

J Vegetation or erosion in the areas of the microwave detection pattern should be
checked.

. If the sensor has not been experiencing any recent problems (i.e., failure to alarm during
a walk test) and if the most recent performance test was successful, there is then no
reason to work on the alignment or sensitivity setting of the unit.

. At least one manufacturer recommends waxing the antenna covers periodically.

J Looking for any evidence of damage to the sensor or tampering with the device.

3.2 Electric Field Sensors

3.2.1 Principles of Operation

Electric field sensors (often referred to as e-field sensors) consist of posts or other supports with
wires strung between them. (Refer to Figure 10.) In the sensor's most basic form, there is one
field wire and one sense wire. An oscillating electrical signal is applied to the field wire, which
establishes an electromagnetic field around the field wire. A sense wire is located close to and
parallel to the field wire. Some of the field energy is coupled to the sense wire. A processor
analyzes the received energy and monitors changes to the energy level. Most of the signal
coupling results from capacitive coupling. The energy level coupled to the sense wire is
dependent on the electrical ground (also referred to as earth ground), the spacing of the wires,
the length of the wires, and the dielectric of the medium (air) between the wires. A human body
is mostly water and the dielectric of water is about 100 times greater than that of air. As an
intruder approaches the wires, the signal coupled to the sense wire is disturbed because of the
higher dielectric of the intruder’s body and because the intruder is partially in contact with an
electrical ground provided by the earth. Figure 11 shows a typical electric field sensor’s zone of
detection.
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Figure 10: Example of an electric field sensor installed in a test environment.

Zone of Detection

Field
wires

Sense
wires

Figure 11: A cross-section of an electric field sensor’s zone of detection.

Older electric field sensor processors were simply based on detecting a sufficient change in
amplitude (threshold) of the analog signal that did not occur too fast or too slowly (bandpass
filtering) to be considered an intruder. Unfortunately, many environmental sources could cause
disturbances that would meet these simple conditions for an alarm. Newer models employ
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digital processing and sophisticated pattern recognition software to generate an alarm. This
change has resulted in a significant reduction in nuisance alarms for new electric field sensors
while maintaining good levels of detection.

Electric field sensors are volume detectors. They can usually follow the terrain where they are
installed. While their characteristic wires give them the appearance of a line-type sensor, the
electric field generated by these wires makes the zone of detection extend well beyond the
wires. Electric field sensors can have a very wide detection volume (up to 2 meters or 6.5 feet
wide) as well as a very tall detection volume (4.9 meters or 16 feet or more), based on the
installation configuration. To achieve these heights, combinations of multiple field and sense
wires can be incorporated within a single electric field system.

3.2.2 Types of Electric Field Sensor Applications

Electric field sensors can be installed in a freestanding configuration on their own posts. They
can also be installed on chain-link fences, on the top of building roofs, on the side of building
walls, and on the top of concrete walls if special supports are incorporated. (Refer to Figure 12.)
Various wire configurations can be used to accommodate these mounting situations to yield the
desired detection height and volume. Because of their adaptability to various vertical and
horizontal surfaces, e-field sensors may be applicable to areas that are not compatible with the
use of other sensors.

Figure 12: Various configurations for electric field sensors.

3.2.3 Sources of Nuisance Alarms

Proper installation of electric field sensors is critical to minimizing nuisance alarms. Any
ungrounded metal object in the vicinity of an electric field sensor that can change potential can
cause a nuisance alarm. For example, a chain-link gate may have grease in the hinges that
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partially insulates it from the rest of the fence, but small wind-induced motion may occasionally
result in contact between the gate and the metal of the hinge, which has the potential to cause a
nuisance alarm. Attaching the sensor ground and all metal within the vicinity to a common
electrical ground (earth ground) can reduce nuisance alarms.

Weather-related sources of nuisance alarms include rain, as well as wet or melting snow.
During the start of a heavy rain, a few nuisance alarms should be expected. However, the
newer electric field processors can quickly recognize the pattern of rain and, after recognition,
will ignore it while still maintaining detection levels. During snowstorms, even with the bottom
wire covered with snow, the sensor should still detect in an acceptable manner. During very
heavy, wet snow, or when the snow is melting and possibly creating conduction paths to
ground, there is a potential for nuisance alarms.

Small animals that touch the wires and larger animals that approach the wires may cause
alarms. The use of nuisance control fences can significantly reduce these alarms. A single bird
landing on a wire generally will not cause an alarm, but a flock of birds may. The wires of an
electric field sensor are small enough that larger birds generally do not land on the wires.

Wet plants or wet weeds that touch the wires can also cause alarms. The use of nuisance
control fences (to reduce blowing debris) and maintaining a sterile area (to prevent plant growth)
near the wires can significantly reduce these nuisance alarms. Figure 13 shows an example of
nuisance alarm sources.

Figure 13: Sources of nuisance alarms for electric field sensors include flocks of birds; wet, heavy snow;
vegetation; and animals that may touch the wires.
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3.2.4 Characteristics and Applications

The following list describes the characteristics and applications of e-field sensors:

E-field sensors operate well in most environments.

Configurations can be tuned to have a very large and relatively even detection volume,
which can make an e-field sensor very difficult to defeat or circumvent.

A variety of mounting configurations can be used (i.e., the sensor can be fence mounted
on an existing chain-link fence (with some reduction in detection volume), or it can be
mounted on its own posts in a freestanding configuration (preferably between two
fences).

E-field sensors can be installed on walls and roofs, which makes it easier to maintain a
continuous line of detection if there is a building within the perimeter.

E-field sensors can follow uneven terrain with posts spaced approximately every 6
meters (20 feet); the wires can be routed up and over gentle hills and valleys.

The installation of e-field sensors usually requires a factory-trained installer or
experienced alarm technician to perform installation.

As the horizontal parallel wires of an e-field sensor naturally form a type of fence, this
presents an operational barrier to the entry of authorized vehicles or personnel. Where
personnel or vehicle access through the perimeter of a protected area is required, a
different sensor (other than the e-field sensor) must be incorporated to allow for
continuous and even detection through the entry area.

Because this sensor is a volumetric sensor, large moving metal objects near the sensor
can cause nuisance alarms. If the e-field sensor application includes an area where the
frequency of vehicles passing close to the sensor could cause numerous alarms, a
different sensor type should be considered.

A potential defeat method for an e-field sensor is an intruder slowly attempting to crawl
under the bottom wire. The bottom wire height should be evenly parallel to the ground
and low enough to detect all crawlers. There should be no areas, such as a ditch
caused by erosion or other low depression, where the wire height may create an area of
vulnerability.

3.2.5 Installation Criteria

Many components are required for an e-field sensor installation. Figure 14 shows some of
these parts, which include the sense wire, various insulators, posts, and support hardware.

Proper system installation is vital for proper performance; therefore, installers should be factory
trained or experienced technicians and should follow manufacturer installation instructions.
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Figure 14: Main components of an electric field sensor installation.

The single most important detail in the installation process is that every piece of equipment or
hardware must be connected to a common ground. This includes any electrically conductive
structures or objects that are in the vicinity of the sensor system. The manufacturers of electric
field sensors provide installation instructions, which specify grounding procedures that include
the installation of a common ground wire and copper-clad steel rods that are driven into the
ground.

Installed configurations may be freestanding (where the wires are mounted on their own
dedicated poles) or may be attached to an existing sturdy fence. A freestanding installation is
usually considered preferable; installation on a chain-link fence will effectively cut out half of the
detection volume—that half on the side of the fencing that does not contain the electric field
sense wires.

An electric field sensor system may also be mounted or attached directly to the wall or roof of a
building. If the wall or building is not constructed of a material that can provide an adequate
electrical ground (earth ground), a grounded metal screen can be installed under the sensor that
will provide the needed ground reference.

A cleared area must be created where the sensor system will reside. ldeally, this should be an

area where access is not possible by passing pedestrians or animals. Weeds near an electric
field sense wire must be eliminated or kept well trimmed.
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3.2.6 Testing

Three types of testing need to be performed during the life of a sensor: acceptance testing,
performance testing, and operability testing.

3.2.6.1 Acceptance Testing

When a sensor is first installed, it should be tested before the formal “acceptance” of the sensor
as part of the physical protection system. Acceptance testing consists of two parts:

(1) A physical inspection to ensure that the sensor was installed properly, as follows:

o Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

Verify sector intersection spacing.

Verify that signal and power wires are routed in conduit.

Verify proper power levels, both voltage and amperage.

Verify correct wire connections.

(2) A performance test to establish and document the level of performance (see next
section).

3.2.6.2 Performance Testing

System or component modifications such as processor replacement or adjustment, wire
spacing, or height adjustments, or any change to the sensor (or in the vicinity of the sensor) that
might affect the detection capability would require performance testing to verify system
performance.

The performance test should include a visual inspection of the sensor and of the general area
where the sensor is installed. The test should record all relevant processor readings and
compare these to the last recorded readings. It should measure the lower wire height at all the
posts and midway between the posts and then compare these values to previous values
documented when the sensor system was judged to have been performing optimally.

Because an electric field sensor is a volume detector, it will detect the approach of an intruder at
some distance from the sense wires and an intruder penetrating the wire array. Though these
systems or sectors of these systems may provide detection of an approach at some distance, in
some cases the zone of detection may be such that detection occurs upon penetration of the
zone between or in close proximity to the senor wires. The performance test must confirm that
penetrations or attempted penetrations of the wire array that forms the electric field sensor
system are detected at the required level. To ensure the overall effectiveness of an electric field
system, performance testing should incorporate the use of a combination of common defeat
methodologies (crawling, walking, jumping, climbing, and bridging) applicable to an electric field
system within each detection zone. Each sector should be tested 30 times at points along the
length of the electric field detection zone.

When using various defeat methodologies for performance testing, each defeat methodology

should be used in the different areas of the zone being tested. If each of the 30 tests resultin a
detection, the electric field sensor sector has been confirmed to have at least a 90-percent
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probability of detection at a 95-percent confidence level. Particular attention should be given to
any low depressions and to the areas where sectors overlap (one of the sectors must alarm in
this area).

As an electric field sensor is most susceptible to defeat by crawling, during performance testing
the 30 test attempts may include more crawl tests than the other defeat methodologies. For
crawl tests the tester should lie down flat on the ground with his or her head toward the wires
but starting outside the detection volume of the sensor. The tester should weigh 35 kilograms
(77 pounds) or more. The tester should crawl slowly (approx. 2 to 6 inches per second or in
accordance with manufacturers specifications) under the sense wires, keeping the motions as
smooth as possible and stopping when a detection occurs (See Figure 15.). The crawler must
fully penetrate the wire array (to a point beyond the detection volume on the opposite side of the
sensor) to declare a nondetection.

Figure 15: An example of the crawl-test procedure.

For fence-mounted sensors, it is not possible to exit the detection volume because of the
physical barrier of the fence. In this case, the sensor is not considered defeated simply by the
tester’'s head or arm penetrating the plane of the wire array without a detection. The tester
should continue to move their body through the wire array attempting complete penetration.
Also, because an intruder must take some action to also penetrate the fence, such as cutting a
hole in the fence or standing up to climb the fence, the intrusion test should include a
reasonable simulation of the motion and tools required to simulate an intruder climbing over the
fence, cutting through the fence, or going under the fence.

3.2.6.3 Operability Testing

Operability tests should be conducted by walking to the immediate vicinity of the electric field
sensor wires and attempting to penetrate the zone of detection until an alarm is communicated
and received in the alarm station.

During operability tests, the area in which the system or components are being tested should be
surveyed for evidence of damage to equipment or possible tampering that may have occurred.

3.2.7 Maintenance

The routine maintenance required is mainly associated with inspecting the components and
inspecting the near vicinity for ungrounded metal objects, plant growth, and/or debris. The
sense wires of an electric field sensor are tensioned so that they vibrate at a frequency that is
outside the signal frequency of interest. Verifying the tension of the sense wires and the
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inspection of system components should be part of the regular maintenance and may be
combined with the scheduled testing of the sensor. An increase in nuisance alarms indicates
the need for physical inspections.

Routine maintenance inspections should do the following:

. Inspect for weed growth, sterilize the soil or remove any growth near the sense wires.

. Inspect for and remove any debris that could cause nuisance alarms.

° Inspect the wire for proper tension and for any poor and/or broken connections.

. Inspect and clean dirt or debris (e.g. insects, spider webs, etc.) from insulators as
needed.

. Inspect all mechanical parts for damage.

. Inspect all sensor electrical ground (earth ground) connections.

. Inspect nearby metallic objects for good ground connections.

° Confirm wire heights by looking for eroded or low areas where the wire height may be
too high. Document the maximum bottom wire height determined to be acceptable to
provide adequate detection.

3.3 Ported Coaxial Cable Systems

3.3.1 Principles of Operation

A ported coaxial cable system (commonly referred to as “ported coax”) is a terrain-following,
volumetric, covert intrusion detection system (IDS) that consists of two buried, ported coaxial
cables and a processing unit. (Refer to Figure 16.) The processor contains a transmitter, a
receiver, various amplifier and filter circuits, and a microprocessor with associated hardware
and software. This system is an active electromagnetic sensor using two identical “leaky”
coaxial cables (the shielding of the cable has holes or “ports” in it) buried parallel in the ground.
The transmitter portion of the processor is connected to one cable, and the receiver is
connected to the other.

Because the outer conductor of the cables is ported (i.e., it contains closely spaced small holes
or gaps in the shield that allow radiofrequency (RF) energy to radiate), any electromagnetic
energy injected into the transmitter cable is radiated into the surrounding medium, and some of
this energy is coupled into the receiver cable through its ported shield. Thus, a static field of
coupling is established between the cable pair. When an intruder enters the established field,
the coupling is perturbed, and the change in received signal is digitally processed. Changes in
this electromagnetic field that exceed threshold levels cause an alarm.
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Figure 16: An illustration of the covert zone of detection for a ported coax sensor.

Ported coax sensors are sensitive to changes of dielectric or conductivity within the detection
zone and are insensitive to seismic noise. The cross-section of the detection zone is somewhat
elliptical and can be up to 1 meter (3 feet) high and 3 to 4 meters (9 to 12 feet) wide. Detection
is achieved both above and, to some extent, below the ground. (Refer to Figure 17.) Tests
have shown that both the detection zone size and detection sensitivity vary along the sensor
cables. Such variance may result from several causes, such as phase cancellations, buried
metallic objects, variation in cable separation or burial depth, and variable soil composition;
therefore, it is important to identify the low-sensitivity areas and to adjust the sensitivity or the
installation to achieve an adequate detection volume.

Figure 17: A typical installation and detection envelope (green oval) for a ported coax sensor.
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Soil characteristics affect the signal strength of the ported coax receiver signal. However, even
at sites where soil attenuation is relatively large, operational ported coax systems have been
implemented. Variations in soil moisture are reflected in changes in ported coax signal
attenuation. Wet soil is more conductive than dry or frozen soil; therefore, seasonal changes
may be accompanied by changes in ported coax detection sensitivity. Recalibration is often
required to account for seasonal changes.

3.3.2 Types of Ported Coaxial Cables Available
Either pulsed or continuous wave RF energy can be used in a ported coax sensor.

The pulsed system operates in principle as a guided radar, and therefore, both detection and
location of the intruder (i.e., location along the cable length) are determined. Because of the
ranging capabilities of this type of system, detection zones can be set in the software, enabling
the configuration of more than the traditional two sectors per processor. This is possible
because of the sensor’s capability to divide each sensor cable into small subcells, usually

1 or 2 meters (3.28 or 6.56 feet) in length. Each of these subcells can be independently
adapted to the site conditions and analyzed. This capability enables the alarm threshold to be
varied in each of these subcells, providing uniform detection along the entire length of the cable.

Continuous wave ported coax sensors perform no range processing; therefore, they transmit
continuously or during specified times. The frequency of operation is approximately

40 to 60 megahertz. There is only one alarm threshold per set of sensor cables, and the cables
are the length of the sector. The continuous wave system detects the intruder but does not
localize the presence along the cable length. Each processor can monitor one or two channels
(or sectors) and provides an alarm indication if an intrusion occurs anywhere in the zone of
detection.

Figure 18 shows examples of different ported coax cables.

Figure 18: Examples of ported coax cables.
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3.3.3 Sources of Nuisance Alarms

The nuisance alarm rate for ported coax sensors is relatively low in a well-designed and
carefully installed system, but several environmental and installation factors can affect the rate.
(See Figure 19.) The major source of nuisance alarms is surface water from rain or melting
snow, which makes proper drainage essential. Both flowing water and standing water that
produces ripples when the wind blows will contribute to movement that is targeted by the
Sensor.

Movement of metallic objects (e.g., automobiles and fences) or dielectric objects (e.g., animals,
people, and plants) in the vicinity of the sensor cables can result in alarms. Small animals
weighing less than 4 kilograms (9 pounds) generally do not cause alarms, unless they cross the
sensor cables in groups. The magnitude of the nuisance alarm rate also depends on the type of
sensor, the installation method, maintenance practices, and the sensitivity setting.

Figure 19: Sources of nuisance alarms for ported coaxial cable detection systems include nearby moving
vehicles, larger animals, large and wet plants moving in the wind, and moving water, as well as the ripples
caused by wind blowing across standing water.

3.3.4 Characteristics and Applications

The following list describes the characteristics and applications of ported coax sensors:

o They have volumetric, covert detection capabilities. The intruder must guess where the
detection envelope is in order to defeat the sensor by bypassing it.

. They are often used where esthetic considerations dictate a sensor technology that is
unseen by the general passerby.
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° They are very effective in detecting the crawling intruder and therefore are often used as
a complementary sensor to other sensor technologies, such as microwave, e-field, or
active infrared technologies, that may have a weakness to this method of attack.

° The pulsed ranging systems provide the added benefit of allowing the use of a lower
number of processors to monitor multiple perimeter sectors.

. Even though the detection envelope of the ported coax sensor can be relatively wide in
volume (depending on cable spacing), it is limited in height, and any method allowing an
intruder to bridge over it could result in a successful defeat of the system. If not
protected, nearby fences and utility poles can be used for this purpose. For this reason,
it is not generally recommended to install this sensor as a stand-alone system around a
perimeter for high-security applications.

. The installation of this system requires extensive trenching. In addition, once the system
is installed, any needed maintenance of the cables or decouplers buried in the ground
could require significant effort to locate and repair these components.

. Even though the system is terrain-following and does not require a straight line of sight,
site preparation is very important to ensure the provision of proper drainage to reduce
nuisance alarms caused by runoff.

° Depending on location, installing a good fence system to isolate the cables from animals
is also important to reduce the nuisance alarm rate to an acceptable level.

3.3.5 Installation Criteria

Ported coaxial cable systems should be installed according to the manufacturer’s specifications.
Generally, this type of system can operate in longer segments than other detection systems.
However, it is recommended that detection zones be restricted to segments of 100 meters

(328 feet) or less to facilitate assessment. The system is terrain-following and can be curved
around corners as long as the minimum radius specifications are observed. The maximum and
minimum separation of the transmitter and receiver cables can vary from approximately

2 meters (6.6 feet) to being co-located in a single trench. The separation is dictated by the clear
zone available and proximity to objects that may interfere with the sensor’s detection envelope.
The lines are generally buried at a depth of .23 meters (9 inches). (See Figure 20.)

The installation of ported coaxial cable perpendicular to buried metal conduit for electrical
cables or metal pipes used for water or storm drains may degrade detection capabilities or
cause nuisance alarms. Separation distances dictated by the manufacturer should be strictly
observed. Soil conductivity should be considered when installing this type of sensor as it may
reduce the detection volume. Soil found to have relatively high conductivity may cause the
detection field to be reduced. Highly conductive soil contains concentrations of iron or salt.
Moving objects in the zone of detection such as foliage, flowing or standing water, and grasses
may create nuisance alarms. Rodents can chew through ported coaxial cable.
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Figure 20: Typical ported coax cable system installation.

Sensor locations should be carefully selected to prevent nuisance alarms from such sources as
personnel and vehicular traffic. Similarly, the cleared area above the sensor should be
controlled to prevent the placement of objects within the area, even temporarily, which would
degrade the detection zone. The ported coax cables should be installed on well-drained terrain
cleared of trees, tall grass, and bushes. Freezing or thawing of the ground may affect system
sensitivity. Neither the transmitter nor the receiver lines should be mounted above ground.

The system should be installed, relative to perimeter fencing, so that the transmitter and
receiver lines are positioned to prevent someone from avoiding detection by jumping over the
electromagnetic field. Typically, the distance between chain-link security fencing with an overall
height of 2.4 meters (8 feet) and the center of the detection zone should be a minimum of

2.4 meters (8 feet).

Fixed metal objects and standing water distort the radiated field, possibly to the extent of
creating insensitive areas with no, or very low, detection. Nearby metal objects and utilities
should be located outside the detection volume. This includes aboveground fences and poles,
as well as underground water and sewer lines and electrical cables installed close to the
surface. (Refer to Figure 21.)

Manufacturer’s instructions should be followed when installing cable across concrete or asphalt

areas. Particular attention should be paid to the binding agent and the application of epoxy over
the cable groove after the cable is installed in the concrete or asphalt.
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Figure 21: Metal objects or utilities located within the detection volume of a ported coax system may create
areas of poor detection.

Criteria for ported coaxial cable system installation include the following:

Ensure that the ground in which a ported coaxial cable system is buried is firm and is not
subject to movement.

Ensure that drainage is adequate because surface water (standing or flowing) can cause
ported coaxial cable systems to generate false alarms.

Rodents can chew through ported coaxial cable—be aware of their burrows.

Avoid intersecting irrigation pipes and power lines with the coaxial cable, or ensure that
separation distances specified by the manufacturer are observed.

Note that the detection zone may be elongated at curves.
In rare cases of extreme soil conditions (either very sandy or highly conductive), soil

conductivity tests may be warranted to ensure that performance of the system is not
compromised.

3.3.6 Testing

A regular program of testing sensors is imperative for maintaining them in optimal operating
order. Three types of testing need to be performed during the life of a sensor: acceptance
testing, performance testing, and operability testing.

3.3.6.1 Acceptance Testing

When a ported coaxial sensor is first installed, it should be tested in order to formally “accept”
the sensor as part of the physical protection system. Acceptance testing consists of two parts:
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(1) A physical inspection to ensure that the sensor was installed properly consists of the
following:

o Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

Verify sector intersection spacing.

Verify that signal and power wires are routed in the conduit.

Verify proper power levels (voltage and amperage).

Verify correct wire connections.

(2) A performance test should establish and document the level of performance. Refer to
the performance testing procedure (below) for a description of the recommended tests.

3.3.6.2 Performance Testing

A ported coaxial cable perimeter detection system should be capable of detecting an individual
passing over the transmitter and receiver wires, whether the individual is walking, running,
jumping, crawling, or rolling.

The probability of detection is affected by the installation configuration of the cables, the system
processor settings, soil conductivity, intruder orientation and speed, and the proximity of metallic
objects.

Testing should ensure that the device is capable of detecting the defined target with a
site-specific probability of detection of 90 percent and a confidence level of 95 percent. The
system should detect a person crawling, running, or jumping through any area of the detection
volume. As such, performance testing should include these defeat methodologies. Testing has
shown that a person using a “duck walk” profile (walking in a crouched position) to pass through
the detection volume produces the smallest disturbance to the system. (Refer to Figure 22.)
Sensor parameters should be set to detect this type of intrusion.

Figure 22: The “duck walk” seems to produce the smallest disturbance in a ported coaxial system and
is therefore ideal to use to test the system.
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3.3.6.3 Operability Testing
Operability tests should consist of simple walk tests. The testing individual walks through the
expected detection zone of a sensor and confirms that the alarm has been received at the alarm

station. Operability tests should include a search for any evidence of damage to the sensor or
tampering with the device.

3.3.7 Maintenance Requirements

Because the ported coaxial cables are buried and largely inaccessible after installation,
maintenance to the system is minimal and involves the processor and the environment where
the system is installed. Periodic checks should be conducted at least every 6 months and
include the following:

. If applicable, check terminations and/or decouplers between sectors of sensor cable that
are located above ground for signs of wear or leakage.

. Inspect the processor enclosure for any physical damage, water damage, corrosion, and
ingress of insects.

. Inspect the cable connections (coax, signal, or power) to ensure that they are tight.

. Check the processor electrical ground (earth ground) connection for continuity and
corrosion.

. Check the input power for proper voltage. Check the battery status (if applicable).

. Inspect the areas above the sensor cable for vegetation, debris, water accumulation,
erosion, and settling of trenches. Correct as necessary.

. Verify processor parameter settings to ensure that no undocumented changes have
been made.

3.4 Active Infrared Sensors

3.4.1 Principles of Operation

Active infrared sensors are infrared beam-break sensors that detect the loss or significant
reduction of infrared light transmitted to a receiver. Infrared light is invisible to the naked eye
(though some digital or video cameras can detect it.) In its simplest form, an active infrared
sensor consists of a single infrared transmitter that illuminates a single infrared receiver. In
most security applications, an active infrared sensor will be composed of two columns of
multiple infrared transmitters and multiple infrared receivers. This arrangement can provide a
detection volume of significant height. The actual volume of detection is defined by all the
beams (cylinders of infrared light) between the transmitters and the receivers and has the
diameter of the receiver and transmitter’s optical lens. In a multibeam active infrared sensor,
the actual volume of detection is composed of the numerous infrared beams that shine between
the two columns. (See Figure 23.) The columns can be separated by up to 152 meters

(500 feet) or more for some available types. The lowest beam is generally located within
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6 inches of the ground to detect crawlers; the spacing of the upper beams can generally be
further apart.

Figure 23: Multibeam active infrared sensor columns. (Red lines represent beams of infrared light.)

Detection is based on blocking one or more of the beams for a specific period of time. Shorter
measured beam interruption times are discounted to reduce nuisance alarms from small birds or
blowing debris. Some models allow for user adjustment of this beam interruption time while
others automatically vary the time depending on the number of beams interrupted.

The infrared light is generally modulated and sequenced to reduce sensitivity to other light
sources, which allows the sensor to operate in daylight as well as night. The sequencing for
some models allows the use of multiple sensor sets without mutual interference, in case they
happen to be within the field of view of an adjacent sensor set.

3.4.2 Types of Active Infrared Sensors

Active infrared sensors vary in size, beam configuration, range of operation, and operational
features. They typically operate in ranges that allow them to be compatible with the sector
lengths used in exterior perimeter applications. A single-beam unit will have limited application
because of the small, single-beam detection volume. Many manufacturers provide sensors that
can be combined to provide whatever detection height is required for an application.

Some models can communicate to a remote laptop or other computer, a capability that allows
them to be remotely configured or adjusted. Some models also have the capability for the user
to turn off the lowest beam (for example, if the ground is covered by snow) to allow the
remainder of the beams to operate normally. Most models have sealed beam assemblies or
heaters that keep frost and condensation from forming on the optical covers and lenses. Some
units can be sequenced so they will operate if their transmitters are in the field of view of an
adjacent sector’s receivers. These and other features of the different models available should
be considered, depending on the specific application and operational environment.
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Figure 24 below provides examples of the available designs of active infrared systems with
varying transmitter, receiver and beam configurations.

Figure 24: Active Infrared sensors vary in beam configuration. (T = Transmitter, R = Receiver)

3.4.3 Sources of Nuisance Alarms

Nuisance alarms can be caused by anything that can block or significantly obscure the infrared
beam. Nuisance alarms from animals large enough to block the bottom beam can be minimized
by installing the sensor between two fences. A single bird flying through an infrared beam will
generally not cause an alarm, but a flock of birds may cause sufficient beam blockage to cause
nuisance alarms.
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Blowing debris that blocks the bottom beam can cause alarms. Snow accumulation to a depth
that covers the lower beam will cause a constant alarm that must be cleared by removing the
snow or disabling the lower beam (on sensors with that capability). A disabled lower beam
could allow an intruder to crawl under the sensor undetected; once the snow has been
removed, the sensor should be restored to full operation.

Heavy snow or fog thick enough to obscure visibility from transmitter to receiver may cause
nuisance alarms. Bright lights (such as dawn or dusk sunlight during certain times of the year)
that shine directly into the receiver can cause a nuisance alarm or a failure alarm. Some
models have modules that contain both a transmitter and a receiver. In these models, the beam
actually consists of two beams, one going in either direction. Both beams must be blocked or
interfered with to cause an alarm.

3.4.4 Characteristics and Applications
The characteristics of an active infrared sensor include the following:
e Line-of-sight operation
. Volumetric detection that resembles line detection
o Beam-break sensors (not field disturbance sensors)
o Impervious to motion around it

These characteristics make active infrared sensors especially useful in confined areas or in
areas where there is much activity nearby. Thus, active infrared sensors are successfully used
in entry control portals to substitute for a sensor that would block traffic flow or would have a
high nuisance alarm rate because of activity in the area. They can operate over any surface
and can “see” through chain-link fences, provided that a fence post or pole does not block any
beams.

Active infrared sensors are successfully used in perimeter applications. Because of their
uniformity and detection height, active infrared sensors make a good complementary sensor to
other types of sensors that have good crawl detection but lack the significant detection height
that can be achieved with an active infrared sensor.

Most models can operate well in a typical PIDAS sector length of 100 meters (328 feet);
however, if local weather conditions have the potential to produce periods of reduced visibility,
the installed operating distance should be reduced to 80 meters (approx. 264.2 feet) or less.
(This is a good design practice for the alarm assessment (video) system as well, because video
is also impacted by poor visibility.) Those models with a shorter operation range can employ
multiple sets of active infrared sensors combined to accommodate the required sector length.

Some active infrared sensors can be applied to special applications. They can be adapted to
provide detection across doorways or windows, or across critical access doors. They can be
installed across pedestrian and vehicle access openings in a PIDAS. Because of their modular
nature and narrow detection width, active infrared sensors can be adapted to many areas that
would be difficult or impossible for other types of sensors to monitor well.
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Because the detection characteristic of the active infrared sensor is a beam-break rather than a
field-disturbance sensor, its detection volume can be more readily identified by a potential
adversary. It can be closely approached without concern of detection as long as the beams are
avoided. This means that if the detection height is configured to be 1.8 meters (6 feet) or less,
an intruder aided by a step ladder could easily defeat the sensor by climbing the ladder and
jumping over the top beam. Luckily, active infrared sensors can be configured to be 3.7 meters
(12 feet) or more high. Jumping from this height becomes much more difficult; therefore, if an
active infrared sensor is fairly short in height, it should be combined with a field disturbance
sensor that can prevent a close undetected approach by an intruder, as well as detect attempts
to crawl under the active infrared’s lowest beam. The height of the zone of detection of an
active infrared system should account for the design and configuration of physical barriers within
the vicinity of the zone of detection to ensure that the system provides protection from bridging.

Because active infrared sensors are line-of-sight sensors, the ground between the transmitter
and receiver columns must be relatively flat and planar (lying in a single geometric plane). Any
low areas can be used to crawl undetected under the bottom beam. Even if the ground is flat
and level, if a trench can be dug without detection, it may be possible for an intruder to quickly
create a path onto the site under the bottom beam. It is recommended that if an active infrared
sensor is used alone, a hard surface, such as a concrete sill or sidewalk, should be installed
under the beams to prevent trenching, thus minimizing the potential for the system to be
circumvented.

Use of an active infrared sensor in locations that experience frequent deep snow, drifting snow,
or dense fog must be carefully considered. During times that the lower beam is covered and
disabled, crawl defeat is possible unless the active infrared sensor is used in combination with
another sensor that can detect through the snow. In addition, during periods of dense fog, the
sensor may go into constant alarm. During these periods, a complementary sensor that is not
normally affected by fog would be very important in the detection of intruders.

3.4.5 Installation Criteria

A cleared area must be created around the sensor system location. Ideally, this area should be
protected from passing pedestrians or animals. Isolating the detection equipment between
fences provides this protection, as well as other security benefits. It is critical that weeds be
eliminated in this area to avoid attracting animals and to prevent tall plant growth from blocking
the infrared beams.

The active infrared sensor should be mounted on a sturdy foundation that will not heave as the
ground freezes or move in the wind. Most models have a field of view that will tolerate very
small motion, but movement significant enough to misalign the beams will increase the sensor’s
susceptibility to nuisance alarms.

All alarm, communication, and power wiring to the sensor should be in buried conduit to reduce
the risk of accidental damage or malevolent tampering.

Active infrared sensors should be installed over ground that is flat and even. In a stand-alone
configuration, the sensor should have a detection height of 3.7 meters (12 feet) or more and
should be installed over a hard surface made of concrete or other material to prevent the
digging of a trench beneath the lower beam. In a stand-alone installation, the lower beam
should be no higher than 6 inches, depending on the size of the optics. Therefore, a crawling
intruder must interrupt the beam sufficiently (typically 98-percent beam block) to cause an alarm

3-30



at any location between the transmitter and receiver. Some models will not have a beam this
low. The alternatives are to use an active infrared sensor in a complementary combination with
another sensor that will detect a crawler or to install a hard surface beneath the sensor that is
high enough to reduce the distance to the lower beam and, hence, allow for crawler detection.

In locations that are susceptible to freezing, a sensor heater option is available for many
models. The heater is typically controlled thermostatically and requires considerably more
power than the sensor electronics. Care should be taken to size the wire appropriately for the
electrical current requirements of the sensor heater.

To be effective, all perimeter sensors should be installed in continuous lines of detection. For
the active infrared sensor, sensor overlap should be provided. The layout must be designed in
such a manner to prevent gaps large enough for an intruder to maneuver around the beams of
adjacent sectors. One method of intersecting sectors is to “basket weave” the active infrared
sensors. An intersection can also be made by overlapping the beams in parallel, such that the
beams of each sector pass very close to the transmitter or receiver column of the adjacent
sector. A transmitter should face the adjacent transmitter and the receiver should face the
adjacent receiver to avoid interference. Figure 25 illustrates these two methods.

Figure 25: Active infrared sector intersection methods.

3-31



Another method, a variant of the parallel method, is to mount the transmitter and receiver
columns from adjacent sectors next to each other, leaving no gap large enough to allow an
intruder to pass between them. Once installed, the active infrared sensor modules must be
aligned to their matching receiver or transmitter in the opposite column. Poor alignment can
result in a poorly received infrared signal level. This, in turn, can result in increased nuisance
alarms.

3.4.6 Maintenance

Active infrared sensors should be maintained in accordance with the manufacturer’s
recommendations. Routine maintenance should involve a physical inspection of the sensor and
the clear area where the sensor is mounted. Plant growth, debris, or anything that is unusual
should be removed. Maintenance includes periodic cleaning of the sensor’s optics. The
physical inspections can be combined with the scheduled testing of the sensor. However, an
increase in nuisance alarms indicates the need for physical inspections; increased nuisance
alarms should be investigated as soon as noted.

Routine inspections should include the following:

Inspect for any weed growth and sterilize the soil or remove any growth near the sensor.
. Inspect for and remove any debris that could cause nuisance alarms.

. Inspect the lens or lens covers for any dirt or debris, including insects or spider webs;
clean as needed.

. Inspect all mechanical parts for any sign of damage or tampering.

. Look for any areas of erosion or damage to the hard surface under the lower beam (if
used) that could eventually increase the gap beneath the active infrared sensor’s lower
beam.

Any major replacement of the electronics or adjustment of the sensor should be followed by a
performance test. All maintenance actions should be recorded.

3.4.7 Testing

3.4.7.1 Acceptance Testing

When a sensor is first installed, it should be tested in order to formally “accept” the sensor as
part of the physical protection system. Acceptance testing consists of two parts:

(1)a physical inspection to ensure that the sensor was installed properly, as follows:

¢ Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

Verify sector intersection spacing.

Verify that signal and power wires are routed in conduit.

Verify proper power levels, both voltage and amperage.

Verify correct wire connections.
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e Perform an optical alignment on all units to verify that all modules are operational
and oriented correctly. The method of optical alignment is specific for each
manufacturer’s model.

(2)a performance test to establish and document the level of performance.

3.4.7.2 Performance Testing

A performance test should be designed to verify the level of performance of each active infrared
sensor through its range of intended function and should include the use of all defeat
methodologies applicable to the system. The replacement of the electronics module, a change
to the optical alignment, or any adjustment that could affect the unit’s sensitivity are examples of
system changes that require performance testing. The performance test should include the use
of the documented levels of performance from the original acceptance testing to verify that the
sensor is still performing adequately.

The following describes a recommended performance test for an active infrared sensor:

(1) A performance test should include a visual inspection of the sensor and of the general
area where the sensor is installed. Refer to section 3.4.7 “Maintenance” of this
document to perform the recommended routine maintenance inspection.

(2) Record all relevant processor readings. Compare to the last recorded readings, either
from the acceptance test or the previous performance test. Each manufacturer's model
will have different sensor settings. Make a special note regarding any significant
settings that may influence the detection ability or the nuisance alarm rate of the sensor.

(3) Active infrared intrusion detection sensors can have a probability of detection for a
walking intruder that appears to be perfect (Pp = 1). This is because the sensor is a
beam-break sensor and has no direct adjustment for sensitivity. A breaking of the
infrared beam for the prescribed time will produce an alarm if the electronics are not
defective. It is necessary, then, to confirm that the sensor does produce an alarm output
that is communicated to the alarm system in response to a beam break of each beam.
Cover each beam and verify that an alarm is produced. Do this at both columns.

(4) Because most units employ a timing feature, it is necessary to confirm that a fast-moving
intruder will be detected when penetration occurs. A person should penetrate the sensor
moving as fast as possible, while avoiding the bottom beam, which sometimes has a
faster beam-interruption time than the other beams.

(5) The area where the sensors overlap should be tested to verify that each attempt to
bypass the sensor under test produces an alarm on either the sector being tested or the
adjacent sector.

(6) The active infrared sensor can be defeated by bypassing the beams, either by crawling
under or by aided climbing and jumping. Pay particular attention to any low places. If
used in a stand-alone configuration, verify that the hard surface underneath the lowest
beam is intact. Verify that attempts to crawl under the sensor are always detected at the
location where the greatest gap exists under the lower beam. If this location cannot be
readily identified, distribute the crawl test along the length of the sector being tested.
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(7) If the sensor is used as part of a complementary sensor system and the other sensor is
intended to detect the crawler or to detect climbing approaches that use ladders or other
aids, then that additional sensor should also be tested to verify that it functions as
intended (by detecting what its complementary sensor does not). (This objective should
also be part of the other sensor’s performance test plan.)

(8) Optical alignment of an active infrared sensor is a common adjustment required of all
models. A misaligned sensor will have an attribute of an increased number of nuisance
alarms. If nuisance alarms are excessive, inspect for evidence of animals or debris
present, and check the alignment signal level if available on the specific model. Also
inspect the optics for dirt or damage. If the alarms occur at certain times of the day and
dew or frost might be the cause, check that the heater is operational.

If no cause for the increased nuisance alarms can be identified, perform an optical alignment.
After alignment, slowly obscure each beam and identify the one that requires less blockage than
the others before alarming. This will indicate that either the transmitter or the receiver module is
defective, especially if the beam has already been aligned.

3.4.7.3 Operability Testing

Operability tests are simply “walk tests.” The testing individual walks through the detection zone
of the active infrared sensor and verifies that the alarm arrived at the alarm display center. It is
recommended that this testing be incorporated with an inspection of the perimeter security
system. This inspection should note the status of the perimeter fence and other physical
barriers and all physical security equipment nearby. The inspection should look for evidence
that any component has been tampered with or damaged. Appropriate actions for repair should
be taken if needed, and indications of tampering should be reported, investigated, and
documented.

3.5 Taut Wire Sensors

3.5.1 Principles of Operation

An installation of taut wire sensors consists of multiple strands of twisted wires strung between
dedicated posts, known as a freestanding installation (see Figure 26), or attached to an existing
fence (see Figure 27). The twisted wires are generally made of a high-tensile strength barbed
wire (not a farm-grade barbed wire). These wires function as a spring over a wide temperature
range. A switch or sensor is attached to each wire and located in the middle of the wire
spanned between two anchor posts. The distance between anchor posts can be up to

100 meters (328 feet), depending on the type of sensor and the sensitivity required. The
number of wires and their spacing are critical to the effectiveness of this sensor.
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Figure 26: A freestanding taut wire installation for environmental testing.

Taut wire sensors will register a detection and alarm when one or more sensors sense a
deflection of the wire(s) in a horizontal direction. This horizontal deflection is caused either by a
certain amount of pressure applied somewhere along a wire’s length (see Figure 28) or by a
wire being cut or broken.

Within the categories of intrusion detection sensors, a taut wire system is a terrain-following,
point-of-detection and visible sensor.
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Figure 27: A taut wire sensor system installed on an existing fence. Note the application of taut wire to the
outriggers in this test application.

Figure 28 A tester pushes down with moderate pressure on one of the wires of a taut wire installation. Note
the deflection of the switch (sensor).

3.5.2 Types of Taut Wire Systems

The major difference between the various taut wire systems is the type of sensor/switch that is
used to detect a deflection in a wire. The two most common switches on the market today are
mechanical and electromechanical. The mechanical switch is a simple device whose threshold
of detection can be adjusted only through the adjustment of tension on the individual wires. The
electromechanical switch can control the threshold of detection through the use of software to
adjust the detection threshold for each wire’s tension, which allows for easier adjustments for
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greater ease of implementation and use. Types of taut wire electromechanical switches
available on the market include strain gauge, piezoelectric, fiber optics, and resistive rubber.

3.5.3 Sources of Nuisance Alarms

The primary advantage of a taut wire sensor system is that, if correctly installed and maintained,
there are few sources of nuisance alarms. This statement should not be interpreted to mean
that taut wire is an ideal sensor for most applications. (Refer to the “Characteristics and
Applications” Section below.)

One possible source of nuisance alarms, though fairly rare, is a serious ice storm. If large
amounts of ice build up on the wires, physical damage to the system may occur.

In some areas of the country, the facility experiences a wide variety of temperature fluctuations
(from -20 degrees Fahrenheit (F) to 100 degrees F) over the course of a year. This large
temperature fluctuation can change the tension of the wire, causing sensitivity concerns and
may require additional maintenance because of the stretching and shrinking of the wire. A
facility in this type of location may need to perform readjustments or retensioning of the wires on
a seasonal basis to provide a uniform probability of detection.

A highly corrosive environment, such as near the ocean, can cause increased maintenance and
reliability concerns if the taut wire system is not purchased in stainless steel or aluminum

versions. Also, during high winds, a large piece of heavy debris (such as heavy cardboard or a
sheet of plywood) flying against the wires could cause a nuisance alarm. Refer to Figure 29.

3.5.4 Characteristics and Applications

The following list describes the characteristics and applications of taut wire fence sensors:

. Very low nuisance alarm rate; small animals (rabbits, rodents) and weed vegetation do
not typically cause alarms

J Terrain-following (to a degree)
. Not affected by most weather conditions (except for heavy ice buildup)
. Works effectively during fog conditions

. Installed on the outside of the inner perimeter fence as a validation of an alarm condition
in conjunction with a different sensor type

. Can be installed along outriggers of a fence
J May be installed along the edge of roofs as both a barrier and a sensor

. Can be applied in highly corrosive environments if all components are manufactured with
stainless steel and aluminum

o Can be mounted on an existing chain-link fence with minor modifications
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. Can be combined with a fence disturbance sensor as an outrigger system to detect
climbing intrusions, while relying on the fence disturbance sensor to detect cutting
intrusion attempts (less expensive than a full taut wire sensor installation)

. Optimal performance when the taut wire sensor serves as part of a multisensor PIDAS

Figure 29: Examples of sources of nuisance alarms for taut wire fencing include ice forming on the taut

wires, flying heavy debris, or a location that experiences weather extremes—very cold winters and very hot
summers.

. Depending on the sensor and the intermediate and anchor post configuration, a taut wire
system may be able to be bridged using a ladder without causing a detection.

. Clamping and cutting the wires or slowly separating the wire to create a passable
opening could allow an intruder access without detection (although this is not an easy
thing to do).

. If noncorrosive components are not used, wires and components could corrode in a
highly corrosive environment, which could affect the friction between wires and their
mountings, thereby decreasing the sensitivity of the system.

. Tunneling/digging under the taut wire may be a concern if an adequate concrete curb or
a sensor designed to detect a crawling intruder, such as a ported coax sensor, is not
installed beneath the lowest wire.

. If anchor and/or sensor posts are poorly installed, slight movements of the posts can
cause a significant nuisance.

3-38



. A taut wire system should not serve as the single sensor in a PIDAS.

. A taut wire sensor can be installed on gates, but it is challenging. The use of another
technology, such as an active infrared sensor, on a gate is much preferred.

) As with most sensors, a taut wire system should not be installed on the outside of the
outermost PIDAS fence, as the system could be easily bridged.

J A taut wire system should not be installed on the inside of either PIDAS fence because
an adversary could climb the outside of the fence, then jump down without the taut wire
system alarming.

3.5.5 Installation
Manufacturer’s specifications should be followed for installation.

Installation of a taut wire system may be freestanding (where the wires are mounted on their
own dedicated posts), or the system may be attached to an existing sturdy fence. For a
freestanding system, it is critical that the outer-most anchor posts for each taut wire system be
installed with sufficient bracing to withstand the tension created by the wires. The bracing
should not provide an advantage to an adversary attempting to climb the post to bypass the
IDS.

The anchor post will generally be a sturdier post than the sensor and intermediate posts in the
system.

The wires of the taut wire system are securely attached to each anchor post in various ways
depending on the manufacturer. For short sectors, springs are usually incorporated at the
anchor post to provide enough movement at the sensor to enable an alarm.

A sensor post is installed at the midpoint of the sector length (which is usually 50 or
100 meters (164 or 328 feet), depending on the system manufacturer). Sensor/switches will be
mounted along this pole, and the wires are attached to these switches.

Additional posts, referred to as intermediate posts, are installed about every 3 meters (approx.
9.8 feet) between each anchor post and the sensor post. A slider coil the length of the post is
installed at these locations to provide a support to, and to maintain the spacing for, the sense
wires. The installer slides a fixing bar down between the post and the slider coil such that the
wires remain in position but are still free-moving.

If barbed wire is used, the installer should be certain that a barb from the barbed wire does not
catch on any of the coils; the wire must remain “free” between the anchor post and the sensor
post. One or more individual barbs from the barbed wire may need to be removed to prevent
excessive friction.

Depending on the threat facing the facility, concrete curbing may be installed beneath the
bottom-most wire to discourage digging underneath the taut wire fence.
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Typical installation guidelines require approximately 100 pounds of tension on each wire. A
typical taut wire system will alarm when 25 pounds or more of pressure is exerted on at least
one wire. This pressure can result from a person pulling on a wire in any direction, from a wire
being climbed on, or from a wire being cut, which releases the tension on one side of the
sensor.

A taut wire system is terrain-following to only a certain degree. Over the length of a taut wire
unit, there can be no more than a total of 15 degrees of change in the elevation of the wire
between all posts, with the wire always remaining parallel to the ground. That 15 degrees
includes change both up and down. If there is more change in the angles than that, the friction
between the wires and the coils holding them becomes too great, such that the wires are not
adequately free-moving to detect an alarm condition.

3.5.6 Testing

3.5.6.1 Acceptance Testing

Acceptance testing is the process that a site must go through after an installer has completed
the installation of the sensor system but before the system is accepted and used operationally.

Acceptance testing (for IDSs) consists of two parts:
(1) A complete and positive performance test (see below).

(2) Before acceptance testing, the newly installed system should be thoroughly examined to
ensure that it has been installed according to manufacturer’s specifications and the
detailed engineering drawings for the site-specific design/installation of the taut wire
system. A facilities engineer will need to ascertain that commonly accepted practices
have been followed, such as: Was the system wired correctly? Are poles installed at
90 degrees? Are wires parallel with the ground and each other? Are voltages correct?

3.5.6.2 Performance Testing

Performance tests for this system should be performed on the wires on each side of a sensor

because the lowest sensitivity of the system will be located at the furthest point away from the
sensor post. Testing should be concentrated at or near the anchor post. Other tests can and

should be performed at other locations along the wires to verify uniform sensitivity. However,

testing of the wires should not be done close (approximately within 10 feet) to the sensor itself
as damage can occur to the sensor.

Two types of tests can be performed on the sensor without damaging the system. Each of
these methods tests that the deflection of the wires from a person either climbing the wires or
placing a ladder against the wires will cause an alarm. No actual cutting of the sense wires
should be performed.

The ladder test consists of placing a ladder against the wires and an individual climbing the
ladder to a point where sensor activation occurs. The alarm should generally occur before the
knees of the tester are near the top of the fence but the test should be terminated as soon as an
alarm is received to prevent damage to the sensors. It is a good idea to provide a local alarm
annunciation during testing to facilitate this.
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To test the individual wire deflection, a yard stick can be used to measure the distance that each
wire can be moved before an alarm occurs. Providing a method to hang the yard stick from
above the wire being tested can facilitate this. Refer to Figure 30 for an illustration of this
measurement technique. The distance that any single wire should be able to be deflected
before receiving an alarm is based on site-specific requirements; however, a deflection of no
more than 3 to 4 inches should be tolerated.

Figure 30: A hanging yardstick allows for easy measurement of the deflection possible on a taut wire
sensor before an alarm occurs.

For taut wire systems utilizing electromechanical devices for monitoring the wires, any software
setting or sensitivity parameters that are adjustable in the processors should be measured or
verified and documented. Also, any processor box located at the fence should have a tamper
switch that is tested as part of the semi-annual performance test.

Deflection results should be documented to be able to monitor for system changes or
degradation over time.

During periods of extreme cold weather, it may take some time for the mechanical sensor
switches to return to the normal neutral position after activation. This should be considered
when considering multiple tests of the same zone.
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3.5.6.3 Operability Testing

The standard operability test for this system is simply a matter of pulling up or down on one of
the wires of a particular sector until an alarm is received at the alarm monitoring station.

Because of the number of sensors (i.e., wires) that make up the taut wire system, it is wise to
provide some method of ensuring that a different wire is tested each time the test is performed.
This ensures that, over time, all of the wires and sensors will be tested for operability.

3.5.7 Maintenance

Maintenance to the taut wire system is essential for consistent performance. During the weekly
operability testing of the system, the tester should be observant of any abnormalities that may
exist. At a minimum, the inspection should entail the following:

J Remove any foreign objects that may have blown into or otherwise been lodged on the
wires.

. Remove any vegetation growing onto the wires.

. Inspect the ground beneath the system for signs of erosion or digging by animals.
. Inspect the condition of the slider coils, and ensure that the fixing bar is in place and is
secure.

. Ensure that the wires are not jammed or snagged at the slider coils or sensor post and
that no barbs are within 2 to 3 inches of the slider coils.

. Inspect the condition of the sensors to ensure that components are not cracked or
damaged and that the wires are securely attached.

. Inspect wires for condition, spacing, and tautness.
. Perform any other inspections or maintenance specified by the manufacturer.
. At least once per year or whenever physical inspection warrants, the tautness of the

wires should be verified using a dynamometer to ensure tension is within manufacturer’s
specifications.

3.6 Fence Disturbance Sensors

3.6.1 Principles of Operation

A fence disturbance sensor is designed to be mounted on a chain-link fence to detect
disturbances of the fence, such as the noises or motions generated when an intruder attempts
to climb over or cut through the fence fabric. (Refer to Figure 31.)
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Figure 31: This diagram illustrates the deflection caused by climbing on chain-link fence fabric; this
disturbance of the fabric is one of the ways that fence disturbance sensors work.

A climber generates two types of disturbance while climbing the chain-link fabric: a slow,
low-frequency motion of the fabric movement and a higher frequency, impulsive shock or noise
caused by pieces of the fence striking or rubbing against each other. Cutting the fence fabric
also generates an impulsive shock. Some types of fence disturbance sensors have dual
processors so that they can distinguish between the slow, low-frequency motion of the fabric
and the high-frequency shock noises.

When someone or something causes a significant disturbance to a fence, a switch will activate
or a signal will cross a threshold, which is considered to be an event.

Most fence disturbance sensors require a specified minimum number of events to occur within a
specified time in order to generate an alarm condition. For example, a facility could specify that
an event must be detected five times within half a minute before an alarm is reported. The
decision for these parameters should be driven by the threat, physical protection program goals
and the physical characteristics of the fence (i.e., height and wire mesh size). A lower number
of required events would increase the probability of detection but increase the nuisance alarm
rate as well. Requiring a higher number of events to generate an alarm would cause the
opposite (i.e., a lower probability of detection but improved (lower) nuisance alarm rate).

The actual number of events over a specific period of time required to cause an alarm at a

particular facility is generally considered sensitive information since knowledge of these
parameters would give an adversary the advantage needed to possibly defeat that system.
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3.6.2 Types of Fence Disturbance Sensors

3.6.2.1 Mechanical Fence Sensors

Mechanical fence sensors operate on the principle that fence movement will cause a switch to
open or will close a set of contacts. One of two approaches is generally used. First, mercury
switches are used to detect side-to-side movement or tilting of the fence and signal processors
employ count and time criteria to differentiate between intrusions and nuisance indications. The
second method employs a mass on a set of contacts. The system detects impulsive fence
movements of sufficient magnitude to cause the mass to move off the contacts momentarily.
Generally, this method also uses count and time criteria to generate an alarm indication. Such
sensors are positioned on the fence at regular intervals.

3.6.2.2 Electromechanical Fence Sensors

Electromechanical fence sensors employ individual point transducers to detect fence motion.
The point transducers produce an analog signal instead of a switch closure and use an
electronic signal processor to extract alarm information from the signal. Like mechanical fence
sensors, these sensors are positioned on the fence at regular intervals. For high-security
applications, the transducers are placed on every pole or on the fence fabric itself between each
pair of poles.

Two types of electromechanical transducers are used: geophone and piezoelectric. The
principles of operation for each type are given below.

3.6.2.2.1 Geophones

A geophone transducer uses the principle of a conducting loop moving in a fixed magnetic field
to generate a voltage. Either the coil or the magnets are mounted on a spring structure so that,
when the body of the geophone moves, there is relative motion between the coils and the
magnets, causing a voltage output.

Geophones are sensitive to movement along one axis only, and thus they are mounted on the

fence so that they are sensitive to the vertical movements of the fence. This orientation helps to
eliminate nuisance alarms caused by wind-induced fence movements.

3.6.2.2.2 Piezoelectric Sensors

Piezoelectric transducers detect fence motion by employing crystals that exhibit the
piezoelectric effect: when the crystal is deformed, a voltage appears across the crystal. The
crystals are mounted in a housing in such a way that fence motions are detected. The
transducers are sensitive along a major axis and are generally mounted to be most sensitive to
vertical fence motion.

3.6.2.3 Strain-Sensitive Cable

Strain-sensitive cable is a transducer that is uniformly sensitive along its entire length. It is
specially designed to produce an output voltage when the cable is moved. An electric cable
uses a polarized dielectric to become microphonic. Another cable type uses special
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construction to enhance voltage output caused by the triboelectric effect. The triboelectric effect
is an electrical phenomenon in which certain materials become electrically charged by friction
after being rubbed together. A third type resembles a distributed geophone with magnetic
material surrounding sense wires in one cable. Each cable type is fastened directly to the fence
using wire ties so movement of the fence fabric is coupled directly to the transducer cable.
Figure 32 shows a typical installation of strain-sensitive cable.
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Figure 32: Typical installation of strain-sensitive cable.

3.6.2.4 Fiber-Optic Cable

Fiber optics is the class of optical technology that uses strands of optically pure glass as thin as
a human hair to carry digital information over long distances. A light source, such as a light-
emitting diode (LED) or laser diode, is coupled to one end of the fiber, while a receiver (such as
a photo transistor or similar device) is coupled to the other end of the fiber. The two major
categories of fiber-optic sensors are continuity sensors and microbending sensors. Major
advantages of fiber-optic cable include immunity to radio and electromagnetic interference and
durability in conditions of changing temperature and humidity.

Since the fiber does not have to be straight to reflect the light from one end to the other, it can
be installed in various configurations on a fence or be buried in the ground to sense a
disturbance. The light diffraction (speckle) pattern and the light intensity at the end of the fiber
are a function of the shape of the fiber over its entire length. Motion, vibration, or pressure of
the fiber induces modal differences causing a phase shift in the light. Sophisticated processors
can detect these phase shifts or minute changes in the light patterns being sent down the cable.
These changes can be characterized by the processor as those being produced by someone
cutting or climbing the fence, and when the right criteria are met (as set in the parameters of the
processor), an alarm will be generated.

Some processors have the capability of allowing long lengths (up to tens of kilometers) of
nonsensing cable (single-mode fiber) to be placed between it and a length of sensing cable

3-45



(multimode fiber). This allows the processor(s) to be located in a central location a long
distance from the fence being protected.

3.6.3 Sources of Nuisance Alarms

The tension of the fence fabric and the general condition of the fence can affect both the
performance and the number of nuisance alarms that will be experienced. Tight fabric
enhances the transmission of noises along the fence, making the slight noises caused by a
climbing or cutting intruder easier to distinguish. On the other hand, loose fabric may allow the
fabric to flap against the post or other fence parts causing increased noise and increased
nuisance alarms.

The rate of nuisance alarms for fence disturbance sensors can be affected by many factors
including rain, hail, melting ice, wind, wind-blown debris, lightning, and the physical condition of
the fence on which they are mounted. The magnitude of the effects of each of these sources
depends on the type of sensor, the installation method, sensor maintenance practices, and the
adjusted sensitivity or other settings.

It is also important that some fence disturbance sensors are not used near an electrical
high-power line. Radios may also have an impact on the geophonic type of fence disturbance
sensors. Immunity to these sources is one advantage of using fiber-optic technologies.

Since fiber-optic cable senses vibrations, nuisance alarm sources can be similar to those of
seismic sensors. Anything causing a noise or vibration in the fence structure or fabric will likely
be detected by the sensor. New digital processing algorithms incorporated into most
processors have some capabilities to filter out extraneous noise such as that produced by wind
or other vibrations. So, as with other fence disturbance sensors, the general condition of the
fence is very important for the proper performance of this technology.

3.6.4 Characteristics and Applications

The following describes the characteristics and applications of fence disturbance sensors:

. Some cable types will provide the location along the fence disturbance sensor at which a
detection occurred, which allows a quicker and more accurate assessment of an alarm.

. Most fence disturbance sensors are relatively inexpensive to purchase and inexpensive
to install. This is particularly true since most facilities already have some sort of fence
installed as a boundary marker.

° A fence disturbance type of sensor can be applied with excellent reliability to protect an
asset located indoors. One example of this is a sensor applied to a cage that is built
around the asset.

. An adversary who climbs or cuts a fence very slowly may be able to spoof a fence
disturbance sensor; however, this can be much harder to do than it sounds. This
scenario may be exacerbated if the adversary knows the event count and time
constraints for alarm generation.

. A typical stand-alone fence disturbance sensor installation can be bridged over or
trenched under.
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A fence disturbance sensor should not be used on the outer fence or as a facility’s only
line of detection.

Typical rigid conduit installed on the fence will expand and contract with temperature
changes, which will cause nuisance alarms.

Fence disturbance sensors (except for fiber-optic technologies) should not be used near
a high-power line. Radios may also have an impact on the geophonic type of fence
disturbance sensors. Careful testing and evaluation should be conducted at the site
before installation of the sensors to determine the frequencies and wattages that may be
problematic.

3.6.5 Installation Criteria

It is possible to install a fence disturbance sensor on an existing chain-link fence; however,
there is generally too much “noise” if the fence was not installed with the original goal of
supporting such a sensor, and many adjustments will be required over time to achieve
acceptable sensor performance. The following guidelines are suggested for preparing and
evaluating a security fence for compatibility with fence-mounted intrusion detection sensors
designed to sense motion, displacement, and/or acceleration forces resulting from an intrusion
attempt:

The fabric of the fence should be located on the unprotected side of the posts.

The fence fabric should be stretched to allow not more than 2.5 inches of deflection
when a 30-pound perpendicular load is applied at the center of the panel.

The fence posts should not deflect more than 1.9 centimeters (.75 inches) when a 50-
pound perpendicular load is applied at a height of 1.5 meters (5 feet) above the base of
the post.

The fence fabric should not be embedded in a concrete or otherwise solid sill. This will
preclude later tightening of the fabric if necessary.

The fence should not have a top rail. Top rails reduce sensor performance while aiding
the climbing adversary. However, the fence should have a bottom rail.

The fence should not have outriggers that tend to be noisy and cause unwanted
nuisance alarms.

Tension wires should be used to provide for the stabilization of the fence fabric.

The top of the fence posts should be approximately 4 inches below the top of the fabric
to prevent an adversary from using the post as a bridging aid or leaning a ladder against
it.

Wire ties should be used to secure the fence fabric to the structural members of the
fence (i.e., posts, braces, or tension wires). The wire ties should be 9-gauge or thicker
zinc-coated steel. Refer to Figure 33.

The fence fabric should be secured with wire ties approximately every 12 inches.
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. The wire ties should form a 540-degree tightened loop that is secure enough to prevent
movement between the fence fabric and the wire tie.

Outside
protected area

Inside protected
area

Figure 33: Example of security fence wire ties.

Note that some fence disturbance sensors can accept input from an anemometer (windspeed
indicator) so that the processing of events can be changed when windspeed exceeds a certain
speed. Care should be taken when using this type of system as it can provide an automatically
increasing attenuation of the sensitivity of the system as the wind increases. The wind can
increase to a point where the sensor is no longer providing intrusion detection, unbeknownst to
the operator. It is preferable to allow the operator to put the sensor into access if the nuisance
alarms increase to an intolerable level and compensatory measures can be implemented as
necessary.

Certain fence disturbance sensors will allow the sensitivity of each meter, or so, of the cable to
be adjusted independently along the length of the cable to compensate for variations in the
fence such as corners, tension posts, and gates. This flexibility also allows zones to be user
defined in the software of the processor, potentially reducing the number of processors
necessary.

Signs should not be mounted on a fence that supports a fence disturbance sensor. During
windy conditions, the sign is likely to be a source of noise or provide a larger surface and
thereby increase the fence movement and noise and, consequently, increase the number of
nuisance alarms. If a sign must be mounted on a fence supporting a fence disturbance sensor,
it should be attached with twisted metallic wire ties to secure the sign from rattling.

If chains are used anywhere along a fence that supports a fence disturbance sensor, such as to
secure a gate, the chain should be rubber coated and as short as possible.
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Tree branches, weeds, and other objects that could cause mechanical disturbance of the fence
should be removed. Gates, barbed wire, and outriggers (when used) should be mechanically
sound and, where appropriate, firmly attached to other parts of the fence. Such precautions
prevent clatter or mechanical disturbances within the fence itself.

3.6.6 Testing

Three types of testing need to be performed during the life of a sensor: acceptance testing,
performance testing, and operability testing.

3.6.6.1 Acceptance Testing

When a sensor is first installed, it should be tested in order to formally “accept” the sensor as
part of the physical protection system. Acceptance testing consists of two parts:

(1) A physical inspection to ensure that the sensor is installed properly, as follows:

o Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

Verify sector intersection spacing.

Verify that signal and power wires are routed in conduit.

Verify proper power levels, both voltage and amperage.

Verify correct wire connections.

(2) A performance test to establish and document the level of performance (see next
section).

3.6.6.2 Performance Testing

Performance tests should be designed to verify the level of performance of the sensor through
its range of intended function. Fence disturbance sensors are designed to detect an adversary
attempting to climb over or cut through the fence.

The following are examples of when a performance test should be conducted.

° A processor is replaced.

. Sensor cables are replaced or repaired.

. An adjustment that can affect sensitivity is made to the processor parameters.
. Configuration of the installed sensor cables is changed.

. There has been a change to the sensor or in the near vicinity of the sensor that might
affect the detection sensitivity.

This test should include a visual inspection of the sensor and of the general area where the
sensor is installed. The testers should refer to the maintenance section and perform the
required routine maintenance.
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All relevant processor readings and parameter settings that can affect the detection capabilities
or the nuisance alarm rate should be recorded. Each manufacturer will have different sensor
settings. The test should involve comparison of the current readings to the last recorded
readings to ensure that they fall within the manufacturer’s specifications.

To test the detection capabilities against a climb, the tester will actually climb the fence fabric.
To preserve the integrity of the fence fabric, test devices are available that provide a consistent,
simulated cut disturbance to the fence without damaging the fence fabric. (Refer to Figure 34.)

Figure 34: An example of a fence-cut simulation tool in use.

Sufficient testing should be performed to provide the probability of sensing (Ps) at the
confidence level defined for the facility. For example, a “30/30” test methodology and binomial
distribution may be used to yield a 90-percent Ps performance at a 95-percent confidence level.
Using this methodology, if the sensor alarms 30 times when subjected to 30 attempted
intrusions, the Ps value is equal to 0.90 at a 95-percent confidence level based on the values
derived from a binomial reliability table.

Performance testing of fence disturbance sensors should include the following procedures.
Performance tests should be conducted at 30 equidistant points along the length of the
detection zone/sector. One or more test trials should be performed for each of the 30 test
locations. Particular attention should be directed to locations where sensitivity might vary if the
installation configuration varies from the norm, such as at corners, sector overlaps, or where
fence structure is more significant.

3.6.6.2.1 Procedure 1: Conduct Climb Tests

Conduct 30 climb tests within the detection zone/sector to verify Ps = 0.90 at a 95-percent
confidence level.

Each sector should be tested 30 times at points equidistant along the length of the sector. For
this procedure, the adversary test subject should attempt to climb the fabric from the outer
(unprotected) side of the fence. (Refer to Figure 35.) If climb testing of the fence is required
from the inner side, do not use the fence support posts to aid in climbing. A failure is recorded if
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the adversary test subject can reach the top of the fence and start to go over without an alarm
being generated.

Figure 35: Test climbing the fence from the outer (unprotected) side.

3.6.6.2.2 Procedure 2: Conduct Simulated Cut Tests

Using the simulated cut device, conduct 30 simulated cut tests within the detection zone/sector
to verify PS = 0.90 at a 95-percent confidence level.

Each sector should be tested 30 times at points equidistant along the length of the sector. For
each trial, use the cut simulation tool to strike the fence (releasing the plunger from the middle
notch) X1 times at a point either 12 inches from the ground, 12 inches from the top of the fence,
or at a point in the middle of the fence fabric. Ensure that the test device is firmly pressed
against the fabric when releasing the plunger. The strikes should be at approximately X second
intervals. A failure shall be recorded if the tester can strike the fence X times within the
designated timeframe without generating an alarm.

3.6.6.2.3 Procedure 3: Verify Processor Enclosure Tamper Alarm

Test the tamper alarm of the processor enclosure by slowly opening the door to the enclosure.
A failure shall be recorded if an alarm is not received or if the cover can be opened more than 1
inch before an alarm is received.

' X = The numbers for the amount of times needed to strike the fence and the required time interval to generate an
alarm which are determined by the site and are usually classified.
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3.6.6.2.4 Resettling Time

When following the performance test procedures, allow sufficient time for the system under test
to stabilize or reset between each individual test trial.

3.6.6.2.5 Verification of Failure to Alarm

If an alarm is not received for a given trial, two more attempts may be made at the same
location using the same test method. The trial should be considered a valid detection and
testing can proceed only if both of the additional trials result in successful alarms. If either
additional trial results in a failure, testing of the system should cease and corrective action
should be taken. Following required maintenance or recalibration, the complete performance
test procedure should be conducted again using the same test methodology at all test locations
(if possible) to verify acceptable sensor performance. If sensing performance does not meet
requirements after all reasonable corrective actions have been attempted, the test should be
annotated as a failure.

3.6.6.3 Operability Testing

The operability test is conducted by causing a disturbance to the fence fabric within the zone to
be tested. The disturbance can be caused by striking the fence with some object or simply
shaking the fence until an alarm is received at the alarm monitoring station. The striking or
shaking force to be exerted during the operability test is usually outlined in manufacturer’s
specifications and is derived from a reasonable representation of the force that the system
would encounter and should detect if a human were attempting to circumvent the system by
climbing or cutting.

If no alarm is received, a maintenance request should be immediately generated and

implementation of compensatory measures should be considered based on site-specific
requirements.

3.6.7 Maintenance

At least twice a year and after any major storms, each section of a fence disturbance sensor
system should be carefully examined to make certain that no parts of the sensor system have
become loose or the integrity of the fence has not been compromised. The inspection should
include the following:

) Ensure that wire ties for the sensor cable have not broken or become loose.

. Ensure that all fence fabric wire ties remain tight and are securely attached to the fence

structure.
. Inspect for any debris that has collected against the fence and remove this debris.
o Inspect any signs that may be mounted on the fence fabric and ensure that they are

securely fastened.

. Ensure that any splices or terminations in the sensor cable remain sealed and securely
attached to the fence.
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4. INTERIOR INTRUSION DETECTION SENSORS

4.1 Balanced Magnetic Switch

4.1.1 Principles of Operation

The magnetic switch is the most ubiquitous security device in the world, used for both door and
window protection. (Refer to Figure 36). It consists of a magnet, which is installed on a door or
window, and a switch unit, which is installed on the frame. When the door or window is in the
closed position, the created circuit is closed; when the door or window is opened, the circuit is
open, which causes an alarm to be initiated.

Figure 36: An example of the application of a magnetic switch for door protection.

At a cost of approximately $10, the simple magnetic switch device is used in most residential
and small business security systems. Unfortunately, little knowledge is required to defeat
(bypass or spoof) a simple magnetic switch. In response, the balanced magnetic switch (BMS)
was developed more than 30 years ago. The BMS requires a great deal more skill to defeat
than a simple magnetic switch.
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A BMS employs a magnet in both the switch and magnet units. (Refer to Figure 37). The
switch unit, which contains a magnetic reed switch, a bias magnet, and tamper/supervisory
circuitry, is mounted on the stationary part of the door or window unit. The component
containing the larger permanent magnet is mounted on the movable part of the door or window,
adjacent to the switch unit installed on the frame when the door is closed.

Figure 37: A schematic of a simple versus balanced magnetic switch.

With the door or window closed, the magnets are adjusted to create a magnetic loop, causing
the reed switch to experience a magnetic field of essentially zero. When the door or window is
opened and the magnetic field is removed, the contacts will separate and trigger an alarm
indicating a security breach. In some models, this magnetic field is accomplished by adjusting
the bias magnet; in other models the adjustment is made by varying the position of the magnetic
unit with respect to the switch unit.

Any action that causes the magnetic field to become unbalanced, such as opening the door or
window, results in the transfer of the reed switch to the “closed” position and an alarm output.
The same result is obtained if an external magnet is brought into the vicinity of the BMS, thus
changing the magnetic field.

A newer BMS codes multiple magnets in each unit; thus, each BMS is matched and the defeat

of the BMS is nearly impossible. However, fixing a switch in a BMS that has a coded
configuration requires that the BMS be completely replaced with another matched pair.
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A BMS is a passive, visible, point-detection sensor.

4.1.2 Types of Balanced Magnetic Switch Sensors

BMS sensors have a variety of designs. Some use multiple magnets; some have internal
electromagnets for self-testing. Manufacturers have reduced the vulnerability of magnetic
switches to external magnetic fields through the following measures:

. Using multiple magnets, various magnetic orientations, and magnetic shielding, such as
Mumetal®

. Creating standoff distances
o Adding magnetic tamper indicators

The newest switches on the market have very narrowly defined magnetic field paths, making
them almost immune to external magnets. All provide a high level of protection for access
points such as windows and doors. The type of BMS a facility chooses should be based on
providing reliable functionality within the environment and the goals of the physical protection
program.

4.1.3 Sources of Nuisance Alarms

BMS sensors are very reliable when installed correctly on a properly installed door with
hardware that is in good condition. Nuisance alarms are almost never caused by the BMS
alone.

Most nuisance alarms generated by a BMS can be attributed to the poor condition of the door or
its hardware. Most common nuisance alarms are caused by a worn or out-of-adjustment latch
that occurs because of excessive door movement or play. Nuisance alarms can also be caused
by excessively worn door hinges or an improperly installed BMS that causes misalignment of
the switch unit and magnet unit.

When a BMS is used on large rollup doors, nuisance alarms are usually caused by slight
misalignment of the doors. It is difficult over time to keep this type of door maintained in
alignment for proper sensor operation. Extreme weather conditions that cause excessive
movement of a door, window, or access portal can also increase the nuisance alarm rate of a
BMS.

4.1.4 Installation Criteria

The switch assembly of a balanced magnetic sensor is mounted on the inside of the fixed
surface and the magnetic assembly is mounted near the top of the movable surface near the
edge that is on the opposite side of the hinge. This mounting allows for maximum detection of
movement.

A BMS should always be installed on the secure side of the door.

If the BMS is installed on a recessed door or outward opening door, a spacer will be needed to
line up the switch and magnet units. If the door frame is steel, a nonferrous (aluminum or
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plexiglass) spacer should be installed between the door frame and the switch unit to prevent
interference with switch operation. Likewise, if the magnet is installed directly on a steel door, it
should have the same type of spacer. A spacer made from Yz-inch-thick plexiglass has worked
well in many installations. Some manufacturers state that their switch compensates for the
effects of steel. Itis best to consult the manufacturer to verify the need for a spacer.

The wiring from the BMS should be protected. Installing the wiring in a conduit from the sensor
switch enclosure all the way to the alarm data-gathering or multiplexer panel will provide
protection for the alarm wiring. Materials with high magnetic permeability, such as Mumetal®,
are preferable for the shielding. However, steel can also be used.

Sensor electronics enclosures should have tamper switches. Line supervision is the means for
monitoring the communication link between a sensor and the alarm control center. Use of
supervised lines between the sensor and host alarm system, as well as continuously monitored
sensor tamper switches, will help protect against adversary attacks on communication links and
sensor electronics enclosures.

4.1.5 Characteristics and Applications

A BMS is passive and visible and detects boundary penetration such as a door or window being
opened. These switches are manufactured in different sizes and shapes and achieve different
performance levels, depending on the manufacturer and the model.

A BMS is a mature technology that is subject to few (if any) nuisance alarms, provided that the
door, door frame, and door hardware are in good condition and that the BMS was installed

properly.

An externally introduced magnetic field has the possibility of defeating a BMS. BMS sensors
with multiple magnets and reed switches will be much more difficult to defeat by this method. If
a door magnet can be removed without detection, it may be possible to compromise the BMS.
These sensors provide protection only if the intruder opens the door or window for entry. If the
intruder cuts through the door, cuts through the wall next to the door, or breaks the window
pane, the BMS will be bypassed. Consideration should be given to bolstering the resistance to
adversary penetration of these potential pathways.

High-voltage discharges from lightning, power surges, or stun guns can permanently weld reed
switch magnetic contacts in a failed (closed) position, making the system useless when it is
armed. If the metal contacts are welded shut, it will indicate a secure state even when the
system is breached.

4.1.6 Testing

A regular program of testing sensors is imperative for maintaining them in optimal operating
order.

4.1.6.1 Acceptance Testing

When a BMS sensor is first installed, it should be tested in order to formally “accept” the sensor
as part of the physical protection system. Acceptance testing consists of two parts:
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(1) A physical inspection to ensure that the sensor is installed properly consists of the
following:

o Verify that the installation matches the installation drawings, which should follow
the guidance provided by the manufacturer.

o Verify that signal and power wires are routed in the conduit.

o Verify proper power levels (voltage and amperage).

o Verify correct wire connections.

(2) A performance test to establish and document the level of performance (see next
section).

4.1.6.2 Performance Testing

If a BMS has had an unexplained number of nuisance alarms or if the BMS has ever failed to
generate an alarm during a daily walkthrough test, troubleshooting and/or repair will be required;
after this repair, a formal performance test should be run. Also, operation of the sensor tamper
and communication to the alarm stations are verified during testing.

Three basic tests constitute a performance test for a BMS:

(1) Evaluate the response of the switch when an externally introduced magnetic field is
produced via a foreign magnet during testing. (Refer to Figure 38.)

(2) Establish that the BMS detects a door opening within a specified distance. A commonly
used requirement is that a BMS shall generate an alarm when the leading edge of the
door has been moved 1 inch or more from the fully closed position.

(3) Establish that the BMS does not detect a door opening within a smaller specified
distance. A commonly used requirement is that a BMS shall not initiate an alarm for
door movement of %z inch or less. The importance of the condition of the door and its
associated hardware cannot be overemphasized. If the door is not properly installed
and maintained, the BMS effectiveness will be degraded.

The history of nuisance alarms and false alarms should be reviewed at this time as well.
Establishing specific values for false alarm rates helps the operator determine when a sensor
should be reported to maintenance personnel.

4.1.6.3 Operability Testing

The objective of the operability test is to verify that the sensor is operational and that the correct
alarm signal is received and displayed at the alarm stations.

The BMS operational test is simple and is performed by opening the door and verifying with the
alarm station operator that an alarm was received at that particular door location. Then another
test is conducted to verify with the operator that the sensor returns to the secure state and
remains secure when the door is closed, latched, and pushed back and forth, given that there is
some play in the latch.



Figure 38: Demonstration of introducing an external magnetic field to a BMS. Note that this procedure
is much more difficult to accomplish than the photos would suggest.

The door hardware should be in good condition. The door should open and close smoothly
without rubbing or scraping on the door frame. It should latch easily and the amount of play in
the latch should be minimal.

In addition to scheduled operability tests, operability testing should be performed when a
protected location is placed into a secure condition from an unsecure condition (i.e., entrances
locked and alarms reactivated).

4.1.7 Maintenance

At a minimum, maintenance of a BMS should be performed every 6 months. The following
should be verified during maintenance:

. Verify tamper operation by accessing electronics enclosures and disconnecting
communicating links of the sensors and through successful communication to the alarms
stations.

. Verify tamper operation or alarm when a foreign magnetic field is introduced to the
sensor.

o Verify that an alarm occurs within a specific door movement distance, which is typically
before the leading edge of the door has moved 1 inch.
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. Verify that no alarms occur during any slight movement of the door when it is latched.

. Verify acceptable conditions of electrical power and communication lines.

4.2 Interior Microwave Sensors

4.2.1 Principles of Operation

Interior microwave sensors are active volumetric sensors and are typically monostatic,
employing a single antenna for both the transmit and receive functions; all components are
enclosed in a single housing. (Refer to Figure 39.) Microwave sensors emit an energy field.

Motion within an area protected by a microwave will cause changes to the microwave energy,
and these changes are a type of Doppler frequency shift. A person or other object moving
within the microwave energy field will cause minute changes in the frequency of the microwave.
As the sensor “knows” the frequency at which it is transmitting, when it receives reflected
energy at a slightly different frequency, it will process the difference between the frequencies.
An alarm will be generated if the frequency difference exceeds a preset threshold.

Microwave sensors typically operate in the X band radiofrequency region (7 to 11 gigahertz)
with low power output that is approximately 5 to 10 milliwatts. Figure 40 illustrates typical
sensor coverage patterns. The size and shape of this pattern can vary significantly, depending
on the characteristics and configuration of the microwave antenna used in the sensor design,
although most interior monostatic microwave sensors have a detection pattern that ranges from
approximately 9 meters (approx. 29.5 feet) up to 30 meters (approx. 98.4 feet) in length. The
shape of the detection zone is governed by the design of the antenna and is roughly similar to
an elongated balloon or a cigar. The antenna is usually a microwave horn but may be a printed
circuit planar or phased-array antenna.

Figure 39: A common interior microwave antenna propagation pattern.
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Figure 40: Examples of different microwave antenna propagation patterns; the half and full envelopes
indicate half-power and full-power settings.

Optimal detection for microwave sensors is achieved when the target is moving toward or away
from the sensor—not across the detection zone. Therefore, placement of microwave sensors
should be such that the adversary will be necessarily forced to move towards or away from the
sensor to accomplish the adversary’s objective.

4.2.2 Types of Interior Microwave Sensors

The two basic types of microwave sensors are monostatic sensors, which have the transmitter
and receiver encased within a single housing unit, and bistatic sensors, in which the transmitter
and receiver are two separate units creating a detection zone between them. A bistatic system
can cover a larger area and would typically be used if more than one sensor is required for the
area being covered, but is more commonly applied in exterior applications.

4.2.3 Sources of Nuisance Alarms

Because of the high frequencies of microwave sensors, the signal/sensor is not affected by
moving air, changes in temperature, or humidity. However, the high frequency allows the signal
to pass through standard walls, glass, sheetrock and wood, which can cause nuisance alarms
to be generated by movement adjacent to, but outside, the detection area. If a microwave
sensor is installed in a room made from light construction materials and the detection area of
that microwave is larger than the room, nuisance alarms will occur because of movement
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outside the room. The structural materials and the thickness that a particular microwave can
penetrate will vary, based on the device’s manufacturer, model, and frequency. (See Figure
41.)

Figure 41: A microwave sensor can trigger nuisance alarms because of its ability to transmit through some
light-weight construction materials.

Nuisance alarms can be generated by fans, rodents, pets, or equipment. A fan that is not
located in the room of primary detection is also a possible source. If a fan is located within a
ventilation duct, reflections from the moving fan blades can be detected by microwave energy
traveling through the duct. Another source of nuisance alarms for microwaves is plastic
drainpipes located behind dry wall. Water draining through the pipes can cause alarms.

Some microwave sensors can be triggered by fluorescent lights. The gas within fluorescent
lights is a reflector of microwave energy when ionized. The light actually flickers at the power
line frequency, which the sensor perceives as motion. If nearby microwave sensors generate
nuisance alarms, a metallic screen mesh (also known as a Faraday cage) can be installed over
the lights to prevent the microwave energy from passing through.

Electromagnetic sources close to the microwave frequency are another possibility. In fact, if
more than one microwave sensor is installed in the same area, they can potentially interfere
with each other and cause nuisance alarms. Fortunately, microwave sensors are available that
allow the user to select from several different frequencies. More than one microwave in the
same area will require different frequencies.

Finally, signals reflected off metal objects, such as filing cabinets, trash cans, and electrical

boxes, can “extend” sensor coverage to areas not intended to be covered, thus creating the
potential for nuisance alarms.
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4.2.4 Characteristics and Applications

Microwave sensors are most sensitive and effective when installed so that an adversary would
necessarily walk toward or away from the sensor.

Microwave sensors can be used to effectively monitor interior confined spaces such as vaults,
special storage areas, hallways, and service passageways. They can also serve as an early
warning alert of intruders approaching a door or wall. In situations where a well-defined area of
coverage is needed, the use of monostatic microwave sensors is appropriate.

To further enhance detection, a facility can install a complementary sensor, such as a passive
infrared (PIR) sensor. (A PIR sensor is considered to be complementary to a microwave sensor
because a PIR senses best when an adversary moves across the zone of detection, unlike the
microwave.) The use of a complementary system provides a second line of defense and
provides security personnel with additional information to help them accurately assess an alarm
and discriminate actual or potential penetrations from nuisance events.

Microwave sensors are least sensitive if installed such that an adversary would be able to 