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INFORMATION TECHNOLOGY

Social Security Administration's Data Exchanges
Support Current Programs, but Better Planning Is
Needed to Meet Future Demands

What GAO Found

Systems-related problems that affect SSA’s ability to support outgoing data
exchange programs have been few, and the agency has established effective
procedures and mechanisms for addressing the problems that do occur. In
this regard, SSA provides help-desk and on-site support to data exchange
partners to help prevent or resolve problems, and uses procedures supported
by a problem-identification and tracking system to facilitate problem
resolution. State and federal partners with whom GAO held discussions stated
that these efforts resulted in quick responses from SSA and effective
resolution of problems that occurred. For example, a system that provides
information for two data exchange programs that support driver’s license
issuance and voter registration in all 50 states was reported to have had
almost 100 percent availability during the hours specified in the agreements
governing these data exchanges. Further, all of the data exchange partners
with whom GAO held discussions reported that the data that SSA provided
were reliable. As a result, these partners stated that their ability to conduct
business operations that depend on SSA data was not adversely affected by
systems-related problems associated with SSA’s IT infrastructure.

SSA and its partners anticipate that the number of requests for outgoing data
exchanges will continue to increase and that the exchanges will become more
complex as agencies request that these exchanges take place through online,
real-time transactions. However, SSA officials stated that the agency’s existing
IT infrastructure may not be able to support the increased demand that they
and their partners anticipate. To address overall agency needs for a more cost-
effective and efficient computing environment, the agency is taking steps to
modernize its computing capabilities and supporting infrastructure. For
example, the agency is in the process of implementing an updated database
environment and upgrading its software applications—steps that are intended
to enable expanded and more efficient IT service delivery, including the
electronic exchange of data. However, the agency has not fully implemented
IT management practices specifically related to its outgoing data exchange
environment, such as conducting thorough analyses to project the expected
increase in requests for data and online access. Conducting these analyses and
using this information as input to the agency’s target architecture (i.e., a
formal description of the agency’s future environment) are important
practices to clearly define future requirements to guide the direction of the
agency’s data exchange programs. Implementing these management practices
is essential to ensuring that the agency is well positioned to meet the growing
needs of its data exchange partners.
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Washington, DC 20548

September 16, 2009

The Honorable Max Baucus
Chairman

Committee on Finance
United States Senate

Dear Mr. Chairman:

Through more than 3,000 agreements with federal and state agencies, the
Social Security Administration (SSA) both receives incoming data to
support its own programs and provides outgoing data to support state and
other federal agencies’ programs. Specifically:

Information provided to SSA by other federal agencies aids in the
processing and electronic disbursement of, for example, beneficiary
payments or premium withholdings for entitlement programs such as the
Retirement, Survivors, and Disability Insurance Program and the
Supplemental Security Income Program.

Information that SSA provides to state and other federal agencies enables
more efficient processing of services such as driver’s license issuance,
voter registration, social services administration (such as food stamps),
employment verification and eligibility, and passport issuance.

The data that SSA provides are essential to helping state and federal
partners streamline operations, reduce costs, and eliminate overpayments
and fraud. To carry out these transactions—over 1 billion each year—the
agency relies on an information technology (IT) infrastructure consisting
of the hardware, software, networks, and management practices that
support capabilities to provide electronic data to and communicate with a
variety of external systems belonging to the agency’s data exchange
partners.'

Given the significance of the data provided by these transactions, you
requested that we examine the effectiveness of the agency’s IT
infrastructure in supporting data exchanges that provide information to

'In this context, the term “data exchange” refers to an ongoing mechanism for exchanging
data, and the term “transaction” refers to an instance of exchanged data, such as the
verification of a single Social Security number.
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state and other federal agencies. Our objectives were to (1) determine the
extent to which SSA’s IT infrastructure effectively and efficiently supports
its current data exchange programs, and describe any systems-related
problems that affect the agency’s state and federal data exchange partners
and (2) describe SSA’s efforts to ensure that its IT infrastructure can
support the agency’s and its partners’ future data exchange environment.

As requested, we focused our study on SSA’s data exchange programs that
affect the ability of state and federal partners’ to provide services to
individuals. These data exchanges provide electronic information that is
used to support state and other federal agencies’ programs—that is,
“outgoing” data exchanges—through the use of several components of
SSA’s IT infrastructure.” SSA considers these to be “non-program” data
exchanges since they do not support the agency’s mission.

To address both of the objectives, we identified the components of SSA’s
IT infrastructure that support the agency’s data exchange programs, and
obtained and analyzed agency documentation describing these
components and SSA’s data exchange operations as well as plans to make
improvements to the agency’s IT infrastructure. We interviewed SSA
officials, including two regional office data exchange coordinators from
New York City and Kansas City,* as well as officials of selected state and
federal data exchange partners, to obtain their views on the effectiveness
of SSA’s IT infrastructure in supporting data exchanges and on the
agency’s plans for improvements. We spoke with and collected
documentation from partners who represent various state agencies in New
York, California, Idaho, North Carolina, and Iowa, and from federal data
exchange partners within the Departments of Veterans Affairs, State,
Homeland Security, and Health and Human Services. We determined that
the data provided by SSA about the agency’s data exchange IT
infrastructure were sufficiently reliable for the purposes of our

®SSA also provides information, such as Social Security number verification, to other
external entities, such as private companies. The scope of this study did not include those
partners. We also did not include exchanges from SSA to the Department of the Treasury in
the scope of our study because these administrative exchanges are conducted so that
Treasury can provide payments (through checks and electronic transfers) to beneficiaries
on behalf of SSA; these exchanges do not support Treasury programs.

*We held discussions with these two region coordinators based on the extent of their
experiences with data exchanges and the number of data exchange programs that they
support. The New York City region includes New York, New Jersey, Puerto Rico, and the
U.S. Virgin Islands; the Kansas City region includes Kansas, Missouri, lowa, and Nebraska.
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engagement. Appendix I contains more details on our objectives, scope,
and methodology.

We conducted this performance audit from December 2008 to September
2009 at SSA’s headquarters in Baltimore, Maryland. We also met with state
agency officials in New York, California, Idaho, North Carolina, and Iowa
and with federal agency officials with the Departments of Veteran Affairs,
State, Homeland Security, and Health and Human Services in Washington,
D.C. We conducted our work in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our audit objectives.

SSA currently maintains over 800 agreements that support exchanges
Background through which the agency provides data to state and federal partners
(approximately 700 state and almost 100 federal agency partners). These
agreements define the requirements, terms, and conditions under which
the data will be provided to the partners. In many cases, legislation
mandates the agency to provide electronic data in support of certain
programs.* For example, SSA is required to provide data to the Veterans
Benefits Administration, which is part of the Department of Veterans
Affairs, in support of the Veterans Benefits Administration’s efforts to
determine benefits eligibility. In other cases, SSA voluntarily enters into
data exchange agreements with state and other federal agency partners.

IT Infrastructure SSA’s existing IT infrastructure—databases, applications, networks, and
Components Supporting management practices—supports the agency’s daily operations and core
SSA Data Exchanges mission activities, such as administering monthly Retirement, Survivors,

and Disability Insurance and Supplemental Security Income benefits, as
well as its data exchange programs.” Data provided to SSA’s data

4According to SSA, of the over 800 agreements with state and federal partners, about 530
are legislatively mandated to support programs such as veterans’ and Medicare benefits
administration, voter registration, and employment eligibility verifications.

’SSA’s core mission is to administer the Retirement, Survivors, and Disability Insurance
program, which provides benefits to workers who have paid into the Social Security trust
fund, and the Supplemental Security Income program, which provides or supplements the
income of aged, blind, or disabled individuals with limited income and resources.
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exchange partners are accessed from the same database infrastructure
that supports the agency’s overall operations and mission. This
infrastructure includes several databases that store and maintain
beneficiary data related to SSA’s benefits programs. These databases are
briefly described in table 1.

|
Table 1: Contents of SSA’s Databases

Database Contents

Master Beneficiary Record (MBR) All data related to Retirement, Survivors, and
Disability Insurance benefits enrollment and
contributions

Master Earnings File (MEF) Wage data reported by employers for their
employees

Supplemental Security Record (SSR)  Data about Supplemental Security Income
eligibility and payments

Number Holder Identification Social Security number holders’ name, date of

(Numident) birth, place of birth, parents’ names, citizenship
status at the time of application, date of death (if
applicable), and the office where the Social
Security number application was processed and
approved

Prisoner database Prisoner confinement information that various
prisons report to SSA

Source: GAO analysis of SSA data.

Among the databases, the Master Beneficiary Record, Master Earnings
File, and Supplemental Security Record databases are included in the
agency’s legacy database infrastructure, referred to as the Master Data
Access Method, or MADAM. The Number Holder Identification database
has recently been updated to a more modern system based on
commercially available software.®

SSA also maintains various application systems that were designed and
developed specifically to process data exchange transactions and that
generally support multiple data exchanges. These applications provide
Social Security number matching and verification information that
supports various types of federal and state programs, such as driver’s
license issuance, voter registration, social services administration (e.g.,
food stamps), employment eligibility verification, and passport issuance.

The Prisoner database is a separate database that resides outside of the MADAM
infrastructure.
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The applications accept requests for information from SSA’s partners,
retrieve and attempt to match or verify data from the databases against the
information submitted by the partners, and then transmit responses—that
is, the results of the data matching and verification—to the data exchange
partners who initiated the requests. The applications primarily match
Social Security number, name, and date-of-birth information submitted by
the partners against data stored in the databases. The request transactions
are processed and the responses provided through the use of either batch
file or online, real-time processing.’

SSA relies on 11 key application systems to process information requests
from and provide response data to its state and federal data exchange
partners. These data exchange applications provide data to programs
associated with 582 of the state-level agreements and 26 of the federal-
level agreements—about 75 percent of the outgoing data exchange
agreements that the agency supports.® These 11 key data exchange
application systems process over 1 billion transactions annually.

Six of the 11 applications process transaction requests and responses in
batch mode. That is, they return single files that contain matching or
verification information in response to multiple transaction requests (i.e., a
“batch”). The majority of SSA’s state and federal data exchange partners
receive transaction responses from the agency in batch files. Table 2
describes these batch processing application systems.

"Batch transaction processing sequentially matches data files containing one or more data
items against records in SSA’s databases and returns responses to multiple requests for
data in one file at a scheduled time. Online, real-time processes return responses to
individual requests for data at the time that the requests are made.

The remaining 25 percent of SSA’s outgoing data exchange agreements are supported by
various applications that provide data to several different state and federal agencies. For
example, one such application was developed to provide all states with information to
identify individuals who may be eligible for Medicaid continuation following a Retirement,
Survivors, and Disability Insurance cost-of-living adjustment.
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Table 2: SSA’s Key Batch Application Systems Providing Data to State and Federal Partners

System

Function

Databases accessed

Number of data
exchange agreements

State Verification and
Exchange System
(SVES)

Provides verification of Social Security numbers
and benefits information used to establish
eligibility for income and health maintenance
programs. The system allows users to request

data from other SSA data exchange applications.

In these cases, SVES filters the requesting
transactions to determine the appropriate
applications for processing. SVES then passes
the requests to the applications, which process
the requests and return responses to the
partners.

« Master Beneficiary
Record

» Supplemental Security
Record

Number Holder
Identification

214 state, territory, and
District of Columbia, and
5 federal agency
agreements

Beneficiary and Earnings
Data Exchange
(BENDEX)

Provides Retirement, Survivors, and Disability
Insurance benefit information to states and
territories, and provides earnings and employer
data for the last calendar year.

» Master Beneficiary
Record

» Master Earnings File

96 state, territory, and
District of Columbia
agency agreements

Prisoner Update
Processing System
(PUPS)

Provides prisoner record information to federal
and state agencies to establish eligibility or
ineligibility for various programs.

« Prisoner database

Included in SVES
agreements

Earnings System

Provides earnings information and Social
Security information to federal, state, or local
agencies for the purpose of validating Social
Security numbers used in administering cash or
noncash income maintenance programs or
health maintenance programs, and provides
information to employers or former employers for
correcting or reconstructing earnings records for
Social Security tax purposes.

» Master Earnings File

4 federal agency
agreements

State Data Exchange
(SDX)

Provides Supplemental Security Income data to
states for administering income maintenance or
health maintenance programs, such as state
supplementation, interim assistance payments,
and Medicaid.

» Supplemental Security
Record

51 state, territory, and
District of Columbia
agency agreements

Enumeration Verification
System (EVS)

Provides Social Security number verifications to
several partners, including employers and
federal and state benefits-paying agencies for a
number of purposes, such as processing
individuals’ applications for welfare benefits.

« Number Holder
Identification

33 state, 15 federal, and
District of Columbia
agency agreements

Source: GAO analysis of SSA data.

Of the 11 key data exchange application systems, 5 process transaction
requests and responses in online, real-time mode. These systems retrieve

data from SSA’s databases in several ways. For example, using online, real-
time processing, a state partner can initiate a query transaction from
within a state system. The query is transmitted to SSA systems via various
transmission mechanisms, such as dedicated lines or Internet connections,
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which process the query and then provide an immediate, or real-time,
response to the requester. In other cases, employees of some federal
agencies are allowed to remotely log on to SSA systems and execute
online database inquiry transactions, to which they receive a real-time
response. Table 3 shows the key application systems that support online
data exchange transactions.

__________________________________________________________________________________________________________________|
Table 3: SSA’s Key Online, Real-time Application Systems Providing Data to State and Federal Partners

Number of data

System Function Databases accessed exchange agreements
State Online Query Provides verifications of Social Security numbers  » Master Beneficiary 48 state and 2 federal
(SOLQ)/Federal Online and benefits information to both state and federal Record agency agreements
Query (FOLQ)* partners to establish eligibility for income and - Supplemental Security

health maintenance programs. Record

« Number Holder
Identification

Unemployment Insurance  Provides Social Security number verification and ~ « Master Beneficiary 36 state agency
Query (UIQ) Social Security benefit information that are used Record agreements

by state unemployment insurance representatives . Number Holder

to offset unemployment payments with the receipt Identification

of SSA payments. The Unemployment Insurance
Query is part of SOLQ.

E-Verify Provides confirmation or noncomfirmation of newly ¢ Number Holder 1 federal agency
hired employees’ Social Security numbers to aid Identification agreement
employers in verifying employment eligibility under
the E-Verify program administered by the
Department of Homeland Security.

Social Security Online Provides Social Security number verification + Number Holder 52 state, territory, and
Verification (SSOLV) primarily to state motor vehicle agencies for the Identification District of Columbia
issuance of driver’s licenses and state agency agreements

identification cards, through the American
Association of Motor Vehicle Administrators
(AAMVA) network.”

Help America Vote Provides to AAMVA verifications of the last four » Number Holder 45 state, territory, and
Verification (HAVV) digits of Social Security numbers of voter Identification District of Columbia
registrants who do not have driver’s licenses for agency agreements
use by state AAMVA partners to register new
voters.

Source: GAO analysis of SSA data.

*When the system is used to provide data to federal partners, it is referred to as Federal Online
Query. The SOLQ/FOLQ application is an online version of the batch application State Verification
and Exchange System.

*The AAMVA network serves as the conduit for transmitting verification requests from individual state

driver’s licensing agencies to SSA, as well as receiving verification responses from SSA and
transmitting them to individual states.
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Figure 1 provides an overview of the databases and application systems,
and the data flow between them and the agency’s state and federal
partners.

Figure 1: SSA Databases and Key Systems That Support Outgoing Data Exchange Programs
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Source: GAO analysis of SSA data.

Note: Tables 1, 2, and 3 of this report provide the definitions of abbreviations and acronyms and
descriptions of systems and databases.

Funding and Management
of SSA’'s Outgoing Data
Exchange Programs

SSA’s outgoing data exchange programs are funded through various
sources. These include the agency’s annual budget and reimbursements
from the data exchange partners, which are established through the data
exchange agreement process. For example, the agreement between SSA
and the Veterans Benefits Administration states that SSA will provide data
at no cost. In this case, SSA’s annual budget provides funds to support the
administrative and systems-related activities that are required to support
this agreement, such as the development of agreements and technical
support for the data exchange partners. SSA receives reimbursements
from a number of its external partners, including the American
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Association of Motor Vehicle Administrators (AAMVA)’ along with 2 state
agencies and 14 other federal agencies, for data exchanges. For example,
according to agency documentation, SSA’s agreement with AAMVA to
provide electronic Social Security number verifications to all states for
processing driver’s license applications resulted in reimbursements in the
amount of $230,882 to the agency in 2007. The amounts of
reimbursements, if any, are determined on the basis of provisions
established by the agreements with each data exchange partner. For 364 of
these agreements, SSA provides electronic data at no cost to state and
federal partners."

According to agency documentation, during fiscal year 2007, SSA received
about $10 million in total reimbursements for its outgoing data exchanges,
primarily from federal data exchange partners. The documentation
indicates that about half of this amount was reimbursed on the basis of
agreements with the Departments of Homeland Security and Health and
Human Services.

The management and oversight of SSA’s data exchange programs span
multiple agency components. Among these, the Associate Commissioner
for the Office of Earnings, Enumeration and Administrative Systems, has
primary responsibility for systems activities related to SSA’s data
exchange programs, and the Office of Budget, Finance, and Management,
Office of Strategic Services has primary responsibility for data exchange
agreements.

Prior GAO Reports on
SSA’s IT Management
Practices

We have previously reported on SSA’s IT management practices and
challenges. Most recently, we studied and reported on the agency’s ability
to effectively deliver services, including those related to electronic data
exchanges. In our reports, we made recommendations directed toward the
agency’s need to strengthen its plans for delivering services to

YAAMVA reimburses SSA for data exchange services for all 53 partners: 50 states, 2
territories, and the District of Columbia.

“Data exchange agreements with partners are established for varying timeframes. For
example, many non-reimbursable agreements are generally established for an 18-month
timeframe with 12-month renewal. Reimbursable agreements, such as those with AAMVA,
are generally established for 5 years, with annual financial commitment agreements.
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beneficiaries and to address challenges associated with a growing and
increasingly complex data exchange environment."

In December 2008, we reported specifically on SSA’s data exchange
environment and identified challenges that the agency faced in supporting
data exchange programs.”” Among these, we noted that the agency faced
challenges in retaining the expertise needed and maintaining the
technology required to support an adequate technical infrastructure to
meet future needs. We also described an agency initiative to study ways to
better manage the data exchange environment and address current and
future challenges and limitations. This initiative identified actions that the
agency should take to address challenges related to management and
systems-related issues. We recommended in our report that SSA set
milestones for undertaking these actions. The Commissioner of Social
Security concurred with our recommendation and stated that the agency
had established milestones for taking action.

Also in January 2009, we reported that increases in retirement and
disability filings, along with ongoing and expected increases in retirements
of SSA’s most experienced staff, posed difficult challenges for the agency
in meeting future service delivery needs. We recommended that the
agency take steps to address these challenges and develop a plan that
describes how it will deliver quality service in the future while managing
growing work demands and constrained resources."” In response, SSA
stated that it had intensive planning efforts in place, but agreed to develop
a single planning document that would describe service delivery and
staffing plans.

""We have also reported on SSA’s implementation of IT management practices, including
the definition of an enterprise architecture and IT investment management. See GAO,
Information Technology: SSA Has Taken Key Steps for Managing Its Investments, but
Needs to Strengthen Oversight and Fully Define Policies and Procedures, GAO-08-1020
(Washington, D.C.: Sept. 12, 2008); and Enterprise Architecture: Leadership Remains Key
to Establishing and Leveraging Architectures for Organizational Transformation,
GAO-06-831 (Washington, D.C.: Aug. 14, 2006).

IZGAO, Information Technology: Demand for the Social Security Administration’s
Electronic Data Exchanges Is Growing and Presents Future Challenges, GAO-09-126
(Washington, D.C.: Dec. 4, 2008).

BGAO, Social Security Administration: Service Delivery Plan Needed to Address Baby
Boom Retirement Challenges, GAO-09-24 (Washington, D.C.: Jan. 9, 2009).
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SSA’s IT

SSA has implemented technology and procedures within its existing IT
infrastructure to support its current data exchange environment, including

Infrastructure processes to identify, track, and resolve systems-related problems. Those
data exchange partners we included in our study" indicated that the
Supports Its Current agency’s IT infrastructure had effectively supported the exchanges in
Data Exchange which they participate. The partners reported that they had experienced
Environment few systems-related problems and none that had a significant impact on
their ability to conduct business.
SSA Has Established An effective IT infrastructure provides performance capabilities, such as
Practices and Procedures system availability and reliable data, that are essential to enabling the
for Supp orting Data efficient and economical exchange of electronic data.” The Software

Exchange Services

Engineering Institute defines practices for providing effective IT services,
including those that are key to an agency’s ability to ensure that its
infrastructure supports business operations.'® These practices include,
among other things, the establishment of (1) monitoring capabilities to
proactively identify problems; (2) help desks to collect information on
incidents and initiate problem-solving actions; and (3) capabilities to
prioritize incidents, track the status and progress of incident resolution,
and validate the complete resolution of incid